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Introduction

The VisuNet RM Shell 4.1.1 (or newer) embeds a software client that allows connection to Raritan® KVM-over-IP
switches. The KVM-over-IP client allows a point-to-point connection between a VisuNet Remote Monitor and a
Host PC to be set up in the safe area. The local host PC can be shared and remotely operated by a second user
on the remote monitor in the hazardous location.

In this quick installation guide, the configuration of the RM Shell 4.1.1 (or newer) and the Raritan Dominion® KX
[I-101 KVM-over-IP switch is described; it is available as an accessory (DKX2-101-V2, #547998).

Raritan® Dominion® KX 1I-101 KVM-over-IP Switch

Device Interfaces

The Raritan Dominion KX 1I-101 KVM-over-IP switch (KVM switch) has multiple interfaces that are used to
connect a VisuNet Remote Monitor / Box Thin Client (RM) to a local Host PC:

—
AE f

LOCAL USER RESET KVM

=N

T e

VGA lnput KVM Cable
VGA, PS/2, USB from Target Server

Factory
Reset Button

B Local VGA: This is a VGA port that can be used to connect an optional, local monitor to the KVM switch
and share the transmitted video signal from a host PC.

®  Factory Reset Button: This button allows the configuration of the KVM switch to be reset.

m  KVM Input: This is the interface for the KVM cable that provides all interfaces that must be connected to
the host PC.

B VGA: Connect the VGA interface to the VGA port of the host PC to transmit the video signal to the KVM
switch. (If the Host PC only has digital interfaces like display port, HDMI, DVI, please use a digital-to-
analog signal converter.)

m  USB: Connect the USB interface to a USB port of the host PC to forward the keyboard/mouse to the
host PC.

m  (PS/2: You can also use the PS/2 ports to forward the keyboard/mouse to the host PC.)
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®  (Local Admin: Serial port for local administration of a host PC
— this interface is not relevant for VisuNet Remote Monitors.)

m  To Power Adapter: This is the interface to power the KVM
switch.

LAN Port: This is the Ethernet port that must be connected with
the RM.

There are multiple setup options for the KVM switch:

Connection with Local
Monitor (connected to host
PC):

Use this setup if you want
to operate the host PC
locally and via an RM that is
connected via LAN.

(recommended setup)

,local Operator Station*

2nd Monitor port
(e.g. VGA, DVI, DP, ...)

Customer
LAN
Host PC
KVM | (DCS, MES, SCADA, __)
Raritan KVM Keyb./Mouse
#547998
Conr)ection without Local
Monitor: Customer
Use this setup if you do not Host PC
want to locally operate the
host PC but only want to (DCS, MES, SCADA, ...)
operate the host PC via an
RM that is connected via .
LAN.
LAN VGA
KVM .
Keyb./Mouse
Raritan KVM
#547998
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Application Setup

In addition to the local setup of the KVM switch and the host PC, there are also multiple options for connecting
the KVM switch to an RM and integrating the KVM switch into a network:

Jemote Operator Station”

Hazardous Ex-Area Safe Area

@ Jocal Operator Station®

2nd Monitor port
(e.g. VGA, DVI,DP, ..

Eth ¢ Customer
erne Host PC

KvM (DCS, MES, SCADA, .. )
Max. 100m Raritan KVM Keyb./Mouse

#547998

VisuNet Remote Monitor
s T
(PRO License required)

Figure 1: RM and KVM switch (point-to-point)

Customer
Host PCs

,remote Operator Stations”
(DCS, MES, SCADA, ...)

Hazardous Ex-Area Safe Area

&

Keyb./Mouse

Raritan KVM
#547998

Ethernet i
Max. 100m Keyb./Mouse
Eg\‘ﬁ‘r::t Raritan KVM
#547998

VisuNet Remote Monitor
with RM Shell >=v. 4.1
(PRO License required)

Figure 2: RMs and KVM switches (Ethernet switched)
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Preparing VisuNet Remote Monitors / Box Thin Clients

In this section, the steps for a direct connection between an RM and a KVM switch are described. Before you
can connect with a VisuNet RM Shell KVM profile to a host PC, you need to configure the KVM switch.

Note: The following steps describe the configuration of the KVM switch from an RM. The setup can also be
performed from a standard PC.

Set IP Address of RM

First, change the IP address of the RM to a static IP address that is within the IP address range of the KVM
switch (192.168.0.xxx).

("Sytem Settings" app = Network =» IP Address)

& Back to Home @ Logged in as Administrator

System Settings
Network Adapter Information
X General
Network Connected
@ Citrix Receiver Local Area Connection
Intel(R) 1210 Gigabit Network Connection
P4 Desktop Sharing 00:30:06:12:E4:A9

[ Display Network Adapter Settings
N/ Emerson DRDC Network Adapter Name
Local Area Connection
S% GXP Settings

DHCP
B Keyboard o
& Network 1P Address
192.168.0.1
$ Pointing Devices

Subnet Mask

B Prowy 255.255.255.0
B security Default Gateway
[}] Update I

Automatic DNS
€D VisuNet CC
/3 Wedge Configuration DNS Server

Maltiple addreszes can be acded by using a semicolon ()

Apply Changes Revert Advanced

Add KVM Switch to Trusted Sites

Especially when you use a point-to-point connection to the KVM switch, the certificate-based communication
can pose a problem since the certificate cannot be properly validated. To overcome this problem, we
recommend that the KVM switch be added to the trusted intranet zone and that the the security settings are
losened. This allows a direct connection to be established without warning pop-ups.

Note: If you are using a multiport KVM switch that is maintained by IT and has a valid certificate installed, you
can skip the following steps.

1. Open Internet Properties in RM Shell.
b. (Log in as Adminstrator)
c. Go to "System Settings" app = Proxy = Click on "Advanced"

& Back to Home @ Logged in as Administrator

Proxy Server Settings

System Settings
¥ General Proxy configuration
@ Citrix Receiver Enable Proxy

. orF,
P& Desktop Sharing
Use the same proxy settings for all protocols

[ Display
\/ Emerson DRDC Proxy Settings
% GXP Settings
HTTP Proxy Settings
ES Keyboard
& Network HTTPS Proxy Settings

% Pointing Devices

FTP Proxy Settings

4 proxy
B security
Socks Proxy Settings
[}] Update
€O VisuNet CC Do not use proxy server for the following adresses

/3 Wedge Configuration

Multiple dresces can be sdded by using = emicalon (;)

Ignore proxy server for local settings

Apply Changes Revert Advanced
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2. Add IP address of KVM switch (Default: 192.168.0.192) to the "Local intranet" zone.
m  Select the "Security" tab and the zone "Local intranet.”
m  Click on "Sites."

| General | Security |Privaqr I Content I Connections. I Programs I Advanoed‘

Select a zone to view or change security settings.

@ & v O

Internet  [EI=ITEREN Trusted sites  Restricted
sites

Local intranet
e
,  This zone is for all websites that are

found on your intranet. *

Security level for this zone
Allowed levels for this zone: All

Medium-low

- Appropriate for websites an your local netwark.
(intranet)

- Mast content will be run without prompting you

- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

Enable Protected Mode {requires restarting Internet Explorer)

[ Custom level... ]| Default level |

[ Resetal zones to defaultlevel |

(o J[ conel

m  Click on the "Advanced" button and add the IP address of the KVM switch to the list (default IP:
192.168.0.192). Deselect the option "Require server verification (https:) for all sites in this zone" if set.

& Internet Properties T=
Local intranet
[ General| Security [ privacy [ Content | | Programs | Advarced|
Select a 7one to view or change security settings. . You can add and remove websites from this zone. All websites in

iI J S this zone will use the zone's security settings.
Internel

: ; Add this websita to the zone:
t Localintranet Trusted sites  Restricted
Sitms

Local intranet L

192.168.0.192
Thes zone is for all websitex that are Remove

Found on your intranet, [

Require server verification (https:) for all sites in this zone

Use the settings below to define which websites are induded in _
the local intranet zone.
|¥] Automaticaly detect ntranet netwark
|| Endlude: o local (intranet) sites not isted in other zones
Indude al sites that bypass the proxy server
[]indude all netwark paths (UNCs) [ o J[ canca ||

[ Resetal zones to defaultlevel |

Apply ‘

Do not use proxy server for the following adresse

\hat e mtranst setinges | Advanced | [ ok ][ cancel |

f oK ][Cl'ﬂl ! Bply

3. Change certificate settings in the "Advanced" tab.
Disable the following two settings:
m  "Check for publisher's certificate revocation"
®  "Warn about certificate address mismatch"

4. Apply changes by pressing "OK" and reboot RM.
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Create KVM Profile and Connect to KVM Switch

After the system has rebooted, you need to create a KVM profile and establish a connection to the KVM switch
to setup the proper settings on the switch.

1. Go to "Profile Management" and create a new KVM profile.
2. Configure the new profile with the following parameters:

Profile Name: Use a meaningful name for the connection (e.g. Raritan KVM)

KVM Switch Network Name / IP address: IP Address of Raritan switch (factory default: 192.168.0.192)
Username: Enter username, stored on KVM switch (factory default: admin)

Password: Enter password of KVM switch user (factory default: raritan)

Port number: Select port of KVM switch you want to use (factory default: 1)

& Back to Home @ Logged in as Administrator

Profiles M . :
rofiles Management Raritan KVM Settings =&

® 000

B profiles Configure general Raritan KVM Settings
& Raritan KVM
Main Settings ~
Profile Name
Raritan KVM

KVM Switch Network Name /P address
192.168.0.192|

Open Remote Console

Username

admin

Password
LXYTTTTN Lod
@ Port Number Port Name

1.

Ping server before connect

Block user from dlosing the connection

OFF

~

Apply Changes Revert

Display Settings

1. Open the connection initially by pressing "Open Remote Console." A connection to the KVM switch will be
established and you will be prompted to choose whether you want to run the client application.

a. Press "Run" to download the KVM client application onto the RM.

I| ' Do you want to run this application? ?
)

Name:
Raritan Active KVM Client

From (Hover over the string below to see the full domain):
1921680192

Publisher:
Raritan Americas. Inc.

While applications from the Intermnet can be useful, they can potentially harm your computer. If
you do not trust the source. do not run this software. More Information.

b. Two security alerts will pop up that will ask you if you would like to proceed with the following settings.
Press "Yes" to accept.

crrrER— o B CTTER—

W, The identiy of this web site orthe integrity of this connection
G cannot be verfied

Revocation information for the security certificate for this site is not
available. Do you wart to procesd?

The security cerificate was issued by a company you have
not chosen to trust. View the certfficate to determine whether
you want to trust the certifying authority.

Yes [ No View Certificate

The security cerificate date is valid.

The name on the securty cetficate is invaid or does not
match the name of the ste

Do you want to procesd?

[ Ye;D@J[ No | [ View Certficate |

The connection will finally be established, the KVM switch will be loaded, and the login window will appear.

Pepperl+Fuchs Group Germany: +49 621 776 2222 USA: 330 486 0002 Singapore: +65 67799091
E P EPPE RL+ FU C HS www.pepperl-fuchs.com pa-info@de.pepperl-fuchs.com pa-info@us.pepperl-fuchs.com pa-info@sg.pepperl-fuchs.com 7



B VisuNet Control Center Manual
Configuring the KVM Switch

In this section, the configuration steps are described that are required to establish a connection from an RM to
a KVM switch.

Change Username/Password

When you log in for the first time to the KVM switch, you will be prompted to change the default username and
password (admin / raritan).

Use a strong password to increase system security.

Change Password

Change Password

Old Password

N

Note: If you change the username or password, please also update the username and password stored in the
Raritan KVM profile on the RM.

Enable Direct Port Access (DPA)
The RM Shell requires DPA to be activated on the KVM switch.
®  Navigate to “Device Settings =» Device Services” and enable "Enable Direct Port Access via URL."

Home > Device Settings > Device Services

Time & Session:

Sy [] Enable TELNET Access
State: active
Your IP: 152.168.0.1 TELNET Port
{ 23
Device Information: L] Enable 5SH Access
Device Name: DIXZ-101-W2
IP Address: 192.168.0.192 S8H Port
Firmware: 3.7.0.5.2211 22
Device Model: DKX2-101-V2
HTTP Port
1 a0
Port States:
1 Port: up HTTPS Port *
1 Port: idle 443
Discovery Port *
Connected Users: 5000
admin (192.168.0.1)
active Enabif: Direct Port Access via URL
{ L] Enable AKC Download Server Certificate Validation
Online Help

[[] Enable Stand-alone VKC Download Server Certificate Validation

Favorite Devices:

Mot SNMP Agent Configuration

| Manage | ‘ Display By Hame | q
[[] Enable SHMP Daemon

[ Display By Host Name |
System Name System Contact System Location

Display By IP |:K:\z-m--,-z
Enable SHMP viiv2e;
c i Community Type
| IRsﬁc-.‘mv
D Enable SNMP v3 D Use Auth Passphrase
Security Name Auth Protocol Auth Privacy Privacy
MD5 | None

Link to SNMP Trap Cenfiguration

[ Reset To Defaults ] [ _cancel
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Set up Date and Time
Check the KVM switch time.
®  Navigate to "Device Settings = Date/Time" and update the date and time.

Virtual Wedia | User Management [BEVIGESEHings)| security | Maintenance | Diagnostics | velp

Home > Device Settings > Date/Time Settings

Time & Session:
January 11, 2017 11:00:27 Date/Time Settings

User: admin

State: active

Your IP: 182.168.0.1

Last Legin: Jan 11, 2017 10:53:40 Time Zone

| (GMT +01:00) France, Spain, Germany, Poland, elc

Device Information:
Device Name: DKX2-101-V2
IP Address: 192.168.0.192
Firmware: 3.7.0.5.2211
Device Model: DKX2-101-V2

Adjust for daylight savings time
@ User Specified Time

Date {(Month, Day, Year)

Port States:
1 Port: up
1 Port: idle

Connected Users:
admin (192.168.0.1)
active

Online Help

Time (Hour, Minute)
12 00 3p | (hhimmss)

O Synchronize with NTP Server

Primary Time Server

Secondary Time Server

Favorite Devices:

Hone
| Display By Name | \ ‘
| Display By Host Name |

Display By IP

Reset To Defaults | ‘ Cancel

| Manage

IMPORTANT: The times on the RM and KVM switch must match!
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Create a Self-Signed Certificate

Note: This step is only required if you do not have a valid "company certificate" that can be used on the KVM
switch.

IMPORTANT: A self-signed certificate should only be used when a direct connection between an RM and a
KVM switch is established and when the RM is not connected to a company intranet or Internet.

1. Navigate to "Security = Certificate" and create a new certificate with your organization information. (If you
have a certificate available, you can upload it via "Certificate upload.")

Virtual Media | User Management | Device Settings
i

Home > Security > SSL Server Certificate Management

Time & Session:

January 11, 2017 10:55:33 Certificate Signing Request (CSR)
LEREet T Common Hame
State: 50 sec idle ———————

Your - 132.188.0.1 KV
Organizational Unit

| {
Device Information:
Device Name: DKX2-101-V2

Organization
IP Address: 192 168.0.192 Test i
Firmware: 3.7.0.5.2211 Sl
Device Model: DKX2-101-W2 Locality/City

{

Port States: StateiProvince
1 Port: up
1 Port: idle

Country (IS0 Code)

Connected Users: us
admin (152.188.0.1) Email
50 sec idle 5
admin@test org
Challenge Password

Online Help ‘ |

\ Confirm Challenge Password
Favorite Devices: ‘ |
Nene

Key Length (bits}

[ Wanage ] | Display By Name |
4 1024
Display By Host Name Create a Self-Signed Certificate
Display By IP How many days from now the certificate will be valid
7660

Certificate Upload

85L Certificate File

Upload_| [ Download Current Certificate |

Private Key File

Browse...

2. Click "Create" to create the certificate. You will be prompted to choose whether you want to create a self-
signed certificate. Click "OK."

3. After the Certificate has been created successfully on the KVM switch, reboot the device. Navigate to
"Maintenance = Reboot."

4. Close the Remote Console window.
Update the username and password of the KVM profile settings.
6. Apply the changes.

o
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Import a Self-Signed Certificate

When you have created a self-signed certificate on the KVM switch, you need to import the created certificate
into the RM Shell.

1. Open the KVM profile settings on the RM.
2. Connect to the KVM switch by pressing "Open Remote Console"

& Back to Home @ Logged in as Administrator

Raritan KVM Settings Z&

Configure general Raritan KVM Settings

ZE Raritan KVM
Main Settings ~
Profile Name

Raritan KVM

KVM Switch Network Name / IP address

192.168.0.192

Open Remote Console

Username
admin

Password

ccccncee ©

@ Port Number Port Name

1

Ping server before connect

OFF

Block user from closing the connection

OFF

Display Settings ~

3. When the connection is established, you are prompted with a security alert that the integrity of the
connection cannot be verified. Open the certificate by clicking "View Certificate."

The identity of this web site or the integrity of this connection
cannct be verfied.

The security cerificate was issued by a company you have
not chosen to trust. View the cerificate to determine whether
you want to trust the certifying autharity.

The security cerificate date is valid.

The name an the security certfficate is invalid or does not
match the name of the site

Do you want to proceed?

Yes No ][“m{htg:de]
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4. Now you need to import the certificate into the Trusted Root Certificate Authorities Store.
a. Click on "Install Certificate." A new window opens.

-

General | Details | Certification Path |

bﬂ.‘ Certificate Information

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Issued to: KVM

valid from 1/ 11/ 2017 to 13/ 2/ 2037

[install Certificate. .| | Issuer Statement |
Learn more about EEFfficates

-

b. Select "Place all certificates in the following store" and press "Browse."

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

() Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store:

—

Learn more about certificate stores

C.

-

Select the folder "Trusted Root Certification Authorities" and press "OK."

Select the certificate store you want to use.

-{ 7] Personal

or you can spedfy al
ﬁ Enterprise Trust

-{ 7] Intermediate Certification Authorities on the type of certif
~{ 7] Trusted Publishers

Ll Lintrueted Certifirates
4 ] ] »
=

Show physical stores

Le

Lo J[ cons ]
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d. Import the certificate by pressing "Finish." Close the window by pressing "OK."

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:

Certificate Store Selected by User [T 2R dozg i’

Content Certificate

General | Details | Certification Path

{£af} Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: KVM

Issued by: KVM

Valid from 1/ 11/ 2017 to 11/ 2/ 2037

Install Certificate...| | Issuer Statement

Learn more about certificates

e. A security warning pops up and asks if you really want to install the certificate. Accept by pressing
"Yes." The certificate has now been successfully imported.

Security Warning ‘

4. You are about to install a certificate from a certification authority (CA)
.’_E claiming to represent:

KVM

‘Windows cannot validate that the certificate is actually from "KVM",
You should confirm its origin by contacting "KVM". The following
number will assist you in this process:

Thumbprint (shal): 1A913F43 012F5179 BA91ASC6 319CECIB DCELF2FE

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
rigk.

Do you want to install this certificate?

| = | Certificate meo@ =
) .

.
@ The import was successful,
.

=]

Yes | No I

[

= L

5. After you have imported the certificate, close the Remote Console window.
6. The KVM switch and KVM profile are now configured, and operators can start them by clicking the profile

on the home screen of the RM Shell.

5 S = ¢ @ Logged in as Administrator

Profiles Applications

WINDOWS-7955C37
Unknown
1P:19216801
ol 1/11/2017 10:59:03 AM
Raritan KVM
Connecting About

?

FAPEPPERL+FUCHS

%

System Settings

©)

Citrix Receiver
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