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1. Introduction

This document provides installation, configuration, and embedded web interface information for the
Pepperl+Fuchs IO-Link Master. In addition, it includes detailed information about EtherNet/IP and Modbus/TCP.

The web interface provides a platform so that you can easily configure, review diagnostic pages, and access
advanced features, such as the ability to:

Upload the latest IO-Link Master images or applications

Set up user accounts with different user levels and passwords
Load IODD files and configure 10-Link device parameters
Implement manual or automatic data storage (upload or download)
Implement device and/or data validation

1.1. Installation and Configuration Overview

The 10-Link Master installation includes the following procedures.
1. Connect the power and Ethernet cable (Page 11).
Note: ICE2-8I0L-G65L-V1D: If desired you can use the rotary switch to set the IP address (Page 11).

2. Configure the IP address using the embedded web interface or PortVision DX (Page 23).
3. Configure I0-Link Master device features such as passwords or miscellaneous settings (Page 85).
4. If necessary, upload the latest images to support the latest features (Page 30).
5. Connect the IO-Link and digital I/O devices (Page 36).
6. Use the web interface to configure the Modbus/TCP and OPC UA settings.following:
a. |0-Link Master ports for your environment using the web interface (Page 42):
¢ |O-Link settings, such as the Port Mode, which by default is set to 10-Link but depending on the
device, you may need to set it to Digital In or Digital Out.
e EtherNet/IP settings
¢ Modbus/TCP settings
b. If desired, upload the appropriate IODD files for your IO-Link devices (Page 66) to simplify 10-Link
device configuration.
c. If desired, implement I0-Link Master features or options (Page 85), such as:
¢ Data storage, automatic or manual - upload or download
* Device validation
e Data validation
¢ |0O-Link Master configuration files (save and load)
d. Use the Diagnostic pages to monitor or troubleshoot your devices.
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7. Connect to a PLC and configure the PLC or HMI/SCADA (depending on your protocol)
e EtherNet/IP configuration is discussed in detail in the following chapters:

EtherNet/IP Interface on Page 120 provides a functionality summary, data type definitions, terms
and definition, and data transfer methods.

Functionality Descriptions on Page 127 (for EtherNet/IP and Modbus/TCP) details process data
block descriptions, event handling, and ISDU handling.

EtherNet/IP CIP Object Definitions on Page 150 discusses the vendor specific CIP definitions.

If applicable, use ControlLogix Family - Example PLC Programs on Page 182 to get your PLCs
operating quicker.

If applicable, use SLC/PLC-5/MicroLogix Interface on Page 206 to get your PLCs operating quicker.

EDS Files on Page 214, which provides procedures on how to add EDS files to RSLinx for normal
IO-Link Master to PLC communications.

Note: The AOI files and documentation (bundled with the files) can be downloaded from the

Pepperl+Fuchs web site.

e Modbus/TCP: connect PLCs or HMI/ SCADA devices, which is discussed in detail in these two
supporting sections:

Functionality Descriptions on Page 127 details process data block descriptions, event handling,
and ISDU handling.

Modbus/TCP Interface on Page 216 discusses Modbus Function codes, address definition and
multiple port process data (PDI/PDO).

1.2. Locating the Latest Software and Documentation

Go to the Pepperl + Fuchs web site at: hitps://www.pepperl-fuchs.com to locate the latest images, utilities, and
documentation for your product.

For information about images and updating the IO-Link Master, see Updating Images and Applications on Page

30.
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2. Hardware Installation

Use the appropriate hardware installation for your IO-Link Master model:
ICE2-8I0L-G65L-V1D Hardware Installation on Page 11
ICE2-8I0L-K45P-RJ45 Hardware Installation on Page 17
ICE2-8I0L-K455-RJ45 Hardware Installation on Page 20

Note: Refer to Connecting Devices on Page 36 for information about connecting IO-Link or digital devices to
the ports after you program the network information using the next chapter.

2.1. ICE2-8I0L-G65L-V1D Hardware Installation

Use the following subsections to install the hardware and verify operation.
Setting the Rotary Switch
Connecting to the Network on Page 13
Connecting the Power on Page 14
Mounting the ICE2-8I0OL-G65L-V1D on Page 16

Note: Refer to ICE2-8IOL-G65L-V1D IO-Link Ports on Page 37 for information about connecting 10-Link or
digital devices to the ports after you program the network information using the next chapter.

2.1.1. Setting the Rotary Switch

You can use the rotary switches under the configuration window on the 10-Link Master to set the lower 3-digits
(8 bits) of the static IP address.

Note: Optionally, you can leave the rotary switch set to the default and use the web interface or PortVision DX
to set the network address.

If the rotary switches are set to a non-default position, the upper 9-digits (24 bits) of the IP address are then
taken from the static network address. The switches only take effect during startup, but the current position is
always shown on the SUPPORT page.

Using the rotary switches to set the IP address may be useful in the following situations:

A permanent method to assign IP addresses while setting machines for a special application where a PC or
laptop is not available.

A temporary method to assign IP addresses to several |O-Link Masters so that they do not have duplicate
addresses to make setting the IP addresses using software easier. After using PortVision DX or the web
page to change the IP address, reset the rotary switches back to 000.

An emergency method to return the 10-Link Master back to factory defaults, so that software can be used to
program the appropriate IP address, and then return the switches back to 000.

Note: If you set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the I0-Link Master is initially powered on or after cycling the power.

I PEPPERL+FUCHS 1
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Switch Setting Node Address
Use the network configuration stored in the flash. The default network configuration
values are:

000 IP address = 192.168.1.250

, Subnet mask = 255.255.255.0
(Default setting)
IP gateway = 0.0.0.0
After completing the hardware installation, see Configuring the Network Information on
Page 23 to set the network address using the web interface or PortVision DX.
This is the last three digits in the IP address. This uses the first three numbers from the
configured static address, which defaults to 192.168.1.xxx.

001-254 Note: If software is used to change the IP address to another range before setting the
rotary switches, the I0-Link Master uses that IP address range. For example, if
the IO-Link Master is set to 10.0.0.250 and the first rotary switch is set to 2, the
IP address would be 10.0.0.200.

255-887 Reserved.

Reset to factory defaults. If the 10-Link Master is set to 888 and the IP address is

888 changed using other methods, the IP address is returned to the default IP address if

the 10-Link Master is rebooted or power cycled.

889-997 Use the network configuration values stored in the flash (reserved).

098 Setting the rotary switches to 998 configures the 10-Link Master to use DHCP

addressing.
Use the default IP address. If the 10-Link Master is set to 999 and the IP address is

999 changed using other methods, the IP address is returned to the default IP address if

the 10-Link Master is rebooted or power cycled.

Use the following steps if you want to change the default rotary switch settings.
1. Gently pop open the window using a small flathead screwdriver.

2. Gently swing open the switch window from the top to the bottom, allowing it to pivot on the hinge on the
bottom of the window.

3. Turn each dial to the appropriate position using a small flathead screwdriver.

The default setting is 000 as shown above.

The arrow points to the switch location. 0 is located at the 9:00
position. Turn the dial clockwise to the appropriate setting.

4. Close the window and make sure that it snaps shut tightly.

I PEPPERL+FUCHS
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| ICE2-8I0L-G65L-V1D Hardware Installation | Connecting to the Network | |

2.1.2. Connecting to the Network

The 10-Link Master provides two Fast Ethernet (10/100BASE-TX) M12, 4-pin female D-

coded connectors. 3 4
Pin Signal
O O
1 Tx+ 5 1
2 Rx+
3 Tx-
4 Rx-

You can use this procedure to connect the 10-Link Master to the network.

1. Securely connect one end of a shielded twisted-pair (Cat 5 or higher) M12 Ethernet cable to either Ethernet
port.

2. Connect the other end of the cable to the network.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

4. If you did not connect both Ethernet ports, make sure that the unused port is covered with a connector cap
to keep dust and liquids from getting in the connector.

Note: Ethernet ports must have an approved cable or protective cover attached to the connector to guarantee
IP67 integrity.

2019-07
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2.1.3. Connecting the Power

The ICE2-8I0L-G65L-V1D provides M12 (5-poles) L-coded input and
output power connectors. Use a 24VDC power supply capable of the
total output current required.

&

Note: Power connectors must have an approved cable or protective
Power Output/

cover attached to the port guarantee to IP67 compliance. If you Power Input etaator Powr
require cables or protective covers, see the Pepperl+Fuchs
web site.
: Power Input | Power Output or Actuator -
Al (Male) Power (Female) Description
IO-Link Master’s system electronics and 10-
1 US+ US+or +V Link devices
2 UA- UA- or OV Actuator supply
IO-Link Master’s system electronics and 10-
3 Us- US-orov Link devices
4 UA+ UA+ or +V Actuator supply
5 FE

Note: The IO-Link Master requires a UL listed power supply with an output rating of 24VDC.

Power Supply Values
Power Supply In - Maximum Vg 409 Va 16A (Maximum)
IO-Link Connector Port 1
C/Q (Pin 4) configured as digital output | 200 mA (Maximum)

L+/L- Sensor Supply (Pins 1 and 3) 1.6A (Maximum)

IO-Link Connector Port 3

C/Q (Pin 4) configured as digital output | 200 mA (Maximum)

L+/L- Sensor Supply (Pins 1 and 3) 1A (Maximum)
IO-Link Connectors Ports 2 and 4 - 8

C/Q (Pin 4) configured as digital output | 200 mA (Maximum)

L+/L- Sensor Supply (Pins 1 and 3) 500 mA (Maximum)

Note: See ICE2-8I0L-G65L-V1D IO-Link Ports on Page
37 for information about how to divide up the
power output between ports.

|O-Link Master Power 100mA @ 24VDC (Vg)
Power Supply Out

Vg 16A T (Maximum)

Va 16A TT (Maximum)

1 Vg output available is determined by subtracting the following from the available input current.
- 10-Link Master module electronics current.
- Total L+/L- current for all |O-Link ports.
- Total C/Q current for all I0-Link ports.

11 V4 output available is the same as the available V 4 input current.

2019-07
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You can use the following procedure to connect the 10-Link Master to a power supply.

Note: Power should be disconnected from the power supply before connecting it to the I0-Link Master.
Otherwise, your screwdriver blade can inadvertently short your power supply terminal connections to
the grounded enclosure.

1. Securely attach the power cable between the male power connector (PWR In) and the power supply.

2. Either attach a power cable between the female power connector and another device to which you want to
provide power or securely attach a connector cap to prevent dust or liquids from getting into the connector.
Contact your Customer Sales Representative if you need to order connector caps for the ICE2-8I0L-G65L-
V1D.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to attach your IO-Link
or digital I/O devices.

a. The US LED lights.
b. The ETHI1/ETH2 LED lights on the connected port.
c. The MOD and NET LEDs are lit.
d. ThelO-Link LEDs @ flash (if no 10-Link device attached) or are lit if an 10-Link device is attached.
Note: It takes approximately 25 seconds after power up for the 10-Link Master to be ready for operation.
e. The MOD LED is solid green, the 10-Link Master is ready for operation.

If the LEDs indicate that you are ready to go to the next installation step:

Program the IP address using PortVision DX or the web interface. Refer to Configuring the Network
Information on Page 23 for configuring the network information.

If using the rotary switches to set the IP address, then you are ready to attach devices using Connecting
Devices on Page 36.

If the LEDs do not meet the above conditions, you can refer to ICE2-8IOL-G65L-V1D LEDs on Page 225 in the
Troubleshooting chapter for more information.

2019-07
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| ICE2-8I0L-G65L-V1D Hardware Installation | Mounting the ICE2-8IOL-G65L-

2.1.4. Mounting the ICE2-8I10L-G65L-V1D

Use the following procedure to mount the 10-Link Master. You can mount the IO-Link Master on a mounting
panel or a machine.

1. Verify that the mounting surface is level (flat) to prevent mechanical stress to the IO-Link Master.
2. Attach the IO-Link Master to the surface with two 6mm screws and washers, torque down to 8Nm.

[c1g]Lve8
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2.2. ICE2-8I0L-K45P-RJ45 Hardware Installation

Use the following information to install the hardware for the ICE2-8IOL-K45P-RJ45.
Connecting to the Network on Page 17
Connecting the Power on Page 18
Mounting on Page 19
Note: The ICE2-8I0L-K45P-RJ45 must be installed in a suitable fire, electrical, mechanical enclosure.
Depending on your preference you can connect the ICE2-8I0L-K45P-RJ45 using several methods:
First mount the ICE2-8I0L-K45P-RJ45 and connect the power with it attached to the DIN rail.

Remove the connector with a small flat screwdriver, connect the power, and insert the connector into the
receptacle.

Note: Refer to ICE2-8I0OL-K45P-RJ45 I0-Link Ports on Page 39 for information about connecting 10-Link or
digital devices to the ports after you program the network information using the next chapter.

2.2.1. Connecting to the Network

The 10-Link Master provides two Fast Ethernet (10/100BASE-TX) standard RJ45 connectors.

Pin Signal
1 Tx+

2 Tx-

3 Rx+

6 Rx-

You can use this procedure to connect the 10-Link Master to the network or 10 controller.
1. Securely connect one end of the RJ45 Ethernet cable to either Ethernet port.

2. Connect the other end to the network or an 10 controller.

3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

I PEPPERL+FUCHS 17



2.2.2. Connecting the Power

The ICE2-8I0L-K45P-RJ45 provides redundant power input with a single pluggable connector on the top of the
IO-Link Master. The power plug is keyed for your safety so that it cannot be inserted into an 10-Link port using
the headers and plugs keyed as supplied.

Signal Pins Description

V- 1and2 |24VDC Power Supply Return
V+ 3 Primary +24VDC Supply

V+ 4 Secondary +24VDC Supply

Power Supply Values

Power Supply In (V+) 3.7A (Maximum) 1

I0-Link Connectors Ports 1 - 8
c/Q 200 mA (Maximum)
L+ 200 mA (Maximum)

I0-Link Master Power 155mA @ 24VDC (Vg)

1 The sum of the following must not exceed V+ maximum input current:
- 10-Link Mode module power
- Actual C/Q current for each IO-Link port
- Actual Ug current for each 10-Link port

You can use this procedure to connect the IO-Link Master to a UL Listed power supply and UL Listed power
cord.

Note: Power should be disconnected from the power supply before connecting it to the I0-Link Master.
Otherwise, your screwdriver blade can inadvertently short your connections to the grounded enclosure.

1. Optionally, use a small screw driver to remove the power connector from the receptacle.

2. Depress the orange tab until it is flush with the connector to insert positive and negative solid or ferrule
wires (12-24AWG) into the V+ and V- contacts.

3. If necessary, re-insert the connector into the power receptacle.

4. Apply the power and verify that the following LEDs are lit indicating that you are ready to program the IP
address and then attach your IO-Link devices.

a. The ETH1/ETH2 LED lights on the connected port.

b. The MOD and NET LEDs are lit.

c. ThelO-Link LEDs @ flash (if no 10-Link device attached) or are lit if an 10-Link device is attached.
d. The MOD LED is solid green, the 10-Link Master is ready for operation.

If the LEDs indicate that you are ready to go to the next installation step. Refer to Configuring the Network
Information on Page 23 to configure the network information.

If the LEDs do not meet the above conditions, you can refer to ICE2-8I0L-K45P-RJ45 LEDs on Page 227 in the
Troubleshooting chapter for more information.
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| ICE2-8I0L-K45P-RJ45 Hardware Installation | Mounting | |

2.2.3. Mounting

You may want to mount the 10-Link Master after programming the IP address and connecting the IO-Link and
digital input/output devices.

1. Slide the metal latch down, hook the top of the ICE2-8IOL-K45P-RJ45 to the DIN rail and release the latch.
2. \Verify that is tightly mounted.
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Designed to be mounted on a 33mm DIN Rail (EN50022).

Note: You may want to connect the I0-Link devices before attaching the ICE2-8I0L-K45P-RJ45 to the DIN
rail. Use Connecting Devices on Page 36 if you require I0-Link cabling information.

2019-07
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2.3. ICE2-8I0L-K45S-RJ45 Hardware Installation

Use the following information to install the hardware for the ICE2-8I0L-K45S-RJ45.
Connecting to the Network on Page 20
Connecting the Power on Page 21
Mounting on Page 22
Note: The ICE2-8I0L-K45S-RJ45 must be installed in a suitable fire, electrical, mechanical enclosure.
Depending on your preference you can connect the ICE2-8I0L-K45S-RJ45 using several methods:
First mount the ICE2-8I0L-K45S-RJ45 and connect the power with it attached to the DIN rail.

Remove the connector with a small flat screwdriver, connect the power, and insert the connector into the
receptacle.

Note: Refer to ICE2-8I0L-K455-RJ45 I0-Link Ports on Page 40 for information about connecting 10-Link or
digital devices to the ports after you program the network information using the next chapter.

2.3.1. Connecting to the Network

The 10-Link Master provides two Fast Ethernet (10/100BASE-TX) standard RJ45 connectors.

Pin Signal
1 Tx+

2 Tx-

3 Rx+

6 Rx-

You can use this procedure to connect the 10-Link Master to the network or 10 controller.
1. Securely connect one end of the RJ45 Ethernet cable to either Ethernet port.

2. Connect the other end to the network or an 10 controller.

3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

I PEPPERL+FUCHS 20
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2.3.2. Connecting the Power

The ICE2-8I0L-K45S-RJ45 provides power input with a pluggable screw terminal on the
top of the unit. The power plug is keyed for your safety so that it cannot be inserted into an
IO-Link port using the headers and plugs keyed as supplied

Signal Pins Description
V- 1and2 |24VDC Power Supply Return
V+ 3 Primary +24VDC Supply
V+ 4 Secondary +24VDC Supply

Note: The ICE2-8I0L-K45S-RJ45 must be installed in a suitable fire, electrical, mechanical enclosure.

Power Supply Values

Power Supply In
V+ 3.7A (Maximum) F

I0-Link Connectors Ports 1 - 8

c/Q 200 mA (Maximum)
L+ 200 mA (Maximum)
I0-Link Master Power 155mA @ 24VDC (Vg)

1 The sum of the following must not exceed V+ maximum input current:
- 10-Link Mode module power
- Actual C/Q current for each IO-Link port
- Actual Ug current for each 10-Link port

You can use this procedure to connect the 10-Link Master to a UL Listed power supply and UL Listed power
cord.

Note: Power should be disconnected from the power supply before connecting it to the I0-Link Master.
Otherwise, your screwdriver blade can inadvertently short your terminal connections to the grounded
enclosure.

1. Insert positive and negative wires (12-24AWG) into the V+ and V- contacts.

Note: Use either power terminal (fop or bottom) but DO NOT use both to supply power to the IO-Link
Master.

2. Tighten the wire-clamp screws to prevent the wires from coming loose.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to program the IP
address and then attach your 10-Link devices.

a. The E1/E2 LED lights on the connected port.

The MOD and NET LEDs are lit.

The 10-Link LEDs @ flash (if no 10-Link device attached) or are lit if an 10-Link device is attached.
The MOD LED is solid green, the 10-Link Master is ready for operation.

e. IfaPLCis connected, the NET LED is lit and green.

If the LEDs indicate that you are ready to go to the next installation step. Refer to Configuring the Network
Information on Page 23 to configure the network information.

If the LEDs do not meet the above conditions, you can refer to ICE2-8I0L-K45S-RJ45 LEDs on Page 228 in the
Troubleshooting chapter for more information.

oo g
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2.3.3. Mounting

You may want to mount the 10-Link Master after programming the IP address and connecting the IO-Link and
digital input/output devices.

1. Slide the metal latch down, hook the top of the ICE2-8I0OL-K45S-RJ45 to the DIN rail and release the latch.
2. \Verify that is tightly mounted.

~—1.780[45.20] —=— 4.377[111.18]

baaal bacal ey, g XS

00
® oo

°O
(S]

3.898[99]

- . K

Eisieiepieiciele
Designed to be mounted on a 33mm DIN Rail (EN50022).

(010]
(010]
4.250[107.96] %
(00]
(010]

[=Ye)
00 ®

T N

4.486[113.95]

Note: You may want to connect the I0-Link devices before attaching the ICE2-8IOL-K455-RJ45 to the DIN
rail. Use Connecting Devices on Page 36 if you require I0-Link cabling information.
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3. Configuring the Network Information

The following topics are discussed in this chapter.
Network Configuration Overview on Page 23
Using the Web Interface to Program the Network on Page 24
Using PortVision DX to Program the Network on Page 26

3.1. Network Configuration Overview

If you used the rotary switch (applicable models) to set the IP address (Hardware Installation on Page 11), may
want to configure the upper 9 digits (24 bits) of the IP address using the embedded web interface or
PortVision DX. In addition, you may want to install PortVision DX to access and manage your |O-Link Masters.

Note: If you set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the I0-Link Master is initially powered on or after cycling the power.

You can use one of the following methods to configure the IP address.
Web interface (Page 24)

Note: If you do not use PortVision DX to configure the IP address, you will need to change your PC or
laptop address to the same subnet as the I0-Link Master.

The 10-Link Master default IP address is: 192.168.1.250 and the Subnet Mask is: 255.255.255.0.
You may want to use the Advanced | Network page, if you need to configure the following:

- Host name

- DNSservers

- Syslog Server IP/Host name

- Syslog Port

- SSH Server Enable

Note: You can use PortVision DX to configure the IP address information (Properties) and then use the
web interface to configure the options not configurable in PortVision DX.

PortVision DX automatically detects Pepperl+Fuchs Ethernet attached products physically attached to the
local network segment so that you can quickly configure the network address, upload firmware, access the
IO-Link Master web interface, and download the latest product documentation.

PortVision DX also provides these features:

- Telnet/SSH interface

- PuTTY

- Ability to save and load |O-Link Master configuration files

- Save Device Diagnostics Data, which can be sent to Pepperl+Fuchs in the event you have a support
issue

- LED Tracker feature to identify the 10-Link Master with the LEDs flashing

You can download PortVision DX from the Pepperl+Fuchs web site. If you need information about using
PortVision DX, use the PortVision DX help system or refer to Using PortVision DX to Program the Network
on Page 26.
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3.2. Using the Web Interface to Program the Network

This subsection discusses using the web interface to configure the IP address. The default IP address is
192.168.1.250 and the Subnet Mask is: 255.255.255.0.

Note: The rotary switch settings (applicable models) override the lower 3 digits (8 bits) of static IP address
configured on the Configuration | Network page. The default rotary switch setting uses the settings
configured in the flash. Optionally, you can use the web interface to configure the upper 9 digits (24 bits)
and the rotary switch to configure the lower 3 digits (8 bits) of the static IP address. You can also refer to
Hardware Installation on Page 11 for additional information.

You may need to change your host system IP address so that it can communicate with the IO-Link Master
default IP address: 192.168.1.250. The 10-Link Master is shipped from the factory with the Admin account
enabled without a password. You can configure the Admin, Operator, and User passwords.

1. Open the I0-Link Master web interface using one of these method:
*  Open your browser and enter the IP address of the IO-Link Master.

e From PortVision DX, highlight the IO-Link Master and click the Webpage button or right-click the 10-Link
Master in the Device List pane (lower pane) and click Webpage.

2. Click Configuration | NETWORK.
3. Click the EDIT button.
4. Click the CONTINUE button.

Q“OMTROL Home Diagnostics EelliilEUbIl Advanced Attached Devices Support Logout ER

I0-LINK ETHERNET/IP MODBUS/TCP OPC UA | NETWORK | MISC LOAD/SAVE CLEAR SETTINGS

Network Settings Q

NETWORK CONFIGURATION EDIT
Status
Current IP Address 10.0.0.150
Current Netmask 255.255.0.0
Current Gateway
Caution
Current DNS
Configuration Changes to IP address configuration may interfere with
PLC communications.
Host Name
1P Type
CANCEL
Static IP Address (20003000.000.XXX)
Static Subnet Mask (300003000 300x)
Static Gateway Address (30060003000 300¢)
DINS 1 {500 2000 3000300
DNS 2 (300 30000000000
IF Address Conflict Detection TeTaU

NTP Server IP/Hostname
Syslog Server IP/Hostname
Syslog Server Port (0 - 65535) 514

SSH Server Enable disable

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.
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5. Optionally, enter a host name to identify this 10-Link Master.
6. Select the IP type, Static or DHCP.
e |f using a static IP address, enter the static IP address, subnet mask and IP gateway address.
e If using DNS:
- Enter the DNS primary server IP address.
- Optionally, enter the DNS secondary server IP address.
7. If desired, enter the NTP server IP or host name.
8. If you want the 10-Link Master to send syslog messages to a syslog server:
a. Enter the syslog server's IP address (or host name if using DNS).
b. Enter the syslog server's port number (default is 514).
9. If you want to enable the SSH server, click Enable.
10. Click SAVE to save the changes.

COMTROL Home Diagnostics REMUIVEILN Advanced Attached Devices Support Logout ER

Prpperlafins

I0-LINK ~ ETHERNET/IP MODBUS/TCP OPC UA | NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Network Settings

Status “
Current IP Address 10.0.0.150
Current Netmask 255.255.0.0

Current Gateway

Current DNS

Configuration

Host Name [10-Link Master #1

IP Type

Static IP Address (3000 30003000.3000)
Static Subnet Mask (30060002006 300¢)
Static Gateway Address oo oo 0.0.0.0

DNS 1 (30003000 3000.300)

DNS 2 (2000300300030 )

IP Address Conflict Detection enable «

NTP Server IP/Hostname

1l

Syslog Server IF/Hostname

w
—
S

Syslog Server Port (0 - 65535)

S5H Server Enable

© PepperlFuchs Comtrol, Inc.

Wwelcome Admin
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11. If the 10-Link Master does not redirect you to the new page, open a session using the new IP address.
Note: The IO-Link Master does not need to be rebooted.

You should verify that you have the latest software installed on the IO-Link Master and if necessary, update the
software. Refer to Updating Images and Applications on Page 30 for information about locating the latest files
and uploading the software.

After verifying that you have the latest software, you are ready to configure the 10-Link Master port
characteristics.

3.3. Using PortVision DX to Program the Network

PortVision DX automatically detects Pepperl+Fuchs Ethernet attached products physically attached to the local
network segment so that you can configure the network address, upload firmware, and manage the following
products:

DeviceMaster ICDM-RX/TCP series
DeviceMaster ICDM-RX/EN series
DeviceMaster ICDM-RX/MOD series
DeviceMaster ICDM-RX/PN

IO-Link Master ICE2 and ICE 3 models
RocketLinx ICRL-M switches

In addition to identifying Pepperl+Fuchs Comtrol Ethernet attached products, you can use PortVision DX to
display any third-party switch and hardware that may be connected directly to those devices. All non-
Pepperl+Fuchs Comtrol products, Pepperl+Fuchs products not listed above, and unmanaged RocketLinx
switches are treated as non-intelligent devices and have limited feature support. For example, you cannot
configure or update firmware on a third-party switch.

The IO-Link Master default IP address is 192.168.1.250 and the Subnet Mask is: 255.255.255.0.

The following procedure shows how to configure a single IO-Link Master connected to the same network
segment as the Windows system. If the IO-Link Master is not on the same physical segment, you can add it
manually. To add a device manually, refer to the help system.

1. If you have not done so, install PortVision DX.
Note: You can download PortVision DX from

2. Start PortVision DX using the PortVision DX desktop shortcut or from the Start button, click Pepperl+Fuchs
Comtrol > PortVision DX.

3. Depending on your operating system, you may need to click Yes to the Do you want to allow the following
program to make changes to this computer? query.

4. Click the Scan button in the Toolbar.
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5. Click Scan to locate the Pepperl+Fuchs Comtrol Ethernet attached products including the IO-Link Masters

on the network.

iPV Portvision DX = O X
File Manage View Tools Help
L A~
_ = @ % S £ 8 8 v 0 A
: Sfan Refresh All | Properties Load Upload Reboot  Webpage Motes Help About Exit
] B 1_Primary_Systems [2/ 2]
@ ----- [==1 2 _Secondary_Systems [25/ 25]
..... [==3 3_Backup_Systems [12/13]
E ----- |==1 4_Other Devices [6/ 8]
..... Auiliary_Systems [0/ 0]
i [==] Scan Results [0/ 0]
Name : 1_Primary_Systems
Scan Metwork X
Select any number of device types from the list below and dick Scan to start
scanning the network.
Use menu or toolbar to add notes in
this area.
[~ DeviceMaster / ICDM-RX
¥ 10-Link Master [ 1CE2 / ICE3
™ RocketLinx /ICRL {(Managed Orly)
Device M Software Version Status
| K4 EtherNet/IP 1.5.37 ON-LINE
iv PROFInet 10 1.5.37 ON-LINE
Mote: 1f t to abort th ., dlick Cancel.
IO-LINK MASTER you wan e process comel_| .
Use menu or toclbar to add notes in
this area.
Far Help, press F1 |—|‘I_Primaly_5)rsterm E |‘\— |R=,de g
Note: The newly discovered devices appear in the Scan Results folder.
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6. Highlight the 10-Link Master for which you want to program network information and open the Properties
screen using one of these methods.

¢ Double-click the I0-Link Master in the Device Tree or Device List pane.
* Highlight the 10-Link Master in the Device Tree or Device List pane and click the Properties button.

* Right-click the 10-Link Master in the Device Tree or Device List pane and click Properties in the popup
menu.

e Highlight the 10-Link Master, click the Manage menu and then Properties

IPV PortVision DX - O X
File Manage View Tools Help

Sl Z S 4028 v 0 A

Properties Save Load Upload Reboot  Webpage  Motes Help About Exit

..... [==1 Scan Results [14 /14] @

Name : Scan Results

Scan Refresh All

O,

Use menu or toolbar to add notes in

this area.
4 Device Name Model IP Address MAC Address I Software Version Status
I v  Device9590-000006  DR-8-EIP 10.8.11.189 00:CO:4E:54:00:16 EtherMet/IP 1.5.28 ON-LINE
1+ Device9590-000120  DR-8-EIP 10.8.41.184 00:C0:4E:54:00:77 EtherMet/IP 1.5.34 ON-LINE
10-LINK MASTER I+ Device 9590-000121 DR-8-EIP 10.8.41.183 00:C0:4E:54:00:78 EtherMet/IP 1.5.28 ON-LINE
1 v Device9590-000122  DR-8-EIP 10.0.0.170 00:C0:4E:54:00: 79 EtherMet/IP 1.5.26 ON-LINE
I &  Device9590-065520  DR-8-EIP @ 192.168.4.83 00:C0:4E:54:FF:FO EtherMet/IP 1.4.28 OM-LINE
I v  Device9590-065530  DR-8-EIP 10.8.3.169 00:CO:4E:54:FF:FA EtherMet/IP 1.4.52 ON-LINE
I+ Device9592-065520  DR-8-PNIO 10.8.11.184 00:CO:4E:5T:FF:F9 PROFInet 10 1.5.28 ON-LINE
T T I+  Device9605-000113  8-PMIO 10.8.41.185 00:C0:4E:59:01:BF PROFInet 10 1.5.38-wwo-| ON-LINE
this area. I v Device 9605-065521 8-PNIO 10.0.0.188 00:C0:4E:59:FF:D5 PROFInet 10 1.3.28 ON-LINE
I &  Device9602-000186  8-EIP 10.8.41.181 00:C0:AE:5A:00:82 EtherMet/IP 1.5.23 OM-LINE
I+  Device 9608-065518  8-EIP 192.168.4.87 00:CO:4E:5A:FF:CC EtherMet/IP 1.4.28 OMN-LINE
1«  Device 9669-000025  DR-8-EIP-P 10.8.9.89 00:CO:4E:6C:00:18 EtherMet/IP 1.5.28 ON-LINE
I+ Device 9706-000022 00:00:81:08: CC:9F PROFInet 10 1.5.37 ON-LINE
| R 2 Dcvic 024 -K455-RJ45  10.0.0.130 0 EtherNet/IP 1.5.37 ON-LINE
For Help, press F1 |—|Scan Results ’W |1— ‘Ready v

You can expand folders and view the devices in the Device Tree pane. The contents of the selected
folder is displayed in the Device List pane.

@ This is the Device Tree pane.

@ This is the Device List pane.
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7. Optionally, rename the 10-Link Master in the Device Name field.
8. Change the IO-Link Master network properties as required for your site.

¢ Tousethe IO-Link Master with DHCP, click DHCP IP, and make sure that you provide the MAC address
of the device to the network administrator. Make sure that the administrator reserves the IP address,
subnet mask and gateway address of the 10-Link Master in the DHCP server.

* To program a static IP address, click Static IP and enter the appropriate values for your site.
9. Click Apply Changes to update the network information on the IO-Link Master.

Note: If you are deploying multiple I0-Link Master that share common values, you can save the
configuration file and load that configuration onto other I0-Link Master. Refer to 10-Link Master
Configuration Files on Page 96 for more information.

1PV} PortVision DX B = &

File Manage View Tools Help

e # % 4 8 8 <

Properties  Save Load Upload Reboot  Webpage  Motes
----- [==1 Scan Results [14/14]

10-Link Master #1 - Properties — [m] X
I P Tools  Documentation ..

> ©O -

Scan  Refresh All Help About Exit

2019-07

For Help, press F1

I3 PEPPERL+FUCHS

¥ ¥ 10-Link Master #1

10. Click Close to exit the Properties window.

ICEZ-SIUL-Ra35-Rl45

General | Web Interface
Mame : Scan Results 10-Link Master ICE2-BI0L-K455-RJ45
Use menu or toolbar to add
this area.
i~ Basic Infi ion
Device Name IIO-hnk Master #1
MAC Address :  [00:00:81:09:07:37 IO-LINKMASTER
Serial Number : IB?M—DD‘DDZ&
Device Status : ION-LINE vl OMN-LINE
| ON-LINE
IO-LINK MAS - Network Settings ON-LINE
IP Mode :  [Static IP -] | g:t:::
IPAddess: [ 10 . 0 . 0 150 | ON-LINE
Subet Mask : | 255 255 . 0 . 0 9 g:t::i
Fmal AT Defautt Gateway: | 0 . 0 . 0 . 0 ON-LINE
| ON-LINE
OM-LINE
| ON-LINE
Apply Ehnges | Unda Changes | Help | Cloze | OM-LINE

ON-LINE

EtherlNet/IP 1.3.3/

[14 [1 [Ready

rlScan Results
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4. Updating Images and Applications

This chapter provides an overview of the software (images and applications) on the 10-Link Master. In addition

it contains procedures to update images (Page 33) and application sub-assemblies (Page 35).

After verifying that the IO-Link Master contains the latest software, the next step is to configure the port
characteristics using /O-Link Port Configuration on Page 42.

4.1. Images and Application Sub-Assemblies Overview

The 10-Link Master is loaded with the latest images at the factory but you may need to update images or
application sub-assemblies to have access to the latest features. You can view all image and application
versions in the 10-Link Master ADVANCED | Software page.

€ 1000.151 10-Link Master. pag- X G 10.0.0.150 |0-Link Master: pag: X + m] =

& ¢ @ ® 100.0.150/50ftware B - 9% meoe& =

~
COMTROL Home Diagnostics Configuration JEGUEUEEN Attached Devices Support Logout  EE
Potoateruchs

SOFTWARE | ACCOUNTS LOG FILES LICENSES

Software
IMAGES
U-Boot Bootloader 1.20
FPGA 1.01
System - Primary 1.36
System - Backup 1.36
Application Base 1.5.37
application-manager 1.5.0.5
configuration-manager 1.5.0.7
discovery-protocol 1.5.0.3
ethernetip 1.5.0.024
event-log 1.5.0.2
iolink-driver 1.5.3.2
libiolinkutils 1.5.0.046
modbus 1.5.0.020
0pCua-server 1.5.3.0
web-user-interface 1.5.0.51

Update Application
Browse... | No file selected. | Install |

REBOOT

I3 PEPPERL+FUCHS
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Optionally, you can use PortVision DX to load all images or application sub-assemblies.

Note: PortVision DX displays the main application base version, which in this case is EtherNet/IP. Use the
Software page to determine other image or application versions.

4.1.1. Images

The following table discusses I0-Link Master images.

10-Link Master Images

U-Boot Bootloader

U-Boot is a high-level Bootloader that has networking and console command line
capabilities. Among other things, it implements a TFTP server and Pepperl+Fuchs new
discovery protocol.

This verifies that a Linux kernel image exists in NAND, then copies it to RAM and starts the
IO-Link Master. The U-Boot version is displayed after the image name.

FPGA

The FPGA partition/image contains configuration data used by programmable hardware
within the 10-Link Master unit.

FPGA images are unique to the hardware and protocol type. Make sure you download the
correct image for your platform.

ulmage - Primary/
Backup

The ulmage contains the Linux kernel and the RAM-resident root file system. It does not
contain industrial protocol support or application-specific features.

There is a Primary and Backup version loaded on the IO-Link Master. The 10-Link Master
automatically reloads the Backup ulmage if the file system corrupted.

The ulmage version is displayed after the Primary/Backup ulmage.

Application Base

The Application Base image comprises a flash-resident file system containing applications
and protocol support.

The Application Base is built from a collection of application subassemblies -- each of
which may be updated individually between releases of the application base as a whole.

The application sub-assemblies in the Application Base image are displayed in the lower
portion of the Software page.

The Application Base assembly has a 3-tuple version number: (for example, 1.3.18).

I PEPPERL+FUCHS
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4.1.2. Application Subassemblies

Application sub-assemblies are the components of the Application Base image. Application sub-assemblies
have a 4-tuple version number (for example, 1.3.18.3). The first two values in a subassembly version
correspond to the version of the application base assembly for which it was built and tested.

For example, a subassembly with version 1.3.18.3 was tested with application base version 1.3.18. When using
the Software page or PortVision DX, an application subassembly can install only if its version number matches

that of the installed application base assembly. A subassembly with a version of 1.20.2.4 only installs if the

application base version is 1.20.2. It will not install on a device with application base version 1.21.5.

I0-Link Master Application Sub assemblies

application-manager

The Application Manager version loaded on the IO-Link Master.

configuration-manager

The Configuration Manager version loaded on the 10-Link Master.

discovery-protocol

The Discovery Protocol version loaded on the I0-Link Master.

ethernetip The EtherNet/IP interfaces version loaded on the IO-Link Master.
event-log The Event log version loaded on the IO-Link Master.

iolink-driver The 10-Link driver version loaded on the IO-Link Master.

libiolinkutils The 1O-Link utilities library version loaded on the 10-Link Master.
modbus If applicable, the Modbus/TCP interface version loaded on the 10-Link

Master.

opcua-server

If applicable, the opcua-server interface version loaded on the IO-Link
Master.

I PEPPERL+FUCHS
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4.2. Using the Web Interface to Update Software

The upper portion of the Advanced | Software page is used to update the 10-Link Master images. The lower
portion of this page is used for updating application sub-assemblies that are integrated in the Application Base.

Typically, the latest application sub-assemblies are available in the Application Base image. There may times
when a feature enhancement or bug fix is available in an application subassembly and not yet available in the
Application Base image.

4.2.1. Updating Images

Use this procedure to upload images or images using the Software page.

1.

ok~ wDpd

Download the latest image or images from https://www.pepperl-fuchs.com.

Note: Make sure that you download the appropriate software for your model. For example, the FPGA
images are unique for different hardware models and protocol.

Open your browser and enter the IP address of the IO-Link Master.

Click Advanced | SOFTWARE.

Click the UPDATE button next to the image you want to update.

Click the Browse button, navigate to the file location, highlight the image, and click Open.
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6. Click the Install button.

Advanced Naelaylt Bl Logout ES

COMTROL

Home Diagnostics Configuration Support

SOFTWARE ACCOUNTS LOG FILES  LICENSES

Software

IMAGES

U-Boot Bootloader 1.30 UPDATE
FPGA 1.01 UPDATE
System - Primary 1.36 UPDATE

System - Backup
Update Image: Application Base

Application Base

2019-07

In PI"OgI'ESS
APPLICATIONS

You are about to install application-base-pnio-1.5.37.ulmage
application-manager

It will replace any existing version of that package or image.
configuration-manager

Do MOT disconnect power during the installation process.
discovery-protocol
ethernetip

CANCEL
event-log [
iolink-driver
libiolinkutils [
b »
modbus | 1.5.0.020
opcua-server 1.5.3.0
web-user-interface 1.5.0.51
Update Application
REBOOT
Mo file selected. | Install |

10.0.0.150/index.php/advanced_tab/software/img_save/Applications

7. Click the CONTINUE button to the Update Image message.
8. Click OK to close the Update Image Successful message.

Note: Some images may require the I0-Link Master web server to restart.

I3 PEPPERL+FUCHS
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4.2.2. Updating Application Subassemblies

Use this procedure to upload applications using the Software page.

1. Download the latest application from https://www.pepperl-fuchs.com.
2. Open your browser and enter the IP address of the 10-Link Master.
3. Click Advanced and SOFTWARE.
4

Click the Browse button under Update Application navigate to the file location, highlight the application, and

click Open.
Click the Install button.
6. Click the CONTINUE button to the Update Application message.

COMTROL Home Diagnostics Configuration EGIELLEE Attached Devices Support Logout EH

SOFTWARE = ACCOUNTS LOGFILES LICENSES

o

Software

IMAGES
U-Boot Bootloader 1.30 UPDATE
FPGA 1.01 UPDATE

System - Primary 1.36 UPDATE

System - Backup 1.36 I UPDATE

Application Base Update Appncation UPDATE
In Progress

APPLICATIONS
application-manager You are about to install application-
manager_1.5.0.5_arm.ipk

configuration-manager

It will replace any existing version of that package or
discovery-protocol ] image.
sthernetip Do NOT disconnect power during the installation process.
event-lag ]
iolink-driver W
libiolinkutils ]
modbus ) o
DpCUa-server 1.5.3.0
web-user-interface 1.5.0.51

Update Application
Mo file selected. Instal

© Pepperl+Fuchs Comtrol, Inc.

10.0.0.150/index.php/advanced_tab/software/app_save/current

7. Click OK to close the Update Application Successful message.
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5. Connecting Devices

This chapter discusses connecting devices to the 10-Link Master. Use the appropriate discussion for your 1O-

Link Master model.

Overview

ICE2-8I0L-G65L-V1D IO-Link Ports on Page 37
ICE2-8I0L-K45P-RJ45 |I0-Link Ports on Page 39
ICE2-8I0L-K455-RJ45 IO-Link Ports on Page 40

5.1. Overview

The C/Q pin for the 10-Link ports in SIO mode for all models:
DI - sinking input
The DI pin on the |O-Link ports for all models is a sinking input.
DO - PNP/NPN (push/pull) output

The following table provides definitions of the terminology used above.

Term

Definition

PNP output

Is an output that can source current. That is; the (+) side of the device is connected to the
output and the (-) side of the device is connected to (-) of the supply. The device is
powered when the output LED is on.

NPN output

Is and output that sinks current. That is: the (-) of the device is connected to the output
and the (+) side of the device is connected to (+) side of the supply. The device is
powered when the output LED is off.

Sinking input

Sinks current into the 10-Link Master so a positive voltage will cause the input to turn on.

Note: Using NPN with inputs is not correct as NPN described an output situation —
however some vendors describe their inputs as accepting a certain type of sensor
output - so in this case a sinking input will accept a PNP output sensor.
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5.2. ICE2-8I0L-G65L-V1D IO-Link Ports

The ICE2-8I0L-G65L-V1D provides eight 10-Link ports with M12, 5-pin female/A coded connectors. Each port
has robust over-current protection and short circuit protection on its L+/L- power output and C/Q IO-Link signal.
The pin-out for each IO-Link port is per the 10-Link standard and is provided in the following table:

This table provides signal information for the I0-Link connectors.

Pin | Signal Description

1 L+ IO-Link device power supply (+24V)

2 DI Digital input 1 2
3 L- IO-Link device power supply (0V) O O

¢ on | Smmmenseamchsmerssoci0tn0 ||
5 FE Functional Earth (electronics wiring) * :

The standard SDCI (I0-Link) transmission rates are supported:
COM1 at 4.8Kbps
COM2 at 38.4Kbps
COMB3 at 230.4Kbps

There are active over-current limiter electronics for each port in the ICE2-8I0L-G65L-V1D that detects the
overload/short-circuit condition within a few milliseconds and shuts off the output power to protect the port and
the devices connected to it. The port’s power output self-recovers and restores to normal immediately after the
overload or short-circuit condition is removed.

The over-current limiter circuit for L+/L- pins is separate circuits than the over-current limiter circuit for the C/Q
output pin. When a port is affected by overload/short-circuit condition, it does not affect the operation of the
other ports. All other ports will continue to operate normally without any glitch or interruption. The current output
capacity, cutoff current, and power sharing/budgeting for L+/L- and C/Q signal for the ports on the ICE2-8I0L-
G65L-V1D are as follows.

ICE2-8I0L-G65L-V1D L+/L- c/Q
Output Output
Port Current oéi';lgf?d Short-Circuit| Current oéi';loof?d Short-Circuit
Capacity ST Protection | Capacity CLTTan Protection
(max.) (max.)

Port 1: Independent over-
current limiter circuits/IC ~ |1.6A 1.65A Yes 200mA 400mA Yes
for L+/L- and C/Q pins

Port 3: Independent over-
current limiter circuits/IC ~ |1A 1.05A Yes 200mA 400mA Yes
for L+/L- and C/Q pins
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current of 1.05A is not
exceeded, the current
output could be budgeted
between a pair of ports
such as, Port 2 and 4 any
way you want.

For example, Port 2 output
can be at 900mA and Port
4 output can be at 100mA.
Or, Port 2 could be left
open and Port 4 output can
be at 1A.

ICE2-8I0L-G65L-V1D L+/L- c/Q
Output Output
Port Current oéirtlgf?d Short-Circuit| Current oéi';loof?d Short-Circuit
Capacity COrcht Protection | Capacity GOt Protection
(max.) (max.)
Ports 2 and 4 (Pair)
Ports 5 and 7 (Pair)
Ports 6 and 8 (Pair)
There’s one independent
over-current limiter that
protects L+/L- pins on
each pair of ports, for
example: Port 2 and 4.
This allows you to do
power budgeting on pair of
ports that allows flexibility |500mA/port
in the application. The pair
combined overload cutoff * *
current on a pair of ports is | (1A output 1£r5A/port Yes 289th / 489th " Nes
1.05A for the L+/L- pins. gﬁ\éveét o P P P
As long as the cutoff portgpaif)

* Each port’s C/Q pin has its own independent over-current limiter circuit and are not combined. The current
output of C/Q pin for each port is also independently controlled and cannot be budgeted with other ports.

Use the following procedure to attach IO-Link or digital input/output devices to the ports.
1. Securely attach the IO-link cable between the 10-Link or digital input/output device and the 10-Link port.
Note: Make sure that you tighten the cables properly to maintain IP67 integrity.

Connector caps were shipped with the 10-Link Master.

Note: |0-Link ports must have an approved cable or protective cover attached to the port to guarantee
IP67 compliance.

If necessary, securely attach a connector cap to prevent dust or liquids from getting into any unused ports.

If necessary, configure 10-Link port parameters using the Configuration | IO-Link Settings page to
configure the port mode.

e If an 1O-Link device is attached to the port, the IO-Link LED should now be lit green and the device is

receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital input
or output on the I0-Link Settings page, the |IO-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
-  Digital output causes the 10-Link LED to flash.
You can refer to /10-Link Port Configuration on Page 42 for configuration information.
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5.3. ICE2-8I0L-K45P-RJ45 10-Link Ports

The following provides information about the 10-Link ports.

Label | Signal Description Value
1 L+ Power Supply Output (+) 200mA @ 24V
2 L- Power Supply Output (-) (Maximum)
3 DI Digital Input Not applicable

Communication signal, which supports SDCI
4 c/Q (I0-Link) or SIO (standard input/output) digital I/ (2'\(/)IgmA @24V
o) xXimum)

The standard SDCI (I0-Link) transmission rates are supported:
COM1 at 4.8Kbps
COM2 at 38.4Kbps
COM3 at 230.4Kbps
The ICE2-8I0L-K45P-RJ45 provides removable, pluggable terminals to connect your 10-Link devices.

Note: The connectors on the ICE2-8I0L-K45P-RJ45 IO-Link ports are keyed headers that prevent inserting
the power plug in an IO-Link port. If you want to key IO-Link ports, contact your Pepperl+Fuchs Sales
Representative to purchase a key kit.

Use the following procedure to attach |O-Link or digital input/output devices to the ports.
1. Optionally, use a small screw driver to remove the IO-Link plug from the receptacle.
By default, the IO-Link ports are keyed headers on Pins 2 and 3 of the receptacle.

Note: Do not remove the red coding sections from the headers on the I0-Link
receptacle or the fully keyed power connector could be inserted in an 10-Link
receptacle.

2. Optionally, key the port plug using the following information.

a. Locate the top of the Coding Profile Star, which is the side that has the mold
markings.

Slide the Coding Profile tab (mold marking facing out) into one the end slots.
Slightly twist the star so that it snaps off the star.
d. Then repeat for the slot on the opposite end.

Note: This image shows that both the first position and last
positions have been keyed.

3. Depress the orange tab until it is flush with the connector to insert the IO-Link device negative wire into the
L- contact.

2019-07
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4. Depress the orange tab until it is flush with the connector to insert the 10-Link device positive wire into the
L+ contact.

5. If applicable, depress the orange tab until it is flush with the connector to insert the DI wire into the DI
contact.

6. Depress the orange tab until it is flush with the connector to insert the 10-Link wire into the C/Q contact.

e IfanlO-Link device is attached to the port, the 10-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital input
or output on the 10-Link Settings page, the 10-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the 10-Link LED to flash.
7. If necessary, configure 10-Link parameters for each port.
You can refer to /1O-Link Port Configuration on Page 42 for configuration information.

5.4. ICE2-810L-K45S-RJ45 10-Link Ports

The following provides information about the 10-Link ports.

Label | Signal Description Value
1 L+ Power Supply Output (+) 200mA @ 24V
2 L- Power Supply Output (-) (Maximum)
3 DI Digital Input Not applicable.

4+ o SDOIO-Lig or SI6 (standard mpuy  200mA @ 24V
output) digital /10
The standard SDCI (I0-Link) transmission rates are supported:
COM1 at 4.8Kbps
COM2 at 38.4Kbps
COM3 at 230.4Kbps
The ICE2-8I0L-K45S-RJ45 provides removable terminal blocks to connect your IO-Link devices.

Note: The connectors on the ICE2-8I0L-K455-RJ45 IO-Link ports are keyed headers that prevent inserting
the power connector in an IO-Link port. If you want to key IO-Link ports, contact your Pepperl+Fuchs
Sales Representative to purchase a key Kit.

Use the following procedure to attach |O-Link or digital input/output devices to the ports.
1. Optionally, use a small screw driver to remove the IO-Link plug from the receptacle.
By default, the IO-Link ports are keyed headers on Pins 2 and 3 of the receptacle.

Note: Do not remove the red coding sections from the headers on the I0-Link
receptacle or the fully keyed power plug could be inserted in an IO-Link
receptacle.
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Optionally, key the plug using the following information.

a. Locate the top of the Coding Profile Star, which is the side that has the mold
markings.

b. Slide the Coding Profile tab (mold markings facing out) into one of the end
slots.

c. Slightly twist the star so that it snaps off the star.
d. Repeat for the slot on the opposite side.

Note: This image shows that both the first position and
last positions have been keyed.

Insert the 10-Link device negative wire into the L- contact and tighten the wire-clamp screws to prevent the
wire from coming loose.

Insert the 10-Link device positive wire into the L+ contact and tighten the wire-clamp screws to prevent the
wire from coming loose.

If applicable, insert the DI wire into the DI contact and tighten the wire-clamp screws to prevent the wire
from coming loose.

Insert the 10-Link wire into the C/Q contact and tighten the wire-clamp screws to prevent the wire from
coming loose.

e If an IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital input
or output on the I0-Link Settings page, the IO-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the 10-Link LED to flash.
If necessary, configure 10-Link parameters for each port.
You can refer to IO-Link Port Configuration on Page 42 for configuration information.
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6. 10-Link Port Configuration

This chapter discusses port configuration, which includes these topics:
Preparing for Port Configuration on Page 42
10-Link Configuration Page on Page 45
EtherNet/IP Settings Configuration Page on Page 50
Modbus/TCP Settings Configuration Page on Page 58
OPC UA Settings Configuration Page on Page 64 (not supported on all models)
Depending on your environment, the 10-Link Master you may not need to change many of the default options.

6.1. Preparing for Port Configuration

Before beginning port configuration, you may want to verify that the connected device is functioning.
1. If necessary, log into the 10-Link Master.

2. Click Diagnostics| |O-Link Diagnostics.

3. Review the Port Status and IOLink State.

Port
Status

Operational, PDI Valid

An 10-Link device is operating on the port that has received valid PDI
data.

An |O-Link device is operating on the port that has not received valid PDI

Operational data.
One of the following conditions exists:
Inactive A valid 10-Link device is not connected to the port.

A digital input or output device is connected to the port but the
configured Port Mode is not correct.
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Port is functioning correctly in 10-Link mode but has not received valid
Operate PDI data.

This may also display during a data storage upload or download.

Init The port is attempting initialization.

One of the following conditions exists:
Reset The Port Mode configuration is set to Reset.
The Port Mode configuration is set to Digitalln or DigitalOut.

Hardware failure (IO-Link LED also flashes red) because there is Data
Storage on this port, which does not reflect the attached device.

DS: Wrong Sensor

10-Link
State : Hardware failure (IO-Link LED also flashes red) because Device
DV:Wrong Sensor Validation is configured for this port and the wrong device is attached.
Hardware failure (IO-Link LED also flashes red) because the size of the
DS: Wrong Size configuration on the device does not match the size of the configuration
stored on the port.
Comm Lost Temporary state after a device is disconnected and before the port is re-

initialized.

Temporary status displayed when the device:
Pre-operate Is starting up after connection or power-up.
Uploading or downloading automatic data storage.

I PEPPERL+FUCHS

Note: If a digital input or output device is connected to an I0-Link port, there is no valid data until the port
is set to the correct Port Mode.

Review the Device I0-Link Version.

e Ifthefield is blank, it is not a valid I0-Link device, which could mean that it is a digital device and the port
has not been configured for digital input or digital output.

e The field displays the Device IO-Link version.

Optionally, review the following to see if you need to change the Configured Minimum Cycle Time:
¢ Actual Cycle Time

¢ Device Minimum Cycle Time

¢ Configured Minimum Cycle Time

The Configured Minimum Cycle Time is the minimum cycle time that the IO-Link Master allows the port to
operate at. The Actual Cycle Time is negotiated between the 10-Link Master and the device and will be at
least as long as the greater of the Configured Minimum Cycle Time and the Device Minimum Cycle Time.
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6. Verify that the Auxiliary Input Bit Status field displays On, if the device is connected to DI (Pin 2 with M12

connectors).

€ 10.0.0.151 10-Link Master: 10

RN

COMTROL Home [uERLUEs-N Configuration Advanced Attached Devices Support

I0-LINK  ETHERNET/IP MODBUS/TCP OPC UA

@ 10.0.0.150/10Link/Diag

s e @ Ty

no e £

Logout EH

I0-Link Diagnostics

UPDATE |l STOP LIVE UPDATES [l RESET STATISTICS

I0-LINK PORT STATUS B PORT1 B PORT 4

Port Name I0-Link Port 1 10-Link Port 2 10-Link Port 3 10-Link Port 4

Port Mode 10Link I0Link 10Link 10Link

Port Status Operational, PDI Valid Operational, PDI Valid Operational, PDI Valid Operational, PDI Valid
I0Link State Operate Operate Operate Operate

Device Vendor Name Pepperl+Fuchs

Device Product Name UC400-F77-EP-I0-V31

Device Serial Number 40000069832283
Device Hardware HW01.00

Version

Device Firmware FW01.00

Version

Device 10-Link Version 1.1

Actual Cycle Time 4.0ms
Dewice Minimum Cycle 2.3ms
Time

Cenfigured Minimum 4ms
Cycle Time

Data Storage Capable Yes

Automatic Data Storage | Disabled
Configuration

Auxiliary Input (AL) Bit Off
Status

Device PDI Data Length 2

PDI Data Valid Yes
Last Rx PDI Data (MS ff fo
Byte First)

PDO Lock Enable Yes

Pepperl+Fuchs
PMIB0-FI0-1U-IO-W15
40000056647945

HW01.00

FW01.00

1.1
4.0ms

2.3ms

4ms

Yes

Disabled

Off

2
Yes

ff f0

Yes

Pepperl+Fuchs
OMTS50-R200-2EP-10-V1

40000090599234

HW01.00

Fw01.02

1.1

4.0ms

3.0ms

4ms

Yes

Disabled

On

4

Yes

7f fc fc 00

Yes

Pepperl+Fuchs
UC400-F77-EP-10-V31
40000069832204

HW01.00

Fw01.00

il
4.0ms

2.3ms

4ms

Yes

Disabled

off

2z
Yes

0o S8

Yes

Welcome Admin

© Pepperl+Fuchs Comtrol, Inc.

Note: The complete IO-Link Diagnostics is not displayed in the above example. In addition, Ports 5 -8 have
been collapsed to simplify the view. For additional information about the I0-Link Diagnostics page, see
10-Link Port Diagnostics on Page 108.
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6.2. 10-Link Configuration Page

You can use the Configuration | IO-Link Settings page to configure 10-Link port settings. When the 10-Link
device is attached to a port, it begins operating without requiring any configuration. The 10-Link Master and
attached 10-Link device automatically negotiate the Minimum Cycle Time. If required by an application, you can
set a specific Minimum Cycle Time.

This page provides special features such as Data Storage, Device Validation, and Data Validation.

Note: Data Storage, Device Validation, and Data Validation are discussed in Utilizing I0-Link Master Features
on Page 85.

This subsection discusses:
Editing IO-Link Port Settings on Page 45
10-Link Settings Parameters on Page 47.

6.2.1. Editing 10-Link Port Settings

You can use this procedure to configure 10-Link settings for each IO-Link port.

If an 10-Link device is attached to the port, no configuration is required for operation. If a digital input or output
device is attached, it is necessary to change the Port Mode.

1. If necessary, open the 10-Link Master web interface with your web browser using the IP address.
2. Click Configuration | IO-Link Settings.
3. Click the EDIT button for the port or ports that you want to configure.

Note: You can click each EDIT button and open all ports to quickly configure port parameters.
4. Make appropriate selections for the device that you connected to that port.

Make sure you select the Digitalln option for a digital input device and the DigitalOut option for a digital
output device for the Port Mode.

The 10-Link Master negotiates the Minimum Cycle Time so it is not necessary to set a cycle time unless
you need a specific cycle time.

You can refer to /IO-Link Settings Parameters on Page 47 if you require definitions or values for the options.

Note: Do not enable Automatic Download and then attempt device configuration as Automatic Download
changes the settings back to what is stored on the I0-Link Master. Data Storage, Device Validation,
and Data Validation are discussed in Utilizing IO-Link Master Features on Page 85.
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| IO-Link Configuration Page | Editing IO-Link Port Settings | |

5. Click the SAVE button for each port.

MTROL Home Diagnostics [eblalileBle==sull Advanced Attached Devices Support Logout EH

| ETHERNET/IP MODBUS/TCP  OPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

I10-Link Settings

IO-LINK PORT CONFIG B PORT1 B PORTZ B PORT4

CANCEL SAVE

Port Name Ultrasonic Inductive Positioning Distance ferasonid
Fort Mode 10Link [oLink 10Link
PDO Lock Enable true true true
Invert SIO falze falze falze
Invert Auxiliary Input falze false falze
Default Digital Qutput Off off off
Minimum Cycle Time (4 - 538) 4 ms 4 ms 4 ms ms
Auxiliary Input Settling Time (0 - 10000) 0 ms 0ms 0 ms D ms
Auxiliary Input Hold Time (0 - 10000) 0 ms 0ms 0 ms D ms
SIO Input Settling Time (0 - 10000) 0ms 0ms 0ms D ms
510 Input Hold Time (0 - 10000) 0ms 0ms 0ms D ms

Data Storage Config

Storage Contents empty empty empty

m
3
g

Automnatic Upload Enable

2 2
¢ ¢

Automatic Download Enable oOff

Data Storage Manual Ops

III & 8
% 0

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

6. Return to the 10-Link Diagnostics page to verify that your changes have taken affect.

2019-07
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6.2.2. 10-Link Settings Parameters

The Configuration | IO-Link Settings page supports the following options.

IO-LINK Settings Page

User defined port or device description.

Default: 10-Link

Port Name Standard ASCII characters
Max length = 80 characters
Selected I0-Link port mode. Valid settings are:
Reset - Select to disable a port or to reset/restart an |0-Link port.
Port Mode ese P P

I0-Link - Select to connect and operate an 10-Link device on the port.
Digital In - Select if a DI device is attached to the port.
Digital Out - Select if a DO device is attached to the port.

Invert SIO
Default: False

If enabled and the Port Mode is Digital In or Digital Out, this option inverts the SIO
value.

False (Disabled - Do not invert SIO)
True (Enabled - Invert SIO)
Note: This option does not affect the Auxiliary Input.

Invert Auxiliary Input

If this option is enabled, the Auxiliary bit is inverted.

Default Digital Output
Default: Off

If the port mode is Digital Out, defines the default digital output value that is used at
startup and when there is no active PDO controller.

Off (low voltage) - 0
On (high voltage) - 24V

Minimum Cycle Time
Default: 4

The minimum, or fastest, cycle time at which the 10-Link device may operate. The
valid range is 4-538 ms.

You can leave the Minimum Cycle Time set to the default value and the 10O-Link
Master negotiates with the 10-Link device for its minimum cycle time. The I0-Link
Diagnostics page displays the Actual Cycle Time, which is the negotiated cycle time.

Auxiliary Input Settling
Time (0 - 10000)

The auxiliary input settling time that remains constant before that input is
considered/accepted

Auxiliary Input Hold
Time (0 - 10000)

This is how long the 10-Link Master keeps the input at its present value. For example,
if the 10-Link Master detects the input to go to high, and the hold time is X
milliseconds, then the |O-Link Master reports the input as high for X milliseconds,
even though the input itself may have ceased. If X is zero, then you get the behavior
currently in the field.

SIO Input Settling Time
(0 - 10000)

The SIO input settling time that remains constant before that input is considered/
accepted.

SIO Input Hold Time (O -
10000)

This is how long the 10-Link Master keeps the input at its present value. For example,
if the 10-Link Master detects the input to go to high, and the hold time is X
milliseconds, then the IO-Link Master reports the input as high for X milliseconds,
even though the input itself may have ceased. If X is zero, then you get the behavior
currently in the field.
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I0-LINK Settings Page (Continued)

Data Storage Config

Storage Contents

Indicates that the data storage for the port is empty or displays the Vendor ID and
Product ID of the data stored on that port.

Automatic Data Storage
Upload Enable

Default. Off

When this option is initially set to On, the 10-Link Master saves the data storage
parameters (if the data storage is empty) from the 10-Link device to the IO-Link
Master.

Automatic upload occurs when the Automatic Upload Enable option is set to On and
one of these conditions exists:

There is no upload data stored on the gateway and the IO-Link device is
connected to the port.

The I0-Link device has the DS_upload bit on (generally because you have
changed the configuration via Teach buttons or web page).

When a port contains data storage for an IO-Link device and if you attach a device
whose Vendor and Device ID do not match, the 10-Link LED on the IO-Link Master
flashes red to indicate a wrong device is attached. In addition, the 10-Link
Diagnostics page displays DS: Wrong Sensor in the IOLink State field.

Note: Not all device parameters are sent to data storage, this is determined by the
10-Link device manufacturer.

Automatic Data Storage
Download Enable

Default. Off

The data storage parameters on the 10-Link Master are downloaded to the
connected IO-Link device if:

1. The Automatic Download option is enabled.

2. The data stored on the I0-Link Master port contains the same Vendor ID and
Product ID as the IO-Link device connected to the port.

3. Data storage parameters are also downloaded to the 10-Link device if
configuration changes are made on the device causing the DS_upload bit to turn
on and automatic upload is not enabled.

4. The IO-Link device requests an upload and the Automatic Upload Enable option
is set to Off.

If you change configuration parameters on the 10-Link device and want the
parameters to remain loaded on the I0-Link device, you must disable the Automatic
Download option because otherwise the 10-Link Master will reload the data storage
on the port down to the IO-Link device.

Data Storage Manual
Ops

The Manual Data Storage Ops option provides the following functionality, if data
storage is supported by the 10-Link device.

CLEAR - this clears any stored data for an IO-Link device on this port.

UPLOAD - this uploads and stores the 10-Link device configuration on the IO-
Link Master.

DOWNLOAD - this downloads the stored I0-Link device configuration from the
I10-Link Master to the 10-Link device attached to this port if the Vendor ID and
Device ID match.

I PEPPERL+FUCHS
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I0-LINK Settings Page (Continued)

Validation Config

Device Validation Mode
(Default: None)

Device Validation Mode provides these options:
None - this disables Device Validation Mode.

Compatible - permits a compatible IO-Link device (same Vendor ID and Device
ID) to function on the corresponding port.

Identical - only permits an IO-Link device to function on the corresponding port
as defined in the following fields.

- Vendor ID
- Device D
- Serial Number

Note: Connecting an IO-Link device that is different than the configured with Data
Validation enabled will generate a DV: wrong sensor error.

Vendor Id (0-65535)

This is required if you select a Device Validation Mode other than None.

The Vendor ID can be manually entered in this field or click the GET ATTACHED
button and the IO-Link Master populates the Vendor ID in this field.

Device Id (0-16777215)

This is required if you select a Device Validation Mode other than None.

The Device ID can be manually entered in this field or click the GET ATTACHED
button and the IO-Link Master populates the Device ID in this field.

Serial Num

This is required if you select Identical for the Device Validation Mode.

The Serial Number can be manually entered in this field or click the GET
ATTACHED button and the IO-Link Master populates the serial number in this field.

Data Validation Mode
(Default: None)

There are three Data Validation Modes:
None - no data validation is performed on the port.

Loose - the slave device's PDI/PDO lengths must be less than or equal to the
user-configured values.

Strict - the slave device's PDI/PDO lengths must be the same as the user-
configured values.

PDI Length (0-32)

This is input length of the PDI data field.
This is required if you select a Data Validation Mode other than None.

The PDI Length can be manually entered in this field or click the GET ATTACHED
button and the IO-Link Master populates the PDI length in this field.

PDO Length (0-32)

This is input length of the PDO data field.
This is required if you select a Data Validation Mode other than None.

The PDO Length can be manually entered in this field or click the GET ATTACHED
button and the 10-Link Master populates the PDO length in this field

GET ATTACHED
(Button)

After opening a port for editing, you can click the GET ATTACHED button to
automatically populate the following fields with data from the 10-Link device:

Vendor Id
Device Id
Serial Num
PDI Length
PDO Length

I PEPPERL+FUCHS
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6.3. EtherNet/IP Settings Configuration Page

Use the EtherNet/IP Settings page to configure EtherNet/IP options.
You may want to refer to the following sections for additional information:

EtherNet/IP Interface on Page 120 provides a functionality summary, data type definitions, terms and
conditions, and data transfer methods.

Functionality Descriptions on Page 127 discusses process data block descriptions, event handling, and
ISDU handling.

EtherNet/IP CIP Object Definitions on Page 150, which explains vendor specific CIP object definitions.

ControlLogix Family - Example PLC Programs on Page 182, which provides is intended to provide basic
working functionality.

SLC/PLC-5/MicroLogix Interface on Page 206 lists requirements and discusses PLC-5 and SLC messages,
and PDI and PDO access via PCCC messages.

EDS Files on Page 214 provides installation instructions to add the EDS files to RSLinx.
This subsection includes the following topics:

Editing EtherNet/IP Settings on Page 51

EtherNet/IP Settings Parameters on Page 52
Note: The IO-Link Master may work out of the box for ControlLogix PLCs.

QOMTROL Home Diagnostics JeSIIEWGLN Advanced Attached Devices Support Logout EB

I0-LINK | ETHERNET/IP | MODBUS/TCP  OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

EtherNet/IP Settings

ETHERNET/IP PORT CONFIG

B PORT4

ISDU Data Settings:

ISDU Response Timeout (1 - 10000) 20 sec 20 sec 20 sec 20 sec
Process Data Settings:
PDI Data Block Size (To PLC) 36 bytes 36 bytes 36 bytes 36 bytes k

PDI Data Block Format (To PLC) word (16 bit)

PDI Data Byte-Swap Method word (16 bit) byte-swap
PDO Data Block Size (From PLC) 32-bytes
PDO Data Block Format (From PLC) word (16 bit)

PDO Data Byte-Swap Method word (16 bit) byte-swap

word (16 bit) word (16 bit)
word (16 bit) byte-swap | word (16 bit) byte-swap
32-bytes 32-bytes

word (16 bit) word (16 bit)

word (16 bit) byte-swap | werd (16 bit) byte-swap

ward (16 bit)
word (16 bit) byte-swap
32-bytes

word (16 bit)

word (16 bit) byte-swap

Clear Event Code In PDO Block false false false false

Clear Event Code After Hold Time true true true true

Active Event Hold Time (1 - 65535) 1000 1000 1000 1000

Event Hold Time Units ms ms ms ms

Clear Event Hold Time (1 - 65535) 500 500 500 500

Event Clear Time Units ms ms ms ms

Transfer Mode Settings: v
ETHERNET/IP CONFIGURATION EDIT
TTL (Time To Live) Network Value (1 - 255) 1 hop(s)

Multicast 1P Address Allocation Control Automatic

User-Defined Number of Multicast IP Addresses (1 - 32)

User-Defined Multicast Start IP Address (239.192.1.0 - 239.255.255.255)

Session Encapsulation Timeout (0=disable; 1-3600 sec) (0 - 3600)

Welcome Admin

I3 PEPPERL+FUCHS

32

239.192.1.0

120

© Pepperi+Fuchs Comtrol, Inc.

Note: This illustrates a partial screen shot, scroll through the settings table to view all of the available settings.
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6.3.1. Editing EtherNet/IP Settings

You can use this procedure to configure EtherNet/IP characteristics for each port.

1.
2.
3.

5.

COMTROL Home Diagnostics JeslsiilsB=Lul Advanced Attached Devices Support Logout EB
P4l

If necessary, open the 10-Link Master web interface with your web browser using the IP address.
Click Configuration | EtherNet/IP.

Click the EDIT button for each port that you want to configure.

Note: You can click each EDIT button and open all ports to quickly configure port parameters.
Make appropriate selections for the device that is connected to the port.

You can refer to EtherNet/IP Settings Parameters on Page 52 if you require definitions or values for the
options.

Scroll to the top of the page and click the SAVE button.

IO-LINK | ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

EtherNet/IP Settings

ETHERNET/IP PORT CONFIG B PORT1 B PORT 2 B PORT 3 B PORT 4

ISDU Data Settings:
1SDU Response Timeout (1 - 10000) sec 20 sec 20 sec 20 sec

Process Data Settings:

PDI Data Block Size (To PLC) 36 bytes 36 bytes 36 bytes
FDI Data Block Format (To PLC) word (16 bit) ~ word (16 bit) word (16 bit) word (16 bit)
PDI Data Byte-Swap Method word (16 bit) byte-swap word (16 bit) byte- word (16 bit) byte- word (16 bit) byte-
swap swap swap
PDO Data Block Size (From PLC) 16 bytes « 32-bytes 32-bytes 32-bytes
PDO Data Block Format (From PLC) word (16 bit) word (16 hit) word (16 bit) word (16 bit)
PDOQ Data Byte-Swap Method word (16 bit) byte-swap ~| = word (16 bit) byte- word (16 bit) byte- word (16 bit) byte-
swap swap swap
Clear Event Code In PDO Block false falze false
Clear Event Code After Hold Time true true true
Active Event Hold Time (1 - 65535) 1000 1000 1000 ioo0
Event Hold Time Units ms w ms ms ms 4
ETHERNET/IP CONFIGURATION EDIT
TTL (Time To Live) Network Value (1 - 255) 1 hop(s)
Multicast IP Address Allocation Control Automatic
User-Defined Number of Multicast IP Addresses (1 - 32) 32
User-Defined Multicast Start IP Address (239.192.1.0 - 239.255.255.255) 239.192.1.0
Session Encapsulation Timeout (0=disable; 1-3600 =sec) (0 - 3600) 120

I3 PEPPERL+FUCHS

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

Make sure that the port now displays the EDIT button.
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6.3.2. EtherNet/IP Settings Parameters

The Configuration | EtherNet/IP Settings page supports the following options.

EtherNet/IP Settings Page

ISDU Data Settings

ISDU Response Timeout
Default: 20 seconds

The time that the 10-Link Master’s EtherNet/IP interface waits for a
response to an ISDU request.

The timeout needs to set long enough to allow all commands within the
ISDU request to be processed.

Valid range: 1-10,000 seconds

Process Data Settings

PDI Data Block Size (To PLC)
Default: 36-bytes

The configurable PDI data block length. Supported optional lengths are:
4-bytes (header only)
8-bytes (4 bytes data)
10-bytes (6 bytes data)
16-bytes (12 bytes data
20-bytes (16 bytes data
24-bytes (20 bytes data
36-bytes (32 bytes data

~— — — —

PDI Data Block Format (To
PLC)

Default: Word-16

Data format of PDI data block to be transferred to the PLC(s) in Class 1
and/or Write-to-Tag/File PDI Transfer Modes. Supported formats are:

Byte-8 (8-bit or SINT)
Word-16 (16-bit or INT)
Dword-32 (32-bit or DINT)
Note: The Data Block Format is independent of the PDI Data Byte-
Swap Method.

This setting is not used for the SLC, PLC-5 and MicroLogix PLCs
which are always Word-16.

PDI Data Byte-Swap Method

Default: Work (16-bit) byte
swap

If enabled, the IO-Link Master swaps the data bytes in word (2 byte)
format or dword (4 byte) format.

Supported values are:
No byte-swap — data passed through as received
Word (16-bit) byte-swap — data is byte-swapped in word format
Dword (32-bit) byte-swap — data is byte-swapped in dword format
Reverse byte order — data passed through after being reversed

Note: The byte swapping must be set correctly in order to convert from
I0-Link (big-endian byte order), to EtherNet/IP (little-endian byte
order).

I PEPPERL+FUCHS
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EtherNet/IP Settings Page (Continued)

PDO Data Block Size (From
PLC)

Default: 32-bytes

4-bytes =all data

8-bytes =all data

10-bytes =all data

16-bytes = all data

20-bytes = all data

24-bytes = all data

32-bytes = all data

34-bytes = 32 bytes data, 2 pad bytes
36-bytes = 32 bytes data, 4 pad bytes

Event code included - PDO Data Format = Byte8:

4-bytes =2 byte event code, 2 data bytes

8-bytes =2 byte event code, 6 data bytes

10-bytes =2 byte event code, 8 data bytes

16-bytes = 2 byte event code, 14 data bytes

20-bytes = 2 byte event code, 18 data bytes

24-bytes = 2 byte event code, 22 data bytes

32-bytes = 2 byte event code, 30 data bytes

34-bytes = 2 byte event code, 32 data bytes

36-bytes = 2 byte event code, 32 data bytes, 2 byte pad

Event code included - PDO Data Format = word (16-bit):

4-bytes = event code word, data word

8-bytes = event code word, 3 data words

10-bytes = event code word, 4 data words

16-bytes = event code word, 7 data words

20-bytes = event code word, 9 data words

24-bytes = event code word, 11 data words

32-bytes = event code word, 15 data words

34-bytes = event code word, 16 data words

36-bytes = event code word, 16 data words, pad word

Event code included - PDO Data Format = dword (32-bit):

4-bytes = event code dword

8-bytes = event code dword, data dword

10-bytes = event code dword, data dwords

16-bytes = event code dword, 3 data dwords

20-bytes = dword event code, 4 data dwords

24-bytes = dword event code, 5 data dwords

32-bytes = dword event code, 7 data dwords

34-bytes = dword event code, 7 data dwords, 2 data bytes
36-bytes = dword event code, 8 data dwords

The configurable PDO data block length. Supported optional lengths are:
Event code not included:

I PEPPERL+FUCHS
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EtherNet/IP Settings Page (Continued)

PDO Data Block Format (From
PLC)

Default: Word-16

Data format of PDO data block received from the PLC(s) in Class 1 or
Read from TagOrFile PDO Transfer Modes. Formats include:

Byte-8 (8-bit)
Word-16 (16-bit)
Dword-32 (32-bit)
Note: The Data Block Format is independent of the PDO Data Byte-
Swap Method.

This setting is not used for the SLC, PLC-5 and MicroLogix PLCs
which are always Word-16.

PDO Data Byte-Swap Method

Default: Word (16-bit) byte-
swap

If enabled, the 10-Link Master swaps the data bytes in word (2 byte)
format or dword (4 byte) format. Supported values are:

No byte-swap — data passed through as received

Word (16-bit) byte-swap — data is byte-swapped in word format
Dword (32-bit) byte-swap — data is byte-swapped in dword format
Reverse byte order — data passed through after being reversed

Note: The byte swapping must be set correctly in order to convert from
EtherNet/IP (little-endian byte order), to IO-Link (big-endian byte
order).

Clear Event Code in PDO
Block

Default: False

If enabled, the IO-Link Master expects the first 2 bytes, word, or dword of
the PDO block to be used for event code handling. Supported values are:

True (enable check box) = expect event code
False = no event code, expect only PDO data

Clear Event Code After Hold
Time

Default: True

If enabled, the IO-Link Master clears any event code reported in the PDI
data block after the Event Active Hold Time. Supported values are:

True (enable check box) = clear event code after hold time
False = do not clear event code after hold time

Active Event Hold Time
Default: 1000 ms

If Clear Event Code After Hold time is enabled, the time period an event
code is reported in the PDI block before it is cleared.

Valid range: 1-65535
Valid units:

- ms (milliseconds)
- sec (seconds)

- min (minutes)

- hours

- days

Event Hold Time Units
Default: ms

Valid units:
ms (milliseconds)
sec (seconds)
min (minutes)
hours
days

I PEPPERL+FUCHS
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EtherNet/IP Settings Page (Continued)

Clear Event Hold Time
Default: 500 ms

Once an event code has been cleared, the time an event code stays
cleared in the PDI block before another event code can be reported.

Valid range: 1-65535
Valid units:

- ms (milliseconds)
- sec (seconds)

- min (minutes)

- hours

- days

Event Clear Time Units
Default: ms

Once an event code has been cleared, the time an event code stays
cleared in the PDI block before another event code can be reported.

Valid units:
ms (Mmilliseconds)
sec (seconds)
min (minutes)
hours

days

Include Digital Output(s) in
PDO Data Block

Default: False

If enabled, the 10-Link Master expects the digital output settings to be
included in the PDO data block.

False — The digital pin setting(s) are not included in the PDO data block.

True (enable check box) — The digital pin setting(s) are included in the
PDO data block.

Transfer Mode Settings

PDI Receive Mode(s) to PLC
Default: Polling, Class1

Determines which PDI Receive (To PLC) Modes are enabled. Supported
modes are:

Polling
Class1
Write-to-TagOrFile

PDO Transmit Mode from PLC
Default. Class 1

Supported modes are:
off
PLC-Writes
Class1
Read-from-TagOrFile

Read/Write Tag/File Settings

PLC IP Address
(XXX XXX XXX XXX)

Default: 0.0.0.0

The PLC IP Address is required if either Write-to-TagOrFile or Read-
from-TagOrFile mode are enabled.

Format: XXX.XXX.XXX.XXX

I PEPPERL+FUCHS
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EtherNet/IP Settings Page (Continued)

PLC Controller Slot Number
Default. 0

The PLC Controller Slot Number is required if either Write-to-TagOrFile
or Read-from-TagOrFile mode are enabled.

Valid range: 0-64

PLC Type
Default: ControlLogix

Indicates the type of PLC that the tag(s) or file(s) are written to and/or
read from. Supported PLC Types are:

ControlLogix
SLC

PLC-5
MicroLogix

Write PDI to Tag/File Settings

PDI Tag/File Name
Default: blank

The tag or file name to place the PDI data block.
ControlLogix family:

- Tags must be same type as PDI Data Format (SINT, INT or
DINT).

- Tags must be an array.

- Tags must be at least as long as the PDI Data Block Length.
SLC/PLC-5/MicroLogix:

- Files must be of INTEGER (16-bit) type.

- Files must be named with standard file name conventions (i.e:
N10:0, N21:30, etc)

- The file must be at least as long as the PDI Data Block Length.

Append PDO to PDI Data
Default: False

If selected, the IO-Link Master appends any PDO data to the end of the
PDI data.

False = Do not append PDO data
True (enable check box) = Append PDO data

Maximum PLC Update Rate
Default: 40ms

The maximum rate at which the IO-Link Master updates the PDI tag or
file.

This parameter is used to ensure that the PLC receives all state changes.

Setting the update rate to 10 ms effectively disables this feature. The valid
range is 10 to 65535 ms.

Heartbeat Update Enable
Default: False

If selected, the IO-Link Master updates the PDI data block at the
Heartbeat Update Rate.

False = Heartbeat update disabled
True (enable check box) = Heartbeat update enabled

Heartbeat Update Rate
Default. 1000ms

If Heartbeat Update Enable is selected, the rate at which the 10-Link
Master updates the PDI data block in the Write-to-Tag/File mode.

The valid range is 50 to 65535 ms.

I PEPPERL+FUCHS
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EtherNet/IP Settings Page (Continued)

Read PDO from Tag/File Settings

PDO Tag/File Name
Default: blank

The tag or file name that the IO-Link Master reads the PDO data block
from.

ControlLogix family:

- Tags must be same type as PDO Data Format (SINT, INT or
DINT).

- Tags must be an array.

- Tags must be at least as long as the PDO Data Block Length.
SLC/PLC-5/MicroLogix:

- Files must be of INTEGER (16-bit) type.

- Files must be named with standard file name conventions (i.e:
N10:0, N21:30, etc)

The file must be at least as long as the PDO Data Block Length.

PLC Poll Rate
Default: 1000ms

The frequency which the 10-Link Master reads the PDO data block in the
Read-from-Tag/File mode.

Valid range: 50-65535 ms

TTL (Time To Live) Network
Value (1-255)

(Default: 1)

The TTL value indicates how many network “hops” can be made for
Multicast packets.

It is used to prevent Multicast packets from being forwarded beyond its
own subnet(s).

Each network router decreases the hop count when forwarding the
Multicast packet.

Once the hop count reaches zero, the Multicast packet is no longer
forwarded.

Multicast IP Address Allocation
Control

(Default: Automatic)

This setting indicates how the starting Multicast address is determined.

Automatic — The 10-Link Master determines the starting Multicast IP
address based on an EtherNet/IP specification algorithm.

User-Defined — The user sets the starting Multicast address.

User-Defined Number of
Multicast IP Addresses (1-32)

(Default: 32)

When the Multicast IP Address Allocation Control is set to User-Defined,
the maximum number of Multicast addresses that the IO-Link Master may
use.

User-Defined Multicast Start IP
Address (239.192.1.0-
239.255.255.255)

(Default: 239.192.1.0)

When the multicast IP Address Allocation Control is set to User-Defined,
the Multicast starting IP address for the IO-Link Master. Make sure you
avoid redundant Multicast IP addresses on a network.

Session Encapsulation
Timeout (O=disable; 1-3600
sec) (0 - 3600)

(Default = 120)

Defines the inactivity period before an established session between a
controller, such as a PLC, and the |O-Link Master will time out. If such a
timeout occurs, the current session is closed and a new session must be
established before communications can resume between the controller
and the |O-Link Master.
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6.4. Modbus/TCP Settings Configuration Page

You can use the Configuration | Modbus/TCP Settings page to configure Modbus/TCP with the 10-Link Master.
Additional Modbus information is available in the following chapters:

Functionality Descriptions on Page 127
Functionality Descriptions on Page 127

This subsection includes these topics:
Editing Modbus/TCP Settings on Page 59
Modbus/TCP Settings Parameters on Page 60

Q“O'I\ITROL Home Diagnostics eileie sl Advanced Attached Devices Support Logout EN

I0-LINK ~ ETHERNET/IP | MODBUS/TCP | OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Modbus/TCP Settings

MODBUS/TCP PORT CONFIG

B PORT1

B PORT 2 B PORT 4 B PORTS B PORT6 B PORT7 B PORTS

EDIT EDIT EDIT EDIT EDIT EDIT EDIT

ISDU Data Settings:

150U Response Timeout (1 - 10000) 20 sec 20 sec 20 sec 20 sec 20 sec 20 sec 20 sec 20 sec
Process Data Settings:

PDI Data Block Size (To PLC) 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes

PDI Byte-Swap Method no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap
PDO Data Block Size (From PLC) 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes
PDO Byte-Swap Method no byte-swap  no byte-swap no byte-swap  no byte-swap | no byte-swap  no byte-swap no byte-swap = no byte-swap
Append PDO to PDI Data false falze false false false false falze falze

Clear Event Code In PDO Block false false false false false false false false

Clear Event Code After Hold Time true true true true true true true true

Active Event Hold Time (1 - 65535) 1000 1000 1000 1000 1000 1000 1000 1000

Event Hold Time Units ms ms ms ms ms ms ms ms

Clear Event Hold Time (1 - 65535) 500 500 500 500 500 500 500 500

Event Clear Time Units ms ms ms ms ms ms ms ms
Transfer Mode Settings:

Slave Mode Device ID (1 - 247) 1 1 1 1 1 1 1 at

FDI Receive Mode(s) (To PLC) Slave Slave Slave Slave Slave Slave Slave Slave

FDO Transmit Mode(s) (From FLC) Slave Slave Slave Slave Slave Slave Slave Slave

MODBUS/TCP CONFIGURATION CANCEL SAVE

od

Modbus Enable

@—

©® Pepperl+Fuchs Comtrol, Inc.

Welcome Admin

Note: Modbus is disabled by default. To use Modbus, click the EDIT button and select Enable.
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6.4.1. Editing Modbus/TCP Settings

1. If necessary, open the 10-Link Master web interface with your web browser using the IP address.
2. Click Configuration | Modbus/TCP.
3. Click the EDIT button for the port that you want to configure.

Note: You can click each EDIT button and open all ports to quickly configure port parameters.

4. Make appropriate selections for the 10-Link device that you will connect to that port. You can refer to
Modbus/TCP Settings Parameters on Page 60 if you require definitions or values for the options.

5. Scroll to the top of the page and click the SAVE button.
Make sure that the port now displays the EDIT button.

If it displays the SAVE and CANCEL buttons, that means that one of the parameters contains an incorrect
value. If necessary, scroll down the page, make the needed corrections, and click SAVE.

_COMTROL Home Diagnostics [ReUURMERTIN Advanced Attached Devices Support Logout EB

IO-LINK ETHERNET/IP | MODBUS/TCP | OPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Modbus/TCP Settings

MODBUS/TCP PORT CONFIG B PORT 2 B PORT 4

CANCEL SAVE EDIT

ISDU Data Settings:

1SDU Response Timeout (1 - 10000) sec 20 sec 20 sec 20 sec

Maximum 10000
Process Data Settings:
PDI Data Block Size (To PLC) 36 bytes 36 bytes 36 bytes
FDI Byte-Swap Method |n0 byte-swap ~ no byte-swap no byte-swap no byts-swap
PDO Data Block Size (From PLC) 32-bytes 32-bytes 32-bytes
PDO Byte-Swap Method |n0 byte-swap ~ no byte-swap no byte-swap no byte-swap
Append PDO to PDI Data false false falze
Clear Event Code In PDO Block false false false
Clear Event Code After Hold Time true true true
Active Event Hold Time (1 - 65535) 1000 1000 1000
Event Hold Time Units ms ms ms
Clear Event Hold Time (1 - 65535) 500 500 500
Event Clear Time Units ms ms ms
Transfer Mode Settings:
Slave Mode Device ID (1 - 247) 1 1 1

W

MODBUS/TCP CONFIGURATION EDIT
Modbus Enable enable

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.
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6.4.2. Modbus/TCP Settings Parameters

The following table provides detailed information about the Modbus/TCP Settings page.

Modbus/TCP Settings Page

ISDU Data Settings

ISDU Response Timeout
Default = 20 seconds

The time that the I0-Link Master’'s Modbus/TCP interface waits for a
response to an ISDU request. The timeout needs to set long enough to
allow all commands within the ISDU request to be processed.

Valid range: 1-10,000 seconds

Process Data Settings

PDI Data Block Size
Default. 36-bytes

The configurable PDI data block length. Optional lengths are:
4-bytes (header only)
8-bytes (4 bytes data)
16-bytes (12 bytes data)
24-bytes (20 bytes data)
36-bytes (32 bytes data)

PDI Byte-Swap Method
Default: No byte-swap

If enabled, the I0-Link Master swaps the data bytes in word (2 byte)
format or dword (4 byte) format. Options include:

No byte-swap — data passed through as received

Word (16-bit) byte-swap — data is byte-swapped in word format
Dword (32-bit) byte-swap — data is byte-swapped in dword format
Reverse registers — data passed through after being reversed

Note: Because both IO-Link and Modbus/TCP use big-endian byte
ordering, byte swapping typically is not required for word and
dword data.

Byte swapping is most commonly required when receiving byte
(8-bit) data and it is desired to place the first data byte in the
least significant byte position of the holding register. For these
cases, word (16 bit) byte-swap is typically used.

Include Digital I/0 in PDI Data
Block

Default: False

If enabled, the 10-Link Master includes the current digital I/O pins D1 to
D4 status in the PDI data block header.

False — Do not include the digital I/O pins status

True (enable check box) — Include the digital I/O pins status in PDI
data block header

Note: Does not affect the Auxiliary Input.
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Modbus/TCP Settings Page (Continued)

PDO Data Block Size (From
PLC)

Default: 32-bytes

The configurable PDO data block length. Optional lengths are:
Event code not included:
4-bytes = 2 data words
8-bytes =4 data words
16-bytes = 8 data words
24-bytes = 12 data words
32-bytes = 16 data words
34-bytes = 16 data words, 1 pad word
Event code included:
4-bytes = event code word, 1 data word
8-bytes = event code word, 3 data words
16-bytes = event code word, 7 data words
24-bytes = event code word, 11 data words
32-bytes = event code word, 15 data words
34-bytes = event code word, 16 data words

PDO Byte-Swap Method
Default: No byte-swap

If enabled, the 10-Link Master swaps the data bytes in word (2 byte)
format or dword (4 byte) format. Options include:

No byte-swap — data passed through as received

Word (16-bit) byte-swap — data is byte-swapped in word format
Dword (32-bit) byte-swap — data is byte-swapped in dword format
Reverse registers — data passed through after being reversed

Note: Because both IO-Link and Modbus/TCP use big-endian byte
ordering, byte swapping typically is not required for word and
dword data.

Byte swapping is most commonly required when sending byte
(8-bit) data to the IO-Link device and it is desired to send the
least significant byte of the holding register first. For these
cases, word (16 bit) byte-swap is typically used.

Append PDO to PDI Data
Default: False

If selected, the IO-Link Master appends any PDO data to the end of the
PDI data.

False = Do not append PDO data
True (enable check box) = Append PDO data

Clear Event Code in PDO Block
Default:. False

If enabled, the 10-Link Master expects the first word of the PDO block
to be used for event code handling.

Values are:
True (enable check box) = expect event code
False = no event code, expect only PDO data
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Modbus/TCP Settings Page (Continued)

Clear Event Code After Hold
Time

Default: True

If enabled, the 10-Link Master clears any event code reported in the
PDI data block after the Event Active Hold Time.

Values are:
True (enable check box) = clear event code after hold time
False = do not clear event code after hold time

Active Event Hold Time
Default: 1000 ms

If Clear Event Code After Hold Time is enabled, the time period an
event code is reported in the PDI block before it is cleared.

Valid range: 1-65535
Valid Units are:
ms (milliseconds)
sec (seconds)
min (minutes)
hours
days

Event Hold Time Units

Valid Units:
ms (milliseconds)
sec (seconds)
min (minutes)
hours

days

Clear Event Hold Time
Default: 500 ms

Once an event code has been cleared, the time an event code stays
cleared in the PDI block before another event code can be reported.

Valid range: 1-65535
Valid Units:
ms (milliseconds)
sec (seconds)
min (minutes)
hours

days

Event Clear Time Units

Valid Units:
ms (milliseconds)
sec (seconds)
min (Minutes)
hours
days
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Modbus/TCP Settings Page (Continued)

Include Digital Output(s) in PDO
Data Block

Default: False

If enabled, the 10-Link Master expects the digital output settings to be
included in the PDO data block.

False — The digital pin setting(s) are not included in the PDO data
block

True (enable check box) — The digital pin setting(s) are included in
the PDO data block

Transfer Mode Settings

Slave Mode Device ID
Default: 1

The Modbus Device ID used to access this 10-Link port.
Range: 1-247

PDI Receive Mode(s)
Default: Slave

Determines which PDI Receive (To PLC) Modes are enabled.
The selectable modes are:

Slave

Master

PDO Transmit Mode
Default. Slave

Selectable Modes are:
Disabled
Slave
Master

Modbus Master PLC IP
Address

The IP address of the Modbus slave.

Modbus Master PLC Device ID
(1-247)
(Default: 1)

The Modbus Device ID used to access the slave.

Modbus Master PLC PDI Data
Address (base 1)

(1-65535)
(Default: 1)

The address of the slave’s PDI (determined by the slave).

Modbus Master PLC Max
Update Rate (0-10000)

(Default: 0)

How often to write PDI to the slave.

Modbus Master PLC PDO Data
Address (base 1) (1-65535)

(Default:1)

The address of the slave’s PDO (determined by the slave).

Modbus Master PLC Poll Rate
(40-65535)

(Default: 40)

How often to read PDO from the slave.
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| OPC UA Settings Configuration Page | Edit OPC UA Settings | |

6.5. OPC UA Settings Configuration Page

Use the Configure | OPC UA Settings page to configure OPC UA with the 10-Link Master.
This subsection includes these topics:

*  Edit OPC UA Settings on Page 64

°  OPC UA Settings Parameters on Page 65

ROL Home Diagnostics esgiMeE Ul Advanced Attached Devices Support Logout EH

I0-LINK ETHERNET/IP MODBUS/TCP | OPCUA  NETWORK MISC LOAD/SAVE CLEAR SETTINGS

OPC UA Settings

OPC UA PORT CONFIG B PORT1 B PORT 2 B PORT3 B PORT 4 B PORTS B PORT6 B PORT7 B PORTS8
EDIT EDIT EDIT EDIT EDIT EDIT EDIT EDIT

Allow OPC UA clients to write PDO data dizable disable disable disable dizable disable dizable disable

OPC UA CONFIGURATION EDIT

OPC UA Server Enable disable

Work-around for faulty OPC UA clients that require unigue browsenames dizable

Allow OPC UA clients to write ISDU data disable

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

Note: OPC UA is disabled by default.

6.5.1. Edit OPC UA Settings

You can use this procedure to edit OPC UA settings.

1. If necessary, open the 10-Link Master web interface with your web browser using the IP address.
2. Click Configuration | OPC UA.

3. Click the EDIT button.

2019-07
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..,C,,O.MTROL SRyl Configuration

4. Make the appropriate selections for your environment. You can refer to OPC UA Settings Parameters on

Page 65 if you require definitions or values for the options.

Advanced Attached Devices Support Logout EH

I0-LINK ~ETHERNET/IP MODBUS/TCP | OPC UA  NETWORK MISC LOAD/SAVE CLEAR SETTINGS

OPC UA Settings

CANCEL SAVE

Allow OPC UA clients to write PDO data

OPC UA CONFIGURATION

OPC UA Server Enable

Work-around for faulty OPC UA clients that require unigue browsenames

Allow OPC UA clients to write ISDU data

Welcome Admin

5. Click the SAVE button.

6.5.2. OPC UA Settings Parameters

OPC UA PORT CONFIG B PORT1 B PORT2 | PORT3 |8l PORT4 | PORTS |l PORT6 |8 PORT7 [ PORTS

EDIT EDIT

! disable

EDIT

EDIT

EDIT

EDIT

EDIT
disable dizable disable disable disable disable

CANCEL SAVE

@ (4.)

enable

© Pepperl+Fuchs Comtrol, Inc.

The following table provides information about the OPC UA Setting page.

OPC UA Settings Page

OPC UA Port CONFIG

Allow OPC UA clients to write PDO data
(Default = disable)

Determines whether OPC UA clients are allowed to write
PDO data to the IO-Link devices.

OPC UA CONFIGURATION

OPC UA Server Enable
(Default = disable)

This option controls whether or not the OPC UA server runs

on the 10-Link Master.

Work-around for faulty OPC UA clients that
require unique browsenames

(Default = disable)

Enables an alternative set of browsenames where each
node's browsename is unique. Normally only browsepaths
are required to be unique.

Allow OPC UA clients to write ISDU data
(Default = disable)

Determines whether OPC UA clients are allowed to write
ISDU data to the 10-Link devices.
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7. Loading and Managing IODD Files

There are several Attached Devices pages that support 10-Link Device Description (IODD) file management.

10-Link Device Description Files Page - load IODD files from the 10-Link device manufacturer onto the 10-
Link Master.

10-Link Device Configuration Summary Page on Page 75 - verify the correct files were loaded for each IO-
Link device or use the page to retrieve information about the baud rate, SIO mode, and device number.

The Port pages are discussed in Configuring IO-Link Devices on Page 76.

7.1.10-Link Device Description Files Page

Use the 10-Link Device Description Files page to update (upload) and delete 10-Link Device Description
(IODD) files associated with this 10-Link Master. In addition, you can review the IODD xml file by clicking the
I0DD FILENAME in the table after loading the I0DD file.

Note: You will need to download the appropriate IODD files from your IO-Link device manufacturer.-

EOMTROL Home Diagnostics Configuration Advanced uelENEINENLEER Support Logout ER

10DD FILES | SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS5 PORT6 PORT7 PORTS

10-Link Device Description Files

User IODD files (click filename to view)

VENDOR DEVICE IODD FILENAME DEVICE IMAGE VENDOR IMAGE SIZE ||
UPLOAD FILE 100D space: 0K used, 16384K available DELETE SELECTED

- standard IO-Link Definitions

‘Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

The 10-Link Master provides 15790K of space to store IODD files. The 10-Link Master includes the following
default IODD files, which cannot be deleted.

IODD-StandardDefinitions1.0.1.xml
IODD-StandardUnitDefinitions1.0.1.xml
IODD-StandardDefinitions1.1.xml
IODD-StandardUnitDefinitions1.1.xml

Note: You can use the Configuration | Load/Save feature to backup your IODD files. You can save the
configuration file from an 10-Link Master that has IODD files installed and then load that configuration
file to another I0-Link Master to quickly load the IODD files.
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|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide
| IO-Link Device Description Files Page | Locating IODD Files Using IODD

7.1.1. Locating 10DD Files Using IODD Finder

You can quickly download the I0DD files using the IODD Finder option from https://io-link.com using the
following procedure.

1. Type https://io-link.com and click the IODDfinder option.

‘:(—:' > C o ®_( @ @ https;/fwww.io-link.com e @ fr| |Q Search x In BHO @

uﬁ@ @ IO'LInk Home | Contact | Legal Information | Privacy | FAQ | | Deutsch

Universal - Smart - Easy

Technology | Advantages Community Downloads

o

| 130m |

. | 11om |

e I0-Link [ t0om |
. : i | 9om |
arrives in the field

| 6om |

10-Link nodes SEETIEs

s o |

| 20m |

7 [ tom |

« 2012 CRERYE G 2016 2017 2018 2019 -))l

We use cookies to improve our website continually and make it easier for you to use it. By your continued use of this site you accept such use. _
Accept

https://www.io-link.com/en/IODDfinder/|ODDfinder.php?thisiD=137

2. Click the IODDfinder button.

ube' e Io_LInk Home | Contact | Legalinformation | Privacy | FAQ | | Deuisch

Universal - Smart - Easy

10DDfinder

Link to the IODDfinder.

IODDfinder
Iy

The entire IO-Link world consolidated
Take advantage of the multi-vendor, central 10-link database

The IODDfinder is a service of the I0-link community.
It is a centralized, multi-vendor database for description files (I0DDs). In

addition, this platform shows an overview of all 10-link devices.

| Technology ‘ Advantages | Community | Downloads 10ODDfinder -
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3. Begin typing the product type code and click the appropriate selection as shown below.

U6?/ @ I0-Link S

Universal - Smart - Easy

®7 Proceed

Product type (1)

@7 UC400-F77-EP-I0-V31

4. Select the Download button and save the file to your system.
@ 10DDfinder &
Manufactur "UC400-F77-EP-10-V31" Article number Device ID
&} SO " | Product type ey | AR LN Bctice D £ | I0-LinkSpec. & | I0DD Version € |  Image
A g ~
& Pepperl+Fuchs  UC400-F77-EP-I0-V31 261243 3146497 1.1 V1.00.002 '
Down\&ﬂ

O

7.1.2. Preparing IODD Files to Upload

After downloading the IODD files for the 10-Link device from the 10-Link sensor or actuator manufacturer, you
may need to unzip the file and locate the appropriate xml file for the device.

Some IODD zip files contain the xml files and supporting image files for a single product. This type of zip file
can be immediately loaded onto the 10-Link Master.

Some IODD zip files contain the files for multiple products. If you upload this type of IODD zip file, the 10-
Link Master loads the first xml file and the associated image files, which may or may not correspond to the
IO-Link device connected to the port. If you need to zip the appropriate files, the following information may
be useful:

- Unzip the package and locate the xml file needed for your IO-Link device.
- Open the xml file and search for the productID, which identifies the IO-Link device.

- Zip the xml file along with the supporting images. There are several ways to locate the supporting
images:

Locate the appropriate images using the xml file.

Load only the xml file and the 10-Link Master notifies you what files are missing. Use the UPDATE
feature to upload the missing images.

Zip the xml with all of the images and the |O-Link Master ignores (and not upload) any unused files
and notifies which files did not upload.

Note: Image files are not required for IO-Link device configuration.

2019-07
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Use the appropriate discussion for your IODD files.
Uploading IODD Zip Files
Viewing IODD Files on Page 73

7.1.3. Uploading IODD Zip Files

You can use the following procedure to upload IODD zip files.

Note: You can save uploaded IODD files in a configuration file that you can use to load to other IO-Link
Masters or for restoration purposes. See I0-Link Master Configuration Files on Page 96 for information
about configuration files.

Click Attached Devices and IODD FILES.

Click the UPLOAD FILE button.

Click the CHOOSE FILE button and browse to the file location.
Highlight the zip file, click Open and then the UPLOAD button.

COMTROL Home Diagnostics Configuration Advanced aelsat-tRsCWw=t0 Support Logout EH
Peaoatsruina

I0DD FILES | SUMMARY PORT1 PORT2 PORT2 PORT4 PORTS PORTS6 PORT?7 PORTS8

PoODd -

10-Link Device Description Files

User IODD files (click filename to view)

VENDOR DEVICE 100D FILENAME DEVICE IMAGE VENDOR IMAGE SIZE |

-/ Standard IO-Link Definitions

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

5. If necessary, click OK.

EQMTROL Home Diagnostics Configuration Advanced el IXEsLWW=EE Support Logout  EH

IODDEILESS SUMMARY PORT1 PORT2 PORT2 PORT4 PORTS PORTE PORT7 PORTS

10-Link Device Description Files
Upload

User IODD files (click filename to view)

Status:
VENDOR DEVICE I10DD FILEY
The 10DD file has been updated successfully.

Some potential problems are listed below:
TN DELETE SELECTED
Ignored File(s):

pepper_fuchs-uc-f77-icon.png
1 Standard I0-Link Definitions

i-

Welcome Admin © Pepperl+Fuchs Comtrol, Tnc.

Note: Only images referenced in the xml file load to the I0-Link Master and the remaining files are
ignored. The IO-Link Master notifies you what files are missing. The missing files do not affect the
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|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| 10-Link Device Description Files Page | Uploading IODD Zip Files | |

operation of the IODD Port page but the product image and logo for the I0-Link device company do
not display.

If the 1ODD zip file contains multiple xml files, the I0-Link Master may not load the xml file version that you
want to use. If there are multiple xml files in the zip file, you will receive an Overwrite message as shown in
the following example.

COMTROL Home Diagnostics Configuration Advanced RuelaleleENN Support Logout  E®

IODD FILES  SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORTG6 PORT7 PORTE

10-Link Device Description Files

) . Overwrite?
User I0DD files (click filename to view)
VENDOR  DEVICE  IODD FILENAME File exists:
1 3146497  Pepper]_Fuchs-uUc4no_rF77-20  Click Continue to overwrite. pepper1_fuchs-T1ogo. prg a7ek | [

i 1120513  Pepperl-Fuchs-OMTS50-R200- pepper1-fuchs-logo.png 251K D

W CANCEL
1 2097921 Fepper'l—Fuchs—PMIEo—Fgo—Ill pepper1-fuchs-logo.png 185K D

A

£ Standard IO-Link Definitions

© Pepperl+Fuchs Comtrol, Inc.

Welcome Admin

In this example, the 1.0.1 IODD files loaded but you want to use 1.1 I0DD files. If that is the case, go to
Uploading Specific . XML Files or Supporting Files on Page 71.

COMTROL Home Diagnostics Configuration Advanced [EelluIpEWI-E Support Logout Em

IODD FILES  SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORTG6 PORT7 PORTE

10-Link Device Description Files

User I0DD files (click filename to view)

VENDOR DEVICE I0DD FILENAME DEVICE IMAGE VENDOR IMAGE ||
1 3146497  Pepper]_Fuchs-UC400_F77-20181030-I0001.1.xm1 pepperl_fuchs-uc-f77-pic.png pepper1_fuchs-logo. png 176K D
1 1170513 Pepper1-Fuchs-OMTS550-R200-20190330-I0001. 1. xm] pepperl1-fuchs-rzo0_cable-pic.png pepper1-fuchs-logo. png 251K D
1 2097921  Pepper]-Fuchs-PMIS0-F90-IU-I0-20180320-I00D1.1.xm1 pepperl-fuchs-pmiso-Too-pic.png pepper1-fuchs-logo. png 185K D

1 11148832 Pepperl —Fuchs_OBEilJM_Rlos—zol.sosls pepperl-fuchs-ri03_cable-pic.png pepper1-fuchs-logo. png 154K D w

UFLOAD FILE 100D space: 766K used, 15618K available DELETE SELECTED

Standard IO-Link Definitions

© Pepperl+Fuchs Comtrol, Inc.

Welcome Admin

6. Optionally, verify that the correct xml file was loaded using the Summary page (Page 75).
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| 10-Link Device Description Files Page | Uploading Specific .XML Files or

7.1.4. Uploading Specific .XML Files or Supporting Files

In the event that you need to unzip the IODD files to locate appropriate xml file, you can use this example where
the 1.0.1 xml file loaded but you want to load the 1.1 xml file. Refer to Preparing IODD Files to Upload on Page
68 for more information about IODD file assemblies.

1. Unzip the IODD file assembly and locate the appropriate xml file set that you want to load. In this example,
we want to load the 1.1 xml file, which is located in this subdirectory.

v | ™ 1833155

* Pepperl-Fuchs_OBE-R-R103_V1.00.002_I0DD11
* Pepperl-Fuchs_OBE-R-R103_¥1,00.002_I0DD101
% p epperl-Fuchs_OBE-R-R103_V1.00.002_|000doc

2. View the contents of the subdirectory and locate the appropriate file. Make sure that select the xml file that
matches your 10-Link device.

Pepperl-Fuchs_cable_cq_ng_dpol-con-pic.png 6/18/2019 11:01 AM  PNG File 16 KB
D Pepperl-Fuchs_OBE10M_R103-20120815-10DD1.1.xml 6/18/2019 11:01 AM XML Document &4 KB
|| Pepperl-Fuchs_OBE20M-L_R103-20180815-10DD1.1xml  6/18/2019 11:01 AM XML Document 64 KB
Pepperl-Fuchs_plug_cq_na_3pol-con-pic.png 6/18/2019 11:01 AM  PNG File 12 KB
Pepperl-Fuchs_plug_cq_ng_4pel-con-pic.png 8/18/2019 11:01 AM  PNG File 16 KB
Pepperl-Fuchs-logo.png 6/18/2019 11:01 AM  PNG File IKB
Pepperl-Fuchs-R103_cable-pic.png 8/18/2019 11:01 AM  PNG File 31 KB
Pepperl-Fuchs-R103_plug-pic.png 8/18/2019 11:01 AM  PMNG File 24 KB
Pepperl-Fuchs-R103-icon.png 6/18/2019 11:01 AM  PNG File 5KB

3. Click Attached Devices and IODD FILES.

4. Check the row that you want to update.

5. Click the UPLOAD FILE button.

6. Click the CHOOSE FILE button and browse to the file location.

7. Highlight the xml or image file and click Open. The xml file must be loaded before the IOLM will load the

associated image files.

2019-07
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|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| 10-Link Device Description Files Page | Uploading Specific .XML Files or

8. Click the UPLOAD button.

COMTROL Home Diagnostics Configuration Advanced elalulbENe=0 Support Logout EH

| IODD FILES | SUMMARY PORT1 PORT2 PORT2 PORT4 PORTS5 PORT6 PORT7 PORTS

I0-Link Device Description Files

User IODD files (click filename to view) -
VENDOR DEVICE I0DD FILENAME DEVICE IMAGE VENDOR IMAGE ||
1 3146497  Pepper]_Fuchs-UC400_F77-20181030-I0001. 1. xm] pepperl_fuchs-uc-f77-pic.png pepper1_fuchs-logo. png 176K D
 f 1120513 Pepper1-Fuchs-OMT550-R200-20150330-I00D1. 1. xm1 pepperl1-fuchs-rzo0_cable-pic. png pepper1-fuchs-logo. png 251K D
a 2097921  Pepper1-Fuchs-PMIS0-F90-IU-I0-20180320-I00D1.1. xml pepperl-fuchs-pmi80-T90-pic.png pepper1-fuchs-logo. png 185K D

I a 1114883 Pepper1-Fuchs_OBE10M_R103-20180815-I00DD1.0.1.xm1 pepper1-fuchs-r103_cable-pic.png pepper1-fuchs-logo. png 154K E‘ I W

& standard IO-Link Definitions

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

9. Click the Continue button to the Overwrite message.
Notice that the 1.1 xml file is now loaded.

COMTROL Home Diagnostics Configuration Advanced uelaleleEN0 Support Logout  E®

IODD FILES | SUMMARY PORT1 PORT2Z PORT3 PORT4 PORTS PORTS6 PORT7 PORTS

10-Link Device Description Files

User IODD files (click filename to view)

VENDOR DEVICE I0DD FILENAME DEVICE IMAGE VENDOR IMAGE ||
u i 3146497  Pepper]_Fuchs-UC400_F77-20181030-I0001.1.xm1 pepperl_fuchs-uc-f77-pic.png pepper1_fuchs-logo. png 176K D
i 1170513 Pepper1-Fuchs-OMTS550-R200-20190330-I0001. 1. xm1 pepperl1-fuchs-rzo0_cable-pic.png pepper1-fuchs-logo. png 251K D
i 2097921  Pepper]-Fuchs-PMIZ0-F90-TU-T0-20180320-I0DD1.1. xm1 pepperl1-fuchs-pmiso-foo-pic.png pepper1-fuchs-logo. png 185K D
1 11148832 pepperl-fuchs-ri03_cable-pic.png pepper1-fuchs-logo. png 154K D w

UFLOAD FILE 10DD space: 778K used, 15606K available DELETE SELECTED

Standard IO-Link Definitions

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

10. Optionally, verify that the correct xml file was loaded for this 10-Link device using the Summary page (Page
75).
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7.1.5. Viewing IODD Files

Use the following procedure to view the contents of an I0DD file.
1. If necessary, click Attached Devices and IODD Files.

2. Click the IODD FILENAME in the table that you want to review. A pop up window displays the contents of
the 10DD file.

COMTROL

Home Diagnostics Configuration Advanced el ELEsENCEN Support

Logout [N
IODDFILES | SUMMARY PORT1 PORT2 PORT2 PORT4 PORTS PORTE PORT7 PORTS8
10-Link Device Description Files
User IODD files (click filename to view)
VENDOR DEVICE I0DD FILENAME DEVICE IMAGE VENDOR IMAGE SIZE ||
1 3146497  Pepperl_Fuchs-UC400_F77-20181030-I0DD1.1.xml pepper1_fuchs-uc-T77-pic. png pepperi_fuchs-logo.png 176K D

UPLOAD FILE

Standard IO-Link Definitions

100D space: 176K used, 16208K available

10.0.0.150/index.php/view_uploaded_iodd_files/1/31464%7/Pepperl_Fuchs-UC400_F77-20181030-10DD1.1aml

3. Click the hyperlink at the top of the page if you want to view the xml file in your browser.

Pepper] Fuchs UC400 F77-20181030-I0DD1.1 xml

<?7xml versiocn='1.0' encoding="UIF-8'?2>

<IO0Device xmlns="http://www.io-link.com/IODD/2010/10"
2001/¥MLSchema-instance”

Www.1le-1ink.com/IODD/2010/10

xmlns:xsi="http:/ www.w
x3i:schemalocaticn="http:
I0DD1.1.x8d">
<DocumentInfo version="V1.00.002" releaseDate="2018-10-30"
copyright=""Copyright 2012, Pepperl+Fucha GrkH""/>
<ProfileHeader>
<Profileldentification»I0 Device
Profile</Profileldentification>
<ProfileRevision>l.1</ProfileRevision>
<ProfileName>Device Profile for IO Devices</ProfileName>
<ProfileSource>I0-Link Consortium</ProfileSource>
leClassID»Device</ProfileClassID>
SReference>
SPart>1«</IS015745Fart>

-

4. Optionally, verify that the correct xml file was loaded using the Summary page (Page 75).
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|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| 10-Link Device Description Files Page | Deleting IODD Files | |

7.1.6. Deleting IODD Files

Use the following procedure to delete an I0ODD file set from the IO-Link Master.
1. If necessary, click Attached Devices and IODD Files.
2. Check the corresponding row of the IODD file that you want to delete.

COMTROL Home Diagnostics Configuration Advanced ERelEGEeEWGEE Support

PropetFuchs

IODD FILES  SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORTG6 PORT7 PORTE

Logout  ER

10-Link Device Description Files

User I0DD files (click filename to view)

VENDOR IMAGE

VENDOR DEVICE 10DD FILENAME DEVICE IMAGE
1 23146497  Pepperl_Fuchs-UC400_F77-20181030-I0001.1.xml pepper1_fuchs-uc-f77-pic.png
1 1120513  Pepper1-Fuchs-OMTS50-R200-20190330-I00D1. 1. xm1 pepper1-fuchs-rzo0_cable-pic.png
1 2097921  Pepper]-Fuchs-PMIB0-F90-IU-I0-20180320-I0DD1.1. xXml pepper1-fuchs-pmigo-f90-pic.png
1 1114883  Pepperl-Fuchs_0OBEL10M_R103-20180815-I00D1.0.1.xm] pepper1-fuchs-rig3_cable-pic.png
1 111513% Pepper]-Fuchs_0OBEL10M-5 R103-20181215-I00D1. 0. 1. xm1 pepper1-fuchs-rig3nlc_cable-pic.png

UPLOAD FILE 10DD space: 940K used, 15444k available

Standard IO-Link Definitions

Welcome Admin

pepperl_fuchs-Tlogo.

pepperl1-fuchs-Tlogo.

pepperl-fuchs-Tlogo.

pepper1-fuchs-Togo.

pepperl-fuchs-Tlogo.

png 176K

png 185K

||
O
prg | 251k [
O
O

perl4Fuchs Comtrol, Inc.

3. Click the DELETE SELECTED button.
4. Click CONTINUE to the Delete files? message.

COMTROL Home Diagnostics Configuration Advanced [IRERIEGIWEWISEE Support
Povos

IODD FILES  SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORTG6 PORT7 PORTE

Logout ER

10-Link Device Description Files

User IODD files (click filename to view)

VENDOR DEVICE  IODD FILENAME Delete files?

1 3146497 Pepper1_Fuchs-UC400_F77-20{ 3
i Continue to delete files show below?

1 1120513  Pepper]-Fuchs-OMTS50-R200-

VID DID FILENAME
1 2097921  Pepperl —Fuchs—PMIBD—FBD—ILJ 1 1115139 Pepperl-Fuchs OBE10M-
5_R103-20181215-10DD1.0.1.xml

1 1114882  Pepper]-Fuchs_OBE1OM_R103-|

1 1115139 Pepper"IfFuchs_oBElmfsJuEJ W CANCEL
UPLOAD FILE

Standard IO-Link Definitions

Welcome Admin

pepper1_fuchs-Tlogo.

pepperl-fuchs-logo.

pepperl-fuchs-Tlogo.

pepperl-fuchs-Tlogo.

pepperl-fuchs-Tloego.

png ek | [
png ik O
png 15k [
png s [
png 174K

perl4Fuchs Comtrol, Inc.
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7.2.10-Link Device Configuration Summary Page

The 10-Link Device Configuration Summary page provides basic device configuration (device profile)
information for ports with valid IO-Link devices attached. The Configuration Summary page retrieves
information that resides on the I0O-Link device from the manufacturer.

A file name displayed in the IODD Name field for a port indicates that a valid IODD file is associated with that
device. If the field is empty, that indicates that a valid IODD file has not been loaded.

You can review complete IODD file information on a port by port basis by clicking the MORE button next to the
port in question or by clicking the PORT menu selection in the navigational bar.

Use the following steps to access the 10-Link Device Configuration Summary page.

1. Click Attached Devices.

2. Click SUMMARY.
Note: The Configuration Summary page takes several minutes to completely load as each device is

queried.

3. Click the MORE button or the corresponding Port (in the navigational bar) to configure the 10-Link device
parameters for a specific device. See Configuring IO-Link Devices on Page 76 for more information.

COMTROL

PropeFuais.

Home Diagnostics Configuration Advanced [ElaelastLEslEWLEEE Support

Logout  ER

10DD FILES | SUMMARY | PORT1 PORT2 PORT3 PORT4 PORTS PORT6& PORT7 PORTS
I0-Link Device Configuration Summary
DEVICE SETTINGS PORT 1 PORT 2 MORE PORT 3 MORE PORT 4 MORE PORTS

Vendor Name
VENDOR
DEVICE

Description

I0-Link Version
Hardware Version
Firmware Version
Baud Rate

510 Mode

Min Cycle Time

I0ODD Name

Serial Number

<

MORE
Pepperl+Fuchs

1

3146457

Ultrasonic Sensor UC-F77,
400mm, M8 plug, 4-pin

11
HWO01.00
FW01.00
38400
Yes

2.3 ms

Pepperl_Fuchs-UC400_F
77-20161030-10DD1.1.3cml

40000069832283

Pepperl+Fuchs
1
2097921

1x Analog (I/U), I0-Link

11
HWO01.00
FW01.00
38400
Yes

2.3 ms

Pepperl-Fuchs-PMIE0-F30-1
U—|107201.80320710DD 1.1.x
il

40000056647548

Pepperl+Fuchs
1
1120513

R200, 100 .. 550 mm, activ
e hlgﬁ, configurable, Q2 ou
tput, M& plug, 4-pin

11
HWO01.00
FW01.02
38400
Yes

3Ims

Pepperl-Fuchs-OMT550-R
20‘0—20 190330-I0DD1.1.x
m

40000090599234

Fepperl+Fuchs
1
3146497

Ultrasonic Sensor UC-F77,
400mm, M& plug, 4-pin

1ol
HWO01.00
FW01.00
38400
Yes

2.3 ms

Pepperl_Fuchs-UC400_F
77-20181030-10001.1.xml

40000069832204

Welcome Admin & Pepperl+Fuchs Comtrol, Inc.
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8. Configuring I0-Link Devices

This chapter discusses using the Attached Devices | Port pages to change IO-Link device parameters.

Note: Optionally, you can use traditional methods such as: PLC interfaces or HMI/SCADAs, depending on
your protocol to configure the IO-Link devices.

8.1. Port Pages Overview

You can use the Attached Devices | Port page for a port to review and easily edit the IO-Link device configuration
or view Process Data. Collapse or expand parameters groups by clicking the + or -. If you collapse a group
before the page completely loads and then open the group, it will need to load the parameters.

EOMTROL Home Diagnostics Configuration Advanced [ESEIECIVENIEER Support Logout E§

10DD FILES SUMMARY [ PORT1 PORT2 PORT3 PORT4 PORT5 PORT6 PORT7 PORTS

10-Link Device - Port 1 +
R —

Parameter Name Subindex  Value Description in Max Comments Gradient

- Sensor information

- Device information

Vendor Name 16 Pepperl+Fuchs RO
Vendor Text 17 wlz;w.pepperhfuchs.cum/m—h RO
n
Product Name 18 UC400-F77-EP-10-V31 RO
Product Text 20 Ultrasonic distance sensor RO
Product ID 13 261243 RO
Serial Number 21 40000069832204 RO

+ User specific information
+ Revision information
- Configuration
- Output configuration
Output 1
+ Sensor Configuration

+ Diagnosis

< B

IO-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

Welcome Admin ® Papparl+Fuchs Comtral, Inc.
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The Port page provides two IO-Link device configuration methods:

I0-Link Device Port table (GUI), which depends on the appropriate IODD file loaded from the 10-Link
device manufacturer onto the I0-Link Master. To use the 10-Link Device Port table for configuring 10-Link
devices, refer to the following subsections:

- Editing Parameters - IO-Link Device - Port Table on Page 80
- Resetting I0-Link Device Parameters to Factory Defaults on Page 82

10-Link Device ISDU Interface - Port, which can be used with or without IODD files loaded. Refer to the
following information to use the 10-Link Device ISDU Interface - Port method:

- The IO-Link Device Operator Manual from the device manufacturer is needed to use the 10-Link
Device ISDU Interface since ISDU block index and ISDU sub-index numbers are required.

- Editing Parameters - I0-Link Device ISDU Interface - Port on Page 83

The I0-Link Device Port table provides detailed information about the indexes and sub-indexes. Not all indexes
have sub-indexes. In the following image, Index 60 has two sub-indexes, Sub-index 1 and Sub-index 2 that both
contain 16 bits.

COMTROL Home Diagnastics

1000 FILES  SuMpary [BBRTED PORT2 PORT3 PORTE PORTS PORTE PORT? PORTS

o ernes Jeor fccmuino

Gradiant  Offest  DstaTyps  SimoleDatstype  Bitenoll

10-Link Device - Port 1 [user ok mern ‘

(1] 1 4@ 30680 AW mm E) (]

mm Fil 80

mm ] P value range: 1200 fRecordT  UlntegerT

10-Link Device 150U Interface - Port 1 Fuet Status: Operational, P01 valid

& Pappects Fuchs Coméml, Inc.

If the IODD file follows 10-Link specifications, an asterisk next to RW means that parameter is not included
in Data Storage.

If a Sub-index has an asterisk next to it in the GUI, that means that sub-index is not sub-indexable. This may
be useful information when using the 10-Link Device ISDU Interface or programming your PLC.

I3 PEPPERL+FUCHS [
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This example shows that Index 109 contains 10 sub-indexes.

When you perform a GET on Index 109 using the ISDU Interface, these are the results: 109 1*
= ID-Link Device ISDU Interface - Port 4 100 o

ISDU Block Index a0 00 00 80 00 00 00 OO Ol 00 00 00 00
ISDU Sub-index [ | 109 3"

[:::::] 109 4*
(o]

109 5*
109 6*
109 7*
109 8*
109 g*
109 10®

The GUI displays this information about Index 109.

109 : 2248 L] dymamic parameter RecordT UlntegerT 16
w09 t 2518 RO dynamic parameter Riecord T UlntegerT 16
109 Eu 3 RO dynamic paramatar RacordT Uintagert L)
109 - 1 RO dynamic parameter RecordT UlntegerT B
109 5 1 L) dynamic paramater RecordT  UlntegerT ]
pld 6" L) "o dynamic parameter RecordT UlntegerT L]
108 ™ o KO dymamic paramoter Recard T UlntegerT ]
109 B o #O dynamic parameter RecordT  Ulntegart 16
108 9= o RO dynamic parameter RecordT  UlntegerT ]
109 0= o RO dynamic parameter RecordT UlntegerT 1

Which can be illustrated as:
00001008010010010010010110000100100
112 13141516171 8 19110

2019-07
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| Port Pages Overview | | |

Access the Process Data page by selecting Process Data from the drop box next to the port number.

nostics Configuration Advanced el ELEsENLEN Support B
IODD FILES SUMMARY | PORT1 PORT2 PORT3 PORT4 PORT5 PORT6 PORT7 PORTS
I0-Link Device - Port 1

User role menu

Process Data
Index

Parameter Name Subindex Value

- Sensor information

- Device information

Vendor Name 16 Pepperl+Fuchs
Vendor Text 17 nw;vw.pepparl—fun:hs.n:nm/m—ll
Product Name 18 UC400-F77-EP-10-W31
Product Text 20 Ultrasonic distance sensor
Product 1D 19 261243
Serial Number 21 40000069832204
- User specific infarmation
Application Specific Tag 24
Usertag 192
- Revision information
Hardware Version 22 HW01.00
Firmware Version 23 Fwo1.00

- Configuration

- Outout configuration

TI0-Link Device ISDU Interface - Port 1

FdperperLirucks

Description Comments

RO

RO

RO
RO
RO

RO

RW

RW

RO

RO

Port Status: Operational, PDI Valid

Welcome Admin

This shows a typical Process Data page.

COMTROL nostics Configuration Advanced [PRIETIGINNEEEN Support

SUMMARY F!.SK‘rl PORT 2

10DD FILES PORT3 PORT4 PORTS5 PORTG6 PORT7

PORT 8

® Pepperl+Fuchs Comtrol, Inc.

I0-Link Device - Port 1

Parameter Name Value
- Process Data

- Process data sensor - Distance (14 bit), Switching output state (1 bit)

E¥ 10-Link Device ISDU Interface - Port 1

| Welcome Admin

Description

rereens.nucs

DataType

SimpleDatatype BitLength BitOffset

Distance in mm (14 bit) 7 16383:No echo RecordT UlntegerT 14 2
0~16000

State of switching output 1 1 1:True RecordT BooleanT 1 0
0O:False

Port Status: Operational, PDI Valid

© Pepperl+Fuchs Combrol, Inc.

If the incorrect IODD file has been loaded, then you
will receive this message.

2019-07
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Mo Process Data

Unable to load the Process Data! Make sure the attached I10-
Link device is supported and the corresponding IODD file is
loaded.
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8.2. Editing Parameters - 10-Link Device - Port Table

Use the following procedure to edit I0-Link device parameters using the 10-Link Device Port table.
Note: You may want to verify that the Automatic Download Enable for Data Storage option on the

5.

Configuration | IO-Link Settings page is NOT set to On as this can cause unreliable results on the
corresponding port.

If you have not done so, load the IODD file from the IO-Link device manufacturer (Loading and Managing
I0ODD Files on Page 66).

Access the appropriate Port page by clicking Attached Devices and then the Port number that you want to
configure.

Click the EDIT button after all of the device information is populated in the table.
Scroll down the table and make appropriate parameter changes for your environment.

Note: An IODD file may not contain all IO-Link device settings depending on the IO-Link device
manufacturer. If you need to change a parameter that is not displayed in the 10-Link Device - Port
table, you can refer to the 10-Link Device Operators Manual and use the 10-Link Device ISDU
Interface to change the settings.

You may need to scroll to the right in the table to view applicable parameter values if the parameter is not
selectable in a drop list.

Click the SAVE button after editing the parameters.

EO'MTHOL Home Diagnostics Configuration Advanced EREEIENIPENEEEN Support Logout Em

IODD FILES SUMMARY | PORT 1| PORT2 PORT3 PORT4 PORTS PORTG6 PORT7 PORTS

10-Link Device - Port 1 ; ‘ P % e
Parameter Name Index Subindex  Value Description R/W Unit Min Max Comments G fa
+ Sensor information
- Configuration

- Qutput configuration
- Output 1
Switch Point 1 60 1 30~680 RW mm 30 680 value range:30~680
Switch Point 2 60 2 Same as previous descriptio RW mm 30 680 value range:30~680
n
Output mode 81 2 1:Switchpaint made RW 1 128 value range:1;2;3;128
2:Window mode
3:Hysteresis mode
128:Retroreflective mode
Qutput legic 61 1 0:Normally open RW o 1 value range:0;1
1iNarmally closed
Output Type 112 1 0:Bush-pull RW 0 2 value range:0;1;2
1i5aurcing (PNP)
2:Sinking (NPN)
Retroreflective mode offset 54 1 1~200 RW mm 1 200 value range:1~200
Quitehing hystarasiz A1 2 n 01w Rw n > valia ramas e e
< >
1 10-Link Device ISDU Interface - Port 1 Port Status: Operational, FDI Valid
Welcome Admin © Pepperl+Fuchs Comtrol, Inc.
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| Editing Parameters - 10-Link Device - Port Table | | |

6. Verify that the changes took affect.

COMTROL o DiagnuStics Cuﬂﬁguratmn 0

I0DD FILES ~ SUMMARY PORT2 PORT3 PORT4 PORTS PORT6 PORT7 PORT8

10-Link Device - Port 1
B

rameter Name

+ Sensor information
- Configuration

- Output configuration

- Qutput 1
Switch Point 1 60 1 30 30~680 RW mm 30 680 wvalue range:30~680
Switch Point 2 60 2 300 Same as previous descriptio RW mm 30 680 wvalue range:20~680
n
Qutput mode 61 2 128 1:Switchpoint mode RW 1 128 wvalue range:1;2;3;128
2:Window mode
3iHysteresis mode
128:Retroreflective mode
Output logic 61 1 0 0:Normally open RW 0 1 value range:0;1
1:Normally closed
OQutput Type 112 1 0 0:Push-pull RW 0 2 value range:0;1;2
1:Sourcing (PNF)
2:Sinking (NPN)
Retroreflective mode offset 64 1 20 1~200 RW mm 1 200 wvalue range:1~200
Switching hysteresis 61 3 0 0:Low RW 0 2 value range:0;1;2
1:Medium
2:High
~
< >
I0-Link Device ISDU Interface - Port 1 Port Status: Operatienal, PDI Valid

Welcorme Adi epperl+Fuchs

2019-07
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| Resetting 10-Link Device Parameters to Factory Defaults | | |

8.3. Resetting 10-Link Device Parameters to Factory Defaults

In the event you want to reset the I0-Link device to factory default, typically the IODD file provides the ability
from the IO-Link device manufacturer. Use the following example to reset an 10-Link device.

1. Click the COMMAND button and locate the Restore Factory button.
2. Click the Restore Factory or Load Factory Settings button.
Note: The name of the button is determined by the I0-Link device manufacturer.

CONTPOLE e et e e R DEViCES

10DD FILES SUMMARY | PORT1 PORT2 PORT3 PORT4 PORTS PORT& PORT7 PORTE

I0-Link Device - Port 1
[reprenLrucks CANCEL

No echo is 99 2 o 0:No error RW 0 1 A
1:Error

Output 1 - Output behavior if erro 64 4 i O:Freeze RW 1] 3

r occurs 1:Max. Distance

2:Closed
3:0pen

- Local controls

Programming button 117 1 0:Unlocked ) RW 1] 2
1:Time locked (5 min.)
2:Locked

- Ewvent Configuration

Event: no echo 120 1 o 0:Disabled RW 0 1
1:Enabled

Event: ambient noise error 120 2 [u] Same as previous descriptio RW 1] 1
n

Event: hardware error 120 3 0 Same as previous descriptio RW 1] 1
n

+ Echo suppression
- Diagnosis

- Factory Settings
standard Command 2 130:Restore Factory Settings =~ WO 130 130
Restore Factory Settings

+ Service Function
+ Operation Information

+ Communication Characteristics

[l I0-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

Walcome Admin © Pepperl+Fuchs Comtrol, Inc.
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3. Click OK when the Refresh message appears.

Q”OMTROL HomE DiagnDSﬁcs CDnﬁgu'atiDn AdvarK:Ed Attac:hed DEVIceS

10DD FILES SUMMARY [ PORT1 PORT2 PORT3 PORT4 PORTS PORTG6 PORT7 PORTE

I0-Link Device - Port 1 =
FAPEPRERLLFUCHS CANCEL
No echo is 99 2 o 0:No error RW 0 1 "
1:Error
OQutput 1 - Output behavior if erro 64 4 1 0:Freeze RW 1] 3
r occurs L:Max. Distance
2:Closed
3:0pen
- Local controls
Programming button 117 i ?:%nlocl‘cedkﬁd . RW 1] 2
L A:Time ool 5 min.
Refresh?
- Event Configuration
Event: no echo 120 Your attached device's settings might have been affected R o L
by the recent commands you sent.
Event: ambient noise error 120 ptio RW 1] 1
Click OK to refresh.
Event: hardware error 120 pptio RW a 1
CANCEL
+ Echo suppression
- Diagnosis
- Factory Settings
Standard Command 2 ings = WO 130 130
' '
+ Service Function
+ Operation Information
+ Communication Characteristics )
< >
10-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

Welcome Admin ® Pepperl+Fuchs Comtrol, Inc.

4. Click the Cancel button to return to device configuration.

8.4. Editing Parameters - 10-Link Device ISDU Interface - Port

The 10-Link Device ISDU Interface follows these guidelines:

If necessary, convert hexadecimal ISDU index numbers to decimal, you must enter the decimal value for
the ISDU Block Index and ISDU Sub-index numbers.

You must enter the hexadecimal value for the 10-Link device parameters.

If the appropriate IODD files has been loaded, you can use the 10-Link Device - Port table to determine the
index numbers and acceptable values for each parameter.

Note: AnIODD file may not contain every IO-Link device setting depending on the I0-Link device
manufacturer. If you need to change a parameter that is not displayed in the 10-Link Device - Port table,
you can refer to the I0-Link Device Operators Manual.

If an I0DD file has not been loaded for an 10-Link device, you can use the /O-Link Device Operator's Manual to
determine the ISDU indexes.
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8.4.1. Overview

The following provides some basic information about the command usage and responses when using the ISDU
Interface.

You must enter the decimal value for the ISDU Block Index and ISDU Sub-index.

The GET button retrieves the parameter value in hex from the IO-Link device. You may want to retrieve
values to determine the data length.

I0-Link Device ISDU Interface - Port 1 Fort Status: Operational, PDI Valid
ISDU Block Index [60 MESESIEEAR
ISDU Sub-index [ | @

First, type the hex value that you want to change, click the SET button, and the value is sent to the 10-Link
device.

I0-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

—
ISDU Block Index 00jie]ol 30
ISDU Sub-index [ |

O—=m

After successfully changing a parameter, the |O-Link Master responds with a command executed
notification.

I0-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI valid

ISDU Block Index EENEIN EXECRCED
I1SDU Sub-index
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9. Utilizing 10-Link Master Features

This chapter discusses using the following features:

Setting User Accounts and Passwords

Data Storage on Page 88, which provides automatic and manual data storage to upload or download I1O-
Link v1.1 device parameters

Device Validation on Page 92, which supports identical or compatible device validation to dedicate a port or
ports to specific IO-Link devices

Data Validation on Page 94, which supports strict or loose data validation to verify data integrity

10-Link Master Configuration Files on Page 96 that supports a method to back up configuration files or load
the same configuration to multiple 10-Link Master units

Configuring Miscellaneous Settings on Page 102, which provides the following options:

- Using the Menu Bar Hover Shows Submenu Option on Page 103

- Enable PDO Write From Attached Devices Port Page on Page 103

- IO-Link Test Event Generator on Page 104

Clearing Settings on Page 107, which allows you to reset the 10-Link Master to factory default values

9.1. Setting User Accounts and Passwords

The 10-Link Master is shipped from the factory without passwords. See the following table if you want to see
how permissions are granted.

Page Permissions Admin | Operator User
Log-in Yes Yes Yes
Home Yes Yes Yes
Diagnostics - All Yes Yes Yes
Configuration - 10-Link Settings Yes Yes View-only
Configuration - EtherNet/IP Settings Yes Yes View-only
Configuration - Modbus/TCP Yes Yes View-only
Configuration - OPC UA Yes Yes View-only
Configuration - Network Yes View-only |No
Configuration - Misc Yes Yes Yes
Configuration - Load/Save Yes Yes View-only
Configuration - Clear Settings Yes No No
Advanced - Software Yes No No
Advanced - Accounts Yes No No
Advanced - Log Files Yes Yes Yes
Advanced - Licenses Yes Yes Yes
Attached Devices - 10-Link Device Description Files Yes Yes View-only

I PEPPERL+FUCHS
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Page Permissions (Continued) Admin | Operator User

Attached Devices - IO-Link Device Configuration Summary Yes Yes View-only
Attached Devices - 10-Link Device - Port Yes Yes View-only

You can use this procedure to set up passwords for the 10-Link Master.
Open your browser and enter the 10-Link Master IP address.

Click Advanced | ACCOUNTS.

Click the ADMIN check box.

If applicable, enter the old password in the Old Password text box.
Enter the new password in the New Password text box.

Re-enter the password in the Confirm Password text box.

COMTROL Home Diagnostics Configuration EGWERGERE Attached Devices Support Logout B
PepperisFuchs

SOFTWARE | ACCOUNTS  LOGFILES LICENSES

ook~ wh =

Accounts

Current Admin Password (required to make changes)

(NO PASSWORD)

Confirm Password ssnne
3.
OPERATOR (NO PASSWORD) | |
New Password
Confirm Password
USER (NO PASSWORD) | |

New Password

Confirm Password

Welcome Admin

© Pepperl+Fuchs Comtrol, Inc.

7. Optionally, click the Operator check box, enter a new password, and re-enter the password in the Confirm
Password text box.

8. Optionally, click the User check box, enter the new password, and re-enter the password in the Confirm
Password text box.

Click Apply.
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| Setting User Accounts and Passwords | | |

10. Close the new window that displays a Password saved banner.

~
COMTROL Home Diagnostics Configuration [ESUENLEGE Attached Devices Support Logout EH

SOFTWARE | ACCOUNTS | LOG FILES LICENSES

Accounts

Passwords saved : AdminPassword

Current Admin Password (required to make changes) I:I

ADMIN (PASSWORD IS CONFIGURED)

New Password

Confirm Password

OPERATOR (NO PASSWORD) |

New Password

Confirm Password

USER (NO PASSWORD) [ |
New Password

Confirm Password

11. Click the Log out button on the top navigation bar.
12. Re-open the web interface by selecting the appropriate user type in the drop list and entering the password.

S.—:O-MT ROL Logout [ER8

Home

User
—

Not Logged In © Pepperl+Fuchs Comtrol, Inc.

2019-07
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9.2. Data Storage

Data storage is typically supported by I0-Link v1.1 devices. Data storage means that you can upload
parameters from an IO-Link device to the 10-Link Master and/or download parameters from the 10-Link Master
to the IO-Link device. This feature can be used to:

Quickly and easily replace a defective 10-Link device

Configure multiple IO-Link devices with the same parameters as fast as it takes to connect and disconnect
the 10O-Link device

To determine whether an 10-Link (v1.1) device supports data storage, you can check one of the following:
10-Link Diagnostics page - check the Data Storage Capable field to see if it displays Yes.

10-Link Configuration page - check to see if UPLOAD and DOWNLOAD buttons display under the Data
Storage Manual Ops group. If only a Clear button displays, the device on the port does not support data
storage.

9.2.1. Uploading Data Storage to the 10-Link Master

The 10-Link device manufacturer determines which parameters are saved for data storage. Remember, the 10-
Link device should be configured before enabling data storage unless you are using data storage to back up the
default device configuration.

There are two methods to upload Data Storage using the Configuration | IO-Link page:

Automatic Enable Upload - If a port is set to On for this option, the 10-Link Master saves the data storage
parameters (if the data storage is empty) from the 10-Link device to the IO-Link Master.

When this option is enabled and another 10-Link device (different Vendor ID and Device ID), the I0-Link
Diagnostics page displays a DS: Wrong Sensor in the IOLink State field and the 10-Link port LED flashes
red, indicating a hardware fault.

Automatic upload occurs when the Automatic Upload Enable option is set to On and one of these
conditions exists:

* Thereis no upload data stored on the gateway and the 10-Link device is connected to the port.

e The IO-Link device has the DS upload bit on; generally because you have changed the configuration
through Teach buttons or the web interface.

Note: Not all device parameters are sent to data storage. The I0-Link device manufacturer determines
what parameters are sent to data storage.

Data Storage Manual Ops: UPLOAD - Selecting the UPLOAD button saves the data storage from the 10-
Link device to the IO-Link Master. The contents of the data storage does not change unless it is uploaded
again or cleared. Another 10-Link device with a different Vendor ID and Device ID can be attached to the
port without causing a hardware fault.

9.2.2. Downloading Data Storage to the 10-Link Device

There are two methods to download Data Storage using the Configuration | IO-Link Device page:

Automatic Download Enable - An automatic download occurs when the Automatic Download Enable
option is set to On and one of these conditions exists:

e The original IO-Link device is disconnected and an |O-Link device who's configuration data differs from
the stored configuration data.

¢ The IO-Link device requests an upload and the Automatic Upload Enable option is set to Off.

Note: Do not enable both Automatic Upload and Download at the same time, the results are not reliable
among I0-Link device manufacturers.
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| Data Storage | Automatic Device Configuration | |

° Data Storage Manual Ops: DOWNLOAD - Selecting the DOWNLOAD button downloads the data
storage from the that port to the 10-Link device.

If an |O-Link device with a different Vendor ID and Device ID is attached to the port and a manual download
is attempted, the IO-Link Master issues a hardware fault.

9.2.3. Automatic Device Configuration

Use the following steps to use an I0-Link Master port to configure multiple 10-Link devices with the same
configuration parameters.

1. If necessary, configure the I0-Link device as required for the environment.

Click Configuration| IO-Link.

Click the EDIT button for the port for which you want to store the data on the 10-Link Master.
Click the UPLOAD button.

Click the CONTINUE button to the Continue to upload the data storage on IO-Link Master port [number]
message.

COMTROL Home Diagnostics JeRiBIERGUE Advanced Attached Devices Support Logout EH

10-LINK = ETHERMET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

ok wDn

[0-Link Settings

Port Mode I0Link I0Link I0Link
PDO Lock Enable true true true
Invert 510 false false false
Invert Auxiliary Input falze falze falze
Default Digital Output

)
14

3
9
9

Minimum Cycle Time (4 - 538) R
Continue?
Auxiliary Input Settling Time (0 - 10000)
This operation may take up to a minute.

Auxiliary Input Hold Time (0 - 10000) 3 .
Continue to upload the data storage on 10-Link Master

e E L L

SIO Input Settling Time (0 - 10000) o

S10 Input Hold Time (0 - 10000) %

Data Storage Config

Storage Contents em|

Automatic Upload Enable @

Automatic Download Enable Off T o o

Data Storage Manual Ops
o | [asw

o) mows|  umono)

bowmon|  omow oo

Validation Config

Device Validation Mode None None None

® Pepperl+Fuchs Comtrol, Inc.

Welcome Admin

2019-07
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| Data Storage | Automatic Device Configuration | |

2019-07

6. Click the OK button to the Data storage upload successful on Port [number] message.
Done

Data storage upload successful on port 1.

&

7. Setthe Automatic Download Enable option to On.
8. Click SAVE.

COMTROL Home Diagnostics JegisUlELON Advanced Attached Devices Support Logout B

| IO-LINK | ETHERNET/IP MODBUS/TCP  OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

10-Link Settings o

IO-LINK PORT CONFIG B PORT1 B PORT3

CANCEL SAVE

Port Name Inductive Positioning Distance Ultrazonic
Port Mode 10Link 10Link 10Link
PDO Lock Enable true true true
Invert 510 false false false
Invert Auxiliary Input falze falze falze
Default Digital Output off off off

o
s
3
n
I
3
[
.
3
[

Minimum Cycle Time (4 - 538)

3
[
o
3
in
o
3
[
o
3
[

Auxdiliary Input Settling Time (0 - 10000)

Auxiliary Input Hold Time (0 - 10000)

= |
n
o
3
n
o
3
in
o
3
n

SI0 Input Settling Time (0 - 10000)

3
E]
o
o
3
o
o
3
[
o
3
[

|
[
o
=|
i
o
3
n
o
H
n

SI0 Input Hold Time (0 - 10000)

Data Storage Config

Storage Contents 1:3146457 empty empty empty
Automatic Upload Enable Off

<
g

Automatic Download Enable @— On

Data Storage Manual Ops

Welcome Admin ©® Pepperl+Fuchs Comtrol, Inc.

9. Click Diagnostics | IO-Link.

10. Replace the I0-Link device on that port with the 10-Link device for which you want configured automatically.
11. Verify that the 10-Link device displays operational Port Status and the appropriate IO-Link State.

12. Repeat Steps 10 and 11 for as many device as you want to configure.
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9.2.4. Automatic Device Configuration Backup

The following procedure shows how to utilize data storage to automatically backup an IO-Link device
configuration.

Remember, if you adjust parameters using Teach buttons those values may or not may be updated in the data
storage, which depends on the 10-Link device manufacturer. If you are unsure, you can always use the manual
UPLOAD feature to capture the latest settings.

1. Click Configuration | IO-Link.
2. Click the EDIT button for the port for which you want to store the data on the 10-Link Master.
3. Select On in the drop list for Automatic Data Storage Upload Enable.

QQMTROL Home Diagnostics elgilsBletalsll Advanced Attached Devices Support Logout EH

IO-LINK = ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

I0-Link Settings o

I0-LINK PORT CONFIG B PORT 2 B PORT 4

CANCEL SAWE

Part Name Ultrasonic£01 Distance Ultrasonic
Port Made 1oLink 1oLink 10Link
PDO Lock Enable true true true
Invert 510 false false falze
Invert Auxiliary Input false false false
Default Digital Qutput off off off
Minimum Cycle Time (4 - 538) 4 ms ms 4 ms 4 ms
Auxiliary Input Settling Time (0 - 10000) 0ms D ms 0 ms 0ms
Auxiliary Input Hold Time (0 - 10000) 0 ms D ms 0 ms 0 ms
SI0 Input Settling Time (0 - 10000) 0ms D ms 0ms 0ms
SIO Input Hold Time (0 - 10000) 0 ms D ms 0 ms 0ms
Data Storage Config

Storage Contents 1:3148487 empty empty empty
Automatic Upload Enable off @— on Off Off
Automnatic Download Enable On Off off

Data Storage Manual Ops

2 .
1

v
Welcome Admin © Pepperl+Fuchs Comtral, Inc.

4. Click SAVE.

When the Configuration | IO-Link page is refreshed, the Storage Contents field displays the Vendor ID and
Device ID. In addition, the 10-Link Diagnostics page displays Upload-Only in the Automatic Data Storage
Configuration field.

I PEPPERL+FUCHS o
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| Device Validation | Automatic Device Configuration Backup | |

9.3. Device Validation

Device validation is supported by many IO-Link devices. Device Validation Mode provides these options:
°  None - this disables Device Validation Mode.

°  Compatible - permits a compatible 10-Link device (same Vendor ID and Device ID) to function on the
corresponding port.

° Identical - only permits an IO-Link device (same Vendor ID, Device ID, and serial number) to function on the
corresponding port.

Use this procedure to configure device validation.
1. Click Configuration | IO-Link Settings.
2. Click the EDIT button.
3. Select Compatible or Identical for the Device Validation mode.
Note: Identical Device Validation requires a device serial number to operate.

2019-07
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| Device Validation | Automatic Device Configuration Backup | |

4. Click the GET ATTACHED button or manually complete the Vendor ID, Device, ID, and serial number.

If the device does not have a serial number, you should not select Identical because the |0-Link Master
requires a serial number to identify a specific device.

COMTROL Home Diagnostics Qesgistieull Advanced Attached Devices Support Logout EH

I10-LINK | ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

I0-Link Settings o

IO-LINK PORT CONFIG B PORT1 B PORT 2 B PORT 3 B PORT4

CANCEL SAVE

_~h

Port Name Ultrasonic#01 Inductive Positioning Distance Ultrasonic
Fort Mode 10Link 10Link I0Link
PDO Lock Enable true true true
Invert SIO false false false
Invert Auxiliary Input falze false falzse
Default Digital Output Off Off off
Minimum Cycle Time (4 - 538) ms 4 ms 4ms 4 ms
Auxiliary Input Settling Time (0 - 10000) D ms 0 ms 0 ms 0 ms
Auxiliary Input Hold Time (0 - 10000) D ms 0ms 0 ms 0ms
510 Input Settling Time (0 - 10000) D ms 0 ms 0 ms 0 ms
510 Input Hold Time (0 - 10000) D ms 0ms 0 ms 0ms
Data Storage Config

Storage Contents 1:3146497 1:2097921 empty empty
Automatic Upload Enable on Off off

o
3
<

Automatic Download Enable

Data Storage Manual Ops

Off
cear cear cuman
Validation Config

Device Validation Mode ®_ Compatible None None Naone

Ol 0
g
g :
g

Vendor Id (0 - 65535) 1] 0 a
Device Id (0 - 16777215) 1] 0 a
Serial Num 4000006983228

Data validation Mode None None None
PDI Length (0 - 32) byte 0 byte 0 byte 0 byte
PDO Length (0 - 32) EI byte 0 byte 0 byte 0 byte

CO)—En s v

& Pepperl+Fuchs Comtrol, Inc.

Welcome Admin

5. Click the SAVE button. If the wrong or incompatible device is connected to the port, the 10-Link port LED
flashes red and no IO-Link activity occurs on the port until the issue is resolved.

2019-07
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| Data Validation | Automatic Device Configuration Backup | |

In addition, the I0-Link Diagnostics page displays the following information.

COMTROL Home [ELGGEREN Configuration Advanced Attached Devices Support Logout EH

I0-LINK ETHERNET/IP MODBUS/TCP OPCUA NETZWERK VERSCHIEDENES LADEN/SPEICHERN EINSTELLUNGEN LOSCHEN

I0-Link Diagnostics UPDATE il 5TOP LIVE UPDATES [l RESET STATISTICS

IO-LINK PORT STATUS [ PORT 1 B PORT2Z B PORT 4

Port Name Ultrasonic£01 Inductive Positioning Distance Ultrasonic

Port Mode 10Link 10Link 10Link I0Link

Port Status Inactive Operational, PDI Valid Operational, PDI valid Operational, PDI Valid
10Link State DV:WrongSensor Operate Operate Operate

Device Vendor Name Pepperl+Fuchs Pepperl+Fuchs Pepperl+Fuchs
Device Product Name PMIS0-F0-IU-I0-V15 OMT550-R200-2EP-I0-V1 UC400-F77-EP-10-V31
Device Serial Mumber 40000056647948 40000090599234 40000069832204
Device Hardware HWO01.00 HWO01.00 HWO01.00

Version

Device Firmware FW01.00 FW01.02 FW01.00

Wersion

Device 10-Link 1.1 1.1 1.1

Version

Actual Cycle Time 4.0ms 4.0ms 4.0ms

Device Minimum 2.3ms 3.0ms 2.3ms

Cycle Time

Configured Minimum 4ms 4ms 4ms

Cycle Time

Data Storage Capable Yes Yes Yes

Automatic Data Download Upload Disabled Disabled

Storage Configuration

Auxiliary Input (AL Off Off Cn Off

Bit Stag.{s EA R

Device PDI Data 2 4 2

Length

PDI Data Valid Yes Yes fes

Last Rx PDI Data (MS ff fo 80 08 fc 0c ff fc

Byte First) v
< >

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

9.4. Data Validation

You can use this procedure to configure data validation.

1. Click Configuration | IO-Link Settings.

2. Click the EDIT button on the port you want to configure for data validation.

3. Select Loose or Strict to enable data validation.
* Loose - the slave device's PDI/PDO lengths must be less than or equal to the user-configured values.
e Strict - the slave device's PDI/PDO lengths must be the same as the user-configured values.

2019-07
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| Data Validation | Automatic Device Configuration Backup | |

4. Click the GET ATTACHED button or manually enter the PDI and PDO length.

oLl W=\l Advanced Attached Devices Support Logout [EB

OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

ROL

Home Diagnostics

ETHERNET/IP MODBUS/TCP

10-Link Settings a

I0-LINK PORT CONFIG B PORT1 H PORT2 B PORT3 B PORT 4

CANCEL SAVE

Port Name Ultrasonic#01 Inductive Positioning Ultrasonic
Port Mode IOLink 10Link I0Link
PDO Lock Enable true true true
Invert SIO false false false
Invert Auxiliary Input false false false
Default Digital Output off Off Off
Minimum Cycle Time (4 - 538) 4ms 4 ms Dms 4 ms
Auxiliary Input Settling Time (0 - 10000) 0 ms 0 ms D ms 0 ms
Auxiliary Input Hold Time (0 - 10000) 0 ms 0 ms D ms 0 ms
S10 Input Settling Time (0 - 10000) 0 ms 0ms D ms 0 ms
SI0 Input Hold Time (0 - 10000) 0ms 0ms o Jms 0 ms

Data Storage Config

Storage Contents 1:3146497 1:2097921

Automatic Upload Enable Off ©n

Automatic Download Enable on off

Data Storage Manual Ops

Off
Off

Validation Config

Device Validation Mode Compatible None M None
Vendor Id (0 - 65535) 1 0 L] 0
Device Id (0 - 16777215) 3146497 o 1120513 0

Serial Mum 40000069332283 4000009059923

Data Validation Mode None None @— Mone

PDI Length (0 - 32) 2 byte 0 byte byte 0 byte

PDO Length (0 - 32) 0 byte 0 byte byte 0 byte
) .

Welcome Admin © Pepperl+Fuchs Comtral, Inc.

5. Click the SAVE button.
If data validation fails, the 10-Link port LED flashes red and the I0-Link Diagnostics page displays an error.

2019-07
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9.5. 10-Link Master Configuration Files

You can use the web interface or PortVision DX to save or load 10-Link Master configuration files.

Note: You can optionally install and use PortVision DX to save or load IO-Link Master configuration files.
Download PortVision DX from https://www.pepperl-fuchs.com.

The configuration files includes the following:

I0-Link Master gateway settings, which includes the port settings, network settings, and encrypted
passwords

Data storage contents saved in the 10-Link Settings page
IODD files loaded using the /ODD Files page
Use one of the following procedures to save or load configuration files.
Saving Configuration Files (Web Interface) on Page 96
Saving Configuration Files (PortVision DX) on Page 98
Loading Configuration Files (Web Interface) on Page 97
Loading Configuration Files (PortVision DX) on Page 100

9.5.1. Saving Configuration Files (Web Interface)

Use this procedure to save configuration files for the 10-Link Master. Use this feature to back up the I0-Link
Master or to configure multiple IO-Link Masters with the same configuration.

1. Click Configuration | Load/Save.

2. If applicable, disable any data that you do not want to backup.
3. Click the SAVE button.

4. Click the Save File option and click the OK button.

OMTROL Home Diagnostics el l Advanced Attached Devices Support Logout ER
Peaperts Fuths.

I0-LINK ETHERNET/IP MODBUS/TCP OPC UA NETWORK MISC | LOAD/SAVE | CLEAR SETTINGS

Load or Save Configuration

Opening config.dcz X
Save Configuration

You have chosen to open:
Select data to save:

| | config.dez

IOLM gateway configuration which is: dcz File (792 KB)
Datastorage contents from: hitp://10.0.0.151
10DD files

What should Firefox do with this file?

(®) Save File

above data to file

Load Configuration Do this automatically for files like this from now on.
Select data to load:

IOLM gateway configuration

[} IOLM_network_configuration /
Datastorage contents

100D files @

Select file to load: | Browse... | No file selected.

Welcome Admin ® Pepperl+Fuchs Comtrol, Inc.
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| 10-Link Master Configuration Files | Loading Configuration Files (Web

9.5.2. Loading Configuration Files (Web Interface)

Use this procedure to load a configuration file onto the 10-Link Master.

1. Click Configuration | Load/Save.

2. Click the Browse button, locate and select the configuration file (.dcz extension).
3. Click the LOAD button.

COMTROL Home Diagnostics Eesliniiesul Advanced Attached Devices Support

IO-LINK ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC | LOAD/SAVE CLEAR SETTINGS

Load or Save Configuration

Save Configuration

Select data to save:

[ 10LM gateway configuration
%) Datastorage contents
[ 100D files

above data to file

Load Configuration

Select data to load:

[ 10LM gateway configuration @
O IOLM_network_configuration
%) Datastorage contents

[ 10DD files

Select file to load: config.dez

LO%) selected data from ﬁIe@
Welcome Admin o © Pepperl+Fuchs Comtrol, Inc.

4. Click the OK button to close the Configuration Uploaded message that notifies you of what configuration
parameters loaded.

2019-07
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| IO-Link Master Configuration Files | Saving Configuration Files (PortVision DX)

9.5.3. Saving Configuration Files (PortVision DX)

Use this procedure to save configuration files for the 10-Link Master. The configuration files includes all port
settings, network settings, and encrypted passwords.

1. If necessary, open PortVision DX and click the Scan button to locate the IO-Link Master units on your
network.

2. Right-click the IO-Link Master in the Device List pane (lower pane).
3. Click Configuration and Save.
4. Browse to a suitable location, enter a file name, and click Save.

IPV PortVision DX e O X
File Manage View Tools Help
= £ ! (’5 Yo ()
Scan  Refresh All | Properties  Save Load Upload Reboot  Webpage — Motes Help About Exit
[==3 1_Primary_Systems[2/ 2]
----- [~=1 2_Secondary_Systems [25/ 25]
----- [==1 3_Backup_Systems[12/13]
----- [==] 4_Other_Devices[6/ 8]
=1 Auwiliary_Systems [0/ 0]
s E Scan Results [0/ 0]
Name : 1_Primary_Systems
Use menu or toolbar to add notes in
this area.
Device Name Model A |P Addr... | MAC Address Software Version Status
fv Refrech Devi 10.0.0.150 :37 EtherMet/IP 1.5.37 ON-LINE
I v  Devicet bt s 10.0.0.151 00:00:81:08:CC:0F PROFInet 10 1.5.37 ON-LINE
P rti
IO-LINK MASTER e
Edit Motes
Webpage
Telnet / S5H Session
515': :reér: or toobar to add notes in Advanced 3
Configuration ? Load
Tracker > Save %
Rename Reset to Factory Default
Move
Delete
Help ...
Save existing configuration of the selected device into a file H]_Primary_Systems |2—|‘I— |Read'y él

2019-07
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| IO-Link Master Configuration Files | Saving Configuration Files (PortVision DX)

5. If necessary, enter Admin as the User name and the
administrator password. Windows Security X

6. If desired, disable any configuration parameters that PVDX.exe
you do not want to save.

The server 10.0.0.150 is asking for your user name and
password. The server reports that it is from webapi.

10-Link Master Configuration *

Please select the configuration parameters you would like to save @ ‘ Admin ‘

¥ 10-Link Master configuration

[¥ Data Storage contents Remember my credentials

== [ oy | o

7. Click OK to the A Device Configuration file was
created for the selected device message.

[V 100D files for attached devices

2019-07
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| 10-Link Master Configuration Files | Loading Configuration Files

2019-07

9.5.4. Loading Configuration Files (PortVision DX)

Use this procedure to load configuration files for the IO-Link Master.
1. If necessary, open PortVision DX and click the Scan button to locate the IO-Link Master units on your

network.

2. Right-click the 10-Link Master in the Device List pane (lower pane).

3. Click Configuration and Load.

Mame : 1_Primary_Systems

Use menu or toobar to add notes in

1PV PortVision DX B - =
File Manage View Tools Help
- A
Sl & % 4 o & S| - 0 H
Scan  Refresh All | Properties  Save Load  Upload  Reboot Webpage Notes Help bl (=78
E 1_Primary_Systems [2 / 2]
(== 2 Secondary_Systems [25 / 25]
F-[=7 3_Backup_Systems [12/13]
- [F=] 4_Other_Devices [6/ 8]
E Auxiliary_Systems [0/ 0]
........ [==1 Scan Results [0/ 0]

this area.
Device Name I Model | & |P Addr... | MAC Address | Software Version | Status |
i ; OL-K455-RI45  10.0.0.150 00:0D:81:00:07:37 EtherMet/IP 1.5.37 ON-LINE
Refresh Device
i OL-K435-RJ45  10.0.0.131 00:00:81:08: CC:9F PROFInet 10 1.5.37 ON-LINE
Properties
IO-LINKMASTER
Edit MNotes
Webpage
Telnet / 55H Session
Use menu or tookar to add notes in Advanced s
this area.
Configuration > Load
Tracker > Save h
ety Reset to Factory Default
Move
Delete
Help ...

Lead a device configuratien file into the selected device(s)

|—|‘\,Primaryj5ystems |2—|‘I—|Ready 4

4. Click Yes to the This process may take up to 25 seconds per device message.
5. Browse to the configuration file location, select the file, and click Open.

I3 PEPPERL+FUCHS
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| 10-Link Master Configuration Files | Loading Configuration Files

6. If desired, disable any parameters that you do not want loaded to the IO-Link Master.

10-Link Master Configuration *

Please select the configuration parameters you would like to load :

[V 10-Link Master configuration
¥ Data Storage contents

[V 100D files for attached devices

[op ] _cows

7. Select All or specific settings to load and click Done.

8. If necessary, enter Admin as the User name and the
admInIStrator paSSWOI’d . Fleaze select the fields you want to Load.

Lead Cenfiguration ...

Windows Securi X B D Al
< [l [] opcua

PVDX.exe ethernetip
: mizcellaneous
modbustcp
The server 10.0.0.150 is asking for your user name and #1- [ network.
password. The server reports that it is from webapi.
‘ Admin ‘

Remember my credentials

[ oy | amm

9. Click OK to the Load Configuration message.

Done .

2019-07
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9.6. Configuring Miscellaneous Settings

The Miscellaneous Settings page includes the following options:

Menu Bar Hover Shows Submenu
This option displays sub-menus for a category when you hover over the category name.

For example, if you hover over Advanced, the SOFTWARE, ACCOUNTS, LOG FILES, and LICENSES
sub-menus display. You can click any sub-menu and avoid opening the default menu for a category.

Enable PDO Write From Attached Devices Port Page

When enabled, it allows you to write PDO data to 10-Link slaves from the Attached Devices | Port page in
the web user interface. See Enable PDO Write From Attached Devices Port Page on Page 103 for more
information.

Note: The PDO write will not allow writes if the 10-Link Master has a PLC connection. This should never
nabled in I tion environment.

LED Flash

You can force the 10-Link port LEDs on the 10-Link Master into a flashing tracker pattern that allows you to
easily identify a particular unit.

- Click the ON button to enable the LED tracker feature on the 10-Link Master. The LEDs remain flashing
until you disable the LED tracker feature

- Click the OFF button to disable the LED tracker.
IO-Link Test Event Generation
Use this feature to send events to a port, which can be viewed on the 10-Link Diagnostics page.

COMTROL Home Diagnostics EeRIIEWDGN Advanced Attached Devices Support Logout ER
PepperisFuths

I0-LINK ETHERNET/IP MODBUS/TCP OPCUA NETWORK | MISC LOAD/SAVE CLEAR SETTINGS

I3 PEPPERL+FUCHS

Miscellaneous Settings

MISC CONFIGURATION EDIT
Menu Bar Hover Shows Submenu disable
Enable PDO Write From Attached Devices Port Page disable

LED Flash: 0 m m

=/ I0-Link Test Event Generation

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.
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9.6.1. Using the Menu Bar Hover Shows Submenu Option

Use this procedure to enable the Menu Bar Hover Shows Submenu option. If you enable this feature it displays
the sub-menus for a category when you hover over the category name.

For example, if you hover over Advanced, the SOFTWARE, ACCOUNTS, LOG FILES, and LICENSES sub-
menus display. You can click any sub-menu and avoid opening the default menu for a category.

1. Click Configuration | MISC.

2. Click the EDIT button.

3. Click Enable next to the Menu Bar Hover Shows Submenu option.
4. Click SAVE.

QOMTROL Home Diagnostics [ebliieIEWLB Advanced Attached Devices Support Logout [EH

I0-LINK ETHERNET/IP MODBUS/TCP OPCUA NETWORK | MISC LOAD/SAVE (CLEAR SETTINGS

Miscellaneous Settings

MISC CONFIGURATION CANCEL SAVE
Menu Bar Hover Shows Submenu @—
Enable PDO Write From Attached Devices Port Page o w

LED Flash: 0 m m

1 I0-Link Test Event Generation

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

9.6.2. Enable PDO Write From Attached Devices Port Page

The purpose of this feature is for a non-production type of demonstration of the 10-Link Master. You can
enable this feature to get familiar with IO-Link or if you are commissioning a system and want to be able to test/
get familiar with devices. It allows you to interact with a PDO device that does not have a PLC connection.

You must have set and signed into the IO-Link Master using an admin password.

Note: The PDO write will not allow writes if the I0O-Link Master has a PLC connection. This should never be
nabled in ri tion environment.

Use this procedure to enable PDO write from the Attached Devices | Port page.

1. If necessary, log into the 10-Link Master using the Administrator account.

Click Configuration | MISC.

Click the EDIT button.

Click Enable next to the Enable PDO Write From Attached Devices Port Page option.
Click the SAVE button.

Al A
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| Configuring Miscellaneous Settings | I0-Link Test Event Generator | |

6. If this will not cause an unstable environment, click the CONTINUE button.

COMTROL Home Diagnostics JeGliislelsbls8 Advanced Attached Devices Support Logout  [EH

IO-LINK ETHERNET/IP MODBUS/TCP OPCUA NETWORK | MISC LOAD/SAVE CLEAR SETTINGS

Miscellaneous Settings PDO Warning

b Writing PDO va.lues to sensors and actuatorE‘ may cause Soe G B
dangerous environments or system malfunction. Click
[Continue] if you are sure you want to enable writing of

M Bar H Sh Subi
Enu Bar fever shows subment PDO values from the Web UL

Enable PDO Write From Attached Devices Por] v

LED Flash: 0 m

[Z I0-Link Test Event Generation

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

9.6.3. 10-Link Test Event Generator

You can use the I0-Link Test Event Generator to send messages to an |O-Link Master port. The generated
events are displayed in the Diagnostics | IO-Link Settings page under the Last Events field and the syslog. This
can test a port to verify that it is functioning correctly through

1. Click Configuration | Misc.
2. Expand the I0-Link Test Event Generator.

COMTROL Home Diagnostics JeshlsBetl Advanced Attached Devices Support Logout EH

I0-LINK ETHERNET/IP MODBUS/TCP OPC UA NETWORK :W:LOAD)’SAVE CLEAR SETTINGS

Miscellaneous Settings

MISC CONFIGURATION EDIT
Menu Bar Hover Shows Submenu enable
Enable PDO Write From Attached Devices Port Page dizable

LED Flash: 0 m

%Iolljnk Test Event Generation

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.
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3. Select the port and type of event that you want to test.

2019-07

I0-Link Test Event Generation

Port:

Mode:

Type
Instance:
Source:

PDI: |invalid ~

Code: |0x1212|

4. Click Diagnostics and scroll down to Last Events.

Last Events 56)Single,Message,Local,0026h
=_devinfo
57)Single,Message,Local, 0000h
s_pdu_check .
58)Active,Error,Device, 1212h

| SQ&Active,Warning,Device,1.2 12h
un

nown

Use the following table to determine what type of event you want to generate.

10-Link Test Event Generator Descriptions

Port The port number to which you want to send an event.

This is the first item in the event generated.

Single: generates Single in the event.

Coming: generates Active in the event

Going: generates Cleared in the event

This is the second item in the event generated.

Message: generates Message in the event.

Warning: generates Warning in the event.

Error: generates Error in the event.

This is the level in which the event is generated. This is not displayed in the generated event.

Mode

Type

unknown
physical
datalink
applayer
application
This is the source in which the event is generated. This is the third item in the generated event.
local: simulation generated from the 10-Link Master, which displays as Local in the event.

remote: simulation of an 10-Link device event, which displays as Device in the generated
event.
This indicates whether to send valid or invalid PDI, which is not displayed in the generated
event.

valid

Instance

Source

PDI

invalid
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10-Link Test Event Generator Descriptions (Continued)

Code

This is the fourth and fifth items in the generated event.

0x0000: generates as_pdu_check event
0x0001: generates a s_pdu_flow event
0x0002: generates a m_pdu_check event
0x0003: generates a s_pdu_illegal event
0x0004: generates a m_pdu_illegal event
0x0005: generates a s_pdu_buffer event
0x0006: generates a s_pdu_inkr event
0x0007: generates an's_pd_len event
0x0008: generates an's_no_pdin event
0x0009: generates an s_no_pdout event
0x000a: generates an s_channel event
0x000b: generates an m_event event
0x000c: generates an a_message event
0x000d: generates an a_warning event
0x000e: generates an a_device event
0x000f: generates an a_parameter event
0x0010: generates a devicelost event
0x0011, 13 - 17: generates an unknown event
0x0012: generates a s_desina event

I PEPPERL+FUCHS
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| Clearing Settings | 10-Link Test Event Generator | |

9.7. Clearing Settings

You can return the 10-Link Master to factory default values and can choose whether you want to restore these
default values:

*  Uploaded IODD files

* 10O-Link data storage

* Hostname, network settings (DHCP/Static, static IP address, static network mask, and static IP gateway)
Use the following procedure to restore factory default values on the 10-Link Master.

1. Click Configuration | Clear Settings.

2. Select the settings that you want to clear.

COMTROL Home Diagnostics [eslilsBleibll Advanced Attached Devices Support Logout ERH

IO-LINK ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Clear Configuration Settings

The button below will clear configuration values back to factory default values. By default, it will affect all configuration values except for the
unchecked categories listed below. To include one or more of those categories check the corresponding box:

Uploaded 10DD files
10-Link data storage
[ Hostname, DHCP/Static, Static IP address, Static IP network mask, Static IP gateway

CLEAR CON@BURATI ON

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

3. Click the OK button to the Done Configuration Cleared message.

2019-07
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10. Using the Diagnostics Pages

This chapter provides information about the following Diagnostics pages.

10-Link Port Diagnostics on Page 108
EtherNet/IP Diagnostics on Page 112
Modbus/TCP Diagnostics on Page 116
OPC UA Diagnostics Page on Page 119
Note: Not all models support OPC UA.

10.1.10-Link Port Diagnostics

|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide
| 10-Link Port Diagnostics | | |

Use the 10-Link Diagnostics page to determine the status of the I0-Link configuration.
Note: This does not illustrate the complete IO-Link Diagnostic page.

COMTROL Home [BERLGE:E Configuration Advanced Attached Devices Support Logout EH

IO-LINK' | ETHERNET/IP

MODBUS/TCP  OPC UA

10-Link Diagnostics

IO-LINK PORT STATUS

B PORT 1

UPDATE | STOP LIVE UPDATES |l RESET STATISTICS

B PORT 4

Port Name

Port Mode

Port Status

10Link State

Device Vendor Name
Device Product Name
Device Serial Number

Device Hardware
Version

Device Firmware
Version

Device 10-Link Version
Actual Cycle Time

Device Minimum Cycle
Time

Configured Minimum
Cycle Time

Data Storage Capable

Automatic Data
Storage Configuration

Auxiliary Input (Al) Bit
Status

Device PDI Data
Length

PDI Data Valid

Welcome Admin

Ultrasonic

10Link

Operational, PDI Valid
Operate
Pepperl+Fuchs
UC400-F77-EP-I0-V31
40000069832283

HWO01.00

FWwo1.00

1.1
4.0ms

2.3ms

4ms

Yes

Disabled

Off

I3 PEPPERL+FUCHS

Inductive Positioning
10Link

Operational, PDI Valid
Operate
Pepperl+Fuchs
PMIS0-F90-IU-10-V15
40000056647548

HW01.00

FW01.00

il
4.0ms

2.3ms

4ms

Yes

Disabled

Off

2

Yes

Distance

10Link

Operational, PDI valid
Operate

Pepperl+Fuchs
OMT550-R200-2EP-10-V1
40000090559234

HWO01.00

FW01.02

1.1
4.0ms

3.0ms

4ms

Yes

Disabled

off

4

Yes

Ultrasonic

10Link

Operational, PDI valid
Operate
Pepperl+Fuchs
UC400-F77-EP-10-V31
40000069832204

HWO01.00

FW01.00

1.1
4.0ms

2.3ms

4ms

Yes

Disabled

Off

2

Yes

© Pepperl+Fuchs Comtrol, Inc.
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The following table provides information about the 10-Link Diagnostics page.

10-Link Diagnostics Page

Port Name

This is an optional friendly port name, which can be configured in the
Configuration | IO-Link page.

Port Mode

Displays the active device mode:
Reset = The port is configured to disable all functionality.
I0-Link = The port is configured to 10-Link mode.
Digital In = The port is configured to operate as a digital input.
Digital Out = The port is configured to operate as a digital output.

Port Status

Displays the port status:

Inactive = The port is in active state. Typically, this indicates that the device
is either not attached or not detected.

Initializing = The port is in the process of initializing.

Operational = The port is operational and, if in 10-Link mode,
communications to the I0-Link device has been established.

PDI Valid = The PDI data is now valid.

Fault = The port has detected a fault and is unable to re-establish
communications.

IO-Link State

Operate - Port is functioning correctly in IO-Link mode but has not received
valid PDI data. This may also display during a data storage upload or
download.

Init - The port is attempting initialization.

Reset - One of the following conditions exists:

- The Port Mode configuration is set to Reset.

- The Port Mode configuration is set to Digitalln or DigitalOut.

DS - Wrong Sensor - Hardware failure (IO-Link LED also flashes red)
because there is Data Storage on this port, which does not reflect the
attached device.

DV - Wrong Sensor - Hardware failure (I0-Link LED also flashes red)
because Device Validation is configured for this port and the wrong device
is attached.

DS - Wrong Size - Hardware failure (IO-Link LED also flashes red) because
the size of the configuration on the device does not match the size of the
configuration stored on the port.

Comm Lost - Temporary state after a device is disconnected and before the
port is re-initialized.

Pre-operate - Temporary status displayed when the device:
- Is starting up after connection or power-up.
- Uploading or downloading automatic data storage.

Device Vendor Name

Displays the Device Vendor Name as stored in ISDU Index 16.

Device Product Name

Displays the device product name as stored in ISDU Index 18.

Device Serial Number

Displays the device serial number as stored in ISDU Index 21.
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10-Link Diagnostics Page (Continued)

Device Hardware
Version

Displays the device hardware version as stored in ISDU Index 22.

Device Firmware
Version

Displays the device firmware version as stored in ISDU Index 23.

Device I0O-Link Version

The supported device IO-Link version as stored in ISDU Index O.

Actual Cycle Time

This is the actual, or current, cycle time of the 10-Link connection to the device.

Device Minimum Cycle
Time

This is the minimum, or fastest, cycle time supported by the connected 10-Link
device.

Configured Minimum

Configured in the Configuration | IO-Link page, this is the minimum cycle time
the 10-Link Master will allow the port to operate at. The Actual Cycle Time,
which is negotiated between the 10-Link Master and the device, will be at least

Cycle Time as long as the greater of the Configured Minimum Cycle Time and the Device
Minimum Cycle Time.
Data Storage Capable Displays whether the IO-Link device on a port supports the data storage feature.

Not all IO-Link devices support the data storage feature.

Automatic Data Storage
Configuration

Displays whether a port is configured to automatically upload data from the 1O-
Link device or download data from the 10-Link Master to the 10-Link device.
Disabled displays if automatic upload or download are not enabled.

Auxiliary Input (Al) Bit
Status

The current status of the auxiliary bit as received on DI (Pin 2 on the ICE2-8IOL-
G65L-V1D) of the IO-Link port.

Device PDI Data Length

The supported Device PDI Data Length, in bytes, as stored in ISDU Index 0.

PDI Data Valid

Current status of PDI data as received from the 10-Link device.

Last Rx PDI Data (MS
Byte First)

The last Rx PDI data as received from the 10-Link device.

PDO Lock Enable

If enabled on the Configuration| I0-Link Settings page, an industrial protocol
application (EtherNet/IP or Modbus TCP) can lock the write access to the PDO
value so that the PDO value cannot be changed by other protocols (including
OPC UA or the Web interface). Such a lock is released when the PLC to 10O-Link
Master network link disconnects.

PDO Locked

Indicates whether or not one of the industrial protocol applications has locked
the write access to the PDO value.

Device PDO Data
Length

The supported Device PDO Data Length, in bytes, as stored in ISDU Index 0.

PDO Data Valid

Status of PDO data being received from controller(s).

Last Tx PDO Data (MS
Byte First

The last Tx PDO data.

Time Since Initialization

The time since the last port initialization.

Process Data Errors

The number of process data errors the port received.

Process Data Retries

The number of process data retries the port performed.
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|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide
| 10-Link Port Diagnostics | | |

10-Link Diagnostics Page (Continued)

Total Events

The total number of events that were received on this port.

First Events

Up to the first, or oldest, three events that were received on this port.

Last Events

Up to the last, or most recent, three events that were received on this port.

ISDU Statistics

ISDU Read Cmd
Attempts

The number of read ISDU command attempts.

ISDU Read Cmd Errors

The number of read ISDU command errors.

ISDU Write Cmd
Attempts

The number of write ISDU command attempts.

ISDU Write Cmd Errors

The number of write ISDU command errors.
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10.2. EtherNet/IP Diagnostics

The EtherNet/IP Diagnostics page may be useful when trying to troubleshoot EtherNet/IP communications and
port issues related to EtherNet/IP configuration.

Note: The complete EtherNet/IP Diagnostics page is not illustrated.

Q“O'MTROL Home IBEGOUENGEN Configuration Advanced Attached Devices Support Logout
St

I0-LINK | ETHERNET/IP | MODBUS/TCP OPC UA

s

EtherNet/IP Diagnostics

ETHERNET/IP GENERAL STATUS

UPDATE @ STOP LIVE UPDATES |l RESET STATISTICS

Active Session Count 0
Active Connections 0
Total Connections Established 0
Connection Timeouts 0
Connections Closed 0
Class 3 Messages/Responses Received o
Broadcast Messages Received o

Class 3 Messages/Responses Transmitted 0
Class1 Output Updates (From PLC) o

Class 1 Output Data Changes (From FLC) 0O

Class1 Input Updates (To PLC) 1]
Client Object Requests 0
Good Responses from PLC o
Bad Responses from PLC o
MNo Responses From PLC o
Invalid Network Paths 1]
Pending Reguest Limit Reached o
Unexpected Events o
Unsupported CIP Class Errors 1]
Unsupported CIP Instance Errors 0

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

The following table provides information about the EtherNet/IP Diagnostics page.

EtherNet/IP Diagnostics Page

Active Session Count

The number of active Ethernet/IP sessions. A session can:

Support both Class 1 1/0 and Class 3 Messages
Can be initiated by either the PLC or the 10-Link Master
Can be terminated by either the PLC or the |O-Link Master

Active Connections The current number of active connections (both Class 1 and 3).
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EtherNet/IP Diagnostics Page (Continued)

Total Connections
Established

The total number of connections that have been established.

Connection Timeouts

The number of connections that have closed due to timing out.

Connections Closed

The number connections that have closed due to a standard processes.

Class 3 Messages/
Responses Received

The number of Class 3 messages and responses received from the PLC or
PLCs.

Broadcast Messages
Received

The number of broadcast messages received from PLC or PLCs.

Class 3 Messages/
Responses Transmitted

The number of Class 3 messages and responses sent to the PLC or PLCs.

Class 1 Output Updates
(From PLC)

The number of Class 1 output data updates received from the PLC or PLCs.

Class 1 Output Data
Changes (From PLC)

The number of changes in Class 1 output data received from the PLC.

Class 1 Input Data
Updates (To PLC)

The number of Class 1 input data updates sent to the PLC or PLCs.

Client Object Requests

The number of Class 3 requests to the 10-Link Master vendor specific objects.

Good Responses from
PLC

The number of good responses from messages sent to PLC or PLCs.

Bad Responses from PLC

Displays the number of bad responses from messages sent to the PLC or
PLCs. Bad responses are typically returned for such errors as:

Incorrect tag or file names

Incorrect tag or file data types

Incorrect tag or file data sizes

PLC is overloaded and cannot handle the amount of Ethernet traffic
PLC malfunction

No Responses from PLC

Displays the number of no responses from messages sent to the PLC or
PLCs. No responses are typically returned for such errors as:

Incorrect IP address

Incorrect PLC configuration

PLC malfunction

PLC is overloaded and cannot handle the amount of Ethernet traffic

Invalid Network Paths

Displays the number of network path errors on messages sent to the PLC or
PLCs. These are typically caused by incorrect IP address settings.

Pending Request Limit
Reached

Displays the number of pending request limit errors. These errors occur when
the PLC is sending a continuous stream of messages to the 10-Link Master
faster than the I0-Link Master can process them.

Unexpected Events

Displays the number of unexpected event errors. Unexpected event errors
occur when the 10-Link Master receives an unexpected message from the
PLC such as an unexpected response or unknown message.
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EtherNet/IP Diagnostics Page (Continued)

Unsupported CIP Class
Errors

Displays the number of unsupported CIP class errors.

These errors occur when a message that attempts to access an invalid class
is received by the 10-Link Master.

Unsupported CIP
Instance Errors

Displays the number of unsupported CIP instance errors.

These errors occur when a message that attempts to access an invalid
instance is received by the IO-Link Master.

Unsupported CIP Service
Errors

Displays the number of unsupported CIP service errors. These errors occur
when a message that attempts to access an invalid service is sent to the 10-
Link Master.

Unsupported CIP
Attribute Errors

Displays the number of unsupported CIP request attribute errors. These
errors occur when a message that attempts to access an invalid attribute is
sent to the IO-Link Master.

Unsupported File Errors

Displays the number of messages from SLC/PLC-5/MicroLogix PLCs that
attempt to access an unsupported file address.

System Resource Errors

Displays the number of system resource errors. These errors indicate a
system error on the I10-Link Master such as operating system errors or full
message queues. These errors typically occur when the PLC or PLCs are
sending messages to the 10-Link Master faster than the 10-Link Master can
process them.

First Error String

Text description of the first error that occurred.

Last Error String

Text description of the last error that occurred.

EtherNet/IP Port Specific Diagnostics

Configuration Errors

Displays the number of improper configuration errors. These errors occur
when the IO-Link Master receives a message that cannot be performed due to
an invalid configuration.

Invalid Data Errors

Displays the number of invalid message data errors. These errors occur when
the 10-Link Master receives a message that cannot be performed due to
invalid data.

Active PDO Controller(s)

Lists the controller interface(s) type, (Class 1 or Class 3), and IP address that
are controlling the PDO data.

PDO Writes to Offline or
Read-Only Ports

Displays the number of PDO write messages that were dropped due to any of
the following:

The port is configured in 10-Link mode:

- Thereis no device connected to the port.

- ThelO-Link device is off-line.

- The lIO-Link device does not support PDO data.
The PDO Transmit Mode (To PLC) is disabled.

The port is configured in Digital Input mode.
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EtherNet/IP Diagnostics Page (Continued)

Undeliverable PDI
Updates (To PLC)

Displays the number of PDI update messages that could not be delivered to
the PLC in the Write-to-Tag/File method. Undeliverable updates may result
when:

The 10-Link Master cannot complete an Ethernet connection to the PLC.
The PDI data is changing faster than the Maximum PLC Update Rate.

ISDU Request Msgs
From PLC(s)

Displays the number of ISDU request messages received from the PLC(s) or
other controllers. These request messages may contain one or multiple ISDU
commands.

ISDU Invalid Requests

Displays the number of ISDU requests received over EtherNet/IP with one or
more invalid commands.

ISDU Requests When
Port Offline

Displays the number of ISDU requests received over EtherNet/IP when the
IO-Link port was offline. This can occur when:

The IO-Link port is initializing, such as after start-up.
There is no 10-Link device attached to the port.

The IO-Link device is not responding.
Communication to the 10-Link device has been lost.

Valid ISDU Responses
From Port

Displays the number of valid ISDU response messages returned from the 10-
Link port interface and available to the PLC(s). The response messages
contain results to the ISDU command(s) received in the request message.

ISDU Response Timeouts

Displays the number of ISDU requests that did not receive a response within
the configured ISDU Response Timeout.

Unexpected ISDU
Responses

Displays the number of unexpected ISDU responses.

Unexpected responses may occur when an ISDU response is received after
the ISDU request has timed out. This typically requires setting the ISDU
Response Timeout to a longer value.

ISDU Read Commands

Displays the number of ISDU read commands received over EtherNet/IP.

Maximum ISDU Request
Msg Response Time

Displays the maximum time period required to process all commands within
an ISDU request message. The response is not available until all ISDU
command(s) contained in the request have been processed.

Average ISDU Request
Msg Response Time

Displays the average time period required to process the ISDU request
message(s). The response is not available until all ISDU command(s)
contained in the request have been processed.

Minimum ISDU Request
Msg Response Time

Displays the minimum time period required to process all commands within
an ISDU request message. The response is not available until all ISDU
command(s) contained in the request have been processed.

ISDU Write Commands

Displays the number of ISDU write commands received over EtherNet/IP.

ISDU NOP Commands

Displays the number of ISDU NOP (no operation) commands received over
EtherNeV/IP.
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10.3. Modbus/TCP Diagnostics

The Modbus/TCP Diagnostics page may be useful when trying to troubleshoot Modbus/TCP communications or
port issues related to Modbus/TCP configuration.

Note: The complete Modbus/TCP Diagnostics page is not illustrated.

QOMTROL Home QMEBGbEds-N Configuration Advanced Attached Devices Support Logout EH
LU

I0-LINK ~ ETHERNET/IP | MODBUS/TCP OPC UA

Modbus/TCP Diagnostics

MODBUS/TCP GENERAL STATUS

>

Modbus/TCP Server Enable enable
Active Connections 0

Meszzages Received From Masters v}

Responses Sent To Masters 1
Broadcasts Received 0
Invalid Message Length Errors o
Invalid Message Data Errors o
Invalid Message Address Errors o
Unknown Device ID Errors o
Invalid Protocol Type Errors o

Unsupported Function Code Errars | 0

Configuration Errors 0
Mo Available Connection Errors 0
System Resource Errors 0
First Error String Mo Error Detected

Last Error String

MODBUS/TCP PORT STATUS B PORT1 | PORT2 @ PORT3 @ PORT4 @ PORTS @ PORTE @ PORTY | PORTSE

Active PDO Controller(s)
PDO Writes to Offline or Read-Only Ports o o o o o o o o

1SDU Request Msgs from PLC(s) o o o o o o o o w

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

The following table provides information about the Modbus/TCP Diagnostics page.

Modbus/TCP Diagnostics Page
Active Connections Displays the current number of active Modbus/TCP connections.
Messages Received from Displays the number of Modbus messages received from Modbus/TCP
Masters Masters.
Responses Sent to Masters Displays the number of Modbus responses sent to Modbus/TCP Masters.
Broadcasts Received Displays the number of broadcast Modbus/TCP messages received.
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Modbus/TCP Diagnostics Page (Continued)

Invalid Message Length Errors

Displays the number of Modbus messages received with incorrect length
fields.

Invalid Message Data Errors

Displays the number of invalid message data errors. These errors occur
when the IO-Link Master receives a message that cannot be performed
due to invalid data.

Invalid Message Address
Errors

Displays the number of invalid message address errors. These errors
occur when the IO-Link Master receives a message that cannot be
performed due to an invalid address.

Unknown Device ID Errors

Displays the number of unknown device ID errors. These errors occur
when the IO-Link Master receives a message that is addressed to a
device ID other than the configured Slave Mode Device ID.

Invalid Protocol Type Errors

Displays the number of invalid message protocol type errors. These errors
occur when the 10-Link Master receives a Modbus/TCP message that
specifies a non-Modbus protocol.

Unsupported Function Code
Errors

Displays the number of invalid Modbus function code errors. These errors
occur when the IO-Link Master receives a message that cannot be
performed due to an unsupported Modbus function code.

Configuration Errors

Displays the number of improper configuration errors. These errors occur
when the IO-Link Master receives a message that cannot be performed
due to an invalid configuration.

No Available Connection
Errors

Displays the number of Modbus/TCP connection attempts that were
rejected due to no available connections. This occurs when the number of
Modbus/TCP connections has reached the limit.

System Resource Errors

Displays the number of system resource errors. These errors indicate a
system error on the |O-Link such as operating system errors or full
message queues. These errors typically occur when the PLC(s) are
sending messages to the I10-Link Master faster than the 10-Link Master
can process them.

First Error String

Text description of the first error that occurred.

Last Error String

Text description of the last error that occurred.

Modbus/TCP Port Specific Diagnostics

Active PDO Controller(s)

Lists IP addresses that are controlling the PDO data.

PDO Writes to Offline or Read-
Only Ports

Displays the number of PDO write messages that were dropped due to
any of the following:

The port is configured in 10-Link mode:

- There is no device connected to the port.

- The I0-Link device is off-line.

- ThelO-Link device does not support PDO data.
The PDO Transmit Mode (To PLC) is disabled.

The port is configured in Digital Input mode.
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Modbus/TCP Diagnostics Page (Continued)

ISDU Request Msgs From
PLC(s)

Displays the number of ISDU request messages received from the PLC(s)
or other controllers. These request messages may contain one or multiple
ISDU commands.

ISDU Invalid Requests

Displays the number of ISDU requests received over Modbus/TCP with
one or more invalid commands.

ISDU Requests When Port
Offline

Displays the number of ISDU requests received over Modbus/TCP when
the I10-Link port was offline. This can occur when:

The 10-Link port is initializing, such as after start-up.
There is no 10-Link device attached to the port.

The 10-Link device is not responding.
Communication to the 10-Link device has been lost.

Valid ISDU Responses From
Port

Displays the number of valid ISDU response messages returned from the
IO-Link port interface and available to the PLC(s). The response
messages contain results to the ISDU command(s) received in the
request message.

ISDU Response Timeouts

Displays the number of ISDU requests that did not receive a response
within the configured ISDU Response Timeout.

Unexpected ISDU Responses

Displays the number of unexpected ISDU responses. Unexpected
responses may occur when an ISDU response is received after the ISDU
request has timed out. This typically requires setting the ISDU Response
Timeout to a longer value.

Maximum ISDU Request Msg
Response Time

Displays the maximum time period required to process all commands
within an ISDU request message. The response is not available until all
ISDU command(s) contained in the request have been processed.

Average ISDU Request Msg
Response Time

Displays the average time period required to process the ISDU request
message(s). The response is not available until all ISDU command(s)
contained in the request have been processed.

Minimum ISDU Request Msg
Response Time

Displays the minimum time period required to process all commands
within an ISDU request message. The response is not available until all
ISDU command(s) contained in the request have been processed.

ISDU Read Commands

Displays the number of ISDU read commands received over Modbus/TCP.

ISDU Write Commands

Displays the number of ISDU write commands received over Modbus/
TCP.

ISDU NOP Commands

Displays the number of ISDU NOP (no operation) commands received
over Modbus/TCP.
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|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| OPC UA Diagnostics Page | | |

10.4. OPC UA Diagnostics Page

The OPC UA Diagnostics page displays status for OPC UA:
*  Whether the OPC UA feature is enabled or disabled
° Number of TCP connections

COMTROL Home EEERGUEGGEE Configuration Advanced Attached Devices Support

10-LINK ETHERNET/IP MODBUS/TCP

OPC UA Diagnostics UPDATE [l STOP LIVE UPDATES [l RESET STATISTICS
OPC UA GENERAL STATUS
OPC UA Server Enable enable

Number of TCP connections 0

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.
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|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| Introduction | | |

11. EtherNet/IP Interface

11.1. Introduction

This section is intended to describe the EtherNet/IP interface provided by the 10-Link Master.

These interfaces provide the ability to retrieve port and device status information, input and output process data
and access to 10-Link device ISDU (SPDU) data blocks.

10-Link Master Connectivity

ControlLogix [T550 I—_\
Ethemet Network - ‘ 10-Link
CompactLogix g - ‘l""_, R . Devices
. -
R o 3 —_
10-Link 'O-Link .
SoftLogix -«+— EtherNet/IP Master
Modbus/TCP
SLC 5/05
Modbus/TCP Master(s)
PLC-5 " ¢
MicroLogix H -4 E
EtherNet/IP PLC(s) SCADA OPC Server PLC HMI

Note: Indexed Service Data Unit (ISDU) is sometimes referred to as Service Protocol Data Unit (SPDU). See
ISDU Handling on Page 139 for more information.

2019-07
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11.1.1.Functionality Summary

The EtherNeV/IP interface consists of:
* Input Process Data blocks that include:
- Port communication status
- PDl valid status
- Auxiliary Input status of 10-Link connector (Pin 2 on the ICE2-8I0L-G65L-V1D)
- The active event code (zero if no active event)
- The input process data received from the port. This may be
¢ |0-Link mode: IO-Link device input process data
¢ |/O Input mode: Input bit status
e /O Output mode: Output bit status (configurable option)
e Output Process Data blocks that include:
- The active event code to clear ((configurable option)
- The output process data to be sent to the port. This may be
¢ |0O-Link mode: IO-Link device output process data
¢ |/O Output mode: Output bit status
* ISDU (ISDU) interface:
- Provides single and nested batch read/write capabilities
- Requires use of MSG instructions
- Provides both blocking and non-blocking message capabilities
* Blocking message responses are not returned until all the ISDU command(s) have completed.

* Non-blocking messages return immediately. The PLC must then request the ISDU command(s)
response status until a valid response is returned.

e Web based configuration and diagnostic pages:
- 1O-Link interface configuration and diagnostics
- EtherNet/IP interface configuration and diagnostics
e EtherNet/IP interface support for ControlLogix, SLC, MicroLogix, and PLC-5 PLC families.
e Modbus/TCP slave interface.
e Example PLC programs to aid the PLC programmer.

2019-07
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11.1.2.Data Type Definitions

The following data type definitions apply.

Data Type Definitions
BOOL Boolean; TRUE if = 1; False if = 0
USINT Unsigned Short Integer (8 bit)
CHAR Character (8 bit)
SINT Short Integer (8 bit)
UINT Unsigned Integer (16 bit)
INT Signed Integer (16 bit)
UDINT Unsigned Double Integer (32 bit)
DINT Signed Double Integer (32 bit)
STRING Character String (1 byte per character)
BYTE Bit String (8 bit)
WORD Bit String (16 bits)
DWORD Bit String (32 bits)

11.1.3.Terms and Definitions

This section uses the following terms and definitions.

Term Definition
Otherwise called implicit messaging, is a method of communication between
EtherNet/IP controllers and devices that:
Class 1 * Uses Ethernet UDP messages.
* Iscyclic in nature. Input and/or output data is exchanged between the
controllers and devices at regular time intervals.
Otherwise called explicit messaging, is a method of communication between
EtherNet/IP controllers and devices that:
Class 3 e Uses Ethernet TCP/IP messages.
e By itself is not cyclic in nature. The controller and devices must send individual
messages to each other.
EtherNet/IP An Ethernet based industrial communication protocol utilized to communicate
between controllers, often times PLCS, and devices.
Standard Ethernet communications protocol utilizing socket communication
Ethernet TCP/IP interfaces that guarantees delivery to the intended device.
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Term

Definition (Continued)

Ethernet UDP/IP

Standard Ethernet communications protocol utilizing socket communication
interfaces that does not guarantee delivery. The data may or may get to the
intended device.

IO-Link Master

I0-Link gateway that provides communication between 10-Link devices and
Ethernet protocols such as EtherNet/IP and Modbus/TCP.

Multicast

Multicast addressing involves Ethernet devices sending messages to each other
using a multicast address. Multicast addressing:

* Uses a specified IP address range designated for multicast communication.
* Allows either one or multiple devices to receive the same messages.

Point-to-Point

Point-to-Point, otherwise called unicast, addressing involves Ethernet devices
sending messages directly to each other using their own IP addresses. Messages
are sent to only one device.

PDI data

(Process Data
Input)

Process data received from an 10-Link device or I/O interface that can be provided
to external controllers such as PLCs, HMIs, SCADA, and OPC UA Servers.

PDO data Process data received from external controllers such as PLCs, HMIs, SCADA, and
OPC Servers and sent to an 10-Link device or I/O interface.

(Process Data

Output) Note: |O-Link devices may or may not support PDO data.

ISDU Indexed Service Data Unit. Otherwise called ISDU, refers to the Service Data units
on 10-Link devices that are used for information, status and configuration settings.
Otherwise called implicit messaging, is a method of communication between
EtherNet/IP controllers and devices that:

Class 1 ¢ Uses Ethernet UDP messages.

e Iscyclic in nature. Input and/or output data is exchanged between the
controllers and devices at regular time intervals.
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11.2. Data Transfer Methods

The 10-Link Master provides a selection of process data transfer methods and a number of options to
customize the process data handling.

* Receive Process Data Methods on Page 124
e Transmit Process Data Methods on Page 125

11.2.1.Receive Process Data Methods

The 10-Link Master supports the following receive process data methods:

*  Polling-PLC Requests Data on Page 124

*  Write-to-Tag/File-I0-Link Master Writes Data Directly Into PLC Memory on Page 124

e Class 1 Connection (Input Only)-PLC and IO-Link Master Utilize an I/O Connection on Page 125

11.2.1.1. Polling-PLC Requests Data

Also called Slave-Mode for some industrial protocols, the polling method requires the controller to request data
from the 10-Link Master via messages. The 10-Link Master does not respond until it receives a request for data.

PLC Polling Rx Transfer Method

' (Read message) \
i ==
EtherNet/IP 10-Link
- . | Devices

{Read message response)

I0-Link  10-Link .
Master

11.2.1.2. Write-to-Tag/File-lO-Link Master Writes Data Directly Into PLC Memory

Also called Master-Mode for some industrial protocols, the Write-to-Tag/File method requires the 10-Link
Master to send messages that write data directly into a tag or file on the PLC. The 10-Link Master sends
changed data to the PLC immediately and, optionally, can be configured to also send “heartbeat” update
messages at a regular time interval.

PLC Write-to-Tag/File Rx Transfer Method

weany {Tag/File Write data message) & \
- - _
EtherNet/IP 10-Link
- ] . Devices

(Tag/File Write data
message responsa)

I0-Link  10-Link
Master
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11.2.1.3. Class 1 Connection (Input Only)-PLC and 10-Link Master Utilize an I/O Connection

Also called /O Mode for some industrial protocols, the Class 1 connection method requires the |O-Link Master
and PLC to connect to each via an I/O connection. For EtherNet/IP, a connection over UDP must first be
created. Once the connection is established, the 10-Link Master continually sends input data to the PLC at a
PLC configurable rate.

PLC Class 1 Rx Transfer Method

(Conljnuous Rx Updates) \
I“IIIE Class 1 EtherNet/IP Connection
a Wik O

{Heartbeat only — no Tx data)

10-Link
Devices

IO-Link lo-Link
Master

11.2.2.Transmit Process Data Methods

The 10-Link Master supports the following transmit process data methods:

*  PLC-Writes on Page 125

e Read-from-Tag/File-I0-Link Master Reads Data from PLC Memory on Page 125

e (Class 1 Connection (Input and Output)-PLC and I0O-Link Master Utilize an I/O Connection on Page 126

11.2.2.1. PLC-Writes

Also called Slave-Mode for some industrial protocols, the PLC-Writes method requires the PLC to send data to
the 10-Link Master via write messages.

PLC PLC-Writes Tx Transfer Method

{Write message)
EtherNet/IP & oLk
. —L> . Devices
.

{(Write message response)

IO-Link  10-Link .
Master

11.2.2.2. Read-from-Tag/File-lO-Link Master Reads Data from PLC Memory

Also called Master-Mode for some industrial protocols, the Read-from-Tag/File method requires the 10-Link
Master to read data from a tag or file on the PLC. In this method, the 10-Link Master requests data from the PLC
at configurable time intervals.

Read-from-Tag/File Tx Transfer Method

£ (TagﬁFlls Read data message) .
EtherNet/IP
IIIIIIE - B— ?

(Tag/File Read data
Message response) l

PLC

10-Link
Devices

10-Link 10-Link
Master
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11.2.2.3. Class 1 Connection (Input and Output)-PLC and 10-Link Master Utilize an I/O Connection

Also called I/O Mode for some industrial protocols, the Class 1 connection method requires the IO-Link Master
and PLC to connect to each via an I/O connection. For EtherNet/IP, a connection over UDP must first be
created. Once the connection is established, the PLC and IO-Link Master continually exchange data at a
configurable rate.

PLC Class 1 Rx/Tx Transfer Method
{Continuous Rx Updates)
- 10-Link
Class 1 EtherNet/IP Cnnnectlon ek
Devices

(Continuous Tx Updates)

10-Li nk 10-Link
Master
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12. Functionality Descriptions

This chapter discusses the following for EtherNet/IP and Modbus/TCP:
°  Process Data Block Descriptions

°  Event Handling on Page 134

* ISDU Handling on Page 139

12.1. Process Data Block Descriptions

This subsection discusses the following:
* Input Process Data Block Description on Page 128
* Input Process Data Block-32 Bit Data Format (EtherNet/IP) on Page 131

2019-07
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12.1.1. Input Process Data Block Description

The Input Process Data Block format is dependent on the protocol PDI Data Format. EtherNet/IP can use 8, 16,
and 32-bit formats. Modbus uses a 16-bit format. The following tables describe the Input Process Data Block in

the possible formats.

Parameter Name

Data Type

Description

Port Status

BYTE

The status of the IO-Link device.
Bit 0 (0x01):

0 = IO-Link port communication initialization process is inactive
1 = 10-Link port communication initialization process is active

Bit 1 (0x02):

0 = I0-Link port communication is not operational
1 = 10-Link port communication is operational

Bit 2 (0x04):

0 = 10-Link input process data is not valid.
1 = |0-Link input process data is valid.

Bit 3 (0x08):

0= No fault detected
1= Fault detected

* A minor communication fault is indicated by the Operational
status bit being set to 1. A minor communication fault results
from:

- Atemporary loss of communication to the 10-Link device.
- Arecoverable IO-Link Master software or hardware fault.

¢ A major communication fault is indicated by the Operational bit
being setto 0.

- Anunrecoverable loss of communication to the IO-Link
device.

- Anunrecoverable |IO-Link Master software or hardware
fault.

Bits 4-7: Reserved (0)
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Parameter Name | Data Type Description
The auxiliary bit on the I1O-Link port is:
Pin 2 on the ICE2-8I0L-G65L-V1D
1 N 2
(S
| A3 |
Oy 5 0y S
\u. L)
4 —— __..-*’/ 3
DI (labeled as 3 on the device) on the ICE2-8I0L-K45P-RJ45 and
ICE2-8I0L-K45S-RJ45
Auxiliary 1/0 BYTE
Bit 0 (0x01): The status of the auxiliary bit.
0 = off
1=o0n
Bits 1-3: Reserved (0)
Bits 4-7: Reserved (0)
Event Code INT 16-bit event code received from the IO-Link device.
PDI Data The PDI data as received from the I0-Link device. May contain from 0 to
Array of up | 32 pytes of PDI data. The definition of the PDI data is device dependent.
Default Length = to 32
32 bytes BYTEs

Note: Length is configurable using the web page interface.
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12.1.1.1. Input Process Data Block-8 Bit Data Format (EtherNet/IP)

The following table provides detailed information about the Input Process Data Block-8 Bit data format.

Byte | Bit7 Bit 0
0 Port Status

1 Auxiliary 1/0

2 Event Code LSB

3 Event Code MSB

4 PDI Data Byte 0

5 PDI Data Byte 1

N+3 PDI Data Byte (N-1)

12.1.1.2. Input Process Data Block-16 Bit Data Format (EtherNet/IP and Modbus)

The following table provides detailed information about the Input Process Data Block-16 data format.

Word | Bit 15 Bit8 | Bit7 Bit 0
0 Port Status Auxiliary 1/0

1 Event Code

2 PDI Data Word 0

3 PDI Data Word 1

N+1 PDI Data Word (N-1)
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12.1.1.3. Input Process Data Block-32 Bit Data Format (EtherNet/IP)

The following table provides detailed information about the Input Process Data Block-32 Bit data format.

Long Word | Bit 31 Bit 24 | Bit 23 Bit 16 | Bit 15 Bit 0
0 Port Status Auxiliary 1/0 Event Code

2 PDI Data Long Word 0

3 PDI Data Long Word 1

N PDI Data Long Word (N-1)

12.1.2. Output Process Data Block Description

The contents of the Output Process Data Block are configurable.

Parameter Name Data Description

Clear Event Code in PDO
Block INT If included, allows clearing of 16-bit event code received in
(Configurable option) the PDI data block via the PDO data block.
Default: Not included

The PDO data written to the 10-Link device. May contain
PDO Data er:?g ofup | from 0 to 32 bytes of PDO data. The definition and length of
Default Length = 32 bytes | BYTEs the PDO data is device dependent.

Note: Length is configurable via web page interface.

12.1.2.1. Output Process Data Block-8 Bit (SINT) Data Format (EtherNet/IP)

Without the Clear Event Code in PDO Block option selected:

Byte | Bit7 Bit 0
0 PDO Data Byte 0

1 PDO Data Byte 1

N-1 PDO Data Byte (N-1)
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With the Clear Event Code in PDO Block option selected option selected:

Byte | Bit7 Bit 0
0 Event Code LSB
1 Event Code MSB
2 PDO Data Byte 0
3 PDO Data Byte 1

N+1 | PDO Data Byte (N-1)

12.1.2.2. Output Process Data Block-16 Bit (INT) Data Format (EtherNet/IP and Modbus)

Without the Clear Event Code in PDO Block option selected:

Word Bit 15 Bit 0
0 PDO Data Word 0
1 PDO Data Word 1
N-1 PDO Data Word (N-1)

With the Clear Event Code in PDO Block option selected:

Word Bit 15 Bit 0
0 Event Code
1 PDO Data Word 0
2 PDO Data Word 1
N PDO Data Word (N-1)

2019-07
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12.1.2.3. Output Process Data Block-32 Bit (DINT) Data Format (EtherNet/IP)

Without the Clear Event Code in PDO Block option selected:

Long Word Bit 31Bit 0
0 PDO Data Long Word 0
1 PDO Data Long Word 1
N-1 PDO Data Long Word (N-1)

With the Clear Event Code in PDO Block option selected:

Long Word | Bit 31 Bit 16 | Bit 15 Bit 0
0 0 Event Code

1 PDO Data Long Word 0

2 PDO Data Long Word 1

N-1 PDO Data Long Word (N-1)
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12.2. Event Handling

The 10-Link Master event handling is designed to provide real-time updates of event codes received directly
from the IO-Link device. The 10-Link event code:

Is included in the second 16-bit word of the Input Process Data (PDI) block.
- An active event is indicated by a non-zero value.

- Inactive or no event is indicated by a zero value.

Two methods are provided to clear an event:

- Enable the Clear Event After Hold Time option.

e The lO-Link Master keeps, or holds, the active event code in the PDI block until the configured Active
Event Hold Time has passed.

¢ ThelO-Link Master then clears the event code in the PDI block and waits until the Clear Event Hold Time
has passed before including another event code in the PDI block.

- Enable the Clear Event In PDO Block option.
* The IO-Link Master monitors the PDO block received from the PLC.
* ThelO-Link Master expects the first entry of the PDO block to indicate an event code to be cleared.

¢ |f there is an active event code in the PDI block and the PDO block both contain the same event
code, the event code is cleared in the PDI block.

¢ The IO-Link Master then clears event code in the PDI block and waits until the Clear Event Hold
Time has passed before including another event code in the PDI block.

The two methods can be used separately or together to control clearing of events.
The next subsections illustrate the event clearing process for the various event configurations.
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12.2.1. Clear Event After Hold Time Process

This illustrates clearing the event after the hold time process.

PLC I0-Link Master 10-Link Device)

» &)

Device Reports Event

i s s SRR e

Event code included in PDI block Active Bvent Hold Tawe

ETE——

Event code cleared in PDI block Clear Event Hold Time

lg— —
Next event code can now be
included in PDI block.
Event code cleared until next
event.

Clear Event Code After Hold Time
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12.2.2. Clear Event in PDO Block Process

This illustrates clearing the event in the PDO block process.

PLC I0-Link Master 10-Link Device)

» S)

Device Reports Event

Event code included in PDI block

Event code included in PDO block

Event code cleared in PDI block

Event code cleared in PDO block Clear Event Hold Time

PR e
Next event code can now be
included in PDI block.
Event code cleared until next
event.

Clear Event Code In PDO Block
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12.2.3. Clear Event Code in PDO Block and Clear Event After Hold Time Process-
PDO Block First

This illustrates clearing the event code in the PDO block and clearing the event after the hold time process with
the PDO block first.

PLC 10-Link Master 10-Link Devicel

> ¥

Device Reports Event

Event code included in PDI block

TR Y Active Event Hold Time

Event code included in PDO block

Event code cleared in PDI block

Event code cleared in PDO block ™| feleauEvent Hold T

[+ — —
Next event code can now be
included in PDI block.
Event code cleared until next
aevent.

Clear Event Code In PDO Block and
Clear Event After Hold Time
- PDO Block Clears Event First
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12.2.4. Clear Event Code in PDO Block and Clear Event After Hold Time Process-
Hold Time Expires

This illustrates clearing the event code in the PDO block and clearing the event after the hold time process with
the hold time expired.

PLC I0-Link Master 10-Link Device]

> ¥

Device Reports Event

Event code included in PDI block

Active Event Hold Time

Event code cleared in PDI block

e

IPoOEventCode | yent code included in PO Biock ]

Was Late or
Never Sent

Clear Event Hold Time

Event code cleared in PDO block

— =
—_——

Next event code can now be
included in PDI block.
Event code cleared until next
event.

Clear Event Code In PDO Block and
Clear Event After Hold Time
- Hold Time Expires and Clears Event
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12.3.I1SDU Handling

The IO-Link Master provides a very flexible ISDU interface that is used by all supported industrial protocols. The
ISDU interface contains the following:

An ISDU request may contain one or multiple individual ISDU read and/or write commands.
Individual ISDU command based byte swapping capabilities.
Variable sized command structures to allow access to wide range of ISDU block sizes.

A single ISDU request may contain as many ISDU read and/or write commands as allowed by the industrial
protocol payload. For example, if an industrial protocol provides up to 500 byte read/write payloads, then an
ISDU request may contain multiple commands of various lengths that can total up to 500 bytes in length.

For the ControlLogix family of EtherNet/IP PLCs, both blocking and non-blocking ISDU request methods
are provided.

- The IO-Link Master implements blocking ISDU requests by not responding to an ISDU request
message until all commands have been processed.

- The IO-Link Master implements non-blocking ISDU requests by:

* Responding to an ISDU request message immediately after receiving and verifying the ISDU
request.

* Requiring the PLC to monitor the ISDU request status with read messages. The 10-Link Master will
not return a completed status until all of the ISDU commands have been processed.

12.3.1. ISDU Request/Response Structure

ISDU requests may contain a single command or multiple, nested commands. This subsection discusses the
following:

Single ISDU Command Request
Multiple ISDU Command Structure on Page 140

12.3.1.1. Single ISDU Command Request

This illustrates a single ISDU command request.

A 1SDU Command Header
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

150U Command Header
- ByteSwap, Type, Control,
Index, Subindex, Data Length

Request and response
have same length

130U Request ISDU Response
Data Data

ISDU Request ISDU Response

Single Command ISDU Request/Response
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12.3.1.2. Multiple ISDU Command Structure

ISDU requests with multiple commands may consist of commands of the same data size or commands with
different data sizes. The following are two examples of multiple ISDU commands.

ISDU commands of same data size (Page 140)
ISDU commands of different data sizes (Page 140)
Multiple Command ISDU Request/Response of Same Data Area Length

2019-07

ISDU Command Header 1
- ByteSwap, Type, Control,
Index, Subindex, Data Length

1SDU Request
Data 1 (4 byte data area)

ISDU Command Header 2
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data 2 (4 byte data area)

ISDU Command Header 3
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data 3 (4 byte data area)

ISDU Command Header 4
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data 4 (4 byte data area)

ISDU Command Header 5
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data & (4 byte dala area)

ISDU Command Header &
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data & (4 byte dala area)

ISDU Command Header 7
- ByteSwap, Type, Contral,
Index, Subindex, Data Length

1SDU Request
Data 7 (4 byte dala area)

ISDU Request with
Nested Commands

Request and response
must have same
length and format

150U Response Header 1
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

|1SDU Response
Data 1 (4 byte data area)

150U Response Header 2
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

|1SDU Response
Data 2 (4 byte data area)

1SDU Response Header 3
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

10U Response
Data 3 (4 byte data area)

150U Response Header 4
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 4 (4 byte data area)

150U Response Header 5
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 5 (4 byte data area)

ISDU Response Header 6
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 6 (4 byte data area)

ISDU Response Header 7
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 7 (4 byte data area)

ISDU Response with
Nested Responses

Example - Multiple Command ISDU Request/Response
of Same Data Area Length
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|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide
| ISDU Handling | ISDU Request/Response Structure | Multiple ISDU Command

ISDU Command Header 1
- ByteSwap, Type, Control,
Index, Subindex, Data Length

I1SDU Request
Data 1
{8 byte data area)

ISDU Command Header 2
- ByteSwap, Type, Control,
Index, Subindex, Data Length

1SOU Request
Data 2
{16 byte data area)

ISDU Command Header 3
- ByteSwap, Type, Control,
Index, Subindex, Data Length

I1SDU Request
Data 3 (4 byle data area)

ISDU Command Header 4
- ByteSwap, Type, Control,
Index, Subindex, Data Length

130U Request

(32 byte data area)

ISDU Request with
Nested Commands

Request and response
must have same
length and format

1SDU Response Header 1
- Status, ByteSwap, Type,
Contral, Index, Subindex, Data
Length

150U Response
Data 1
(8 byte data area)

1SDU Response Header 2
- Status, ByteSwap, Type,
Contral, Index, Subindex, Data
Length

1SDU Response
Data 2
(16 byte data area)

1SDU Response Header 3
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 3 (4 byle data area)

1SDU Response Header 4
- Status, ByteSwap, Type,
Contral, Index, Subindex, Data
Length

1SDU Response
Data 4
(32 byte data area)

ISDU Response with
Nested Responses

Example - Multiple Command ISDU Request/Response
of Different Data Area Lengths
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12.3.2. ISDU Request Message Format-From PLC to 10-Link Master

Write and read ISDU commands have the same message data format. Each ISDU request message is
comprised of one or more commands. The command(s) can consist of either a series of nested commands or a
single read command.

Note: A list of nested ISDU commands is terminated with either a control field of 0, (single/last operation), or
the end of the message data.

12.3.2.1. Standard ISDU Request Command Format

This table displays a standard ISDU request command format with ControlLogix PLCs.

Name Data Type Parameter Descriptions

Bits 0-3:

0= No byte swapping.
) 1= 16-bit (INT) byte swapping of ISDU data.
Byte Swapping USINT 2= 32-bit (DINT) byte swapping of ISDU data.

Bits 4-7:
Set to zero. Unused.

Provides the control and type of ISDU command.
Bits 0-3, Type Field:

0 = NOP (No operation)
1 = Read operation

2 = Write operation

3 = Read/Write “OR”

4 = Read/Write “AND”

RdWrControlType USINT Bits 4-7, Control Field:

0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command - fixed 4 byte data area

2 = Nested batch command - fixed 8 byte data area

3 = Nested batch command — fixed 16 byte data area

4 = Nested batch command - fixed 32 byte data area

5 = Nested batch command - fixed 64 byte data area

6 = Nested batch command - fixed 128 byte data area

7 = Nested batch command - fixed 232 byte data area

Index UINT The parameter address of the data object in the IO-Link device.

; The data element address of a structured parameter of the data
Subindex UINT object in the 10-Link device.

Length of data to read or write.

Datalength UINT For nested batch commands, the data length can vary from 1 to the
fixed data area size.

Array of
Data USl%TS, Size of array is determined by the Control field in RdWrControlType.
Hg\:-ll\-ls'l,'sor Note: Data is valid only for write commands.
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12.3.2.2. Integer (16-Bit Word) ISDU Request Command Format

This table shows an integer (16 bit word) ISDU request command format with a SLC, MicroLogix, PLC-5, or
Modbus/TCP.

Name Data Type Parameter Description

Provides the control, type and byte swapping of ISDU command
Bits 0-3, Type Field:

0= NOP (No operation)
1 = Read operation

2 = Write operation

3 = Read/Write “OR”

4 = Read/Write “AND”

Bits 4-7, Control Field:

Single/Last Operation (length can vary from to 1 to 232)
Nested batch command - fixed 4 byte data area
Nested batch command - fixed 8 byte data area
Nested batch command - fixed 16 byte data area
Nested batch command - fixed 32 byte data area
Nested batch command - fixed 64 byte data area
Nested batch command - fixed 128 byte data area
Nested batch command - fixed 232 byte data area

Bits 8-11:

0= No byte swapping.
1= 16-bit (INT) byte swapping of ISDU data.
2= 32-bit (DINT) byte swapping of ISDU data.

Bits 12-15:
Set to zero. Unused.

Byte Swapping /
RdWrControlType UINT

NoobhwN=20O

Index UINT The parameter address of the data object in the 10-Link device.

: The data element address of a structured parameter of the data
Subindex UINT object in the 10-Link device.

Length of data to read or write.

Datalength UINT For nested batch commands, the data length can vary from 1 to the
fixed data area size.

Array of Size of array is determined by the Control field in

Data Hﬁ\i‘lN'Jsér RdWrControlType.
UDIN'I"s. Note: Data is valid only for write commands.

2019-07
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12.3.3. ISDU Response Message Format

The ISDU responses have the same data format as requests with the only exception being the returned
command status. Each ISDU response message is comprised of one or more responses to the single and/or
nested command(s) received in the request.

12.3.3.1. Standard ISDU Response Command Format

The following table show the standard ISDU response command format with ControlLogix PLCs.

Name Data Type Parameter Description

Indicates the byte alignment and status of the command response.
Byte swapping, bits 0-3:

0= No byte swapping.
1= 16-bit (INT) byte swapping of TX/RX ISDU data.
2= 32-bit (DINT) byte swapping of TX/RX ISDU data.

Status, bits 4-7:

0 = NOP (No operation)

1 = In process (Only valid for non-blocking requests)
2 = Success

3 = Failure: 10-Link device rejected the request.

4 =Timed out: IO-Link device did not respond

Status USINT

Provides the control and type of ISDU request
Bits 0-3, Type Field:

0 = NOP (No operation)
1 = Read operation

2 = Write operation

3 = Read/Write “OR”

4 = Read/Write “AND”

RdWrControlType USINT Bits 4-7, Control Field:

0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command - fixed 4 byte data area

2 = Nested batch command - fixed 8 byte data area

3 = Nested batch command - fixed 16 byte data area

4 = Nested batch command - fixed 32 byte data area

5 = Nested batch command - fixed 64 byte data area

6 = Nested batch command - fixed 128 byte data area

7 = Nested batch command - fixed 232 byte data area

Index UINT The parameter address of the data object in the IO-Link device.

; The data element address of a structured parameter of the data object
Subindex UINT in the 10-Link device.

Length of data that was read or written.

Datalength UINT For nested batch commands, the data length can vary from 1 to fixed
data area size.

2019-07
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Name Data Type Parameter Description

Data required for read commands. Optionally can return the data of a

Array of write command.

Data USINTs, The size of the array is determined by the Control field in the

UINTs, or
RdWrControlType.

UDINTSs.
Note: Data field not required for single NOP commands.

12.3.3.2. Integer (16-Bit Word) ISDU Response Command Format

The following table shows an integer (16-bit word) ISDU response command format with SLC, MicroLogix, PLC-

5, or Modbus/TCP.

Name

Data Type

Parameter Descriptions

Status,
Byte-Swapping,
RdWrControlType

UINT

Indicates the control, type, byte swapping and status of the ISDU
command.

Bits 0-3, Type Field:

0 = NOP (No operation)

1 = Read operation

2 = Write operation

3 = Read/Write “OR”

4 = Read/Write “AND”

Bits 4-7, Control Field:

0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command - fixed 4 byte data area

2 = Nested batch command - fixed 8 byte data area

3 = Nested batch command - fixed 16 byte data area
4 = Nested batch command - fixed 32 byte data area
5 = Nested batch command - fixed 64 byte data area
6 = Nested batch command — fixed 128 byte data area
7 = Nested batch command - fixed 232 byte data area

Byte swapping, bits 8-11:

0= No byte swapping.
1= 16-bit (INT) byte swapping of TX/RX ISDU data.
2= 32-bit (DINT) byte swapping of TX/RX ISDU data.

Status, bits 12-15:

0 = NOP (No operation)

1 =In process (Only valid for non-blocking requests)
2 = Success

3 = Failure: IO-Link device rejected the request.

4 =Timed out: IO-Link device did not respond

Index

UINT

The parameter address of the data object in the 10-Link device

Subindex

UINT

The data element address of a structured parameter of the data
object in the I0-Link device.

Datalength

UINT

Length of data that was read or written.

For nested batch commands, the data length can vary from 1 to
fixed data area size.
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Name Data Type Parameter Descriptions

Data returned for read commands. Contains the data of a write

Array of command.

Data USINTs, The size of the array is determined by the Control field in
UINTs, or RAW
UDINTs rControlType.

Note: Data field not required for single NOP commands.

12.3.4. ISDU Blocking and Non-Blocking Methods

The 10-Link Master supports both blocking and non-blocking ISDU requests. The following diagrams
demonstrate how each mode works.

12.3.4.1. Single Command Blocking

The following illustrates the single command blocking method.

PLC 10-Link Master 10-Link Device

» ¥

ISDU Request Message

M ISDU Read/Write Command

ISDU Response

- Response time up to 2
seconds

ISDU Response Message
Cmd Response =
Success/Failure/Timeout

Single Command I1SDU Blocking Process

I PEPPERL+FUCHS

146




2019-07

|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide
| ISDU Handling | ISDU Blocking and Non-Blocking Methods | Multiple

12.3.4.2. Multiple Command Blocking

This illustrates the multiple command blocking method.

PLC 10-Link Master 10-Link Device}

» W

ISDU Request Message I
ISDU Read/Write Command 1

ISDU Response 1

ISDU Read/Write Command 2

e

ISDU Response 2
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Multiple Command ISDU Blocking Process
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| ISDU Handling | ISDU Blocking and Non-Blocking Methods | Single Command

12.3.4.3. Single Command Non-Blocking

This illustrates the single command non-blocking method.
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| ISDU Handling | ISDU Blocking and Non-Blocking Methods | Multiple

12.3.4.4. Multiple Command Non-Blocking

This illustrates the multiple command non-blocking method.
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ISDU Read/Write Command 1
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ISDU Response 1
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13. EtherNet/IP CIP Object Definitions

The following are the vendor specific CIP Object definitions as supported in the IO-Link Master:

10-Link Port Information Object Definition (71 hex) on Page 150

PDI (Process Data Input) Transfer Object Definition (72 hex) on Page 156
PDO (Process Data Output) Transfer Object Definition (73 hex) on Page 157
ISDU Read/Write Object Definition (74 hex) on Page 158

The following are standard CIP Object Definitions that are supported in the IO-Link Master.

Identity Object (01hex, 1 instance) on Page 160
Message Router Object (02 hex) on Page 163
Connection Manager Object (06 hex) on Page 164
Port Object (F4 hex-1 instance) on Page 166

TCP Object (F5 hex-1 instance) on Page 168
Ethernet Link Object (F6 hex-1 instance) on Page 171
PCCC Object (67 hex-1 instance) on Page 172

13.1.10-Link Port Information Object Definition (71 hex)

The 10-Link Device Information object defines the attributes by which the PLC can request standard device
information stored in the 10-Link device’s ISDU blocks.

13.1.1. Class Attributes

The following table shows the class attributes for I0-Link port information object definition (71 hex).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT 8 (8-Port models) Get

8 (8-Port models)

3 Num Instances | UINT Note: Instance number determines | Geét

the I0-Link port.
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13.1.2. Instance Attributes

The following table shows the instance attributes for I0-Link port information object definition (71 hex).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Vendor Name Array of 64 SINTs 0-255 Get
2 Vendor Text Array of 64 SINTs 0-255 Get
3 Product Name Array of 64 SINTs 0-255 Get
4 Product Id Array of 64 SINTs 0-255 Get
5 Product Text Array of 64 SINTs 0-255 Get
6 Serial Number Array of 16 SINTs 0-255 Get
7 Hardware Revision Array of 64 SINTs 0-255 Get
8 Firmware Revision Array of 64 SINTs 0-255 Get
9 Device PDI Length INT 0-32 Get
10 Device PDO Length INT 0-32 Get
11 PDI Block Length INT 4-36 Get
12 PDO Block Length INT 0-36 Get
0-108 (8-bit format)

13 Oput Assembly PDI INT 0-54(16-bitformat) | Get
0-27 (32-bit format)
16-246 (8-bit format)

14 Oput Assembly PDO INT 8-123(16-bitformat) | Get
4-62 (32-bit format)
0-102 (8-bit format)

15 Quiput Assembly PDO | | 0-51 (16-bitformat) | Get
0-26 (32-bit format)

16 Control Flags INT Bit settings Get

13.1.3. Common Services

The following table shows the common services for IO-Link port information object definition (71 hex).

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 hex

Yes

Yes

Get_Attributes_All

OE hex

Yes

Yes

Get_Attribute_Single
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13.1.4. Instance Attribute Definitions

These attributes provide access to the standard ISDU information blocks on the 10-Link devices. These ISDUs

are read at 10-Link device initialization time and then provided once the IO-Link device is operational.

13.1.4.1. Attribute 1-Vendor Name

Data Attribute 1 - Vendor Name Description
64 ASCII Requested from ISDU block index 16, contains the Vendor Name
characters description of the IO-Link device.

13.1.4.2. Attribute 2-Vendor Text

Data

Attribute 2 - Vendor Text Description

64 ASCII characters

Requested from ISDU block index 17, contains the Vendor Text
description of the IO-Link device.

13.1.4.3. Attribute 3-Product Name

Data Attribute 3 - Product Name Description
64 ASCII Requested from ISDU block index 18, contains the Product Name
characters description of the IO-Link device.

13.1.4.4. Attribute 4-Product ID

Data Attribute 4 - Product ID Description
gﬁ;r‘ascct:gr Requested from ISDU block index 19, contains the Product ID
s description of the 10-Link device.

I PEPPERL+FUCHS

152



2019-07

13.1.4.5. Attribute 5-Product Text

Data

Attribute 5 - Product Text Description

64 ASCII characters

Requested from ISDU block index 20, contains the Product Text
description of the IO-Link device.

13.1.4.6. Attribute 6-Serial Number

Data

Attribute 6 - Serial Number Description

16 ASCII characters

Requested from ISDU block index 21, contains the Vendor Specific
Serial Number of the IO-Link device.

13.1.4.7. Attribute 7-Hardware Revision

Data

Attribute 7 - Hardware Revision Description

64 ASCII characters

Requested from ISDU block index 22, contains the Hardware Revision
of the 10-Link device.

13.1.4.8. Attribute 8-Firmware Revision

Data

Attribute 8 - Firmware Revision Description

64 ASCII characters

Requested from ISDU block index 23, contains the Firmware Revision
of the 1O-Link device.

13.1.4.9. Attribute 9-Device PDI Length

Data Attribute 9 - Device PDI Length Description
INT (0-32) Requested from ISDU block index 0, sub-index 5. Contains the number
of PDI data bytes provided by the 10-Link device.

13.1.4.10. Attribute 10-Device PDO Length

Data Attribute 10 - Device PDO Length Description
INT Requested from ISDU block index 0, sub-index 6. Contains the number
of PDO data bytes required by the 10-Link device.
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13.1.4.11. Attribute 11-PDI Data Block Length

Data

Attribute 11 - PDI Data Block Length Description

INT

The configured PDI block length in units based on the configurable PDI
data format (8-bit, 16-bit, 32-bit). This contains the PDI block header,
(port status, auxiliary bit, event code) status and the PDI data.

13.1.4.12. Attribute 12-PDO Data Block Length

Data

Attribute 12 - PDO Data Block Length Description

INT

The configured PDO data block length in units based on the
configurable PDO data format (8-bit, 16-bit, 32-bit). Depending on the
configuration, this may include both the returned event code and the
PDO data.

13.1.4.13. Attribute 13-Input Assembly PDI Offset

Data

Attribute 13 - Input Assembly PDI Offset Description

INT

Based from the start of the first Input Assembly instance, the PDI data
block’s offset for the corresponding port’s PDI data block.

This index is based on the configurable PDI data format (8-bit, 16-bit,
32-bit). To use this offset effectively, it is recommended to set |0-Link
Master PDI and PDO data as well as the Class 1 1/0 connection all to
the same data format.

13.1.4.14. Attribute 14-Input Assembly PDO Offset

Data

Attribute 14 - Input Assembly PDO Offset Description

INT

Based from the start of the first Input Assembly instance, the PDO data
block’s offset for the corresponding port’'s PDO data block.

This index is based on the configurable PDO data format (8-bit, 16-bit,
32-bit). To use this offset effectively, it is recommended to set 10-Link
Master PDI and PDO data as well as the Class 1 1/0O connection all to
the same data format.
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13.1.4.15. Attribute 15-Output Assembly PDO Offset

Data Attribute 15 - Output Assembly PDO Offset Description
Based from the start of the first Output Assembly instance, the PDO
data block’s offset for the corresponding port's PDO data block.

INT This index is based on the configurable PDO data format (8-bit, 16-bit,

32-bit). To use this offset effectively, it is recommended to set IO-Link
Master PDI and PDO data as well as the Class 1 I/O connection all to
the same data format.

13.1.4.16. Attribute 16-Control Flags

Data Attribute 16 - Control Flags Description
Bit 0 (01h):
1 = Indicates that the event code to clear is expected in the PDO block
0 = Indicates that the event code to clear is not expected in the PDO block.
Bit 1 (02h):
1 = Indicates that the IO-Link device is SIO mode capable
0 = Indicates that the 10-Link device is not SIO mode capable
Bits 2 (04h)
INT 1 = Indicates that Class 1 Rx (receive PDI block) is enabled
) 0 = Indicates that Class 1 Rx (receive PDI block) is disabled
(bit-mapped .
Word) Bit 3 (08h)

1= Indicates that Class 1 Tx (transmit PDO) is enabled
0 = Indicates that Class 1 Tx (transmit PDO) is disabled

Bit 4 (10h):

1 = Indicates that the digital output settings for DI and C/Q are expected in the

PDO block

0= Indicates that the digital output settings for DI and C/Q are not expected in

the PDO block.
Bit 5 -15: Reserved

I PEPPERL+FUCHS

155



2019-07

13.2. PDI (Process Data Input) Transfer Object Definition (72 hex)

The PDI Transfer object defines the attributes by which the PLC can request the PDI data block from the 10-Link

Master.

13.2.1. Class Attributes

The following table displays Class Attributes for the PDI Transfer Object Definition (72 hex).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT 1 Get
Num
3 Instances UINT 1 Get

13.2.2. Instance Attributes

The following table displays Instance Attributes for the PDI Transfer Object Definition (72 hex).

Attribute ID Name Data Type Length Data Values | Access Rule
1 Port 1 PDI data block Array of BYTEs | 4-36 bytes 0-255 Get
2 Port 2 PDI data block Array of BYTEs | 4-36 bytes 0-255 Get
3 Port 3 PDI data block Array of BYTEs | 4-36 bytes 0-255 Get
4 Port 4 PDI data block Array of BYTEs | 4-36 bytes 0-255 Get
5 Port 5 PDI data block Array of BYTEs | 4-36 bytes 0-255 Get
6 Port 6 PDI data block Array of BYTEs | 4-36 bytes 0-255 Get
7 Port 7 PDI data block Array of BYTEs | 4-36 bytes 0-255 Get
8 Port 8 PDI data block Array of BYTEs | 4-36 bytes 0-255 Get

13.2.3. Common Services

The following table shows Common Services for the PDI Transfer Object Definition (72 hex).

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 hex

Yes

Yes

Get_Attributes_All

OE hex

Yes

Yes

Get_Attribute_Single
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13.2.4. Instance Attribute Definitions - Attribute 1 to 4-PDI Data Blocks

These attributes provide access to the PDI data blocks.
Get Attribute Single requests return the PDI data block for a specific port.

Get Attribute All requests return all PDI data blocks from the 10-Link Master.

All PDI data is returned in the configured PDI format (8-bit, 16-bit or 32-bit). Refer to PDI (Process Data Input)
Transfer Object Definition (72 hex) on Page 156 for a detailed explanation of the PDI data block.

13.3. PDO (Process Data Output) Transfer Object Definition (73 hex)

The PDO Transfer object defines the attributes by which the PLC can:
Request the PDO data block from the I0-Link Master.
Write PDO data block to the 10-Link Master.

13.3.1. Class Attributes

The following table displays the Class Attributes for the PDO Transfer Object Definition (73 hex).

Attribute ID Name Data Type | Data Value Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT 1 Get
3 Num Instances UINT 1 Get

13.3.2. Instance Attributes

The following table displays the Instance Attributes for the PDO Transfer Object Definition (73 hex).

I PEPPERL+FUCHS

Attribute ID Name Data Type Length Data Value | Access Rule
1 Port 1 PDO data block Array of BYTEs 0-36 bytes 0-255 Get/Set
2 Port 2 PDO data block Array of BYTEs 0-36 bytes 0-255 Get/Set
3 Port 3 PDO data block Array of BYTEs 0-36 bytes 0-255 Get/Set
4 Port 4 PDO data block Array of BYTEs 0-36 bytes 0-255 Get/Set
5 Port 5 PDO data block Array of BYTEs 0-36 bytes 0-255 Get/Set
6 Port 6 PDO data block Array of BYTEs 0-36 bytes 0-255 Get/Set
7 Port 7 PDO data block Array of BYTEs 0-36 bytes 0-255 Get/Set
8 Port 8 PDO data block Array of BYTEs 0-36 bytes 0-255 Get/Set
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13.3.3. Common Services

The following table displays the Common Services for the PDO Transfer Object Definition (73 hex).

Service Code | Implemented in Class | Implemented in Instance Service Name
01 hex Yes Yes Get_Attributes_All
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
02 hex No Yes Set_Attribute_All

13.3.4. Instance Attribute Definitions - Attribute 1 to 4-PDO Data Blocks

These attributes provide write access to the PDO data blocks.
Get Attribute Single requests return the current PDO data block for a specific port.
Get Attribute All requests return all current PDO data blocks from the 10-Link Master.
Set Attribute Single allows writing the PDO data to one 10-Link port on the IO-Link Master.
Set Attribute All messages allow writing of PDO data to all I0-Link ports on the 10-Link Master.

All PDO data is received and returned in the configured PDO format (8-bit, 16-bit or 32-bit). Refer to PDO

(Process Data Output) Transfer Object Definition (73 hex) on Page 157 for a detailed explanation of the PDO

data block.

13.4. ISDU Read/Write Object Definition (74 hex)

The ISDU Read/Write object defines the attributes by which the PLC can:

Send an ISDU request containing one or more read and/or write ISDU commands to an 10-Link device via
the 10-Link Master.

Request the ISDU response(s) from the 10-Link Master.
Send both blocking and non-blocking ISDU requests.
Refer to the ISDU Handling chapter for a detailed description of the ISDU functionality.
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13.4.1. Class Attributes

The following table shows the Class Attributes for the ISDU Read/Write Object Definition (74 hex).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT 8 Get
8
3 Num Instances UINT Note: Instance number determines Get
10-Link port on the I0-Link
Master.

13.4.2. Instance Attributes

The following table shows the Instance Attributes for the ISDU Read/Write Object Definition (74 hex).

. Data Access
Attribute ID Name Data Type Value(s) Rule
1 ISDU Response ISDU response data block 0-255 Get
2 ISDU Read/Write Request | ISDU request data block 0-255 Set

13.4.3. Common Services

The following table shows the Common Services for the ISDU Read/Write Object Definition (74 hex).

S(e:z)\gge Implemented in Class Implemented in Instance Service Name
01 hex Yes No Get_Attributes_All
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
02 hex No No Set_Attribute_All
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13.4.4. Object Specific Services

The following table shows the Object Specific Services for the ISDU Read/Write Object Definition (74 hex).

Sce:;\gge Implemented in Class Implemented in Instance Service Name
4B hex No Yes Blocking ISDU Request

The Blocking ISDU Request service allows one message instruction to both send an ISDU request and receive
the response. Using this service causes the message to be active for several seconds.

13.4.5. Instance Attribute Definitions

The following attributes provide access to the ISDU blocks on the IO-Link devices.

13.4.5.1. Attribute 1-ISDU Read/Write Response (Non-Blocking only)

Get Attribute Single messages returns the ISDU response for a specific port through the I10-Link Master. The
response may need to be read multiple times until a response of Success, Failure, or Timed Out has been
received.

13.4.5.2. Attribute 2-ISDU Read/Write Request (Non-blocking only)

Set Attribute Single messages can send read/write type ISDU requests to the I10-Link devices via the 10-Link
Master. The ISDU request message need be sent only once for each ISDU read/write request.

13.5. Identity Object (01hex, 1 instance)

The Identity Object provides identification of and general information about the 10-Link Master.

13.5.1. Class Attributes

This table shows the Class Attributes for the Identity Object (01 hex, 1 Instance).

Attribute ID Name Data Type | Data Value(s) | Access Rule
1 Revision UINT 1 Get
2 Max Class UINT 1 Get
3 Max Instance UINT 1 Get
6 Maximum Number Class Attribute UINT 7 Get
7 Maximum Number Instance Attributes UINT 7 Get
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13.5.2. Instance Attributes

This table shows the Instance Attributes for the Identity Object (01 hex, 1 Instance).

Attribute ID Name Data Type Data Value(s) Access Rule
909
1 Vendor ID UINT Get
(Pepperl+Fuchs)
. 2B hex
2 Device Type UINT i , Get
(Generic Device)
As defined by
3 Product Code UINT Pepperl+Fuchs Get
Revision (Product or
Software release)
4 Structure of:
Major Revision USINT | 1to127 Get
Minor Revision USINT 1 to 255
5 Status WORD See Below Get
6 Serial Number UDINT 1-FFFFFFFF hex Get
Product Name
- Structure of:
Name Length USINT Length of string Get
Name String STRING | See below Get
13.5.3. Status Word
Refer to Page 52 of Volume 3.5 of the CIP Common Specification.
The following applies to the Identity Object status word for the I0-Link Master.
Status Word Bit Setting Description
0 0 Ownership Flag. Does not apply to the IO-Link Master.
1 0 Reserved.
0 IO-Link Master is operating on the default configuration.
2 1 The I0-Link Master has a configuration other than the default
configuration.
3 0 Reserved.
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Status Word Bit Setting Description
0101 Indicates that there i jor fault (either Bit 10 or Bit 11 is set
(0X50) ndicates that there is a major fault (either Bi or Bi is set).
0100 Indicates the stored configuration is invalid
(0x40) '
0011 Indicates the system is operational and there are no I/O (Class 1)
(0x30) connections.
4-7 0110 Indicates the system is operational and there is at least one active I/O
(0x60) (Class 1) connection.
Indicates the system is not operational. It may be in any of the
following states:
System startup.
0000 Configuration in process.
Idle.
Critical (major) fault.
0 No recoverable minor fault. No error history entry reported within the
last ten seconds.
8
1 Recoverable minor fault. The 10-Link Master has reported an error
within the last ten seconds and a major fault has not been detected.
9 1 Unrecoverable minor fault. Does not apply to the I0-Link Master.
0 No recoverable major fault.
10 A major recoverable fault exists. This is a fault that the 10-Link Master
1 may be able to recover from by a system reset. If the system does not
recover automatically, a system reset message or a power cycle of
the 10-Link Master may be required.
0 No major unrecoverable fault.
11 A major unrecoverable fault has occurred in the IO-Link Master. If the
1 major fault is not corrected with a system reset or a power cycle, refer
to the User Guide or call Pepperl+Fuchs support.
12-15 0 Reserved.
13.5.4. Common Services
Service Code Implemented in Class Implemented in Instance Service Name
01 hex Yes Yes Get_Attribute_All
05 hex No Yes Reset
OE hex Yes Yes Get_Attribute_Single
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13.6. Message Router Object (02 hex)

The Message Router Object provides a messaging connection point through which a Client may address a
service to any object or instance residing in the physical device.

13.6.1. Class Attributes

This table displays the Class Attributes for the Message Router Object (02 hex).

Attribute ID Name Data Type Data Value Access Rule

1 Revision UINT 1 Get

2 Max Class UINT 1 Get

3 Max Instance UINT 1 Get

4 Optional Attribute List UINT 2 Get

5 Option Service List UINT 1 Get
Maximum Number

6 Class Attribute UINT 7 Get
Maximum Number

7 Instance Attribute UINT 2 Get

13.6.2. Instance Attributes

This table displays the Instance Attributes for the Message Router Object (02 hex)

Attribute ID Name Data Type Data Value(s) Access Rule
Object List
Structure of: Number of supported Get
1 Number UINT standard class codes
Classes Array of UINT List of supported Get
standard class codes
2 Max Connections | UINT 128 Get
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13.6.3. Common Services

This table displays the Common Services for the Message Router Object (02 hex)

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 hex Yes No Get_Attribute_All
OE hex Yes Yes Get_Attribute_Single
OA hex No Yes Multiple_Service_Req

13.7. Connection Manager Object (06 hex)

This object provides services for connection and connection-less communications.
This object has no supported attributes.

13.7.1. Class Attributes Object (06 hex)

The following table displays the Class Attributes for the Connection Manager Object (06 hex).

Attribute ID Name Data Type Data Value(s) | Access Rule

1 Revision UINT 1 Get

2 Max Class UINT 1 Get

3 Max Instance UINT 1 Get

4 Optional Attribute List UINT 8 Get
Maximum number Class

6 Attribute UINT 7 Get
Maximum Number Instance

7 Attributes UINT 8 Get
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13.7.2. Instance Attributes (02 hex)

This table displays the Instance Attributes for the Message Router Object (02 hex).

Attribute ID Name Data Type Data Value(s) | Access Rule
1 Open Requests UINT O-Oxffffffff Set/Get
2 Open Format Rejects UINT 0-Oxffffffff Set/Get
3 Open Resource Rejects UINT 0-Oxffffffff Set/Get
4 Open Other Rejects UINT 0-Oxffffffff Set/Get
5 Close Requests UINT 0-Oxffffffff Set/Get
6 Close Format Requests UINT O-Ox(ffffffff Set/Get
7 Close Other Requests UINT 0-Oxffffffff Set/Get
8 Connection Time Outs UINT 0-Oxffffffff Set/Get

13.7.3. Common Services Object (06 hex)

This table displays the Common Services for the Connection Manager Object (06 hex).

Sgro\gge Implemented in Class Implemented in Instance Service Name

01 hex Yes Yes Get_Attribute_All

02 hex No Yes Set_Attribute_ALL

OE hex Yes Yes Get_Attribute_Single

10 hex No Yes Set_Attribute_Single

4E hex N/A N/A Forward_Close

52 hex N/A N/A Unconnected_Send

54 hex N/A N/A Forward_Open

5A hex N/A N/A Get_Connection_Owner
5B hex N/A N/A Large_Forward_Open
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13.8. Port Object (F4 hex-1 instance)

The Port Object enumerates the CIP ports present on the 10-Link Master.

13.8.1. Class Attributes

This table illustrates the Class Attributes for the Port Object (F4 hex - 1 Instance)

I PEPPERL+FUCHS

Attribute ID Name Data Type Data Value(s) Agﬁ?:s
1 Revision UINT 1 Get
2 Max Instance UINT 1 Get
3 Num Instances UINT 1 Get
Maximum Number
6 Class Attributes UINT 9 Get
Maximum Number
7 Instance Attributes UINT 7 Get
8 Entry Port UINT 1 Get
[0]=0
[1]=0
2] =1 (Vendor Specific
9 All Ports Array of UINT (2] ( P ) Get
[3] =1 (Backplane)
[4]=TCP_IP_PORT_TYPE (4)
[5]=TCP_IP_PORT_NUMBER(2)
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13.8.2. Instance Attributes

This table illustrates the Instance Attributes for the Port Object (F4 hex - 1 Instance).

Attribute ID Name Data Type Data Value(s) | Access Rule
1 Port Type UINT 1 Get
2 Port Number UINT 1 Get

Port Object
3 Structure of: :
16 bit word count in path UINT Get
[0]=6420 hex
Path Array of UINT Get
[1]1=0124 hex
Port Name
4 Structure of:
String Length USINT 10 Get
Port Name Array of USINT | “Backplane” Get
7 Node Address USINTI[2] 0x10, 0x00 Get

This table illustrates the Instance Attributes for the Port Object (F4 hex - 2 Instance).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Port Type UINT 4 (TCP/IP) Get
2 Port Number UINT 2 (TCP/IP) Get

Port Object
3 Structure of: 5
16 bit word count in path UINT Get
[0]=F520 hex
Path Array of UINT Get
[1]1=0124 hex
Port Name
4 Structure of:
String Length USINT 17 Get
Port Name Array of USINT | “Ethernet/IP Port” Get
7 Node Address USINTI[2] 0x10, 0x00 Get
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13.8.3. Common Services

This table illustrates the Common Services for the Port Object (F4 hex - 1 Instance).

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 hex

Yes

Yes

Get_Attribute_All

OE hex

Yes

Yes

Get_Attribute_Single

13.9. TCP Object (F5 hex-1 instance)

The TCP/IP Interface Object provides the mechanism to retrieve the TCP/IP attributes for the IO-Link Master.

13.9.1. Class Attributes

This table shows the Class Attributes for the TCP Object (F5 hex - | Instance).

Attribute ID Name Data Type Data Value | Access Rule

1 Revision UINT 1 Get

2 Max Instance UINT 1 Get

3 Num Instances UINT 1 Get

4 Optional Attribute List UINT 4 Get
Maximum Number

6 Class Attribute UINT 7 Get
Maximum Number

7 Instance Attribute UINT 9 Get

I PEPPERL+FUCHS

168



[ ]

2019-07

13.9.2. Instance Attributes

This table shows the Instance Attributes for the TCP Object (F5 hex - | Instance).

Attribute
ID

Name

Data Type

Data Value(s)

Access
Rule

Status

DWORD

0 =The Interface Configuration

attribute has not been configured.

1 =The Interface Configuration
attribute contains configuration
obtained from DHCP or
nonvolatile storage.

2 =The IP address member of the
Interface Configuration attribute
contains configuration obtained,
in part, from the hardware rotary
switch settings.

e Upper 3 bytes from
nonvolatile storage.

* Least significant byte
from rotary switches.

Get

Configuration
Capability

DWORD

34 hex

(DHCP, Settable and Hardware)
04 hex = DHCP

10 hex = Settable

20 hex = Hardware configurable

Get

Configuration
Control

DWORD

Interface control Flags:

0 =The device shall use
statically-assigned IP
configuration values.

2 =The device shall obtain its
interface configuration values via
DHCP.

Set/Get

Physical Link Object
Structure of:

Path Size

Path

UINT
Array of USINT

2

[0]=20 hex
[1]=F6 hex
[2]=24 hex
[3]=01 hex

Get
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Attribut A
rllDu € Name Data Type Data Value(s) Eﬁ?:s
Interface
Configuration
Structure of:
IP Address UDINT <IP address> Set/Get
Network Mask UDINT <Network mask>
5 Gateway Address UDINT <Gateway Address>
Name Server UDINT <Name server>
Name Server 2 UDINT <Name server2>
Domain Name UINT <Length of name>
Length STRING <Domain name>
Domain Name
Host Name
5 Structure of:
Host Name Length UINT Oto15 Set/Get
Host Name String STRING <Default =IP NULL (0)>
TTL (Time-to-Live)
8 value for IP multicast | USINT 1 to 255 Set/Get
packets. <Default = 1>
Struct of: Alloc Control:
USINT - Alloc _ .
Control 0 = Default Algorithm
1 = Configuration
: USINT -
IP Multicast Address )
9 Configuration Reserved Num Mcast: Set/Get
UINT - Num 1to 32
Mcast Start Mcast Address:
UDINT - Start
Mcast Address 239.192.1.0to
239.255.255.255

13.9.3. Common Services

This table shows the Common Services for the TCP Object (F5 hex - | Instance).

Service Code | Implemented in Class Implemented in Instance Service Name
01 hex Yes Yes Get_Attribute_All
02 hex No Yes Set_Attribute_All
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
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13.10. Ethernet Link Object (F6 hex-1 instance)

The Ethernet Link Object maintains link-specific counters and status information for the Ethernet

communications interface on the IO-Link Master.

13.10.1.Class Attributes

This table displays the Class Attributes for the Ethernet Link Object (F6 hex - 1 Instance).

Attribute ID Name Data Type Data Value(s) Access Rule

1 Revision UINT 3 Get

2 Max Instance UINT 1 Get

3 Num Instances UINT 1 Get

4 Optional Attribute List UINT 4 Get
Maximum Number

6 Class Attributes UINT 7 Get
Maximum Number

7 Instance Attributes UINT 1 Get

13.10.2.Instance Attributes

This table displays the Instance Attributes for the Ethernet Link Object (F6 hex - 1 Instance).

Attribut A
rllDu e Name Data Type Data Value(s) gcl:;laess
Interface speed 10=10 Mbit
1 (Current operational | UDINT ~ . Get
speed) 100=100 Mbit
Bit O =link status
(O=inactive)
(1=active)
Bit 1=Half/Full Duplex
Interface Flags (O=half duplex)
2 (Current operational | DWORD (2=full duplex) Get
status) Bits 2-4:
00 = negotiation in progress
01 = negotiation failed
02 = negotiation failed speed OK
03 = negotiation success
171
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i A
Attrl|g Lz Name Data Type Data Value(s) gct::laess
. Array of 6
3 Physical Address USINT MAC Address Get
7 Interface Type USINT 2 =Twisted Pair Get
1 = Interface is enabled and
8 Interface State USINT operational Get
9 Admin State USINT 1 = Interface enabled Get
Length =1 to 64
USINT16 ASC?” )
10 Interface Label Array of characters Get
USINT <Default = IP address in
“XXX.XXX.XXX.XXX” format>

13.10.3.Common Services

This table displays the Common Services for the Ethernet Link Object (F6 hex - 1 Instance)

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 hex

Yes

Yes

Get_Attribute_All

OE hex

Yes

Yes

Get_Attribute_Single

13.11. PCCC Object (67 hex-1 instance)

The PCCC Object provides the ability to encapsulate and then transmit and receive PCCC messages between
devices on an Ethernet/IP network. This object is used to communicate to MicroLogix, SLC 5/05 and PLC-5
PLCs over EtherNeV/IP.

The PCCC Object does not support the following:

Class Attributes
Instance Attributes

13.11.1.Instances

The PCCC Object supports Instance 1.
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13.11.2.Common Services

The following table displays the Common Services for the PCCC Object.

Service Code

Implemented in Class

Implemented in Instance

Service Name

4B hex No

Yes

Execute_PCCC

13.11.3.Message Structure Execute_PCCC: Request Message

This table displays the message structure for the Execute_ PCCC Request Message for the PCCC Object.

Name Data Type Description
Length USINT Length of requester ID
Vendor UINT Vendor number of requester
Serial Number UDINT ASA Serial number of requester
CMD USINT Command byte
STS USINT 0
TNSW UINT Transport word
FNC USINT Function Code.

PCCC_params

Array of USINT

CMD/FMC specific parameters

13.11.4.Message Structure Execute_PCCC: Response Message

This table displays the message structure for the Execute PCCC Response Message for the PCCC Object.

Name Data Type Description
Length USINT Length of requester ID
Vendor UINT Vendor number of requester
Serial Number UDINT ASA Serial number of requester
CMD USINT Command byte
STS USINT Status Byte
TNSW UINT Transport word. Same value as request.
EXT_STS USINT Extended status. (If error)

PCCC_params

Array of USINT

CMD/FMC specific result data
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13.11.5.Supported PCCC Command Types

The following table displays the Supported PCCC Command Types for the PCCC Object.

CMD FNC Description
OF hex A2 hex SLC 500 protected typed read with 3 address fields
OF hex AA hex SLC 500 protected typed write with 3 address fields

13.12. Assembly Object (For Class 1 Interface)

The EtherNeV/IP specification requires that all Class 1 interfaces be provided through the Assembly Object
interface. The Assembly Object interface is used to directly tie Vendor Specific objects to a standard interface,
which the EtherNet/IP controller, or PLC, uses to communicate to the device.

For the 10-Link Master, the Assembly Object corresponds to the PDI and PDO Transfer objects. Each instance

of the Assembly Object corresponds to one or more of the PDI and/or PDO Transfer Object attributes.

The Assembly Object is linked to the Process 10 vendor specific object, which provides access to the PDI and
PDO data. The Assembly object defines the interface by which a Class 1 PLC or controller can:

Request the PDI data block from the 10-Link Master.
Write the PDO data block to the IO-Link Master.

13.12.1.Class Attributes

This table shows the Class Attributes for the Assembly Object for a Class 1 interface.

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT 24 (8-Port Models) | Get
3 Num Instances | UINT 24 (8-Port Models) | Get
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13.12.2.linstance Definitions (8-Port Models)

This table shows the Instance Definitions for the Assembly Object for a Class 1 interface for the 8-port models.

I PEPPERL+FUCHS

Assembly
Instance Description Data Type Data Values Ag(l:‘?ess
Number
BYTE Array
101 PDI data blocks from Ports 1 to 8. Valid read lengths: 0-255 Get
PDO data blocks from ports 1-8 gihs:
1-576
BYTE Array
PDI data blocks from Ports 2 to 8. )
102 Valid read lengths: 0-255 Get
PDO data blocks from Ports 1-8
1-540
BYTE Array
103 PDI data blocks from Ports 3 to 8. Valid read lenaths: 0-255 Get
PDO data blocks from Ports 1-8 gins:
1-504
BYTE Array
104 PDI data blocks from Port 4-8. Valid read lengths: 0-255 Get
PDO data blocks from Ports 1-8 gihs:
1-468
BYTE Array
PDI data blocks from Ports 5-8 ,
105 Valid read lengths: 0-255 Get
PDO data blocks from Ports 1-8
0-432
BYTE Array
106 PDI data blocks from Ports 6 to 8. Valid read lenaths: 0-255 Get
PDO data blocks from Ports 1-8 gins:
0-396
BYTE Array
PDI data blocks from Ports 7 to 8. )
107 Valid read lengths: 0-255 Get
PDO data blocks from Ports 1-8
0-360
BYTE Array
PDI data blocks from Port 8. ,
108 Valid read lengths: 0-255 Get
PDO data blocks from Ports 1-8
0-324
BYTE Array
109 PDO data blocks from Ports 1-8 Valid read lengths: 0-255 Get
0-288
BYTE Array
110 PDO data blocks from Ports 2-8 Valid read lengths: 0-255 Get
0-252
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Assembly
Instance
Number

Description

Data Type

Data Values

Access
Rule

111

PDO data blocks from Ports 3-8

BYTE Array

Valid read lengths:

0-216

0-255

Get

112

PDO data blocks from Port 4-8

BYTE Array

Valid read lengths:

0-180

0-255

Get

113

PDO data blocks from Ports 5-8

BYTE Array

Valid read lengths:

0-144

0-255

Get

114

PDO data blocks from Ports 6-8

BYTE Array

Valid read lengths:

0-108

0-255

Get

115

PDO data blocks from Ports 7-8

BYTE Array

Valid read lengths:

0-72

0-255

Get

116

PDO data blocks from Port 8

BYTE Array

Valid read lengths:

0-36

0-255

Get

117

PDO data blocks to Ports 1-8

BYTE Array

Valid read lengths:

0-288

0-255

Set

118

PDO data blocks to Ports 2-8

BYTE Array

Valid read lengths:

0-252

0-255

Set

119

PDO data blocks to Ports 3-8

BYTE Array

Valid read lengths:

0-216

0-255

Set

120

PDO data blocks to Ports 4-8

BYTE Array

Valid read lengths:

0-180

0-255

Set

121

PDO data blocks to Ports 5-8

BYTE Array

Valid read lengths:

0-144

0-255

Set
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Assembly
Instance Description Data Type Data Values Agﬁ?gs
Number
BYTE Array
122 PDO data blocks to Ports 6-8 Valid read lengths: 0-255 Set
0-108
BYTE Array
123 PDO data blocks to Ports 7-8 Valid read lengths: 0-255 Set
0-72
BYTE Array
124 PDO data blocks to Port 8 Valid read lengths: 0-255 Set
0-36

13.12.3.Instance Attributes

This table shows the Instance Attributes for the Assembly Object for a Class 1 interface.

Attribute ID Name Data Type Data Value(s) Access Rule

3 Data Array of BYTE 0-255 Get/Set

Maximum number of Get

4 Datalength | UINT bytes in attribute 3

13.12.4.Common Services

This table shows the Common Services for the Assembly Object for a Class 1 interface.

Service Code Implemented in Class Implemented in Instance Service Name
01 hex Yes No Get_Attributes_All
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
02 hex No No Set_Attribute_All
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13.12.5.Instance Attribute Definitions: Attribute 3-Request/Write Data

Dependent on the instance number, this is either the PDI data block and/or the PDO data block.

13.12.6.Instance Attribute Definitions: Attribute 4-Data Length

This is the maximum data length for each Assembly instance.

13.12.7.0verview of Assembly Interface

The Assembly interface is designed to:
Provide access to all Input and Output assemblies.
Maximize flexibility for the PLC programmer.
Minimize required PLC and IO-Link communication bandwidth.
Be as easy to use as possible.

The following diagram illustrates the Assembly instances for an eight port IO-Link Master. There is one
Assembly input and output instance assigned to each 10-Link port.

Input Process Data
Port 1 B

Input Process Data
Fort 2
EtherNet/IP Input Process Data

Scanner(s) Input Port 3
i Input Process Data

f -+ Fort 4
: Input Process Data

Port 5

Device 1

Device 2

A

HHH

Device 3

A

Device 4

A

Device 5

A

Input Process Data | |
Fort & o

Input Process Data
Port 7

Input Process Data
Port 8

Device 6

Device 7

A

Device 8

A

Teeeeeee

Output Process Data 10-Link
Port 1

Output Output Process Data
Assembly Port 2

Output Process Data
> Port 3

Output Process Data
Port 4

Output Process Data
Port 5

Output Process Data
Port 6

Output Process Data
Port 7

Output Process Data
Port 8

Devices

8-Port 10-Link Master
Assembly Instances
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13.12.8.Grouping of Assembly Instances

In order to minimize the number of required I/O connections, the input and output assembly instances are
organized as follows. The Input Assembly instances are grouped into one continuous array with no gaps

between the instances. The same is also true for Output Assembly Instances.

Assembly Controller Access

Assembly
Instance
Number

Controller
Port 1 Access

Controller
Port 2 Access

Controller
Port 3 Access

Controller
Port 8 Access

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Read
(Input)
Process
Data
Input

101
(Port 1)

102
(Port 2)

103
(Port 3)

104
(Port 4)

105
(Port 5)

106
(Port 6)

107
(Port 7)

108
(Port 8)
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Assembly Controller Access (Continued)

Assembly
Instance
Number

Controller
Port 1 Access

Controller
Port 2 Access

Controller
Port 3 Access

Controller
Port 8 Access

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Read
(Input)
Process
Data
Output

109
(Port 1)

110
(Port 2)

111
(Port 3)

112
(Port 4)

113
(Port 5)

114
(Port 6)

115
(Port 7)

116
(Port 8)

Write
(Output)
Process

Data
Output

117
(Port 1)

118
(Port 2)

119
(Port 3)

120
(Port 4)

121
(Port 5)

122
(Port 6)

123
(Port 7)

124
(Port 8)

Where:
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All accessible data can be read (input) and written (output) from one 1/0O connection.
Controller Read (Input) access:

- One or more input instances may be read with one 1/O connection. (i.e. If addressing the instance 101,
all input instances for both PDI and PDO data, 101 to 116 (for 8-port models), may be read in one
connection.)

- The length of the Read (Input) connection can range from 1 to the total length for all input instances.

- Multiple controllers can read access to the Input Assembly instances at one time.

Controller Write (Output) access:

Only output instances may be written.

One or more output instances may be written to with one connection.

The length of the Write (Output) connection must be equal to the total length of the output instance(s).
Only one controller may have write access to an output instance.

Note: Inorder to receive all PDI and PDO data in one Class 1 connection, it may be necessary to decrease the
size of one or more PDI and/or PDO blocks via the embedded EtherNet/IP configuration web page.
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14. ControlLogix Family - Example PLC Programs

The example RSLogix 5000 PLC program is intended to provide basic working functionality:

Through a Class 1 connection, provide a PDI data block with the 1O-Link port status, auxiliary bit status and
the PDI data.

Through explicit messages, provide the ability to send both read and write ISDU requests to the 10-Link
devices and receive the responses.

Through explicit messages, provide the Device Information block.
Perform the following steps to run the example PLC program on your ControlLogix family PLC.
Import the PLC program into RSLogix 5000
Configure the Controller on Page 183
Add the EtherNet/IP Module Interface on Page 185
Configure the Ethernet Module on Page 187
Example PLC Program Operation on Page 193
User Defined Data Structures on Page 196

ook wn -
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| Import the PLC program into RSLogix 5000 | | |

14.1. Import the PLC program into RSLogix 5000

Both the standard .ACD file and library file have been provided. If your version of RSLogix 5000 will not open
the .ACD file, then you will need to import the .L5K file.

14.2. Configure the Controller

The following are the controller settings used by Pepperl+Fuchs to create the example PLC program.
Note: You may need to change the controller settings to match those of your PLC.

1. Open the RSLogix 5000 Properties page, click the General tab, enter the name, and click the Change
Controller button.

fa Controller Properties - ComtrolClx

MinotFauks | Date/Time | Advanced | SFCEwecuton | Fle | Memoy |

General | SedalPot | SystemProtocol |  UserProtocol | Major Fauks |
Vendar: Aler-Bradiey
Type: 178611 Contiod.ogS550 Controlier

Revision: 1324

Name: [

Descriptior:

Chassis Type: (175647  7-5lol Contiollogix Chassis =l

Shot 0 =

2. Select the controller type and click OK

Change Controller

Changing the controller type will change, delete, and/or
' invalidate the controller properties and other project data
that iz not walid for the new contraller type.

- From
Type: 1756-L1  ControlLogix5550 Contraller

Revision: 13.24

Revision: |13 b I I_

] I Cancel Help
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| Configure the Controller | | |

3. Set the System Overhead Time Slice to 50% and click OK

¥ Controller Properties - ComtrolClx

General I Serial Port I System Protocol I User Pratocol I M ajor Faulks I
Minor Faults I Date/Time Advanced SFEExecutionI File: I Memary

Controller Fault Handler: | BT

Power-Lp Handler: I <Rone: LI
System Overhead (I
Time Slice: = %
Security: I(None) LI

QK I Cancel Appli Help
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| Add the EtherNet/IP Module Interface | | |

14.3. Add the EtherNet/IP Module Interface

If the controller has been changed or if the Ethernet module is different, you will need to add the EtherNet/IP
module to the PLC program.

You can use this procedure to add the Ethernet module for your PLC in the corresponding slot.
1. Click IO Configuration and select New Module.

i RSLogix 5000 - ComtrolClx in protod_iolink_pdi_spdus_inf

File Edit Yiew Search Logic Communications Tools Window Help

o = e ) ) S O
Dffline fl. ™ RUN — { Path: IAB_ETH

Mo Forces 4 oK

- = [T BAT ; I |
Mo Edits = il # - |—|F h:ﬂn (=]
i1 I I i Favorines ‘

[#-£23 Contraller ComtralCh
-2 Tasks

5] Mation Groups

-3 Ungrouped Axes
3 Trends

55 Data Types

v User-Defined
Eﬂ, Strings

L Predefined

- @ L Module-Defined
[EB==} 1/ Configuration

2. Select the Ethernet Module Type and click OK.

Select Module Type

Type: |1 TS6-ENET/A

Type Description ]
1756-DME 1756 DeviceMet 5canner A
1756-EMBF/A 1756 10/100 Mbps Ethemet Bridge, Fiber Media g
1756-ENBT /4 1756 10/100 Mbps Ethemet Bridge, Twisted-Pair Media
1756-EMET /A 1756 Ethemet Communication Interface =
1756-ENET/B 1756 Ethemet Bridge = |
1756-EWEB/A 1756 10/100 Mbps Ethemet Bridge w/Enhanced Web Services
1756-HSC 1756 High Speed Counter
1756-HYD02 2 s Hydraulic Servo
1756-1416 16 Point 791324 AC Input
175614161 16 Point 73¥-132 AC Isolated Input
1756-148D 8 Point 79132V AC Diagnostic Input
1756-B16 16 Paint 10v-31.2¥ DC Inpuit
1756-1B16D 16 Paint 10-30% DL Diagnostic Input
1756- 8161 16 Paint 10v-30 DC lsolated Input, Sink/Source v
~ Show

Vendor: |4l >| W Other ¥ Specialyl/d  Select Al

[V Anslog ™ Digtal W Communication [ Motion W Controller Clear Al |

[ok ] concel | Hep |
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| Add the EtherNet/IP Module Interface | | |

3. Right-click the Ethernet Module and select Properties.

i RSLogix 5000 - ComtrolClx in protod_iolink_pdi_spd

File Edit WYiew Search Logic Communications Tools Window

Bl |E| 5| 4 |%|B| o] [

Offline 1. I RUN n M patn: [a
Mo Forces 4 oK

E ....':'
Na Edits = = E,';T @ % ’_lHF | It
‘-J\I'OII

[#-[3 Controller ComtralCl:
[+ Tasks
- 5] Mation Groups

3 Ungrouped Axes

E@ Data Types
Eﬂ, User-Defined
Ezﬂ Strings
Ezﬂ Predefined
Qﬂ, Module-Defined
Ef=| It Configuration
(=00 B[] 1 750-ENET /A EnetBridae

4. Setthe Name, IP Address, Slot, and Revision for your PLC and then click OK.

M Module Properties - Local:3 (1756-ENBT/A 1.1)
General | Connection | RSMefwon: | Module Info | Pont C: jon | Post Disgnostics | Backplane |
Type: 1756-ENBT/A 1756 10/100 Mbps Ethemel Bdge, Twisted-Par Media
WVendor: AllenBradiey
Parent: Local
Naie: me Addiess / Host Name
Descrigor: | & |P Address: m.0.0.1
" Host Name: E
Sigt F =
Bevion  [I [I =]  ElectonicKeying [CompatbieModie =]
Status: Dffine [ ok ] conca | | Hep

2019-07
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|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide
| Configure the Ethernet Module | | |

14.4. Configure the Ethernet Module

You can use these procedure as a guideline to configure the Ethernet module.
1. Right-click the Ethernet interface module and select New Module.

Logix 5000 - ComtrolClx in proto1_iolink_pdi_spd

File Edit WYiew Search Logic Communications Tools Window

a|=|d| & &[m|@] o [m

Offfine . © RUN Pt [a
Mo Forces b, ™ ok 1 e
Na Edits = ;E:;T ﬂ ._'_'_l_":ﬂ

B | 1 [pFavori

23 Controller ComtrolClh:

=455 Mation Groups
L3 Ungrouped Axes
[ Trends
E@ Data Types
Elﬁﬂ, User-Defined
Elﬁﬂ, Skrings
Elﬁﬂ, Predefined
EIEE, Module-Defined
Ef=| It Configuration
(=00 B[] 1 750-ENET /A EnetBridae

2. Select ETHERNET-MODULE Generic Ethernet Module and then click OK.

Select Module Type |Y|
Type: IE THERMET-MODULE
Type [Desciption I
1783 EWEB/A 1783 107100 Mbps Ethernet Biidge w/Enhanced \Web Services Al
1794-AENF /4 1794 107100 Mbps Ethemet Adapter, Fibet Media
1734-AENT /A 1734 107100 Mbps Ethernet Adapter, Twisted-Pair Media

DrivelognS730 Ethemnet .. 10/100 Mbps Ethemet Port on DriveLoginS730
SoftLogix5800 EtheiNet/IP

.. PowerFlex 700 Vector Drive [208/240V) via 20-COMM-E
PawerFlex 700 Vector-4! ... PowerFlex 700 Vector Drive [400/480V) via 20-COMM-£

2019-07

PowerFlex 700 Vector8l ... PowerFlex 700 Vector Drive [B0DV] via 20-COMM-E
PowerFlex 700-200-E  PowesFlex 700 Diive (208/240V) via 20-COMM-E
PowerFlex 700-4000-E  PowesFlex 700 Drive (400/480V] via 20-COMM-E L
PowerFlex 700-600v-E  PowesFlex 700 Diive (B00V) via 20-COMM-E
PowerFlex 7005-200vE  PowesFlex 7005 Drive (208/240V) via 20-COMM-E v
- Show

Vendor: [l >| W Oher W Speciatyl/o  Selectal

¥ &nalog ™ Digitdl © Communication ¥ Motion W Controller Clea#.ll

[ ok ] cancel | Hen |
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3. Enter the following parameters on the
Module Properties pane.

a. Enter IOLinkMstr for the module
Name.

b. Ifdesired, enter a Description for the
module.

c. SelectINPUT Data - INT (16-bit) for
the Comm Format.

d. Enter the IP Address of the IO-Link
Master module.

e. Enter the Connection Parameters:

¢ Enter 101 for the Input -
Assembly Instance.

¢ Enter 72 for the Input-Size (input
data length in 16-bit words).

Module Properties - EnetBridge (ETHERMET-MODULE 1.1)

Type: ETHERMET-MODIULE Generic Ethemet Module
endor: Allen-Bradley
Parent: EnetBridge
g |IDLinkM S Connection Parameters
Azzembly 5
Description: 1,0 connection to 10-Link RS =5
M aster Input: im T2 J:' [16-hit]
Output: 254
Comm Format: ] Input Data - INT j 2 - = :
Configuration: {254 0 :I. [B-bit]
Address / Host Name i
+ P Address: o .0 .0 . 98 tat i
" Host Mame; R
Cancel ‘ = | Mext » | Finizh »» | Help

e Enter 254 for the Output - Assembly Instance.

¢ If not already set to zero, enter 0 for the Output-Size (output data length).
¢ Set the Configuration - Assembly Instance to 254.

e Set the Configuration-Size to 0. (There are no configuration parameters).

f.  Click Next.

Note: Your version of RSLogix 5000 may only allow one Class 1 connection to a specific EtherNet/IP

device.
4. Enter the Requested Packet Interval.

a. Enter the interval value that best
suits your system. For the example
program, it is recommended to set
the interval to 10 ms.

b. Click OK.

I3 PEPPERL+FUCHS

Module Properties - EnetBridge (ETHERMET-MODULE 1.1)

Requested Packet Interval [RP): 10.03: ms [1.0- 3200.0 ms]
[ Inkibit Module

I Major Fault On Contraller IF Connection Fails While in Bun Mode
Module Fault

Cancel < Back Mext » | Finizh »» | Help
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| Configure the Ethernet Module | | |

5. Review the Module Information pane.

B Module Properties Report: EnetBridge (ETHERMET-MODULE 1.1)

Identification Status

Wendor: Major Fault: Mone

Product Type: Minor Fault: Mone

Product Code: [9570] Unknown Internal State: [16#0074] unknown

Revigion: 08 Configured: es

Serial Mumber: O000FFFC Owned: Mo

Product Mame: 10-Link 4 Port Master Maodule [dentity: Mizmatch

[ Fiefrezh ] [BesetModuIe]

Status: Running i oK i [ Cancel J : Apply |

Note: This pane is not updated until the program is downloaded to the PLC and both PLC and IO-Link
Master are running.

6. Under Controller Tags, observe the input tags created for the module. The example PLC program requires
the IOLinkMstr.| (input data tag). The IOLinkMstr.C (configuration tag) is unused and can be ignored.

||+ 10LinkMsirC I ey ey |ABEETHERNET .. |
+ [OLinkMstr:] | {eact {oend] (AB:ETHERNET_..

2019-07
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7. Under MainProgram, configure the Communication Path for all messages in all four ProcessIoLinkPortN
subroutines.

Magdctivel  Pri1_Operational  Pri1_SendBlkaSpduReq Pri1 _SendBlkgSpduRey  Pri1_BlkgSpduRegbfctive  Msgactivel  Pri1_SendBlkaSpduRecghsg EN_CC
3 - 2 = 1F upe il L L —~ 1 e |
le _SendBkgSpduRechsg ER i
i) Type - CIP Generic —EN—

Mezsage Cortrol Pri1 _SendBlkgSpduReghdsg | ... | —DM—
% ER—

Send Mon-Blocking SPDU Recuest - The 10-Link master will return immedistely. The SPDU responze must be requested until a valid pass or faill respon e is received.
Enabling the Pritl_SendMonBlkgSpduReq control flag will instruct the PLC to send & Non-Blocking SPDU Reguest that may contain one or more SPDU commands.
The MSG instruction can be changed to send an SPDU request with any valid sequence of SPOU commands.

It iz wery important that the SPDU response tag is of the same format as the SPOU reguest tag.

Magdctivel  Pri1_Operational  Pril_SendiMonBlkSpduRedy Pri1 _SendionBlkSpduRey  Pri1_MonBlkSpduRegbctive  Msglctive!
4 =/ JE JE u L ’L>—‘
me _SendMonBlkSpduRegh=g EM_CC  Pri1_SendNonBlkSpduReghsg ER i
i) i) Type - CIP Generic —EN—

Mezsage Control Pri1 _SendronBlkSpduReghsg | .. | —DK—
% ER—

This rung iz used to request a non-blocking response.
Magactivel  Pri1_Operational  Pril _GetMonBlkSpduResp Pri1 _GetMonBlkSpduResp  Pri1_GethonBlkSpduResplctive  Msgactive!
3/ E e [

3 A - JE 1t U L q_)_‘

me _GethonBlkSpduResphag EN_CC Pri1_GetMonBlkSpduRespMsg ER Pril_GetNonBIkSpduResphsg DN
il il il i

"
L— Type - CIP Generic —EN>—
Mezsage Control Pri1 _GetMonBlkSpduResphag | .. | —Dh—
> —ERT—

This rung retrieves the port information object. | is called whenever a port first hecomes operational.
The parameters are used to index into the 10 data for the start of the POl and PDO blocks.

Magactivel  Pri1_GetPortinfo Pri1_GetPortinfo Pl _GetPortinfolctive  Msglictive! Pl _GetinfoMsg EN_CC Pri _GetinfoMsg ER
g 2 1 E il L L il il |
l 1l
— Type - CIP Genetic —EM—

Mezsage Cortrol Pri1 _Getinfosgy | ... | —DM—
% ER—
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| Configure the Ethernet Module | | |

8. Enter IOLinkMstr for the Path for all MSG instructions in all four subroutines.

Message Configuration - Prt1_SendBlkagSpduReqgMsg

Configuration Eommunicationl Tag |

Path: IIDLinkMstr Browse. . |

10Linkbdste

Communication fethod

@ CIF € DH+ Channel, I 'l Aran A IU 3:
¢ CIFwith Source Link: IU 3: Destination MHode: |D 3: [Dctal]

Source|D
™ Connected ¥ Cache Corriectiors
D Enable &) Enable Waiting ) Start 3 Done Done Length: 0
& Error Cade: Extended Error Code: I Timed Out &
Error Path:
Error Test:

QK I Cancel | Apply | Help

9. Save the RSLogix5000 program.
10. Download to the PLC.
11. Start the PLC.

2019-07
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|O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| Configure the Ethernet Module | | |

12. Click MainRoutine and review the RSLogix 5000 screen.

Ef File Edk View Search Logic Communications Tooks ‘indow Help BEES

Bl & 4B || [Fromvem ] Skl E FE QS
EA

Offline . 7 RUN Path |AB,ETH|P-1\1D 0.0.16\Backplans\0* Jé”
NoFoces b, FUK T
= Wpar ‘
Nodis | o Al H et ] A [ [ ] o
‘M‘ 4| v |\Favorites {Bf £ Tmer/Courter & hpulioulpil A Compare {_CompuisAian A Movedogoal & Flemisc. A TIeishit A Sequencer
€5 controller ComtrolCh: A
Controller Tags
Contralier Faul Handier Caurter preset contrals the process tim interval. ou can change the Preset seffing to your desired speed in ms, ~
(51 Power-Up Handler TON-
1 Tasks Timer On Delay JECEN E=—
=68 MairTask Timer  CycleTimer —DN)—
=i [aintad Preset 100 ¢
=1 £ ManPragram A od
| Program Tags
H# MainRoutine E
ProcessloLinkPort1
ProcessloLinkPortz = This rung monitors the connection to the I0-Link Mastar
PracesslaLinkPort3 Run 5! I el 10LinkMstr_Oriline
ProcessToLinkPort4 1 = = Gei System Value ——— Bitwise AND Equal
(31 Unscheduled Programs Class Name Module Source & [OLinkMstr_Status Saurce & IOLinkMstr_Status L
5 Mation Groups Instanice Mame  10Linkhstr 04 0e
ribute Name EntryStatus ource ource
Unarouped dxes Aftribute Mame EntryStat S | 16384 S 8 16384
£ Trends Dest  OLinkMstr_Status
5 Data Types 0« Dest IOLinkMstr_Status
= G User-Defined o NE 10LinkMstr_Onilne
ot Eciual —
L Source A IOLinkMstr_Status
o
% Module-Defined Surca oy
{5 10 Configuration |
| 8
Run  CycleTimer D ——
2 e m——J Jump To Subrouting
Rolting Mame ProcessloLinkPort!
Run  CycleTimer DN T
3 == Em— Jump To Subroutine
Routine Mame  ProcessioLinkPart2
Run  CycleTimer D  ———
4 = B=—F Jumps To SubroLting
Routine Name ProcessioLinkPart3
Run  CycleTimer D rer—
5 =i E=—F Jump Ta Subrautine
Roltine Mame ProcessiolinkPartd
& T 5| I e ]
= = 0[] N Processiolink... £ ProcessiolLin.. £ Processiolin.. £ Processiolin.. AMainRoutine ;4| | v |
Ready Rung0of & N
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14.5. Example PLC Program Operation

The example PLC Program has been designed to operate with the default IO-Link Master settings. It provides
only Input Process data, but can be modified to also transmit PDO data to the 10-Link Master. The PLC program
performs the following tasks:

The MainProgram calls each of the four ProcessIoLinkPortN subroutines once every 100 ms. The
frequency of these calls can be adjusted by changing the CycleTimer Preset value on rung 0.

1.

2.

Each ProcessloLinkPortN subroutine is designed to handle all status and
communication between the EtherNet/IP controller and one port on the
IO-Link Master.

TR
Timer COn Delay
Timer CycleTimer
Prezet 100 &
Acoum 0+

[ EN =
—Dh—

a. RungO0:
Thiz rung monitars connectivity to the 10-Link master.
EIR—| ICLinkMstr_Online  Prit _LastioLink_Cnline Pri1_LastioLink_Cnline  Pri1_GetPartinfo
Subroutine JE ' E L L
IoLinkMstr_Online  Pri1 _Lastiolink_Online  Pri1_LastiOLink_Online  Pril _ShutdownPart ‘
3 B I1E A1 G
e ({81 7
This rung monitors the interface to the 10-Link. It sets the flags that control a port initialization or
shutdown.
b. Rung1:

Default POI Data

Thiz rung monitors the 10-Link port status. | determines if a device is operational and whether or not the PDI data is valid.

Default PDI Data

MO

Move

Source  Pri1_CommStatus
o

Dest Pri1_LastCommStatus

0«

«

Structure - 16 bit Structure - 16 bit
format format
10LinkMstr_Online  Prit_Portintovali op- 0P
JE JE Capy File ——— CopyFile
Source 1OLinkMstr DatalPrt1_Portinfo InputRxPeiOftset] Saurce I0LinkMstr:| Datal0]
Dest Frtl_RPaiData Dest PrHl_RxPriData
Length Prt1_Portinfo PaiBlockLength Length kL
{ 2
— Divide ——— ot Equal
Source & Pril_RxPeliData statusAuxBits Source & Prtl_CommStatus
16#0000 € 0e
Source B 256 Source B Prit_LestCommStatus
0e
Dest Frt1
0e

MEGH

i Pr1_Operational
=/
ity

lask

Mask Equal
Source Prif_Commstatus

Compare

Pri1_Operational  Prt1_GetPortinfo
@ @

oe
¥

2

Frtl_Operational

il
E

Mazk

Mask Exusl
Source Prt1_CommStatus

Compare

Pri1_ShutdownPort
P

oe
&

a

Prt1_Peivvalid

Mask

Compare

¢ FE==—— Mask Equal
Source Prif_CommStatus
0

4

4

Prt1_Poivalid

Mask

Mask Equal
Source Prif_CommStatus
0¢

Compare

4

0

Pri1_Peiivalicl

Pri1_Piivalid

e —— T SHS—

S —— | ySh—

* Using the parameters received in the PortInfo tag, automatically indexes into the input data block.

e Copies the PDI data block into the PrtN_RxPdiData tag.
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¢ Monitors the IO-Link port status.

- When the device status transitions to active (2): The PrtN_Operational tag is enabled
(latched). This enables explicit message communication to the IO-Link Master on Rungs

3-6.

- When the device status transitions to inactive (0) or initializing (1): The PrtN_Shutdown
flag is enabled (latched) which causes a full shutdown of the port.

c. Rung2:

This rung performs port shutdown,

Pri1 _ShutdoweniPort Pri1_ShutdowenPort  Pri1_Operational  Pri1_Pdivalid — Pri _NonBlkSpduRegactive  Prit_GetNonBlkSpduResp  Pri1 _GethonBIkSpduRespactive
JE ) U i) i) i)
[

\I/Pm_sandEllkgSpduReq Pri1_BlkgSpduRegactive  Pri1_GetPortinfo Pri1_Operational  Pri1_SendhonBlkSpduRes  Pri1_Portinfovalid — Msglctive
) i {1 i) i) ] i)

\I' 5
— Clear 7

Dest Pri1_LastCommStatus

0«
This rung clears all flags necessary to cleanly shut down a port.
d. Rung3:
Zend Blocking SPOU Reguest - The 10-Link master will not return unitil the SPOU command(s) have completed
Enabling the Prifl_SendBlkgSpouRed control flag will instruct the PLC to send a Blocking SPOL Recuest that may contain one or more SPOU commandds
The MZG instruction can be changed to send s request with any valid sequence of SPDU commands.
It is very importart that the SPOU response tag is of the same format as the SPOU request tag.
Mzgactive! Prit_Operational  Prit_SendBlkaSpouReq Prit_SendBkgSpouReq  Pri1_BlkgSpoduRegactive  MagActive! Prit_SendBlkySpouReghsg EN_CC
5 3B B S 4 i@ i 0
- ERS E 1
l/Pn1 _SendBkySpouRecMsg ER i

i) Type - CIP Generic F—EM—

Message Control Prt1_SencBlkgSpduRensy —On—

—ER—

When the PrtN_SendBIKISDUReq tag is enabled, this rung sends an explicit message to the 10-Link
Master. This message starts a blocking ISDU process where the I0-Link Master will not return a MSG
response until all ISDU commands have been processed.

e. Rung 4-5:

Send Mon-Blocking SPDU Request - The I0-Link master will return immedistely. The SPOU response must be requested until s valid pass or fail respon e is received.
Enabling the Prid_SenchonBlkgSpduRen control flag will instruct the PLC to send & Mon-Blocking SPDU Request that may contain one or more SPOU commands.
The MSG instruction can be changed to send an SPDU reguest with any valid sequence of SPDU commancs
It iz very important that the SPDU response tag is of the same formst as the SPDU request tag.

Msghctivel  Pri1_Operational  Pri1 _SendMonBlkSpouReg Pri1 _SendMonBlkSpoduRey  Prit _NonBkSpduRegéctive  Msglfctivel  Prit_SendMonBlkSpduReghsg EN_CC
3/ E I 2 ) . L )
el J:C 1.C |
\I)?rﬂ _SendNonBlkSpduRechsg ER 1l
i) Type - CIP Generic F—EN—
Mezsage Contral Prt1_SendronBkSpduRecisy | ... | —DN—
L cry—

This rung is used to reguest & non-blocking response

msgictivel  Pri1_Operstionsl  Pri1 _GethonBIkSpduResp Prt1_GethonBlkSpoduResp Pl _GetMonBlkSpoduRespactive  Mzodctive!  Pril_GetNonBlkSpduResphisg EN_CC
3/ E i 1E ) QL QL a0
=l 1E e |
\I)?rﬂ _GethonBlkSpduResphsy ER - Pri1_GetNonBlkSpduRespidsg DN M
{1/ {1 Type - CIP Generic F—EN—
Mezzage Cartral Prt1_GetMonBlkSpauResphag | ... | —DN—
L cery—

¢  Whenthe PrtN_SendNonBIKISDUReq tag is enabled, this rung sends an explicit message to the IO-

Link Master.

- This message starts a blocking ISDU process where the I0-Link Master returns a MSG
response immediately after verifying the ISDU request.

- The IO-Link Master then processes all ISDU commands within the request.
- The IO-Link returns In-Process statuses until all ISDU commands have been processed.
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*  When the PrtN_GetNonBIKISDUResp tag is enabled, this rung sends an explicit message to the 1O-
Link Master to retrieve the ISDU response.

¢ Run 7 enables (latches) GetNonBIKISDUResp as soon the MSG in Rung 4 has completed
successfully.

The ISDU response is retrieved until the response received indicates either a success (2) or error
(3or4).

f.  Rung6:

This rung retrieves the port information object. t is called wwhenever a port first becomes operational
The parameters are used to index into the 1O data for the start of the POl and POO blocks.

Msgictivel  Pril _GetPortinfo

Prt1_GetPortinfo Pt _GetPortinfolctive  Msadctivel  Prit _GetinfolMsg EN_CC  Pri1 _GetinfoMsg.ER
] = JE W L L ' |
l/— Type - CIP Genetic W —EN>—

Message Control Pri1_GetinfoMsg | ... —DM—

(—ER—
¢ When the PrtN_GetPortlInfo tag is enabled, this rung sends an explicit message to request the 10-

Link port information block.
L]

The PrtN_GetDevInfo tag is enabled in Rung 0 whenever the IO-Link Master connection status
transitions from inactive to active.

g. Rung7:

e message b INiED.

Mgt | Pr_NonBlCpduReascle  PHIL_SerdNonBlkSs duReattia 0N P NonBlCpduReascle  Pril_GeManBIiCpduResy Wil |
It 1E 1t 4 "
P Serd NenBlkSuduRe g ER
PIII_GHINGREIIIUREpACIE  PIILGe INCREIKS)uRe FpREg TN | s e
Tr TE T o
Soumce & PHMscEpduResns Sodubea serpiah Byk e |
100 €
Soce b 5
best PrI1_Spdue spSioks
oe
]
‘ =

Frll_Ge NGB BZpiluResp

Lezt Thenat Bl o)
Source & pi1_SpduRerpzisks |
e
s '

=
GHF Than o Eal i 61
Gource & Prll_SpduRerpdihs |
€

RepESITpAR QUL I
Zource B z 3

Fill_Ge INcnikSpdufe spiiy £
1L

PIIL_Ge INGnENSpUResp REPESITPINRE QUL PrII_SErvNENSpLRE

Pr1_BlbgTpuReq A2t PHlI_2tnd Bl SpduReqitig DN

PII_BIgZpauRsqacine REPESITpIUREQUTE  PrII_ServBlbgTpUReq
P12t Bl SpduReqirg ER RepeSIpIRE QUL I
Porland Conecied
bedce Ibmalon
PGt IPorInmaci PIl1_Ge INang 0N E——Y PHlI_Parinmial PrIL_Ge Porirmectoe
IF IE Mol Byl &

Zounce & Pril_Perlia Pl BlochLeru |
oe

Soare B o

Porland Conmecied
beddce Ibmalcn
—em

PUI_PornRvald  PITI_G IPoring
)
Soarce A Brii_Prliio Pl BlockLera
o
ot B o

Frli_Parlimballd  ril_GelForlings
P

Fill_Ge IFiiy ER
s

This rung monitors the various explicit messages for completion.

¢ Controls the non-blocking ISDU request process by enabling messages to retrieve the ISDU
response until the request has completed.

Sets the various flags when a get port information message has completed.
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14.6. User Defined Data Structures

The example PLC program contains a number of User Defined Data Structures that may be used or modified as

need be.

Logix 5000 - ComtrolClx

nkClxExample!

File Edit Yiew Search Logic Communications Tools Window Help

@lﬁ"lnl @I j{llﬁl ﬂl(“tl |Pr11_SpduRespStatus

Dffline J. I RUN
Mo Forces r. PDK
Toeas = | WBAT
Mo Edits 2|5

e

-

_‘E;J LILI )\ Favorites Bt

=I5, User-Defined

ToLinkPortInfoStruct
PdoDatasStructEvent_1 6B
PdoDataStructMoEvent_166it
Reql2aByteSpduDatastruct
ReqléByteSpdubatastruck
Reqz32ByteSpduDatastruct
Req3zByteSpdubatastruct
Req4ByteSpdubatastruct
Reqgé4ByteSpdubatastruct
ReqéByteSpdubatastruct
RegMiscSizedSpduCmds
ReqSingleSpdubatastruct
Respl28ByteSpduDatastruct
Respl6ByteSpdubatastruck
Resp232ByteSpdubatastruct
Resp32ByteSpdubatastruct
Resp4ByteSpdubatastruct
Respa4ByteSpdubatastruck
RespSByteSpdubatastruct
RespMaxSpduDatastruct
RespMiscSizedSpduCmds
RxPdiDatastruct_16Ei:

I} [

Scope: ICDmtroIEIx[contro

Tag Mame

" Prd_SendBkaSpdul
RepeatSpduReques!
Run

I+ |OLinkMatrC

-+ |OLinkMstr]

+ Prtl_Getinfobdsg

- Prtl_GetorBlkspd

I+ Prtl_MiscSpduRieqs

ot

+-Prt1_Portlnfo

+ Pit]_RxPdiData

|+ Pitl_FisPdoData

|+ Fitl_SendBlkgSpdut

+ Pitl_SendMonBlkSp

|+ Pitl_Spduieghiiayd

+ Pitl_SpduRespdiray

25 pduR esp:

The following illustrations show a few of the User Defined Data Structure formats.

I3 PEPPERL+FUCHS

+ Prit1_SpduSingleReq
1+ Pit1_SpduSingleRes
+ Pit2_Getlnfobsg

R 'iscSpd:FTz%

4 Prt2_Partlnfo
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| User Defined Data Structures | User Defined Structure Example 1| |

14.6.1. User Defined Structure Example 1

This displays the first example of a User Defined Data Structure.

i Data Type: Resp1éByteSpduDataStruct

Name: IHes;ﬂ EByteSpdul ataStuct
Description: SPDU Respone -~
- fiwed command =]
block size 1= |
-max 16 byte =
A
{111 feet]
Ak T T
Members; Data Tppe Size: 24 byte(s)
Mame Data Type Style Description
respStatusByteS wap SINT Hex Bits 0-3: byte swap O=tlone, 1=16-hit 2=32 bit: Bits 4-7: RiesporseStatus; 0ENo response, 1 = Processing, 2 = SUCCESS, 3 = FAIL
Wi Type SINT Hex MOP = 30h, Read = 31h, Wiite = 32h
index INT Decimal SPDU indes; 0-20479 [4FFFh]
subindes INT Diecimal SPDU subindex; 0-231
datalength INT Decimal data length in data(] field [1-16]
data SIMNT[1E] Hex data anay
*
Move Up owve Down | ok I Cancel Apply Help

14.6.2. User Defined Structure Example 2

This the second example of the User Defined Structure.

i Data Type: Respl6ByteSpduDataStruct

Marne: IResp1 EByteSpdul ataStnct
Dezcription: SPDU Respone |
- fived command =
block size 5 |
- max 16 byte =
o]
{111 | feed]
Ak T T
Members: Diata Type Size: 24 byte(s]
Name Data Type Style Dezcription
respStatusByteS wap SINT Hex Bits 0-3: byte swap,0=None,1=16-bit,2=32 bit; Bits 4-7; ResponseStatus: (FNo response, 1 = Processing, 2 = SUCCESS, 3 = FAIL
T ype SINT Hex MOF = 30h, Read = 31h, Wiite = 32h
index INT Diecimal SPDU index; 0-20479 [4FFFh)
subindes: INT Decimal SPDU subindes; 0-231
datalength INT Drecimal data length in data(] field [1-16)
data SIMNT[1E] Hex data amay
#
Mave Up Maowve Down | aK I Cancel Apply Help
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| User Defined Data Structures | User Defined Structure Example 3 | |

14.6.3. User Defined Structure Example 3

This is the third example of a User Defined Structure.

B Data Type: ReqMiscSizedSpduCmds

Mame: FeqgMizcSizedS pduCmds
Drescription: A data structure of
miscellaneous sized
SPDU request
commands
s | )
T T
Members: Drata Type Size: 188
Marme Data Type Style | Description
-+ SpduReql Feql BByteSpdul ataStuct nested 16 byte fized payload
[+ SpduReq2 FeqB4ByteSpdul ataStuct nested B4 byte fised payload
[+ SpduReq3 Feq32ByteSpdul ataStuct nested 32 byte fited payload
[+ SpduReqd Feql BByteSpdul ataStuct nested 16 byte fised payload
[+ SpduReqgh Feq4ByteSpduD ataStuct nested 4 byte fived papload
[+ SpduReqgb FeqBByteSpduD ataStuct nested 8 byte fived papload
*
Ealfim L]
Move Up | Move Dowr | Cancel | Apply | Help |
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14.6.4. User Defined Structure Example 4

This is the fourth example of a User Defined Structure.

B Data Type: RespMiscSizedSpduCmds

M ame: RespMizcSizedSpduCmds
Description: A data structure of ~
miscellaneous sized
SPDU rezponse
commands
v
sps teent
Members: Drata Type Size: 188
Mame Data Type | Stylel Description
| SpduReql Fiesp1BByteSpdul ataStuct nest_ed 16 I_J_l,lte fived payload
| SpduRieq2 FiespB4ByteSpdul ataStuct nest_ed B4 byte fixed payload
| SpduF!eq_S Fesp32ByteSpdul ataStuct nest_ed 32 byte fixed payload
| SpduRieqd Fespl BByteSpduDataStrqct nest_ed 16 byte fized payloa_d
| SpduHeqS_ Heq4ByteSpduDataStruct_ nest_ed 4 byte fixed payloac_l
| SpduReqgt _HeqSByteSpduDataStruct _nested 8 byte fixed payload
[ * |
< >
| ’Tl Cancel Help
14.7. Example PLC Program Tag Definitions
The following tag definitions apply to the example 10-Link Master PLC program.
| Prt1_Operational o Ijec:imal EGDL
| Pitl_Pdald 0| Decimal |BooL
| Pit1_Portinfovalid 0| Decimal BOOL
| Pitl_SendBlkgSpduFieq 0| Decimal |BooL
| Pitl_SendNonBlkSpduFieq o Decimal |BooL
+-Prt1_Getlnfobdzg ([ TER MESSAGE
+ Pt1_GethonBkSpduResphisa | o MESSAGE
+-Pit1_MiscSpduReqs T | (el [ .HeinscSizedSpd...
+| F'rt‘I_Misc:SpduFi.esps e } | (e [ HespMiscSizedSp...
+ F'r.t‘i_F'ortInfo fi | St | loLinkPaortinfaStuct
+ Pit]_RsPdiData Gt oot | FRPdiDataStruct....
+/-Pit1_RxPdoData (i | T .} PdoD ataStructEy...
+-Pitl_SendBlkgSpduReghsg el | (i MESSAGE
+ Pit1_SendMonBlkSpduRieqhisg (o (o} MESSAGE
+/ Pitl_SpduRegbmraydByte {.. et | (il FeqdButeSpdula...
+-Pitl_SpduRespiraydByte {ES | el [ .HespélByteSpduD...
+ Pit1_SpduSingleReqData Gt Tt ReaSingleSpduD...
+ Pr.t‘i_SpduSingIeF!espData fel | it | FesphaxSpdulat...
FepeatSpduRequests o .Decimal .BDDL
Run 1| |Decimal EOOL
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Tag Name

Value Range

Description

PrtN_Operational
(init state = false)

BOOL

Controlled by the subroutine, the port operational
status. The port must be operational before
communication to the I10-Link port is allowed.

0 =false
1 =true

PrtN_PdiValid
(init state = false)

BOOL

Controlled by the subroutine, the PDI (Input Process
data block) valid status.

0 =false
1 =true

PrtN_PortinfoValid
(init state = false)

BOOL

Controlled by the subroutine, the port information valid
status. The port information must be retrieved before
the device can become operational.

0 =false
1 =true

PrtN_SendBlkgISDUReq
(init state = false)

BOOL

Controlled by the User or some other part of a PLC
program, directs the subroutine whether to send a
blocking ISDU request to the 10-Link Master.

0 = false (do not send message)
1 = true (send message)

PrtN_SendNonBIkISDUReq
(init state = false)

BOOL

Controlled by the User or some other part of a PLC
program, directs the subroutine whether to begin the
non-blocking ISDU request process. If true, the
subroutine sends a non-blocking ISDU request to the
|O-Link Master.

0 = false (do not send message)
1 = true (send message)

PrtN_GetinfoMsg

MSG
instruction
parameters

Used by the subroutine, the message data used to get
the port information from the IO-Link Master.

Note: This tag should not be modified by any other
part of the PLC program or through the
RSLogix 5000 user interface.

PrtN_GetNonBIkISDURespMsg

MSG
instruction
parameters

Used by the subroutine, the message data used to get
the non-blocking ISDU response from the |O-Link
Master.

Note: This tag should not be modified by any other
part of the PLC program or through the
RSLogix 5000 user interface.

PrtN_MiscISDUReqgs

User defined
data structure

Group of ISDU commands used as the default ISDU
request format for the example PLC program. Can be
modified by the user or other part of a PLC program.

Refer to PrtN_MiscISDUReqs on Page 204 for more
information.

I PEPPERL+FUCHS
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Tag Name

Value Range

Description

PrtN_MiscISDUResps

User defined
data structure

Group of ISDU command responses that is returned
by the IO-Link Master after and ISDU request
completion. Must be in same overall format as
PrtN_MiscISDUReqs.

Refer to PrtN_MiscISDUResp on Page 205 for a
complete description.

PrtN_Portinfo

User defined
data structure

Contains common device information parameters
automatically read by the 10-Link Master during
initialization of the 10-Link device interface.

PrtN_RxPdiData

User defined
data structure

This tag contains the latest PDI data block as received
from the Class 1 interface. It is updated with every
ProcessIoLinkPortN subroutine call.

Refer to PrtN_RxPdiData Definition on Page 203 for
more information.

MSG instruction parameters used to send a blocking

MSG ISDU Request message.
PrtN_SendBIkglISDUReqMsg instruction Note: This tag should not be modified by any other
parameters part of the PLC program or through the
RSLogix 5000 user interface.
MSG instruction parameters used to send a non-
MSG blocking ISDU Request message.
PrtN_SendNonBIkISDURegqMsg | instruction Note: This tag should not be modified by any other
parameters part of the PLC program or through the
RSLogix 5000 user interface.
ISDU
PrtN_ISDURegArray4Byte command An alternative ISDU request format.
parameters
PrtN ISDURespArrav4Byte lrgs[,)%nse An alternative ISDU response format. Must be used
— pPArrayaby pargm ers with PrtN_ISDUReqArray4Byte.
ISDU
PrtN_ISDUSingleReqgData command An alternative ISDU request format.
parameters
PrtN  ISDUSinaleRespData IrgsD%nse An alternative ISDU response format. Must be used
- 9 P pargm oters with PrtN_ISDUReqArray4Byte.
If enabled, instructs all subroutines to repeat any ISDU
RepeatlSDURequests BOOL requests upon completion. Intended for testing
purposes. May be enabled by end user.
MainProgram only.
Allows the ProcessloLinkPortN subroutine calls if
Run BOOL enabled (1).

Prevents the ProcessIoLinkPortN subroutine calls if
disabled (0).
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14.7.1. PrtN_Devicelnformation Definition

The 10-Link Master requests this information from the IO-Link device during the 10-Link device initialization
process. It is then made accessible via explicit messages. The example PLC program automatically requests
this information block when the device status transitions to active.

Parameter Name Data Description
64 ASCII Requested from ISDU data block index 16, contains the
VendorName characters | Vendor Name description of the 10-Link device.
VendorText 64 ASCII Requested from ISDU data block index 17, contains the
characters | Vendor Text description of the 10-Link device.
64 ASCII Requested from ISDU data block index 18, contains the
ProductName characters | Product Name description of the 10-Link device.
Productld 64 ASCII Requested from ISDU data block index 19, contains the
characters | Product ID description of the 10-Link device.
ProductText 64 ASCII Requested from ISDU data block index 20, contains the
characters | Product Text description of the 10-Link device.
SerialNum 16 ASCII Requested from ISDU data block index 21, contains the
characters | Vendor Specific Serial Number of the IO-Link device.
64 ASCII Requested from ISDU data block index 22, contains the
HardwareRev characters | Hardware Revision of the IO-Link device.

. 64 ASCII Requested from ISDU data block index 23, contains the
FirmwareRev characters | Firmware Revision of the |O-Link device.
DevicePdiLength INT bgnl?itr?kor];]\cl)e(ljlg PDI data from IO-Link device or port (if not in

: Length of valid PDO data that can accepted by the 10-Link
DevicePdoLength INT device or port (if not in /O Link mode).
; The configured PDI data block length. This includes the
PdiBlockl.ength INT header bytes and any PDI data.
The configured PDO data block length. This includes the
PdoBlockLength INT header bytes and any PDO data.
Provides the index into the Class 1 I/O input data received
from the 10-Link Master. The index corresponds to the
InputRxPdiOffset INT configured PDI data format of the port on the 10-Link
Master. Used to automatically index into the input data and
retrieve the PDI data block.
Provides the index into the Class 1 I/O input data received
from the 10-Link Master. The index corresponds to the
InputRxPdoOffset INT configured PDO data format of the port on the 10-Link

Master. Used to automatically index into the input data and
retrieve the PDO data block.
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Parameter Name

Data

Description

OutputPdoOffset

INT

Provides the index into the Class 1 I/O output data sent to
the 10-Link Master. The index corresponds to the
configured PDO data format of the port on the IO-Link
Master. Used to automatically index into the output data and
transmit the PDO data block.

ControlFlags

Bit-
mapped
INT

Bit 0 (01h):

1 =Indicates that the event code to clear is expected in
the PDO block

0 =Indicates that the event code to clear is not expected
in the PDO block. The PDO data block only contains
PDO data.

Bit 1 (02h):

1 =Indicates that the IO-Link device is SIO mode capable
0 =Indicates that the IO-Link device is not SIO mode
capable

14.7.2. PrtN_RxPdiData Definition

The PDI data block is received from the 10-Link Master over a Class 1 I/O connection. The data is then copied

into the PDI data block in each subroutine.

—|-Pit1_R=PdiData

+! Pit1_R=PdiD ata. statustwu=Bits
+-Pritl_RxPdiD ata.event
—-Pritl_R=PdiD ata.pdiD ata

+! Prt1_RxPdiD ata. pdiD ata[0]
+!-Pit1_R=PdiD ata. pdiD ata[1]
+-Pit1_RxPdiD ata. pdiD atal2]
+I-Prit1_RxPdiD ata.pdiD atal3]
+/-Prit1_R=PdiD ata. pdiD ata[4]
+ Prit1_R=PdiD ata. pdiD ata[5]
+-Prit1_RxPdiD ata. pdiD ata[E]
+/-Prit1_RxPdiD ata. pdiD ata[7]
+! Pritl_RxPdiD ata. pdiD ata[8]
+!-Pit1_R=PdiD ata. pdiD ata[3]
+-Pitl_R=PdiD ata.pdiD ata[10]
+-Prit1_R«PdiD ata.pdiData[11]
+-Prit1_R=PdiD ata pdiD ata[12]
+ Prit1_R=PdiD ata.pdiD ata[13]
+-Prit1_RxPdiD ata.pdiD ata[14]
+ Prit1_RxPdiD ata.pdiD ata[15]
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Tl (s F=PdiD ataStruct_...
1640000 | Hex INT
1640000 [Hex INT

i {...} Hex INT18]
1640000 | Hex INT
1640000 Hex INT
1640000 | [Hex INT
1640000 | [Hex INT
1640000 Hex INT
1640000 Hex INT
1640000 [Hex INT
1640000 [Hex INT
1640000 | Hex INT
1640000 Hex INT
1640000 | [Hex INT
1640000 | [Hex INT
1640000 Hex INT
1640000 Hex INT
1640000 [Hex INT
1640000 Hex INT

Refer to section on Input Process data format.
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14.7.3. PrtN_MiscISDUReqs

This tag is used as the default ISDU request. It contains several ISDU commands that are configured to read
standard ISDU blocks supported by most 10-Link devices. This User Defined Structure may be changed to
include any set of ISDU commands. The only constraint is that the entire Request and response must be no

larger than the maximum MSG instruction payload of 500 bytes.

— Pit1_MizcSpduReqgs

Prtl_MizcSpduReqs SpduFieql
+-Pitl_MizcSpduReqs SpduReql. byteSwap
+-Pitl_MizcSpduReqs SpduReql . rdwiType
+-Pitl_MizcSpduReqs SpduFieql.index
+-Prtl_MizcSpduReqs SpduReql. subindes
+ Pritl_MizcSpduReqs SpduReql datalen...
+ Pitl_MizcSpduRieqs. SpduReql.data
Fril_MizcSpduReqs SpduReq?
Fril_MizcSpduReqs SpduFieq2 byteSwap
Pril_MizcSpduReqs SpduReq2 rdwiType
Prtl_MizcSpduReqs SpduReq2. index
Pril_MizcSpduReqs SpduRieq2 subindex
Pril_MizcSpduReqs SpduReq2 datalen...
Frtl_MizcSpduReqs SpduReq2 data
Pril_MizcSpduReqs SpduRieqs
Prtl_MizcSpduReqs SpduReq3. byteSwap
Fril_MizcSpduReqs SpduReqa rdwiTope
Pril_MizcSpduReqs SpduFieqd.index
Pril_MizcSpduReqs S pduRieq3. subindex
Pril_MizcSpduReqs SpduReq3.datalen...
Pril_MizcSpduReqs SpduReq3.data
Pril_MizcSpduReqs SpduReqd
Pril_MizcSpduReqs SpduFieqd. byteSwap
Prtl_MizcSpduReqs SpduRegd. rdwType
Pril_MizcSpduReqs Spdufieqd.index
Pril1_MizcSpduReqs SpduFieqd. subindes
Pril_MizcSpduReqs SpduFieqd. datalen...
Pril_MizcSpduReqs. SpduRegd. data
Pril_MizcSpduReqs SpduReqs
Fril_MizcSpduReqs SpduFieqs. byteSwap
Pril_MizcSpduReqs SpduReqs.rdwiTpe
Prtl_MizcSpduReqs SpduRieqs.index
Fril_MizcSpduReqs S pduFieqs. subindex
Pril1_MizcSpduReqs SpduFieqh.datalen...
Pril_MizcSpduReqs. SpduRegh.data
Prtl_MizcSpduReqs SpduRieqs
Prtl_MizcSpduReqs SpduReqb. byteSwap
Pril_MizcSpduReqs SpduReqb.rdwiType
Pril_MizcSpduReqs. S pduFieqb.index
Prtl_MizcSpduReqs SpduRieqb. subindex
Pril_MizcSpduReqs SpduFieqb.datalen...
Pril_MizcSpduReqs SpduFiegh.data

+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+

+
+
+
+
+
+
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Hex
Hex
Decimal
Decimal
Decimal
Hex

Hex
Hex
Decimal
Decimal
Decimal
Hex

Hex
Hex
Decimal
Decimal
Decimal
Hex

Hex
Hex
Decimal
Decimal
Decimal
Hex

Hex
Hex
Decimal
Decimal
Decimal
Hex

Hex
Hex
Decimal
Decimal
Decimal
Hex

FegMizcSizedSpd...
Feql BByteSpdul...

SINT
SINT
INT

INT

INT
SINT[1E]

Fegb4ByteSpdul...

SINT
SINT
INT

INT

INT
SINT[E4]

Feq32ByteSpduD...

SINT
SINT
INT

INT

INT
SINT[32]

FeqlBByteSpdul...

SINT
SINT
INT

INT

INT
SINT[1E]

FegdButeSpdula...

SINT
SINT
INT

INT

INT
SINT[4]

FeqBButeSpdula...

SINT
SINT
INT

INT

INT
SINT[E]
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14.7.4. PrtN_MiscISDUResp

This tag contains the response to the ISDU request. It must be of the same size and structure as the request
structure.

—-Pritl_MiscSpduResps I e FespMizcSizedSp...

— Pitl_MizcSpduResps.SpduFeql | (sl el FiesplBByteSpdu...

+Pitl_MizcSpduRiesps. SpduReqgl . rezpSt... | 16#00. Hex SIMT

+! Pitl_MizcSpduResps. SpduRegl idwiT .. la#00 Hex SIMT

+| Pitl_MizcSpduResps. SpduRieql.index [ D. Decimal IMNT

+ F'rt‘l_MiscSpduHesps.SpduHeq‘l.subindex. D. Decimal IMT

+ F'r.t‘l_MiscSpduHesps.SpduHeq‘l.dataLe.... D. Drecimal IMNT

+ Pitl_MiscSpduResps SpduRieql. data | Tt {oe.} Hex SINT[1E]
+-Pitl_MizcSpduResps. SpduReq? I e FespB4ByteSpdu...
+ Pritl_MizcSpduResps. SpduReqs (s el Fesp32ByteSpdu...
+-Pitl_MizcSpduResps. SpduReqd Lt ot T .Hesp‘l EBpteSpdu...
+-Pitl_MizcSpduResps. SpduReqs (gl ety FegdButeSpdula...
+-Pitl_MizcSpduRespz. SpduReqb el AR .HeqSByteSpduDa...

14.7.5. Using Other ISDU Request/Response Command Formats

Other ISDU request/response formats may be used instead of the default request command set. The following
steps demonstrate how to change the ISDU request/response formats:

1. If one ISDU request/response is required, create a new request and response tag with any of the defined
ISDU User Defined structures. The one requirement is that the request and response formats must be the
same. For example, if a 16 byte nested format is use for the request, then a 16 byte nested response
structure must be used.

2. If multiple ISDU requests of the same nested lengths are required, created request and response arrays of
the same User Defined format.

3. If multiple ISDU requests of different nested lengths are required, create new User Defined Data Structures
for the request and response containing user defined command structures. Then create tags using the new
user Defined data structures. You may also want to modify the ReqMiscSizedISDUCmds and
RespMiscSizedISDUCmds User Defined data structures.

4. Modify the appropriate MSG instruction

Settings: Message Configuration, - Prt1_SendBlkeSpduReqgMsg
a. Change the Source Element to that of Canfiguration l Eommunication] Tag ]
the new ISDU request tag. —
Mezzage Tupe: CIF Generic
b. Change the Source Length to that of the
new Source Element. That information is ?:Qg_ce [ Custom =]  SouceElement:  [Pi_MiscSpduRieds |
often displayed on the User Defined k Soucelengh  [1g8 =] [Butes)
Structure definition pane. Sewdes [ (Hed Olsss [74 () poginaiion [P asspaem <]
c. Change the Destination to that of the lostahoeg) 1 alibeic)l  [Rlcd New Tag..

new response tag.

3 Enable ) Enable Waiting & Start 3 Done Done Length: 0
& Error Code: Extended Error Code: [ Timed Out®
Error Path:
Error Test:
0k | Cancel Help
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15. SLC/PLC-5/MicroLogix Interface

The 10-Link Master provides support for the SLC, PLC-5 and MicroLogix PLCs. The following features are
supported:

Rx PDI data, both Polling and Write-to-File modes.

Tx PDO data, both PLC-Writes and Read-From-File modes.

PCCC based messages transferred by means of the PCCC CIP object, including:
- SLC Typed Read Message

- SLC Typed Write Message

- PLC-5Typed Read Message (Logical ASCII address format)

- PLC-5Typed Write Message (Logical ASCII address format)

Receive, transmit and statistics data.

Standard PLC-5/SLC file naming conventions.

Controlled message rate to the PLC when operating in the Write-to-File receive method. This is
accomplished by setting the Maximum PLC Update Rate.

The primary differences between the PLC-5/SLC interface and the ControlLogix interfaces are:

Since the PLC-5 and SLC PLCs operate on a file memory system, the PLC-5/SLC interface provides Write-
to-File and Read-from-File communication methods in place of Write-to-Tag and Read-from-Tag
communication methods. The Write-to-File methods operate in a very similar manner to the Write-to-Tag
method available for the ControlLogix family of PLCs.

Polling is performed through the PLC-5/SLC specific messages instead of accessing the Serial Port Data
Transfer object.

When configuring the 10-Link Master to operate in Write-to-File or Read-from-File, enter the file name
starting with an N (i.e. N10:0).

Note: While ControlLogix PLCs support the SLC and PLC-5 messages, using those messages on
ControlLogix PLCs is not recommended due to data size and performance considerations.

15.1. Requirements

Your PLC-5/SLC/MicroLogix PLC must support:
MultipHop
ControlLogix devices
EtherNet/IP
The following tables list PLCs that support EtherNet/IP and the required firmware version for each PLC.

Note: Older versions of the PLC firmware may or may not provide EtherNet/IP functionality. You must verify
that an older version of the PLC firmware provides EtherNet/IP functionality before you can use it with
10-Link Master.

If you need to update your PLC firmware, contact your Rockwell distributor.

2019-07
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15.2. PLC-5 and SLC 5/05 PLC Requirements

The following PLCs support Ethernet/IP.

15.2.1. SLC 5/05

Models Catalog Numbers Required Firmware Version for Ethernet/IP
1747-L551 1747- Series A: FRN 5 or later
SLC 5/05
L552 1747-L553 Series C: FRN 3 or later

Reference: SLC 500 Instruction Set, Appendix A Firmware History, Rockwell Publication 1747-RM001D-EN-P.

15.2.2. PLC-5

Models

Catalog Numbers

Required Firmware Version for Ethernet/IP

Ethernet PLC-5

1785-L20E 1785-
L40E 1785-L80E

Base Ethernet/IP functionality:
Series C: Revision N and later
Series D: Revision E and later
Series E: Revision D and later

Full Ethernet/IP Compliance:
Series C: Revision R and later
Series D: Revision H and later
Series E: Revision G and later

Enhanced PLC-5
Attached to
Ethernet Module

1785-L11B 1785-
L20B 1785-L30B
1785-L40B 1785-
L40L 1785-L60B

1785-L60L 1785-
L80B

Series B: Revision N.1 or later
Series C: Revision N or later
Series D: Revision E or later
Series E: Revision D or later

ControlNet PLC-5
Attached to
Ethernet Module

1785-L20C15
1785-L40C15
1785-L60C15
1785-L80C15

Series C: Revision N or later
Series D: Revision E or later
Series E: Revision D or later
All revisions

Ethernet Module

1785-Enet

Series B:
Base Ethernet/IP functionality: All Revisions
Full Ethernet/IP Compliance: Revision D and later

References:
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Enhanced & Ethernet PLC-5 Series and Enhancement History, Rockwell Publication G19099
ControlNet Processor Phase, Series, and Enhancement History, Rockwell Publication G19102

PLC-5 Programmable Controllers System Selection Guide, Rockwell Publication 1785-SG001A-EN-P
Ethernet Interface Module Series B, Revision D Product Release Notes, Rockwell Publication 1785-

RN191E-EN-P

Note: Older versions of firmware may or may not provide Ethernet/IP functionality.

15.3. PLC-5 and SLC Messages

The following PCCC messages are supported for the PLC-5 and SLC 5/05 PLCs.

Message PCCC n . . . .
Type Message ID Maximum Message Size Maximum Serial Packet Size
CLX: 242 SINTs (121 INTs) CLX: 238 SINTs (119 INTs)
oLC Typed 162 SLC: 206 SINTs (103 INTs) SLC: 202 SINTs (101 INTs)
PLC-5:240 SINTs (120 INTs) | PLC-5: 236 SINTs (118 INTs)
CLX: 220 SINTs (110 INTs) 216 SINTs (108 INTs)
s Typed 170 SLC: 206 SINTs (103 INTs) SLC: 202 SINTs (101 INTs)
PLC-5:238 SINTs (119 INTs) | PLC-5:234 SINTs (117 INTs)
CLX: 234 SINTs (117 INTs) 230 SINTs (115 INTs)
PLo-STyped | 404 SLC: 252 SINTs (126 INTs) SLC: 248 SINTs (124 INTs)
PLC-5:238 SINTs (119 INTs) | PLC-5:234 SINTs (117 INTs)
CLX: 226 SINTs (113 INTs) CLX: 222 SINTs (111 INTs)
feC-aTyped | 403 SLC: 226 SINTs (113 INTs) SLC: 222 SINTs (111 INTs)
PLC-5:224 SINTs (112 INTs) | PLC-5: 220 SINTs (110 INTs)
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The Receive Port Information is provided in one continuous file. The following file addresses are used to retrieve
the various parameters.

10-Link 10-Link 10-Link 10-Link
Port 1 Port 2 Port 3 Port 4 Access Length
Configurable per port
PDI Data Block N10:0 N20:0 N30:0 N40:0 Read-OnIy Note: See below for
details.
. Configurable per port
Receive PDO . . . .
Data Block N11:0 N21:0 N31:0 N41:0 Read-Only | Note: See be/ow for
details.

. Configurable per port
TransmitPDO | Nyo0 | N22:0 [ N32:0 [ N42:0 | Write-Only | Note: See below for
Data Block . :

details.
Receive ISDU . . . . .
Response N13:0 N23:0 N33:0 N43:0 Read-Only | 4 INTs to Max Msg Size
Transmit ISDU . . . . . .
Request N14:0 N24:0 N34:0 N44:0 Write-Only | 4 INTs to Max Msg Size
, , 464 Bytes
Port Information Block (Continuous Block)
(232 INTs)
64 Chars
Vendor Name N15:0 N25:0 N35:0 N45:0 Read
(32 INTs)
64 Chars
Vendor Text N15:32 N25:32 N35:32 N45:32 Read
(32 INTs)
64 Chars
Product Name N15:64 N25:64 N35:64 N45:64 Read
(32 INTs)
64 Chars
Product ID N15:96 N25:96 N35:96 N45:96 Read
(32 INTs)
64 Chars
Product Text N15:128 | N25:128 N35:128 N45:128 Read
(32 INTs)
. 16 Chars
Serial Number N15:160 | N25:160 | N35:160 | N45:160 Read
(8 INTs)
Hardware . . : : 64 Chars
Revision N15:168 N25:168 N35:168 N45:168 Read (32 INTs)
Firmware . ) ) . 64 Chars
Revision N15:200 | N25:200 | N35:200 | N45:200 Read (32 INTS)
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This table provides information for 8-port models.

10-Link 10-Link 10-Link 10-Link
Port 5 Port 6 Port 7 Port 8 Access Length
PDI Data Configurable per port
Block N50:0 N60:0 N70:0 N80:0 Read-Only | Note: See below for
details.
. Configurable per port
Receive PDO . . . .
details.
Transmit PDO Configurable per port
Data Block N52:0 N62:0 N72:0 N82:0 Write-Only | Noter See below for
details.
Receive ISDU . . . . :
Response N53:0 N63:0 N73:0 N83:0 Read-Only | 4 INTs to Max Msg Size
HansmitiSDU | Ns4.0 | Ne4:0 | N740 | N840 | Write-Only | 4INTs to Max Msg Size
quest
, , 464 Bytes
Port Information Block (Continuous Block)
(232 INTs)
64 Chars
Vendor Name N55:0 N65:0 N75:0 N85:0 Read
(32 INTs)
64 Chars
Vendor Text N55:32 N65:32 N75:32 N85:32 Read
(32 INTs)
64 Chars
Product Name | N55:64 N65:64 N75:64 N85:64 Read
(32 INTs)
64 Chars
Product ID N55:96 N65:96 N75:96 N85:96 Read
(32 INTs)
64 Chars
Product Text N55:128 | N65:128 | N75:128 | N85:128 Read
(32 INTs)
. 16 Chars
Serial Number | N55:160 | N65:160 | N75:160 | N85:160 Read
(8 INTs)
Hardware . . . : 64 Chars
Revision N55:168 | N65:168 | N75:168 | N85:168 Read (32 INTs)
Firmware . . . ) 64 Chars
Revision N55:200 | N65:200 | N75:200 | N85:200 Read (32 INTs)
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15.4. Process Data (PDI and PDO) Access via PCCC Messages

The process data has been grouped together in order to minimize the number of PCCC messages required to
interface to the IO-Link Master. The PDI and PDO data for multiple ports can be received or transmitted by one

message.
Controller Controller Controller Controller

File Port 1 Access Port 2 Access Port 3 Access Port 4 Access

et Read Write Read Write Read Write Read Write

(Input) | (Output) | (Input) | (Output) | (Input) | (Output) | (Input) | (Output)
N10:0
(Port 1)
N20:0
(Port 2)
N30:0
(ﬁepau(:) (Port 3)
e [N400
(Port 4)
(Ports 5-8 |N50:0
Sugpn;‘r,ted (Port 5)
Shoicey N0
(Port 6)
N70:0
(Port 7)
N80:0
(Port 8)

2019-07
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File
Number

Controller
Port 1 Access

Controller
Port 2 Access

Controller
Port 3 Access

Controller
Port 4 Access

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

N21:0
(Port 2)

N31:0
(Port 3)

N41:0
(Port 4)

N51:0
(Port 5)

N61:0
(Port 6)

N71:0
(Port 7)

N81:0
(Port 8)

File
Number

Controller
Port 1 Access

Controller
Port 2 Access

Controller
Port 3 Access

Controller
Port 4 Access

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Read
(Input)

Write
(Output)

Write
(Output)
Process

Data Output

(Ports 5-8
Only
Supported
on 8-Port
Models)

N12:0
(Port 1)

N22:0
(Port 2)

N32:0
(Port 3)

N42:0
(Port 4)

N52:0
(Port 5)

N62:0
(Port 6)

N72:0
(Port 7)

N82:0
(Port 8)

PCCC Read/Write Access where:
All PDI data can be read with one PCCC read message.
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All PDO data can be read with one PCCC read message.
All PDO data can be written with one PCCC write message.
Controller Read access:

- The PDI data from one or more ports may be read with one message. (That is, if addressing Port 1,
N10:0, ports one to four may be read in one message.)

- The PDO data from one or more ports may be read with one message. (That is, if addressing Port 1,
N11:0, ports one to four may be read in one message.)

- Partial PDI and PDO data reads are allowed.

- The length of the Read message can range from 1 to the total, configured PDI or PDO length for all
ports starting at the addressed port.

Controller Write (Output) access:

- Only PDO data may be written.

- The PDO data for one or more ports may be written with one message.
- Partial PDO data writes are not allowed.

- The length of the Write message must be equal to the total of the configured PDO lengths for all ports to
be written. The one exception is that the data length of the last port to be written must be equal to or
greater than the device PDO length for that port.
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16. EDS Files

This chapter discusses the following topics:
Downloading the Files
Configuring RSLinx
Adding EDS Files to Rockwell Software on Page 215

Note: The AOQI files and documentation (bundled with the files) can be downloaded from the Pepperi+Fuchs
web site.

16.1. Overview

You do not need to add the 10-Link Master to Rockwell software for normal IO-Link Master-to-PLC
communications. However, you can easily add the 10-Link Master and its associated Electronic Data Sheet
(EDS) files to Rockwell software.

The files named ICE_*.ico are icon files and files named ICE_dd_NNNN-x.xx.eds are ODVA electronic data
sheet files where:

dd is the model name
NNNN is the product ID number
X.xx is the version number

16.2. Downloading the Files

You can download the EDS files provided for the IO-Link Master from the Pepperl+Fuchs web site at: https://
www.pepperl-fuchs.com.

16.3. Configuring RSLinx

You can use these steps to add the I0-Link Master to RSLinx.
1. Open RSLinx.
2. Ifthere is not an EtherNet/IP driver configured, use these steps:
a. Under Communications, select Configure Drivers.
b. Under Available Drivers, select EtherNet/IP Driver.
c. Select Add New.
d. Use the default driver name or type your own driver name and click OK to continue.
3. Select the adapter of the network card used to communicate with the IO-Link Master and click Ok.
4. Select RSWho to verify that RSLinx can communicate with the IO-Link Master.

Note: A yellow question mark appears by the I0-Link Master(s) in the RSWho window when the associated
EDS file(s) are not installed.
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16.4. Adding EDS Files to Rockwell Software

You can use this procedure to add the EDS files to Rockwell software.

1. Open the EDS Hardware Installation Tool. (Select Start > All Programs > Rockwell Software > RSLinx
Tools.)

Click Add.

Click Register a directory of EDS files.

Browse to the directory where you unzipped the files and click Next to continue.

Verify that there is a green check beside each EDS file name and select Next to continue.
Click Finish to exit.

o0~ 0D

If RSLinx does not display the device after adding IO-Link Master and the EDS files to RSLinx, perform the
following procedure:

1. Select File > Exit and Shutdown to exit and shutdown RSLinx.
2. Remove the following files from your hard drive:

\Program Files\Rockwell Software\RSCOMMON\Harmony.hrc
\Program Files\Rockwell Software\RSCOMMON\Harmony.rsh

3. Restart RSLinx. The 10-Link Master or 10-Link Masters should now appear with the associated icon or
icons.
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17. Modbus/TCP Interface

The 10-Link Master provides a slave-mode Modbus/TCP interface that provides:

° Read access to the Process Data Input (PDI) and Process Data Output (PDO) data blocks for each 10-Link
port

°  Write access to the PDO data block for each I0-Link port

*  Write access to send ISDU requests to each |O-Link port

* Read access to ISDU responses from each IO-Link port

* Read access to the Port Information Block for each 10-Link port

10-Link
Master

Ethernet Netwark J ‘

10-Link

Modbus/TCP | Modbus/TCP # Modbus/TCP oA I Devices
Master(s) ‘ - e w1|—+
Il
OPC: Server ID-Link
-
E Modbus/TCP to 10-Link
HMI/SCADA

The Modbus interface is disabled by default. To enable Modbus/TCP:
1. Click Configuration | Modbus/TCP.
2. Click the EDIT button in the Modbus/TCP Configuration table.

2019-07
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3. Select enable in the Modbus Enable drop box.
Note: |0-Link Master supports up to 64 Modbus/TCP connections.

QO'I\_.‘ITROL Home Diagnostics [elE 8 Advanced Attached Devices Support Logout EN

I0-LINK ETHERNET/IP | MODBUS/TCP | OPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Modbus/TCP Settings

MODBUS/TCP PORT CONFIG B PORT1 B PORT 2 B PORT3 B PORT 4 B PORTS B PORT6 B PORT7 B PORTS8

EDIT EDIT EDIT EDIT EDIT EDIT EDIT EDIT

ISDU Data Settings:
1SDU Response Timeout (1 - 10000) 20 sec 20 sec 20 sec 20 sec 20 sec 20 sec 20 sec 20 sec

Process Data Settings:

FDI Data Block Size (To PLC) 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes

FDI Byte-Swap Method no byte-swap  no byte-swap no byte-swap = no byte-swap | no byte-swap | no byte-swap no byte-swap | no byte-swap
PDO Data Block Size (From PLC) 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes
PDO Byte-Swap Method no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap
Append PDO to PDI Data false false false false false false false false

Clear Event Code In PDO Block false false false false false false false false

Clear Event Code After Hold Time true true true true true true true true

Active Event Hold Time (1 - 65535) 1000 1000 1000 1000 1000 1000 1000 1000

Event Hold Time Units ms ms ms ms ms ms ms ms

Clear Event Hold Time (1 - 65535) 500 500 500 500 500 500 500 500

Event Clear Time Units ms ms ms ms ms ms ms ms

Transfer Mode Settings:

Slave Mode Device ID (1 - 247) i | 1 1 1 1 1 b | al
FDI Receive Mode(s) (To PLC) Slave Slave Slave Slave Slave Slave Slave Slave
FDO Transmit Mode(s) (From FLC) Slave Slave Slave Slave Slave Slave Slave Slave

MODBUS/TCP CONFIGURATION CANCEL SAVE

Modbus Enable @— y

Welcome Admin © Pepperl+Fuchs Comtrol, Inc.

4. Click the SAVE button.

Refer to Functionality Descriptions on Page 127 for detailed information about process data block descriptions,
event handing, and ISDU handling.

Input Process Data Block-8 Bit Data Format (EtherNet/IP) on Page 130

Input Process Data Block-32 Bit Data Format (EtherNet/IP) on Page 131

Output Process Data Block-8 Bit (SINT) Data Format (EtherNet/IP) on Page 131
Output Process Data Block-32 Bit (DINT) Data Format (EtherNet/IP) on Page 133
Event Handling on Page 134

ISDU Handling on Page 139
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17.1. Modbus Function Codes

This table shows the supported Modbus function codes.

Message Type Function Code Maximum Message Size
Read Holding Registers 3 250 Bytes (125 Words)
Write Single Register 6 2 bytes (1 Word)
Write Multiple Registers 16 (10 hex) 246 Bytes (123 Words)
Read/Write Holding Registers 23 (17 hex) Write: 242 bytes (121 Words
Read: 246 bytes (123 Words)

17.2. Modbus Address Definitions

The address definitions for the Modbus/TCP interface are shown in the following tables.

10-Link Port 1 10-Link Port 2 10-Link Port 3 I0-Link Port4 | Access Length

Multiple
Port PDI 999 (Base 0) 1999 (Base 0) 2999 (Base 0) 3999 (Base 0) Read- Configurable
glaotgk(s) 1000 (Base 1) 2000 (Base 1) 3000 (Base 1) 4000 (Base 1) Only per port (s)
Port
Specific 1000 (Base 0) 2000 (Base 0) 3000 (Base O) 4000 (Base 0) Read- Conf|gurab|e
EPI Eata 1001 (Base 1) 2001 (Base 1) 3001 (Base 1) 4001 (Base 1) Only per port

oC
Multiple
Port PDO | 1049 (Base 0) 2049 (Base 0) 3049 (Base 0) 4049 (Base 0) Read/ Configurable
EB)Iatak( ) 1050 (Base 1) 2050 (Base 1) 3050 (Base 1) 4050 (Base 1) Write per port(s)

OCK(S
Port
Specific 1050 (Base 0) 2050 (Base 0) 3050 (Base 0) 4050 (Base 0) Read/ Conf|gurab|e
E%ngata 1051 (Base 1) 2051 (Base 1) 3051 (Base 1) 4051 (Base 1) Write per port
IF;essi"e 1100 (Base 0) | 2100 (Base 0) | 3100 (Base 0) | 4100 (Base0) | Read- | 410125
Response 1101 (Base 1) 2101 (Base 1) 3101 (Base 1) 4101 (Base 1) Only Words
ITSr%nSmit 1300 (Base 0) 2300 (Base 0) 3300 (Base 0) 4300 (Base 0) Write- | 410123
Request | 1301 (Base1) 2301 (Base 1) 3301 (Base 1) 4301 (Base 1) Only Words
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10-Link Port 1 10-Link Port 2 10-Link Port 3 I0-Link Port4 | Access Length
Port Information Block (Continuous Block) 232 Words
Vendor 1500 (Base 0) 2500 (Base 0) 3500 (Base 0) 4500 (Base 0) Read- 64 Chars
Name 1501 (Base 1) 2501 (Base 1) 3501 (Base 1) 4501 (Base 1) Only 32 Words
Vendor 1532 (Base 0) 2532 (Base 0) 3532 (Base 0) 4532 (Base 0) Read- 64 Chars
Text 1533 (Base 1) 2533 (Base 1) 3533 (Base 1) 4533 (Base 1) Only 32 Words
Product 1564 (Base 0) 2564 (Base 0) 3564 (Base 0) 4564 (Base 0) Read- 64 Chars
Name 1565 (Base 1) 2565 (Base 1) 3565 (Base 1) 4565 (Base 1) Only 32 Words
Product Id 1596 (Base 0) 2596 (Base 0) 3596 (Base 0) 4596 (Base 0) Read- 64 Chars
1597 (Base 1) 2597 (Base 1) 3597 (Base 1) 4597 (Base 1) Only 32 Words
Product 1628 (Base 0) 2628 (Base 0) 3628 (Base 0) 4628 (Base 0) Read- 64 Chars
Text 1629 (Base 1) 2629 (Base 1) 3629 (Base 1) 4629 (Base 1) Only 32 Words
Serial 1660 (Base 0) 2660 (Base 0) 3660 (Base 0) 4660 (Base 0) Read- 16 Chars
Number 1661 (Base 1) 2661 (Base 1) 3661 (Base 1) 4661 (Base 1) Only 8 Words
Hardware | 1668 (Base 0) 2668 (Base 0) 3668 (Base 0) 4668 (Base 0) Read- 64 Chars
Revision | 1669 (Base 1) 2669 (Base 1) 3669 (Base 1) 4669 (Base 1) Only 32 Words
Firmware | 1700 (Base 0) 2700 (Base 0) 3700 (Base 0) 4700 (Base 0) Read- 64 Chars
Revision | 1701 (Base1) | 2701 (Base 1) 3701 (Base 1) 4701 (Base 1) | Only 32 Words
BS\I/ice 1732 (Base 0) 2732 (Base 0) 3732 (Base 0) 4732 (Base 0) Read- | 4 word
Length 1733 (Base 1) 2733 (Base 1) 3733 (Base 1) 4733 (Base 1) Only
Bg\gce 1733 (Base 0) 2733 (Base 0) 3733 (Base 0) 4733 (Base 0) Read- | 4 \ord
Length 1734 (Base 1) 2734 (Base 1) 3734 (Base 1) 4734 (Base 1) Only
10-Link Port 5 | 10-Link Port6 | I0-Link Port7 | 10-Link Port8 | Access Length
Multiple
Port PDI 4999 (Base 0) | 5999 (Base 0) 6999 (Base 0) 7999 (Base 0) Read- Configurable
glaotgk(s) 5000 (Base 1) | 6000 (Base 1) | 7000 (Base 1) | 8000 (Base 1) | Only per port (s)
Port
Specific 5000 (Base 0) 6000 (Base 0) 7000 (Base 0) 8000 (Base 0) Read- Configurable
EPI Eata 5001 (Base 1) | 6001 (Base 1) | 7001 (Base 1) | 8001 (Base 1) | Only per port
oC
Multiple
Port PDO 5049 (Base 0) 6049 (Base 0) 7049 (Base 0) 8049 (Base 0) Read/ Configurable
Blatak( | 5050 (Base 1) | 6050 (Base 1) | 7050 (Base 1) | 8050 (Base 1) | Write per port(s)
OCK(S
Port
Specific 5050 (Base O) 6050 (Base 0) 7050 (Base 0) 8050 (Base 0) Read/ Conf|gurab|e
EPOkData 5051 (Base 1) | 6051 (Base 1) | 7051 (Base1) | 8051 (Base1) | Write per port
oC
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10-Link Port 5 | 10-Link Port 6 | 10-Link Port 7 | 10-Link Port8 | Access Length
:?Sessi"e 5100 (Base 0) | 6100 (Base0) | 7100 (Base0) | 8100(BaseO) | Read- | . 125 Words
Response 5101 (Base 1) | 6101 (Base1) | 7101 (Base1) | 8101 (Base1) | Only
Transmit 5300 (Base 0) | 6300 (Base0) | 7300 (Base 0) | 8300 (Base 0 ite-
ISDU (Base 0) (Base 0) (Base 0) (Base 0) Wiite- | 410 123 Words
Request 5301 (Base 1) 6301 (Base 1) 7301 (Base 1) 8301 (Base 1) Only
Port Information Block (Continuous Block) 232 Words
Vendor 5500 (Base 0) 6500 (Base 0) 7500 (Base 0) 8500 (Base 0) Read- 64 Chars
Name 5501 (Base 1) | 6501 (Base 1) | 7501 (Base 1) | 8501 (Base 1) | Only 32 Words
Vendor Text 5532 (Base 0) 6532 (Base 0) 7532 (Base 0) 8532 (Base 0) Read- 64 Chars

5533 (Base 1) 6533 (Base 1) 7533 (Base 1) 8533 (Base 1) Only 32 Words
Product 5564 (Base 0) 6564 (Base 0) 7564 (Base 0) 8564 (Base 0) Read- 64 Chars
Name 5565 (Base 1) | 6565 (Base 1) | 7565 (Base 1) | 8565 (Base 1) | Only 32 Words
Product Id 5596 (Base 0) 6596 (Base 0) 7596 (Base 0) 8596 (Base 0) Read- 64 Chars

5597 (Base 1) | 6597 (Base 1) | 7597 (Base 1) | 8597 (Base 1) | Only 32 Words
Product 5628 (Base 0) 6628 (Base 0) 7628 (Base 0) 8628 (Base 0) Read- 64 Chars
Text 5629 (Base 1) 6629 (Base 1) 7629 (Base 1) 8629 (Base 1) Only 32 Words
Serial 5660 (Base 0) 6660 (Base 0) 7660 (Base 0) 8660 (Base 0) Read- 16 Chars
Number 5661 (Base 1) | 6661 (Base1) | 7661 (Base 1) | 8661 (Base 1) | Only 8 Words
Hardware 5668 (Base 0) 6668 (Base 0) 7668 (Base 0) 8668 (Base 0) Read- 64 Chars
Revision 5669 (Base 1) | 6669 (Base 1) | 7669 (Base 1) | 8669 (Base 1) | Only 32 Words
Firmware 5700 (Base 0) 6700 (Base 0) 7700 (Base 0) 8700 (Base 0) Read- 64 Chars
Revision 5701 (Base 1) | 6701 (Base 1) | 7701 (Base1) | 8701 (Base1) | Only 32 Words
Device PDI | 5732 (Base 0) 6732 (Base 0) 7732 (Base 0) 8732 (Base 0) Read- 1 Word
Length 5733 (Base 1) | 6733 (Base1) | 7733 (Base1) | 8733 (Base1) | Only
Bg\gce 5733 (Base 0) | 6733 (Base0) | 7733 (Base0) | 8733(Base0) | Read | 4 \yorg
Length 5734 (Base 1) 6734 (Base 1) 7734 (Base 1) 8734 (Base 1) Only
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17.3. Multiple Port Process Data (PDI/PDO) Access via Modbus/TCP

The process data has been grouped together in order to minimize the number of Modbus messages required to
interface to the 10-Link master. The PDI and PDO data for multiple ports can be received or transmitted by one

message.
Modbus Controller Controller Controller Controller
Holding Port 1 Access Port 2 Access Port 3 Access Port 4 Access
Register
Address Read Write Read Write Read Write Read Write
(Base 1) | (lnput) | (Output) | (Input) | (Output) | (Input) | (Output) | (Input) | (Output)
1000
(Port 1)
Read 2000
(Input) (Port 2)
Process
Data 3000
Input (Port 3)
4000
(Port 4)
1050
(Port 1)
Read 2050
(Input) (Port 2)
Process
Data 3050
Output (Port 3)
4050
(Port 4)
1050
(Port 1)
Write | 2050
(Output) | (Port2)
Process
Data 3050
Output (Port 3)
4050
(Port 4)
221
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Modbus Controller Controller Controller Controller
Holding Port 5 Access Port 6 Access Port 7Access Port 8 Access
Register
Address Read Write Read Write Read Write Read Write
(Base 1) | (Input) | (Output) | (Input) | (Output) | (Input) | (Output) | (Input) | (Output)
5000
(Port 5)
Read 6000
(Input) (Port 6)
Process
Data 7000
Input (Port 7)
8000
(Port 8)
5050
(Port 5)
Read 6050
(Input) (Port 6)
Process
Data 7050
Output | byt 7
8050
(Port 8)
5050
(Port 5)
write | 8050
(Output) | (Port6)
Process
Data 7050
Output (Port 7)
8050
(Port 8)

To receive and transmit process data for eight ports, it may be necessary to adjust the size of the PDI/PDO data

blocks.

Modbus Read/Write Access where:
All PDI data can be read with one Modbus Read Holding Registers message.
All PDO data can be read with one Modbus Read Holding Registers read message.
All PDO data can be written with one Modbus Write Holding Registers message.
Controller Read access:

- The PDI data from one or more ports may be read with one message. (i.e.: If addressing port 1, at
address 1000, ports one to four may be read in one message.)
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- The PDO data from one or more ports may be read with one message. (i.e.: If addressing port 1, at
address 1050, ports one to four may be read in one message.)

- Partial PDI and PDO data reads are allowed.

- The length of the Read message can range from 1 to the total, configured PDI or PDO length for all
ports starting at the addressed port.

*  Controller Write (Output) access:
- Only PDO data may be written.
- The PDO data for one or more ports may be written with one Write Holding Registers message.
- Partial PDO data writes are not allowed.

- The length of the Write message must be equal to the total of the configured PDO lengths for all ports to
be written. The one exception is that the data length of the last port to be written must be equal to or
greater than the device PDO length for that port.
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18. Troubleshooting

This chapter provides the following information:
Troubleshooting
10-Link Master LEDs on Page 225
Using Log Files on Page 229

18.1. Troubleshooting

Before contacting Technical Support, you may want to try the following:
Check to make sure LEDs are not reporting an issue using /O-Link Master LEDs on Page 225.

Verify that the network IP address, subnet mask, and gateway are correct and appropriate for the network.
Make sure that the IP address programmed into the 10-Link Master matches the unique reserved IP
configured address assigned by the system administrator.

- If using DHCP, the host system needs to provide the subnet mask. The gateway is optional and is not
required for a purely local network.

- Remember that if the rotary switches on the ICE2-8I0L-G65L-V 1D are set to a non-default position, the
rotary switches override the lower 3 digits (8 bits) of the static IP address configured in the Network

page.
- Verify that the Ethernet hub and any other network devices between the system and the 10-Link Master
are powered up and operating.

Verify that you are using the correct types of cables on the correct connectors and that all cables are
connected securely.

Disconnect and re-connect the 10O-Link device, or optionally, use the Configuration | IO-Link page to Reset
the port, and then set the Port Mode back to IOLink.

Reboot or power cycle the 10-Link Master. Use the Advanced | Software page to reboot the IO-Link Master.

Verify that the Port Mode matches the device, for example: IO-Link, Digital In, Digital Out, or Reset (port is
disabled).

If you are receiving an error that indicates a hardware fault, check the Configuration | IO-Link page for the
port experiencing the fault.

- Check the settings for the Automatic Upload Enable and Automatic Download Enable options. If the
Vendor ID or Device ID of the attached device does not match, a hardware fault is generated.

- Make sure if the port contains data storage that the Vendor ID and Device ID match the device attached
to the port. If it does not, CLEAR the data storage or move the device to another port.

- Check the Device Validation and Data Validation settings. If the attached device does not meet these
settings, a hardware fault is issued.

Open the 10-Link Master web interface and review the following pages to see if you can locate a problem:
- IO-Link Diagnostics

- EtherNet/IP Diagnostics

- Modbus/TCP Diagnostics

- OPC UA Diagnostics

If you have a spare 10-Link Master, try replacing the 10-Link Master.
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18.2. 10-Link Master LEDs

The following tables provide LED descriptions.
ICE2-8I0L-G65L-V1D LEDs on Page 225
ICE2-8I0L-K45P-RJ45 LEDs on Page 227
ICE2-8I0L-K455-RJ45 LEDs on Page 228

18.2.1. ICE2-8I10L-G65L-V1D LEDs

The ICE2-8I0L-G65L-V1D (8-port IP67 model with an L-coded power connector) provides these LEDs.

LED Activity During Power On Sequence - ICE2-8I0L-G65L-V1D

The US LED lights.
The ETH1/ETH2 LED lights on the connected port.
The MOD and NET LEDs are lit.

The IO-Link LEDs flash (if no 10-Link device attached) or are lit if an |O-
Link device is attached.

The MOD LED is solid green, the 10-Link Master is ready for operation.

Hwnp =

ICE2-8I0L-G65L-V1D LEDs

us

The US LED provides the following information:
Green solid = The 10-Link Master is powered.
Red solid = Power input voltage below 18VDC.

UA

The UA LED provides the following information:
Green solid = The 10-Link Master is powered.
Red solid = Power input voltage below 18VDC.

MOD

(Module
Status)

The MOD LED provides the following information:
Off = No module status
Green and red flashing = Self-test
Green flashing = Standby — not configured
Green solid = Operational

Red flashing = Minor recoverable fault - check the EtherNet/IP Diagnostics page
to locate the issue

Red solid = Major unrecoverable fault

I PEPPERL+FUCHS

225



2019-07

ICE2-8I0L-G65L-V1D LEDs (Continued)

NET
(Network)

The NET LED provides the following information:

Off =No IP address
Green and red flashing = Self-test

Green flashing = An IP address is configured, but no CIP connections are
established, and an Exclusive Owner connection has not timed out

Green solid= Active EtherNet/IP or Modbus connection and no EtherNet/IP
connection time-outs

Red flashing = One or more EtherNet/IP connection time-outs
Red solid = Duplicate IP address on network

This LED provides the following information about the 10-Link port.

Off = SIO mode - signal is low or disabled
Yellow = SIO mode - signal is high

Red flashing = Hardware fault - make sure that configured IO-Link settings on the
port do not conflict with the device that is attached:

- Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.

- Data Validation Mode is enabled but there is an error.

Red solid = PDI of the attached 10-Link device is invalid

Green solid = An 10-Link device is connected and communicating

Green flashing = Searching for 10-Link devices

The DI LED indicates digital input on DI (Pin 2).

Port 1-4 _ , ,
DI Off = DI signal is low or disconnected
Yellow = DI signal is high
The ETH1/ETH2 LEDs provide the following information:
ETH1/ETH2 Green solid = Link

Green flashing = Activity
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18.2.2. ICE2-810L-K45P-RJ45 LEDs

The ICE2-8I0L-K45P-RJ45 (8-port IP20 DIN rail model with pluggable, removable connectors) provides these
LEDs.

LED Activity During Power On Sequence - ICE2-8I0L-K45P-RJ45

1. The E/1/E2 LED lights on the connected port.
2. The MOD and NET LEDs are lit.

3. The IO-Link LEDs flash (if no 10-Link device attached) or are lit if an 10-Link
device is attached.

The MOD LED is solid green, the 10-Link Master is ready for operation.

ICE2-8I0L-K45P-RJ45 LEDs

The MOD LED provides the following information:
Off = No module status
Green and red flashing = Self-test

MOD N .
(Module Green flashing = Standby — not configured
Status) Green steady = Operational
Red flashing = Minor recoverable fault - check the EtherNet/IP Diagnostics page to
locate the issue
Red solid = Major unrecoverable fault
The NET LED provides the following information:
Off =No IP address
Green and red flashing = Self-test
NET ( Green flashing = An IP address is configured, but no CIP connections are established,
Network and an Exclusive Owner connection has not timed out
Status) Green solid = Active EtherNet/IP or Modbus connection and no EtherNet/IP connection
time-outs

Red flashing= One or more EtherNet/IP connection time-outs
Red solid = Duplicate IP address on network

This LED provides the following information about the IO-Link port.
Off = SIO mode - signal is low or disabled
Yellow = SIO mode - signal is high

Red flashing = Hardware fault - make sure that configured I0-Link settings on the port
do not conflict with the device that is attached:

Port 1-8 - Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.

- Data Validation Mode is enabled but there is an error.

Red solid = PDI of the attached 10-Link device is invalid

Green solid = An 1O-Link device is connected and communicating

Green flashing = Searching for |O-Link devices
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ICE2-8I0L-K45P-RJ45 LEDs (Continued)

Dual Ethernet
Ports

The Ethernet LEDs provide the following information:
Green solid = Link
Yellow solid = Activity

18.2.3. ICE2-810L-K45S-RJ45 LEDs

The ICE2-8I0L-K45S-RJ45 (8-port IP20 DIN rail model with pluggable, removable connectors) provides these

LEDs.

LED Activity During Power On Sequence - ICE2-810L-K45S-RJ45

The MOD LED is solid green, the 10-Link Master is ready for operation.

The E1/E2 LED lights on the connected port.
The MOD and NET LEDs are lit.

The IO-Link LEDs flash (if no 10-Link device attached) or are lit if an 10-Link
device is attached.

ICE2-8I0L-K45S-RJ45 LEDs

The MOD LED provides the following information:
Off = No module status
Green and red flashing = Self-test

MOD N .
(Module Green flashing = Standby — not configured
Status) Green steady = Operational

Red flashing = Minor recoverable fault - check the EtherNet/IP Diagnostics page

to locate the issue

Red solid = Major unrecoverable fault

The NET LED provides the following information:

Off =No IP address

Green and red flashing = Self-test
NET ( Green flashing = An IP address is configured, but no CIP connections are
Network established, and an Exclusive Owner connection has not timed out
Status)

Green solid = Active EtherNet/IP or Modbus connection and no EtherNet/IP
connection time-outs

Red flashing= One or more EtherNet/IP connection time-outs
Red solid = Duplicate IP address on network
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ICE2-8I0L-K45S-RJ45 LEDs (Continued)

This LED provides the following information about the 10-Link port.
Off = SIO mode - signal is low or disabled
Yellow = SIO mode - signal is high

Red flashing = Hardware fault - make sure that configured 10-Link settings on the
port do not conflict with the device that is attached:

Port 1-8 - Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.

- Data Validation Mode is enabled but there is an error.

Red solid = PDI of the attached 10-Link device is invalid

Green solid = An IO-Link device is connected and communicating

Green flashing = Searching for IO-Link devices

The Ethernet LEDs provide the following information:
Green solid = Link
Yellow solid = Activity

Dual Ethernet
Ports

18.3. Using Log Files

The 10-Link Master provides four different log files that you can view, export, or clear:

Syslog (system log) displays line-by-line activity records.

dmesg displays Linux kernel messages.

top displays which programs are using most of the memory and CPU.

ps displays the running programs

opcua displays OPC UA activity

All log files start up automatically during the startup cycle. Each log file has a size limit of 100KB.
Note: Typically, log files are intended to be used by Technical Support in the event there is a problem.
You can use the following procedures to:

View a Log File

Clear a Log File on Page 231

Export a Log File on Page 230
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18.3.1. View a Log File

Use this procedure to view a log file.

1. Open your browser and enter the IP address of the IO-Link Master.
2. Click Advanced and then LOG FILES.

3. Select the log file type from the drop-list.
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4. Optionally, click the REFRESH button to get the latest information.
5. Optionally, export the log file.

18.3.2. Export a Log File

Use the following procedure to export a log file.

1. Open your browser and enter the IP address of the 10-Link Master.
Click Advanced and then LOG FILES.

Select the log file type from the drop-list.

Click the EXPORT button.

Click the Save button drop-list and click Save to save it to your user folder or Save as to browse to or create a
new folder in which to place the log file.
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Opening dmesg_1970_01_15_2126.txt *
dmesg

You have chosen to open:
rosEg IJ dmesg_1970_01_15_2126.txt

which is: Text Document (4.6 KB)
from: hitp://10.0.0.150

What should Firefox do with this file?
(O Openwith | Notepad (default) “
(®)5ave File

Do this automatically for files like this from now on.

e m Cancel

6. Depending on your browser, you may need to close the pop-up window.
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. |O-Link Master EtherNet/IP (EIP) and Modbus/TCP User Guide

| Using Log Files | Clear a Log File | |

18.3.3. Clear a Log File

Use this procedure to clear a log file.

1. Open your browser and enter the IP address of the 10-Link Master.
Click Advanced and then LOG FILES.

Optionally, export the log file.

Select the log file type from the drop-list.

Click the CLEAR button.
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"syalog"' cleared succeasfully.

& Pepperl+Fuchs Comtrol, Inc.

The log file automatically starts logging the latest information.
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