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1. Introduction

This document provides installation, configuration, and embedded web interface information for the
Pepperl+Fuchs IO-Link master. In addition, it includes detailed information about PROFINET 10 and Modbus/
TCP.

The web interface provides a platform so that you can easily configure, review diagnostic pages, and access
advanced features, such as the ability to:

Upload the latest 10-Link master images or applications

Set up user accounts with different user levels and passwords
Load IODD files and configure 10-Link device parameters
Implement manual or automatic data storage (upload or download)
Implement device and/or data validation

.1. Installation and Configuration Overview

The 10-Link master installation includes the following procedures.

1.

No o koD

I PEPPERL+FUCHS

Connect the power and Ethernet cable (Page 11).

Note: ICE3-8I0L-G65L-V1D or ICE3-8I0L1-G65L-V1D: If desired you can use the rotary switch to set
the IP address (Page 16).

Download, unzip, and upload the GSD file for the 10-Link master. (Page 27)
Insert the 10-Link master in the PROFINET 10 system. (Page 28)

Configure the IP address for the 10-Link master. (Page 29)

Assign the PROFINET Device Name. (Page 40)

Set the 10 Device Update Time. (Page 43)

Configure the IO-Link ports. (Page 82)

. Configure 10-Link port modules.

. Configure port status modules.

. If desired, configure data storage, automatic or manual - upload or download.
. If desired, configure device validation and data validation.

. Use the Diagnostic pages to monitor or troubleshoot your devices.

If applicable, use the web interface to configuration pages for the following:
¢ Modbus/TCP (Page 91)

e OPC UA (Page 96)

e MQTT (Page 99)

Refer to PROFINET IO Reference Information on Page 154 to complete configuration after attaching the
IO-Link devices.

b
c
d
e
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1.2. Locating the Latest Software and Documentation

Go to the Pepperl + Fuchs web site at: https://www.pepperl-fuchs.com to locate the latest firmware, utilities
and documentation for your product model.

For information about images and updating the 10-Link master, see Updating Images and Applications on Page
69.

I PEPPERL+FUCHS 10
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2. Hardware Installation

Use the appropriate hardware installation for your I0-Link master model:
* ICE3-8I0L-G65L-V1D Hardware Installation on Page 11

* ICE3-8I0L1-G65L-V1D Hardware Installation on Page 16

*  ICES3-8I0L-K45P-RJ45 Hardware Installation on Page 21

*  ICE3-8I0L-K45S-RJ45 Hardware Installation on Page 24

Note: Referto Connecting Devices on Page 74 for information about connecting 10-Link or digital devices to
the ports after you program the network information using the next chapter.

2.1. ICE3-8I0L-G65L-V1D Hardware Installation

Use the following subsections to install the hardware and verify operation.
e Setting the Rotary Switch

e Connecting to the Network on Page 13

e Connecting the Power on Page 13

*  Mounting the ICE3-8I0OL-G65L-V1D on Page 15

Note: Referto ICE3-8I0OL-G65L-V1D IO-Link Ports on Page 75 for information about connecting I0-Link or
digital devices to the ports after you program the network information using the next chapter.

2.1.1. Setting the Rotary Switch

You can use the rotary switches under the configuration window on the 10-Link master to set the lower 3-digits
(8 bits) of the static IP address.

Note: Optionally, you can leave the rotary switch set to the default and use the web interface or PortVision DX
to set the network address.

If the rotary switches are set to a non-default position, the upper 9-digits (24 bits) of the IP address are then
taken from the static network address. The switches only take effect during startup, but the current position is
always shown on the SUPPORT page.

Using the rotary switches to set the IP address may be useful in the following situations:

* A permanent method to assign IP addresses while setting machines for a special application where a PC or
laptop is not available.

* Atemporary method to assign IP addresses to several I0-Link masters so that they do not have duplicate
addresses to make setting the IP addresses using software easier. After using PortVision DX or the web
page to change the IP address, reset the rotary switches back to 000.

*  Anemergency method to return the 10-Link master back to factory defaults, so that software can be used to
program the appropriate IP address, and then return the switches back to 000.

Note: If you set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the I0-Link master is initially powered on or after cycling the power.

I PEPPERL+FUCHS 1
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Switch Setting Node Address

000
(Default setting)

Use the network configuration stored in the flash. The default network configuration
values are:

e |Paddress =192.168.1.250
e Subnet mask = 255.255.255.0
* |P gateway =0.0.0.0

After completing the hardware installation, see Configuring the I0-Link master on
Page 28 to set the network address using the web interface or PortVision DX.

001, 255-887

Reserved.

002

Setting the rotary switches to 002 configures the 10-Link master to use DHCP
addressing.

003-254

This is the last three digits in the IP address. This uses the first three numbers from the
configured static address, which defaults to 192.168.1.xxx.

Note: If software is used to change the IP address to another value before setting the
rotary switches, the I0-Link master uses that IP address value. For example, if
the 10-Link master is set to 10.0.0.250 and the first rotary switch is set to 3, the
IP address would still be 10.0.0.250.

888

Reset to factory defaults. If the 10-Link master is set to 888 and the IP address is
changed using other methods, the IP address is returned to the default IP address if
the 10-Link master is rebooted or power cycled.

889-998

Reserved.

999

Use the default IP address. If the 10-Link master is set to 999 and the IP address is
changed using other methods, the IP address is returned to the default IP address if
the 10-Link master is rebooted or power cycled.

Use the following steps if you want to change the default rotary switch settings.
1. Gently pop open the window using a small flathead screwdriver.

2. Gently swing open the switch window from the top to the bottom, allowing it to pivot on the hinge on the
bottom of the window.

3. Turn each dial to the appropriate position using a small flathead screwdriver.

The default setting is 000 as shown above.

The arrow points to the switch location. 0 is located at the 9:00
position. Turn the dial to the appropriate setting.

4. Close the window and make sure that it snaps shut tightly.
Note: Failure to close the configuration window properly may compromise IP67 integrity.

I3 PEPPERL+FUCHS
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2.1.2. Connecting to the Network

The 10-Link master provides two Fast Ethernet (10/100BASE-TX) M12, 4-pin female D-
coded connectors. 3 4

I 5 o

1 Tx+ 5 ]
2 Rx+

3 Tx-

4 Rx-

You can use this procedure to connect the 10-Link master to the network.

1. Securely connect one end of a shielded twisted-pair (Cat 5 or higher) M12 Ethernet cable to either Ethernet
port.

2. Connect the other end of the cable to the network.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

4. If you did not connect both Ethernet ports, make sure that the unused port is covered with a connector cap
to keep dust and liquids from getting in the connector.

Note: Ethernet ports must have an approved cable or protective cover attached to the connector to guarantee
IP67 integrity.

2.1.3. Connecting the Power

The ICE3-8I0OL-G65L-V1D provides M12 (5-poles) L-coded input and d@é

output power connectors. Use a 24 V DC power supply capable of the

total output current required.
Note: Power connectors must have an approved cable or protective D

cover attached to the port guarantee to IP67 compliance. If you

require cables or protective covers, see the Pepperl+Fuchs PwaF Inpt Power Output/
web site. Actuator Power
AT S L C
1 Ug+ Ug+ or +V I0-Link master’s system electronics and 10-Link devices
2 Ua- Up-or OV Actuator supply
3 Ug- Ug- or OV IO-Link master’s system electronics and 10-Link devices
4 Up+ Up+or +V Actuator supply
5 FE

Note: The IO-Link master requires a UL listed power supply with an output rating of 24 V DC.

I3 PEPPERL+FUCHS 13
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Power Supply Values

L+/L- Sensor Supply (Pins 1 and 3)

Power Supply In - Maximum Vg gng Va 16A (Maximum)
IO-Link Connector Port 1
C/Q (Pin 4) configured as digital output | 200 mA (Maximum)

1.6A (Maximum)

IO-Link Connector Port 3

C/Q (Pin 4) configured as digital output | 200 mA (Maximum)

L+/L- Sensor Supply (Pins 1 and 3) 1A (Maximum)
IO-Link Connectors Ports 2 and 4 - 8

C/Q (Pin 4) configured as digital output | 200 mA (Maximum)

L+/L- Sensor Supply (Pins 1 and 3) 500 mA (Maximum)

Note: See ICE3-8I0L-G65L-V1D IO-Link Ports on Page
75 for information about how to divide up the
power output between ports.

IO-Link master Power

100mA @ 24V DC (V)

Power Supply Out

Vs
Va

16A T (Maximum)
16A TT (Maximum)

1 Vs output available is determined by subtracting the following from the available input current.
- 10-Link master module electronics current.
- Total L+/L- current for all IO-Link ports.
- Total C/Q current for all I0-Link ports.

11 V4 output available is the same as the available V 5 input current.

You can use the following procedure to connect the 10-Link master to a power supply.

Note: Power should be disconnected from the power supply before connecting it to the I0-Link master.
Otherwise, your screwdriver blade can inadvertently short your power supply terminal connections to

3.

the grounded enclosure.

Securely attach the power cable between the male power connector (PWR In) and the power supply.

Either attach a power cable between the female power connector and another device to which you want to
provide power or securely attach a connector cap to prevent dust or liquids from getting into the connector.
Contact your Customer Sales Representative if you need to order connector caps for the ICE3-8I0L-G65L-

V1D.

Apply the power and verify that the following LEDs are lit indicating that you are ready to attach your 10-Link

or digital I/O devices.
a. The US LED lights.

b. The ETH1/ETH2 LED lights on the connected port.

c. The MOD and NET LEDs are lit.

d. The lO-Link LEDs @ flash (if no 10-Link device attached) or are lit if an 10-Link device is attached.

Note: It takes approximately 25 seconds after power up for the I0-Link master to be ready for operation.
e. IfaPLCis connected, the NET LED is lit and green.

I3 PEPPERL+FUCHS
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If the LEDs indicate that you are ready to go to the next installation step:

*  Program the IP address using PortVision DX or the web interface. Refer to Configuring the 10-Link master
on Page 28 for configuring the network information.

e If using the rotary switches to set the IP address, then you are ready to attach devices using Connecting
Devices on Page 74.

If the LEDs do not meet the above conditions, you can refer to ICE3-8I0L1-G65L-V1D LEDs on Page 227 in the
Troubleshooting chapter for more information.

2.1.4. Mounting the ICE3-8I0L-G65L-V1D

Use the following procedure to mount the 10-Link master. You can mount the 10-Link master on a mounting
panel or a machine.

1. Verify that the mounting surface is level (flat) to prevent mechanical stress to the 10-Link master.
2. Attach the 10-Link master to the surface with two 6mm screws and washers, torque down to 8Nm.

[04]
W
~
~l
N
N,
E@i 1.173[29.80]

=——2.559[65] —=
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2.2. ICE3-8I0L1-G65L-V1D Hardware Installation

Use the following subsections to install the hardware and verify operation.
e Setting the Rotary Switch

e Connecting to the Network on Page 18

e Connecting the Power on Page 18

*  Mounting the ICE3-8I0L1-G65L-V1D on Page 20

Note: Referto ICE3-8IOL1-G65L-V1D IO-Link Ports on Page 77 for information about connecting IO-Link or
digital devices to the ports after you program the network information using the next chapter.

2.2.1. Setting the Rotary Switch

You can use the rotary switches under the configuration window on the 10-Link master to set the lower 3-digits
(8 bits) of the static IP address.

Note: Optionally, you can leave the rotary switch set to the default and use the web interface or PortVision DX
to set the network address.

If the rotary switches are set to a non-default position, the upper 9-digits (24 bits) of the IP address are then
taken from the static network address. The switches only take effect during startup, but the current position is
always shown on the SUPPORT page.

Using the rotary switches to set the IP address may be useful in the following situations:

* Apermanent method to assign IP addresses while setting machines for a special application where a PC or
laptop is not available.

* Atemporary method to assign IP addresses to several |O-Link masters so that they do not have duplicate
addresses to make setting the IP addresses using software easier. After using PortVision DX or the web
page to change the IP address, reset the rotary switches back to 000.

*  Anemergency method to return the IO-Link master back to factory defaults, so that software can be used to
program the appropriate IP address, and then return the switches back to 000.

Note: If you set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the I0-Link master is initially powered on or after cycling the power.

Switch Setting Node Address

Use the network configuration stored in the flash. The default network configuration
values are:

e |Paddress =192.168.1.250
e Subnet mask = 255.255.255.0
* |P gateway =0.0.0.0

After completing the hardware installation, see Configuring the IO-Link master on
Page 28 to set the network address using the web interface or PortVision DX.

000
(Default setting)

001, 255-887 Reserved.

002 Setting the rotary switches to 002 configures the 10-Link master to use DHCP
addressing.

I3 PEPPERL+FUCHS 16



Switch Setting Node Address (Continued)

This is the last three digits in the IP address. This uses the first three numbers from the
configured static address, which defaults to 192.168.1.xxx.

003-254 Note: If software is used to change the IP address to another value before setting the
rotary switches, the I0-Link master uses that IP address value. For example, if
the 10-Link master is set to 10.0.0.250 and the first rotary switch is set to 3, the
IP address would still be 10.0.0.250.

Reset to factory defaults. If the 10-Link master is set to 888 and the IP address is
888 changed using other methods, the IP address is returned to the default IP address if
the 1O-Link master is rebooted or power cycled.

889-998 Reserved.

Use the default IP address. If the IO-Link master is set to 999 and the IP address is
999 changed using other methods, the IP address is returned to the default IP address if
the 1O-Link master is rebooted or power cycled.

Use the following steps if you want to change the default rotary switch settings.
1. Gently pop open the window using a small flathead screwdriver.

2. Gently swing open the switch window from the top to the bottom, allowing it to pivot on the hinge on the
bottom of the window.

3. Turn each dial to the appropriate position using a small flathead screwdriver.

The default setting is 000 as shown above.

The arrow points to the switch location. 0 is located at the 9:00
position. Turn the dial to the appropriate setting.

4. Close the window and make sure that it snaps shut tightly.
Note: Failure to close the configuration window properly may compromise IP67 integrity.

2024-11
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2.2.2. Connecting to the Network

The 10-Link master provides two Fast Ethernet (10/100BASE-TX) M12, 4-pin female D-
coded connectors. 3 4

I 5 o

1 Tx+ 5 ]
2 Rx+

3 Tx-

4 Rx-

You can use this procedure to connect the 10-Link master to the network.

1. Securely connect one end of a shielded twisted-pair (Cat 5 or higher) M12 Ethernet cable to either Ethernet
port.

2. Connect the other end of the cable to the network.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

4. If you did not connect both Ethernet ports, make sure that the unused port is covered with a connector cap
to keep dust and liquids from getting in the connector.

Note: Ethernet ports must have an approved cable or protective cover attached to the connector to guarantee
IP67 integrity.

2.2.3. Connecting the Power

The ICE3-8I0L1-G65L-V1D provides M12 (5-poles) L-coded input and d@é

output power connectors. Use a 24 V DC power supply capable of the

total output current required.
Note: Power connectors must have an approved cable or protective D

cover attached to the port guarantee to IP67 compliance. If you
require cables or protective covers, see the Pepperl+Fuchs
web site.

Power Output/
Actuator Power

Power Input

Pin Power Input Power Output or Actuator

(Male) Power (Female) rezslEel)
1 Ug+ Ug+ or +V IO-Link master’s system electronics and 10-Link devices
2 Ua- Up-or OV Actuator supply
3 Us- Ug- or OV IO-Link master’s system electronics and IO-Link devices
4 Upt+ Up+ or +V Actuator supply
5 FE

Note: The IO-Link master requires a UL listed power supply with an output rating of 24 V DC.

2024-11
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Power Supply Values

Power Supply In - Maximum Vg gng Va 16A (Maximum)

I0-Link Connector Port 1B (Class B) Max 500mA via L+ (Pin 1)
C/Q (Pin 4) configured as digital output | Max 3.5A via 2L+ (Pin 2)
L+/L- Sensor Supply (Pins 1 and 3) Max 200mA via C/Q (Pin 4)

I0-Link Connector Ports 2B through ) )
4B (Class B) Max 500mA via L+ (Pin 1)

¢ . ;o Max 2.3A via 2L+ (Pin 2)
C/Q (Pin 4) configured as digital output . "
L+/L- Sensor Supply (Pins 1 and 3) Max 200mA via C/Q (Pin 4)

I0-Link Connectors Ports 5A through Max 500mA via L+ (Pin 1)
8A (Class A) Max 200mA via C/Q (Pin 4)
C/Q (Pin 4) configured as digital output | Max 200mA via DO (Pin 2)

L+/L- Sensor Supply (Pins 1and 3) | note: See ICE3-8I0L1-G65L-V1D IO-Link Ports on Page 77 for
information about how to divide up the power output

between ports.
I0-Link master Power 120mA @ 24V DC (Vg)
Power Supply Out
Vg 16A T (Maximum)
Va 16A TT (Maximum)

Note: DO current for the Class A DO pins, if used. So V5 would
be the same as for Vg with this one exception.

1 Vs output available is determined by subtracting the following from the available input current.
- 10-Link master module electronics current.
- Total L+/L- current for all IO-Link ports.
- Total C/Q current for all 10-Link ports.

11 V4 output available is the same as the available V 4 input current.

You can use the following procedure to connect the 10-Link master to a power supply.

Note: Power should be disconnected from the power supply before connecting it to the I0-Link master.
Otherwise, your screwdriver blade can inadvertently short your power supply terminal connections to
the grounded enclosure.

1. Securely attach the power cable between the male power connector (PWR In) and the power supply.

2. Either attach a power cable between the female power connector and another device to which you want to
provide power or securely attach a connector cap to prevent dust or liquids from getting into the connector.
Contact your Customer Sales Representative if you need to order connector caps for the ICE3-8I0L1-
G65L-V1D.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to attach your 10-Link
or digital I/O devices.

a. The US LED lights.

Note: If the power supply applies power to Pin 2, the UA LED also lights green.
b. The ETH1/ETH2 LED lights on the connected port.

c. The MOD and NET LEDs are lit.

2024-11
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d. ThelO-Link LEDs @ flash (if no 10-Link device attached) or are lit if an IO-Link device is attached.

Note: It takes approximately 25 seconds after power up for the 10-Link master to be ready for
operation.

e. IfaPLC is connected, the NET LED is lit and green.
If the LEDs indicate that you are ready to go to the next installation step:

*  Program the IP address using PortVision DX or the web interface. Refer to Configuring the 10-Link master
on Page 28 for configuring the network information.

e If using the rotary switches to set the IP address, then you are ready to attach devices using Connecting
Devices on Page 74.

If the LEDs do not meet the above conditions, you can refer to ICE3-8I0L1-G65L-V1D LEDs on Page 227 in the
Troubleshooting chapter for more information.

2.2.4. Mounting the ICE3-8I10L1-G65L-V1D

Use the following procedure to mount the 10-Link master. You can mount the IO-Link master on a mounting
panel or a machine.

1. Verify that the mounting surface is level (flat) to prevent mechanical stress to the 10-Link master.
2. Attach the 10-Link master to the surface with two 6mm screws and washers, torque down to 8Nm.

I

i

I
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2.3. ICE3-8I0L-K45P-RJ45 Hardware Installation

Use the following information to install the hardware for the ICE3-8I0OL-K45P-RJ45.

e Connecting to the Network on Page 21

e Connecting the Power on Page 22

*  Mounting on Page 23

Note: The ICE3-8I0L-K45P-RJ45 must be installed in a suitable fire, electrical, mechanical enclosure.
Depending on your preference you can connect the ICE3-8I0L-K45P-RJ45 using several methods:

*  First mount the ICE3-8I0L-K45P-RJ45 and connect the power with it attached to the DIN rail.

*  Remove the connector with a small flat screwdriver, connect the power, and insert the connector into the
receptacle.

Note: Refer to ICE3-8I0OL-K45P-RJ45 I0-Link Ports on Page 79 for information about connecting 10-Link or
digital devices to the ports after you program the network information using the next chapter.

2.3.1. Connecting to the Network

The 10-Link master provides two Fast Ethernet (10/100BASE-TX)
standard RJ45 connectors.

(PROFINET)

| o

) #hporm poRTs ) M)
# #hrorm: poRme ) ),

1 Tx+
2 Tx- Port 1
(PROFINET)
3 Rx+
6 Rx- Srian #

@ I0-Link

You can use this procedure to connect the 10-Link master to the network
or 10 controller.

1. Securely connect one end of the RJ45 Ethernet cable to either Ethernet port.
2. Connect the other end to the network or an 10 controller.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

Note: If you do not connect the I0-Link master to an IO controller, an 10 controller needs to be connected to
the network for PROFINET 10 configuration.

I3 PEPPERL+FUCHS 21



2.3.2. Connecting the Power

The ICES3-8I0L-K45P-RJ45 provides redundant power input with a single pluggable connector on the top of the
I0-Link master. The power plug is keyed for your safety so that it cannot be inserted into an 10-Link port using
the headers and plugs keyed as supplied.

Signal Pins Description
V- 1and2 |24V DC Power Supply Return
V+ 3 Primary +24 V DC Supply
V+ 4 Secondary +24 V DC Supply

Power Supply Values

Power Supply In (V+) 3.7A (Maximum) 1
IO-Link Connectors Ports 1 - 8

c/Q 200 mA (Maximum)

L+ 200 mA (Maximum)
I0-Link master Power 155mA @ 24V DC (Vg)

1 The sum of the following must not exceed V+ maximum input current:
- 10-Link Mode module power
- Actual C/Q current for each IO-Link port
- Actual Ug current for each 10-Link port

You can use this procedure to connect the 10-Link master to a UL Listed power supply and UL Listed power
cord.

Note: Power should be disconnected from the power supply before connecting it to the I0-Link master.
Otherwise, your screwdriver blade can inadvertently short your connections to the grounded enclosure.

1. Optionally, use a small screw driver to remove the power connector from the receptacle.

2. Depress the orange tab until it is flush with the connector to insert positive and negative solid or ferrule
wires (12-24AWG) into the V+ and V- contacts.

3. If necessary, re-insert the connector into the power receptacle.

4. Apply the power and verify that the following LEDs are lit indicating that you are ready to program the IP
address and then attach your IO-Link devices.

a. The ETH1/ETH2 LED lights on the connected port.

b. The MOD and NET LEDs are lit.

c. ThelO-Link LEDs @ flash (if no 10-Link device attached) or are lit if an 10-Link device is attached.
d. IfaPLC is connected, the NET LED is lit and green.

If the LEDs indicate that you are ready to go to the next installation step. Refer to Configuring the 10-Link
master on Page 28 to configure the network information.

If the LEDs do not meet the above conditions, you can refer to ICE3-8I0L-K45P-RJ45 LEDs on Page 229 in the
Troubleshooting chapter for more information.
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2.3.3. Mounting

You may want to mount the IO-Link master after programming the IP address and connecting the I10-Link and
digital input/output devices.

1. Slide the metal latch down, hook the top of the ICE3-8I0L-K45P-RJ45 to the DIN rail and release the latch.
2. Verify that is tightly mounted.

=—1.780[45.20] —= 4.377[111.18]
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o

o
00 @

1T
o N G

P wr

4.486[113.95]

Designed to be mounted on a 33mm DIN Rail (EN50022).

Note: You may want to connect the IO-Link devices before attaching the ICE3-8I0L-K45P-RJ45 to the DIN
rail. Use Connecting Devices on Page 74 if you require IO-Link cabling information.

2024-11
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2.4. ICE3-8I0L-K45S-RJ45 Hardware Installation

Use the following information to install the hardware for the ICE3-8I0L-K45S-RJ45.

e Connecting to the Network on Page 24

e Connecting the Power on Page 25

*  Mounting on Page 26

Note: The ICE3-8I0L-K45S-RJ45 must be installed in a suitable fire, electrical, mechanical enclosure.
Depending on your preference you can connect the ICE3-8I0L-K45S-RJ45 using several methods:

e First mount the ICE3-8I0L-K45S-RJ45 and connect the power with it attached to the DIN rail.

*  Remove the connector with a small flat screwdriver, connect the power, and insert the connector into the
receptacle.

Note: Refer to ICE3-8I0L-K455-RJ45 I0-Link Ports on Page 80 for information about connecting 10-Link or
digital devices to the ports after you program the network information using the next chapter.

2.4.1. Connecting to the Network

The 10-Link master provides two Fast Ethernet (10/100BASE-TX)
standard RJ45 connectors.

(PROFINET)

| o

) #hporm poRTs ) M)
# #hrorm: poRme ) ),

1 Tx+
2 Tx- Port 1
(PROFINET)
3 Rx+
6 Rx- Srian #

@ I0-Link

You can use this procedure to connect the 10-Link master to the network
or 10 controller.

1. Securely connect one end of the RJ45 Ethernet cable to either Ethernet port.
2. Connect the other end to the network or an 10 controller.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

Note: If you do not connect the I0-Link master to an IO controller, an 10 controller needs to be connected to
the network for PROFINET 10 configuration.
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2.4.2. Connecting the Power

The ICES3-8I0L-K45S-RJ45 provides power input with a pluggable screw terminal on the
top of the unit. The power plug is keyed for your safety so that it cannot be inserted into an
IO-Link port using the headers and plugs keyed as supplied

Signal Pins Description
V- 1and2 |24V DC Power Supply Return
V+ 3 Primary +24 V DC Supply
V+ 4 Secondary +24 V DC Supply

Note: The ICE3-8I0L-K45S-RJ45 must be installed in a suitable fire, electrical, mechanical enclosure.

Power Supply Values

Power Supply In
V+ 3.7A (Maximum) F

I0-Link Connectors Ports 1 - 8

c/Q 200 mA (Maximum)
L+ 200 mA (Maximum)
I0-Link master Power 155mA @ 24V DC (Vs)

1 The sum of the following must not exceed V+ maximum input current:
- 10-Link Mode module power
- Actual C/Q current for each |O-Link port
- Actual Ug current for each |O-Link port

You can use this procedure to connect the 10-Link master to a UL Listed power supply and UL Listed power
cord.

Note: Power should be disconnected from the power supply before connecting it to the I0-Link master.
Otherwise, your screwdriver blade can inadvertently short your terminal connections to the grounded
enclosure.

1. Insert positive and negative wires (12-24AWG) into the V+ and V- contacts.
2. Tighten the wire-clamp screws to prevent the wires from coming loose.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to program the IP
address and then attach your 10-Link devices.

a. The E1/E2 LED lights on the connected port.

b. The MOD and NET LEDs are lit.

c. ThelO-Link LEDs @ flash (if no 10-Link device attached) or are lit if an 10-Link device is attached.
d. IfaPLC is connected, the NET LED is lit and green.

If the LEDs indicate that you are ready to go to the next installation step. Refer to Configuring the I0-Link
master on Page 28 to configure the network information.

If the LEDs do not meet the above conditions, you can refer to ICE3-8I0L-K45S-RJ45 LEDs on Page 230 in the
Troubleshooting chapter for more information.
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2.4.3. Mounting

You may want to mount the IO-Link master after programming the IP address and connecting the I10-Link and

digital input/output devices.

1. Slide the metal latch down, hook the top of the ICE3-8I0L-K45S-RJ45 to the DIN rail and release the latch.

2. Verify that is tightly mounted.

=——1.780[45.20] —=
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Designed to be mounted on a 33mm DIN Rail (EN50022).

4377[111.18]

3.898[99]

oC” 50

4.486[113.95]

You may want to connect the I0-Link devices before attaching the ICE3-8I0L-K45S5-RJ45 to the DIN rail. Use
Connecting Devices on Page 74 if you require 10-Link cabling information.

I PEPPERL+FUCHS
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3. Configuring the 10-Link master with STEP 7 or TIA Portal

3.1. Overview

PROFINET IO configuration procedures vary between software versions but the following configuration steps
are required in all cases. Refer to your STEP 7 documentation, if you require step-by-step procedures.

1.

o0~ 0D

7.

Download, unzip, and upload the GSD file for the IO-Link master.

Insert the 10-Link master in the PROFINET IO system.

Configure the IP address for the IO-Link master.

Assign the PROFINET Device Name.

Set the 10 Device Update Time.

Configure the 10-Link ports.

a. Configure 10-Link port modules.

b. Configure port status modules.

c. If desired, configure data storage, automatic or manual - upload or download.
d. If desired, configure device validation and data validation.

Use PROFINET IO Reference Information on Page 154 to complete configuration after attaching the 10-
Link devices.

The following subsections provides PROFINET IO configuration procedures using STEP 7 V5.5 and TIA Portal
V13:

Installing the GSD File

Configuring the 10-Link master on Page 28

IP Address Assignment on Page 29

Device Name Assignment on Page 40

Setting the 10 Device Update Time on Page 43
Configuring I0-Link Ports on Page 45

3.2. Installing the GSD File

Use the following procedure to install the GSD file for PROFINET IO using STEP 7 V5.5.

1.
2.

I PEPPERL+FUCHS

Unzip GSDML-V2.xx-Pepperl+Fuchs-ICE38I0L-yyyymmdd.zip to a working directory.

Use the appropriate steps:

STEP 7 V5.5:

a. Open SIMATIC STEP 7 | HW Config.

b. Use Menu Options | Install GSD Files to install the GSD file.

TIA Portal V13:

a. Open the TIA Portal and switch to the Project view.

b. Use Menu Options | manage general station description files (GSD) to install the GSD file.
Note: If an older version of the GSD file was installed before, you may need to remove the 10-Link master
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object from an existing project, and reinsert it after the new GSDML file is installed.

3.3. Configuring the 10-Link master

Use the appropriate procedure for your environment.

e STEP7V55

* TIA Portal V13 on Page 29

3.3.1. STEP 7 V5.5

Select the 10-Link master from the Hardware Catalog window and insert it into a PROFINET-IO- System in the
HW Config (PROFINET IO | Additional Field Device | Gateway | Pepperl+Fuchs | ICE3-8I0L) as shownin

Figure 1.

&a (0) IM151-8 PN/DP CPU

1

2z

X7
XTPTR
XTFP2R
XT3

M 1518 PN/DP CPU

P2

Ethemet(1): PROFINET-I0-System (100)

Fort 7

FPor 2

Fort 3

Figure 1: Inserting an ICE3-8I0L-K455-RJ45 into a PROFINET |0 System.

I PEPPERL+FUCHS
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3.3.2. TIA Portal V13

Select the I0-Link master from the Hardware catalog window (Other field devices | PROFINET 10 | Gateway |
Pepperl+Fuchs | ICE3-8I0L) and drag it into the Device configuration | Network view. Then connect the I1O-

Link master to the IO controller, as shown in the Figure below.

UserGuide » Devices & networks

% Metwork| 1Y Connections |HMI conhection |v| vy :I; &E Qi
[ ICE3EI0L [ |
CRUT212C ICES-BI0L-K455-... a
PLC_1
[BrE |
PNAE_1

3.4. IP Address Assignment

Pepperl+Fuchs gateways support three methods for IP address assignment according to GSDML Specification.
* DCP - The IO-Link master supports IP address assignment via Discovery and basic Configuration Protocol

(DCP). See Assigning an IP Address via 10 Controller (DCP) on Page 29 for procedures.

*  DHCP - The IO-Link master supports the Dynamic Host Configuration Protocol for IP address assignment.

See Assigning an IP Address via DHCP on Page 32 for procedures.

* LOCAL - The IO-Link master supports a device specific method for IP address assignment. See Assigning

an IP Address Statically (LOCAL) on Page 34 for procedures.

3.4.1. Assigning an IP Address via 10 Controller (DCP)

An IO controller can assign an IP address to the Pepperl+Fuchs gateway via DCP. The 10 controller and the
Pepperl+Fuchs gateway have to be on the same subnet. The 10-Link master default IP address is:

192.168.1.250 and the subnet mask is 255.255.255.0.
Use the appropriate procedure for your environment.

e STEP7V55

* TIA Portal V13

I PEPPERL+FUCHS
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3.

4.1.1. STEP7V5.5

Use the following procedure to assign an IP address via DCP.

1.

Double-click the X1 PNIO-IO interface of
the 10 control to open the Properties
window.

On the General tab, click the Properties
button, which opens the Ethernet interface
Properties window.

Uncheck the Use different method to
obtain IP address option.

Manually enter the IP address and subnet
mask for the 10 controller.

In this example the IO controller was
assigned an IP address of 10.0.0.31 and a
subnet mask of 255.0.0.0.

Double-click the 10-Link master, check
Assign IP address via IO controller as
shown in Figure 3.

On the General tab, click the Ethernet
button, which opens the Ethernet interface
properties window, where you can specify
what IP address the 10 controller should
assign to the 10-Link master.

Properties - Ethernet interface PN-IO (R0/S2.1) Iﬁ

General  Parameters

Gateway

IP address:
- " Do not use router

Subnet mask:

S]
255.0.0.0

[ Use different method to obtain IP address

+ |se router

Address:  [10.0.0.1

Subnet:

—not networked — New...
Ethemet(1)
Properties...
Delete
s | oo |

I:'igure 2: 10 Controller Ethernet Interface Properties

Steps 2 through 4 are necessary in STEP 7 V5.5 so that both the 10 controller and the 10-Link master are on the
same subnet. Otherwise, the Assign IP address via 10 controller function may not work correctly.

In this example, IP address 10.0.0.100 is assigned to the 10-Link master via the 10 controller.

e — ﬁ I
Properties - ICE38I0L

General l Identification ] Shared ] Access ]

Short description: ICE38I0L

Order no../ fimware: 70104878 / V1.5

10-Link Master 8-Port IP20 PNIO|

GSDML-V2.34-Pepper+Fuchs-ICE38I0L-20150530 2ml

Change Release Mumber...

Famity: ICE3-8I0L
Device name: ICE38I0L
GS5D file:

MNode in PROFINET 10 system

Device number: |-|

IP address: 10.0.0.100

Iv Assign IP address via 10 controller

Comment:

|PRO FINET-IO-System (100)

Ethemet...

=

Help

Cancel |

Figure 3: I0-Link master Properties

I3 PEPPERL+FUCHS
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Use the following procedure to assign an IP address via DCP.
1. Double-click the IO-Link master in the Device configuration | Network view.
2. Onthe Properties IGeneral tag, select Ethernet addresses.

a. Make sure that the User IP protocol option is checked and the Set IP address in the project is
selected.

b. Enter the desired IP address for the IO-Link master. In this example the IP address 10.0.0.100 is
assigned to the IO-Link master via the 10 controller.

|Q, Properties

J General || 10 tags || System constants || Texts |

w General
Ethernet addresses

Catalog information
w FROFIMET interface [x1]
General

Interface networked with

Ethernet addreszses Subnet: |PN.I’IE_‘I

b Advanced options |

Add new subnet

Hardware identifier
Identification & Maintenance
- — IP protocol
Hardware identifier

Sz Been E Use IF protocol
(8) SetIF address in the project

IPaddress: |10 .0 .0 100

Slibhet ek 5 R o S S

Use router

Routeraddress: |0 .0 .0 .0
() IP address is set directly at the device

PROFINET

[ Generate FROFINET device name automatically

PROFIMET device name | ice3giol

Converted name: |iceSSi0I

Device number: |1

2024-11
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IP Address Assignment

3.4.2. Assigning an IP Address via DHCP

The Pepperl+Fuchs gateway supports DHCP for IP address assignment. DHCP is disabled by default.
Use the following steps to enable DHCP.

Note: The IO-Link master default IP address is: 192.168.1.250 and the subnet mask is 255.255.255.0. You
may need to change your laptop or PC IP address range to access the 10-Link master web interface or
you can use IO-Link master to change the IP address without changing your settings.

1. Open a web browser and enter the 10-Link master IP address.
2. Click Configuration | Network.
3. Click EDIT button.

ﬁpEPPERL_‘,FUCHS Home Diagnostics [Jeslis0elI 0 Advanced Attached Devices Support

1I0-LINK  PROFINET IO MODBUS/TCP  OPCUA MQTT | NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Network Settings @

MNETWORK CONFIGURATION

Status

Current IP Address 10.8.11.180
Current Netmask | 255.255.0.0
Current Gateway l Caution

Current DNS

I Changes to IP address configuration may interfere with

Configuration PLC communications.

Host Name |

1P Type | Bl
Static IP Address (3000300030003 |

Static Subnet Mask (330630065000 X0) I

Static Gateway Address (3003000000030

DNS 1 (000 000000000 )

DNS 2 (2000, 00000000066 ) ‘

T
IP Address Conflict Detection enable
NTP Server IP/Hostname

Syslog Server [P/Hostname

Syslog Server Port (0 - 65535) 514

Welcome Admin @ Pepperl+Fuchs

Figure 4: Web Network Configuration Page

2024-11

I PEPPERL+FUCHS 32



|O-Link master PROFINET IO (PNIO) and Modbus/TCP User Guide

IP Address Assignment

2024-11

4. Change IP Type from static to dhcp.

ngPPERL‘_FUCHS Home Diagnostics [esgilsNe\stls8 Advanced Attached Devices Support

IO-LINK PROFINETIO MODBUS/TCP OQPCUA MQTT | NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Network Settings @

NETWORK CONFIGURATION

Status

Current IP Address
Current Netmask
Current Gateway
Current DNS

Configuration

Host Name

IP Type

DNSmode

1P Address Conflict Detection
NTP Server IF/Hostname
Syelog Server IP/Hostname
Syslog Server Port (0 - 65535)

SSH Server Enable

Welcome Admin

10.8.11.180

255.255.0.0

10.8.0.254

514

© Pepperl+Fuchs

5. Click the SAVE button.

Once DHCP is enabled, the 10-Link master attempts to obtain an IP address from a DHCP server. If a new IP
address is assigned by a DHCP server, then the 10-Link master switches to the new IP address immediately.
This may interfere with communications between the device and the IO controller.

The Obtain IP address from a DHCP server option in the Edit Ethernet Node window in STEP 7 (Figure 5,
Page 35) is not supported. DHCP can only be enabled or disabled via the web interface.

Note: An IO controller can overwrite DHCP IP assignment by assigning IP address via DCP.
The next configuration step is to assign the device name, go to Device Name Assignment on Page 40.

I3 PEPPERL+FUCHS
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3.4.3. Assigning an IP Address Statically (LOCAL)

IP addresses can also be assigned statically using one of the following methods:

The LOCAL method as defined in the GSDML Specification
Embedded web interface

Use the appropriate procedure for your environment:

STEP 7 V5.5
TIA Portal V13 on Page 36

3.4.3.1. STEP7V5.5

Use the following procedure if you want to use the LOCAL method using STEP 7.

1.

I PEPPERL+FUCHS

In the STEP 7 HW Config window, double-click the 10-Link master object to open up the Properties window.

Properties - ICE38I0L [
General 1 Identification I Shared I Access I
Short description: ICE38I0L
10-Link Master 8-Port P20 PNIC|
Order o/ fimware: 70104878 / V1.5
Famity: ICE3-8IOL
Device name: |ICE38I0L
GSDfile GSDML-V2.34-Pepper+Fuchs-ICE38I0L-20190530 2aml
Change Release Mumber...
Node in PROFINET 10 system
Device number: i | |PROFINET-0-System (100)
IP address: 10.0.0.100 Ethemet
¥ Assign IP address via 10 cortrollar
Comment:
Cancel Help

Uncheck the Assign IP address via 10 controller option and click OK.
Download and run the project.

The 10 controller will not attempt to assign IP address to the 10-Link master. You must assign a static IP
address to the 10-Link master manually.

Select the 10-Link master in HW Config, open the Edit Ethernet Node window (Figure 5, Page 35) by using
menu PLC | Ethernet | Edit Ethernet Node option.

Once opened, click the Browse button, which opens the Browse Network window.

The 10-Link master should be displayed as an Pepperl+Fuchs IO-Link master with a default IP address of
192.168.1.250.

Select the 10-Link master and click the OK button to return to the Edit Ethernet Node window.
Enter the desired IP configurations.

In Figure 5, the 10-Link master was configured to use a static IP address 10.0.0.100, subnet mask
255.0.0.0 and no router.
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IP Address Assignment

8. Click the Assign IP Configuration button, the IP configuration is assigned to the I0-Link master.

(| [ Ethemet node

Modes accessible online

MALC address: IDD-DD-S‘I -08-CC-9F Browse. .. |

— Set [P configuration

@ Use |P parameters

Gateway
lecuicss I‘I 0.00.100 > Do not uze router
Subriet mask: [5000  © Useroue
Address: l—
I
" Obtain IP address from a DHCP server

I  |dentified by

& Client 1D 0 MAC address ' Device name

ClentiD: |

Agsign P Configuration |

—Azzign device name
Device name: ICE3810L Azzign Name |

— Reset to factory setting

Beset |

[ | |

Figure 5: Configure IP Address and Device Name

The next configuration step is to assign the device name, go to Device Name Assignment on Page 40.
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3.4.3.2. TIA Portal V13

Use the following procedure if you want to set the LOCAL method using TIA Portal.
1. Double-click the IO-Link master in the Device configuration | Network view.
2. Onthe Properties IGeneral tag, select Ethernet addresses.

3. Make sure that the User IP protocol option is checked and the IP address is set directly at the device is
selected.

4. Download and run the project. The 10 controller will not attempt to assign IP address to the IO-Link master.
You must assign a static IP address to the 10-Link master manually.

Q,Properties

J General || 10 tags || System constants || Texts |

w General
Ethernet addresses

Catalog information

= PROFIMET interface [X1] Interface networked with
General
Ethernet addreszses Subnet: | FHAE_1

» Advanced options | Add new subnet

Hardware identifier
Identification & Maintenance
- — IP protocol
Hardware identifier

Shared Device [#) use IP protacol

() et IF address in the project

[l o i S Ot () SO )1

Slibhet ek 5 R o S S

Use router

Routeraddress: |0 .0 .0 .0

(8)IF address is set directly at the device

5. Inthe TIA Portal Project view, navigate to Project tree | Online access, double-click the Ethernet
adapter that is used as PROFINET IO network in your system, then double-click Update accessible
devices.

Project tree o 4

Devices
5% QO g

¥ | ] |OLM UserGuide -~
ﬁﬁ.dd new device
i Devices & networks
» [ PLC_1 [CPU 1212C AC/DCIRN]
» 5§ common data
b E_-!ﬂ Documentation settings

] rj:j Languages & resources
= ﬁ_m Online access
1 Displayhide interfaces
= [ D-Link DGE-530T Gigabit Ethernet Ada...
Eﬁ? Update accessible devices
~ [ Accessible device [192.168.1.250] | —
%| Online & diagnostics

6. Once the accessible devices list is updated, find the IO-Link master by using the default IP address
192.168.1.250 or the previous IP address that the 10-Link master was assigned by IO controller.
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7. Double-click the Accessible device [192.168.1.250], then double-click the Online & diagnostics to open
up the Online access view.

8. Click Functions | Assign IP address, enter the desired IP configurations. In the following figure, the 10-
Link master was configured to use a static IP address 10.0.0.100, subnet mask 255.0.0.0 and no router.

9. Click the Assign IP address button, the IP configuration is assigned to the IO-Link master.

Online access » Intel{R) B2579LH Gigabit Network Connection » Accessible device [192.168.1.250] » Accessible device [192.168.1.250]

* Diagnostics

Assign IP address

General
* Functions

i ddress 5sible devices

Resetto factory settings
192 0168 .1 . 250

255 . 255 . 255 .0

e

The next configuration step is to assign the device name, go to Device Name Assignment on Page 40.

2024-11
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3.4.3.3. Assign IP Address Statically Using the Web Page

You can use the following procedure to configure a static IP address. The 10-Link master web interface switches
to the new IP address immediately.

Note: The IO-Link master default IP address is: 192.168.1.250 and the subnet mask is 255.255.255.0. You
may need to change your laptop or PC IP address range to access the I0-Link master web interface or
you can use PortVision DX to change the IP address without changing your settings.

1. Open a web browser and enter the I0-Link master IP address.
2. Click Configuration | Network.
3. Click the EDIT button.

ﬁpEppERL_‘,FUCHS Home Diagnostics [Jesgis@eGLl Advanced Attached Devices Support

I0-LINK  PROFINET IO MODBUS/TCP  OPCUA MQTT | NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Network Settings @

NETWORK CONFIGURATION

Status

Current IP Address 10.8.11.180
Current Netmask | 255.255.0.0
Current Gateway l Caution

Current DNS

l Changes to 1P address configuration may interfere with

Configuration PLC communications.

Host Name |

] oo
Static IP Address (3000.00000€.0000) |

Static Subnet Mask (30.000000300¢) l

Static Gateway Address (30060000000

DNS 1 {300 330C. 3. XK )

DNS 2 (3000 X030 XK ) l

T
IP Address Conflict Detection enable
NTP Server IP/Hostname

Syslog Server IP/Hostname

Syslog Server Port (0 - 65535) 514

© Pepperl+Fuchs

4. If necessary, change the IP Type to static.
5. Enter an IP address, subnet mask, and gateway address.

2024-11
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6. If applicable, enter the DNS1 and DNS2 addresses.

ﬁPEPpERL_‘,FUCHS Home Diagnostics [eGIgilslENLl Advanced Attached Dev

I0-LINK PROFINET IO MODBUS/TCP  OPCUA MQTT MISC LOAD/SAVE CLEAR SETTINGS

Network Settings @

NETWORK CONFIGURATION

Status

Current IP Address 10.8.11.180
Current Netmask 255.255.0.0
Current Gateway 10.8.0.254

Current DNS

Configuration

Host Name |

IP Type -

Static I[P Address (30005000 3003000
Static Subnet Mask (003000, X0, 3006
Static Gateway Address (30003000 X300 X0 0.8.0.254

DNS 1 (33030000000 X0

DNS 2 (300 300C.300¢.300K)

gl

IP Address Conflict Detection ©

© PepperltFuchs

Welcome Admin

7. Click the SAVE button.
The next configuration step is to assign the device name, go to Device Name Assignment on Page 40.

2024-11
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3.5. Device Name Assignment

Use one of the following methods to configure the Device Name.
e STEP 7 - refer to the following procedure

*  Web interface - see Using the Web Interface to Assign the Device Name on Page 41 for information about
using the 10-Link master Configuration | PROFINET 1O page.

3.5.1. Assign the Device Name in STEP 7

Use the appropriate procedure for your environment:
e STEP7V55
* TIA Portal V13 on Page 41

3.5.1.1. STEP7V5.5

Use the following procedure to configure the Device Name using STEP 7.

1. Select the 10-Link master, open the Edit Ethernet Node window using the PLC | Ethernet | Edit Ethernet
Node menu.

2. Click the Browse button to open the Browse Network window.
The unit should be displayed as an 10-Link master with an empty device name.
3. Select the unit and click the OK button to return to the Edit Ethernet Node window.

— — B
Ethemet node
Modes accessible online
MALC address: 00-00-81-08-Ce-9F Browse. ..
Set |P configuration
* |ze P parameters
{ Gateway

IP address:

R 10.0.0.100 + Do not use router

Subnet mask: 255.0.0.0 " Use router
" Obtain IF address from a DHCP server

|dentified by

i+ {a i

Client ID: [

Agsign P Configuration

Aszszign device name

Device name: ICE3810L Azzign Name
Fieset to factory settings

Beset
oo ] o
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4. Set the device name. PROFINET IO Device Names are not case-sensitive. In this example, the device
name was set to ICE3-8IOL.

If there is a cyclic communication between the device and an 10 controller, the cyclic communication has to be
stopped before the device name can be changed.

3.5.1.2. TIA Portal V13

1. Use the same procedure in TIA Portal V13 on Page 36 to access the Online access view.

2. Click Functions | Assign name, enter the device name and click the Assign name button. PROFINET 10
Device Names are not case-sensitive. In this example, the device name was set to ice3_io-link1.

 Diagnhostics :
Assign name

General
* Functions
Assign IP address

Assign narme Configured PROFIMET device
Resetto factory settings . - —
FROFIMET dewice name: iced_io-ink1
Device type: | |CE3-G10L
4
’.
Accessible devices in the network:
IF address MAC address Device PROFIMET device name Status
<] i B
[]LED flashes | pdate list " i Assign name

3.5.2. Using the Web Interface to Assign the Device Name

You can use the Configuration | Profinet 10 Settings page to assign the device name for PROFINET IO with
the 1O-Link master.

Note: Changes to device name using the web interface take effect immediately. It may interfere with the
communication between the device and 10 controller.

If necessary, open the 10-Link master web interface with your web browser using the IP address.
Click Configuration | PROFINET 10 Settings.

Click the EDIT button.

Enter the PROFINET 10 Device Name.

The PROFINET IO Device Name is the same as the name later used to configure PROFINET IO for the IO-
Link master. The PROFINET 10 Device Name is not case-sensitive.

PoODbd -~
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Device Name Assignment

5. If necessary, change the IOL_CALL Function Block Timeout (1-20) value to reflect your environment.

ngPPERL_‘_FUCHS Home Diagnostics [JesiiilfBl=ldLIl Advanced Attached Devices Support

10-LINK | PROFINET 10 MODBUS/TCP OPCUA MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

PROFINET IO Settings @

PROFINET IO CONFIGURATION

PROFINET IO Device Name [dawn180
10L_CALL Function Black Timeout (1 - 20)

Welcome Admin

6. Click SAVE.

Parameter Description

The device name must be specified according to DNS conventions.
* Restricted to a total of 240 characters (letters, digits, dash or period)

*  Parts of the name within the device name; in other words, a string
between two periods, must not exceed a maximum of 63 characters.

* No special characters such as umlauts (&, 6 etc.), brackets,
PROFINET IO Device Name underscore, slash, blank etc. The dash is the only permitted special

(Default: empty) character.
* The device name must not begin or end with the "-" character.

*  The device name must not begin with numbers.
*  The device name must not have the structure n.n.n.n (n = 0...999).

*  The device name must not begin with the character string "port-xyz-"
(x,y,z=0..9).

IQL_CALL Function Block
Timeout (1-20) The timeout value in seconds for IOL_CALL function block.

(Default: 20)

2024-11
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3.6. Setting the 10 Device Update Time

Use the appropriate procedure for your environment:
e STEP7V55
e TIA Portal V13 on Page 44

3.6.1. STEP 7 V5.5

Use the following procedure to set the IO Device Update Time.
1. Double-click the Ethernet(1): PROFINET-IO-System (100).

il]]) IM151-8 PN/DP CPU
1 -
2 IM1571-8 PN/DFP CPU |:| ;
7 N0 Ethemet(1): PROFINET-IO-System (100)
XTPTR Fort 7
X1 P2R FPort 2
XTFP3 Port 3
x2
3
4 -

2. Inthe Properties - PROFINET IO-System window, select the Update Time tab, as shown in the image
below.

General Update Time I

Communication Component (PROFINET 10) 100.0 - EE
Send clock: 1.000 -

ms

De.. r | Device Mame | Type | RT Class | IRT Optian | Mode | Update Time (ms)
1 ICE3BIOL ICE38I0L RT - Fixed update time 8.000"

|'Dvenriew of all 10 devices:

Configuring 10 Device Update Timer

3. Set the desired update time. The fastest 10 device update time is 8ms.

2024-11
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Setting the 10 Device Update Time

3.6.2. TIA Portal V13

Use the following procedure to set the 10 Device Update Time.
1. Double-click the IO-Link master in the Device configuration | Network view.

2. Onthe Properties | General tag, select PROFINET interface [X1] | Advanced options | Real time
settings.

3. Select the Can be set option and set the update time to the desired value from the list. The fastest 10
device update time is 8ms.

ICE38IOL [Module] "8 Properties  |*i}infe | 2l Diagnostics

J General || 10 tags || System constants || Texts |

w General
> Real time settings

Catalog information
w FROFIMET interface [x1]

> > |0 eyele
General
Ethernet addresses Shared Device
w Advanced optiohs
Interface options 10 controller outside project
i redbmeEREy with access to this 10 device | 0 M
* Real time settings
Comrmon send clock |‘I.DDD | ms
10 cycle
b Part1 [x1 F1R] .
b Port 2 [X1 P2 R Upileticz (e
Hardware identifier i :
FE : o.»‘\utomatlc: | | s
Identification & Maintenance
*
Hardware identifier L (@ can be set | 5.000 [+] ms
Shared Device || Adapt update time when send clock changes

Watchdog time

Accepted update cycles without

10 data: | 3 M

watchdog time: |24.DDD | ms

2024-11
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Configuring IO-Link Ports

3.7. Configuring 10-Link Ports

The 10-Link master gateway has two categories of IO modules:
e |O-Link Port Modules on Page 46
e Port Status Modules on Page 54

IO modules are used to configure 10-Link ports and exchange PDI and PDO data with various 10-Link devices
and digital I/O devices. The following image shows available modules of the 10-Link master.

E'D ICE3-210L ~ [ Head module

&g ICE38I0LGESLVID [l Ice3-810L1-GE5LV1D

E ICE3-8I0L-K45P-RJ45 [i odul

g ICE3AI0LKAT5-RILS e }

E-ga ICE3BI0L1-GEELYID ~ [ 10-Link Device

-3 10-Link Device [l 1cA-8D104M1-G2040 (EXT)
ICA-BDIOAM1-GZ00 [EXT) [l 1cA-8D104M1-G2040 (STD)
C:II | Ll_c:-gmmm-szu-m 15TD] ~ [l 10-Link Port
B -Link Port . =
: 10-Link Empty
----- 10-Link Empty
----- I0-Link In 1 byte [ 1o-Link In 1 byte
..... 10-Link In 2 bytes - 10-Link In 2 bytes
----- 10-Lirk In 3 bytes [l 1o-Link In 3 bytes
----- 10-Link In 4 bytes . 10-Link In 4 bytes
----- 10-Link In & bytes %
I0-Link In 8 b

----- 10-Link In 16 bytes =Imf”k|” 16:‘“
----- I0-Lirk In 32 bytes inkIn 16 bytes
..... 10-Link In/0ut 1 byte . 10-Link In 32 bytes
----- 10-Link In/0ut 2 bytes . 10-Link IniOut 1 byte
----- 10-Link In/Qut 3 bytes [l 1o-Link Iniout 2 bytes

10-Link In/Out 4 bytes
10-Link In/Out 8 bytes
10-Link In/Out 16 bytes

[l 1o-Link Iniout 3 bytes
. 10-Link IniDut 4 bytes

..... 10-Link In/0ut 32 bytes . 10-Link IniDut 8 bytes
----- 10-Link Dut 1 byte [l 1o-Link Iniout 16 bytes
----- 10-Link Qut 2 bytes [l 1o-Link Iniout 32 bytes

10-Link Out 3 bytes
10-Link Out 4 bytes
10-Link Out 8 bytes

[l 1o-Link Out 1 byte
[l 1o-Link Out 2 bytes

..... 10-Link Out 16 bytes . 10-Link Out 3 bytes
----- 10-Link Out 32 bytes [l 1o-Link Out 4 bytes
----- 10-Lirk Reset [l 1o-Link Out 8 bytes
""" 510 Digtal In [l 10-Link Out 16 bytes
""" e oaiel O [l 10-Link Out 32 bytes
B Port Status -
[ 10-Link Power [ 10-Link Reset
4 10-Link Status [l 510 pigital In
- [l 510 igital Out

STEP7VES ~ [ Port Status

- 10-Link Power
[l 1o-Link Status

TIA Portal VI3

2024-11
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3.7.1. 10-Link Port Modules

An |O-Link port can be configured as one of the following:

IO-Link Mode

SIO Digital In Mode
SIO Digital Out Mode
Deactivated Mode
Empty Mode

IO-Link Port modules are used to configure the mode of an 10-Link port.

All the 10O-Link modules start with the 10-Link (that is: 10-Link In, IO-Link Out and IO-Link In/Out) configure the
corresponding IO-Link port as 10-Link Mode. An SIO Digital In module configures the 10-Link port as SIO
Digital In Mode. Similarly, an SIO Digital Out module configures the port as SIO Digital Out Mode.

An 10-Link module can be input only, output only or both. In addition, there are different modules with
various 10 data sizes (1 to 32 bytes). For example, the IO-Link In/Out 4 bytes module is for an [O-Link
device that supports up to 4-byte PDI data and 4-byte PDO data. If you do not find an exact matching IO
size, select the next size (larger). For instance, use 10-Link in 16-bytes module for an I0-Link device that
has 10-byte PDI data. The unused PDI data is filled with zeros.

For SI0O Digital In module, the PDI data is fixed at 1-byte. A high voltage on the 10-Link port C/Q Pin
results in a 0x01 PDI data; a low voltage on the C/Q Pin results in a 0x00 PDI data.

For SIO Digital Out module, the PDO data is fixed at 1-byte. A zero output value from an SIO Digital Out
module sets the IO-Link port C/Q pin to low voltage. Any non-zero output value sets the C/Q pin to high
voltage.

An 10-Link Reset module deactivates an IO-Link port.

10-Link Port Module Input Data Format

0 PDI Data Block byte 0
1 PDI Data Block byte 1
31 PDI Data Block byte 31

O-Link Port Module Output Data Format

0 PDO Data Block byte 0
1 PDO Data Block byte 1
31 PDO Data Block bytes 31

An 10-Link Empty module indicates that an IO-Link port should not be used. Plugging an IO-Link device
into a port in Empty Mode may trigger an alarm.

IO-Link Port modules are allowed in Slot 1 to 8 on the 10-Link master. Slot 1 is corresponds to IO-Link Port 1.
Slot 2 is for 10-Link Port 2, so on and so forth. If a slot is unpopulated, the corresponding IO-Link port is not
configured. That port uses the previously configured settings, or default settings if it has not been configured
before.

I3 PEPPERL+FUCHS
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3.7.1.1. 10-Link Port Settings (10-Link Port Module Parameters)

Additional IO-Link port settings can be configured by using module parameters.
Use the appropriate procedure for your environment:

e STEP7V5.50nPage 48

* TIA Portal V13 on Page 49

10-Link Port Module Parameters

10-Link Port Config

The minimum or fastest cycle time at which the 10-Link device may operate.

Minimum Cycle Time . . )
You can leave the Minimum Cycle Time set to the default value and the 10-Link

(Default: 4) master negotiates with the 10-Link device for its minimum cycle time. The 10-Link

Valid range: 4-538ms | Diagnostics page displays the Actual Cycle Time, which is the negotiated cycle
time.

Data Storage Config

When this option is initially set to On, the IO-Link master saves the data storage (if
the data storage is empty) from the 10-Link device to that port. Some IO-Link
devices update the data storage contents if you use the Teach buttons on the 10-
Link device, but that is determined by the IO-Link device manufacturer.

Automatic upload occurs when the Automatic Upload Enable option is set to On
and one of these conditions exists:

Automatic Data Storage * There is no upload data stored on the gateway.

Upload Enable e The IO-Link device executes a requests_ at upload function (generally because
Default: Off you have changed the configuration via Teach buttons).

When a port contains data storage for an IO-Link device and if you attach a device
whose Vendor and Device ID do not match, the 10-Link LED on the IO-Link master
flashes red to indicate a wrong device is attached. In addition, the 10-Link
Diagnostics page displays DV: Wrong Sensor in the IOLink State field.

You should not enable Automatic Upload until after you have configured the 10-
Link device attached to the port unless you want to capture the default settings.
Refer to Data Storage on Page 123 for more information.

The data stored on the IO-Link master port is downloaded to the 10O-Link device if:
1. This option is selected.

2. The data stored on the 10-Link master port contains the same Vendor ID and
Product ID as the 10-Link device connected to the port.

Automatic Data Storage |3. The data stored on the IO-Link master port is different than that of the 10-Link
Download Enable device.

Default: Off 4. The lIO-Link device requests an upload and the Automatic Upload Enable
option is set to Off.

If you change configuration parameters on the 10-Link device and want the
parameters to remain loaded on the 10-Link device, you must disable the
Automatic Download option. If you do not disable Automatic Download, the 10-
Link master will reload the data storage on the port to the 10-Link device.

2024-11
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10-Link Port Module Parameters (Continued)

Validation Config

Device Validation Mode
(Default: None)

Device Validation Mode provides these options:

None - this disables Device Validation Mode.

Compatible - permits a compatible 10-Link device (same Vendor ID and Device

ID) to function on the corresponding port.

Identical - only permits an IO-Link device to function on the corresponding port

as defined in the following fields.
- Vendor ID

- Device ID

- Serial Number

Vendor Id (0-65535) This is required if you select a Device Validation Mode other than None.

Device Id (0-16777215) |This is required if you select a Device Validation Mode other than None.

Serial Num This is required if you select Identical for the Device Validation Mode.

Data Validation Mode
(Default: None)

There are three Data Validation Modes:

None - no data validation is performed on the port.

Loose - the slave device's PDI/PDO lengths must be less than or equal to the

user-configured values.

Strict - the slave device's PDI/PDO lengths must be the same as the user-
configured values.

PDI Length (0-32)

This is input length of the PDI data field.
This is required if you select a Data Validation Mode other than None.

PDO Length (0-32)

This is input length of the PDO data field.
This is required if you select a Data Validation Mode other than None.

3.7.1.1.1. STEP 7V5.5

Use the following
information to configure 10-
Link port module
parameters.

1.

Port module.

2. Select the Parameters

table.

Available parameters
are shown in this figure

and the table (Page 47)

describes how to use
the parameters.

Double-click an IO-Link

General ] Addreszes  Parameters

Y alue
oY= Paramete

-+ [0-Link Port Config

[£] Minimum Cycle Time 4
—+5) Data Storage Config

[£] Automatic Upload Enable Off

[£] Automatic Downlead Enable Off
—+5] Validation Config

[£] Device Validation Made Maone

[E] VendorId 0

[£] Deviceld 0

[Z] Serial Mum

[£] Data Validation Mode Mone

[£] PDI Length 0

[£] PDO Length 0

I3 PEPPERL+FUCHS

48



|O-Link master PROFINET 10 (PNIO) and Modbus/TCP User Guide

Configuring 10-Link Ports

3.7.1.1.2. TIA Portal V13

Use the following information to configure 10-Link port module parameters.
1. Open the I0-Link master Device view.
2. Click an IO-Link Port module.

3. Onthe Properties | General tag, select Module parameters. Available parameters are shown in the
following figure and the table (Page 47) describes how to use the parameters.

10-Link In 2 bytes_1 [Modula]

b Genersl
Inputs

D addresses
Hardware identifier

2024-11
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3.7.1.2. SIO Digital In/Out Module Parameters

Use the appropriate procedure to configure SIO digital in/out module parameters.

e STEP 7V5.50n Page 50
e TIA Portal V13 on Page 51

SI0 Digital Input and Output Module Parameters

SIO Digital Input

Invert 10
(Default: False)

If enabled, this inverts the I/O value.

* False (Disabled - Do not invert |1O)

*  True (Enabled - Invert 10)

Note: This does not affect the Auxiliary Input.

Input Settling Time (0 - 10000ms)
Default= 0ms

If non-zero and Mode is set to Digital-Input, the required time that the
input status must remain constant before an input status change is
reported.

Input Hold Time (0 - 10000ms)
(Default: Oms)

This is how long the 10-Link master keeps the input at its present value.
For example, if the 10-Link master detects the input to go to high, and the
hold time is X milliseconds, then the IO-Link master reports the input as
high for X milliseconds, even though the input itself may have gone away
already. If X is zero, then you get the behavior currently in the field.

SIO Digital Output

Invert 10
(Default: False)

If enabled, this inverts the I/O value.

* False (Disabled - Do not invert 10)

* True (Enabled - Invert 10)

Note: This does not affect the Auxiliary Input.

Default Digital Output
(Default: Off)

Defines the default digital output value that is used at startup and when
there is no active PDO controller.

e Off (low voltage)
* On (high voltage)

3.7.1.2.1. STEP7V5.5

Use the following procedure to configure SIO digital in/fout module parameters.
1. Double-click an SIO Digital In or SIO Digital Output module.

2. Select the Parameters table. Available parameters
are shown in the next images and the table (Page 50)
describes SIO digital input and output module

parameters.

I3 PEPPERL+FUCHS

SI0 Digital In

Genera | Addesses Porameer |

Value
S | Parameters
= i 510 Digital In Config
] lnvert 10 [Fa
(5] Input Settling Time (ms) o
(] Input Hold Time (ms) [0

lse

SI10 Input Module Parameters

SI0 Digital Out

General | Addresses Porameters |

Walue
Sk | Parameters
=3 SI0 Digital Output Cenfig
(8] Ivert 10
(] Default Digital Output

| False
[off

S10 Output Module Parameters
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3.7.1.2.2. TIA Portal V13

Use the following procedure to configure SIO digital in/out module parameters.
1. Open the 10-Link master Device view. Click an SIO Digital In or SIO Digital Output module.

2. Onthe Properties | General tag, select Module parameters. Available parameters are shown in the next
images and the table (Page 50) describes SIO digital input and output module parameters.

G Properties :‘l\.. Infa i: Y. Diagnostics

General 10 tags System constants Texts
*» General
Module parameters
Inputs
Module parameters S10 Digital In Config
VO addresses
Hardware dentifier Invert 10: | Falwe -

Input Settling Time (mz). |0

Input Hold Time (mz): |0

510 Input Module Parameters

| 4, Properties :“..hlfu l 1. Diagnostics i

General 10 tags | System constants Texts |
¥ General | .
Madule parameters
VO addrezzes SIO Digital Output Config

Hardware identifier

Madule parameters

InvertIO: | Falze -

Default Digital Qutput: | OF |

510 Output Module Parameters

3.7.2. 10-Link Device Modules

In addition to IO-Link modules, IO-Link Device modules can also be used in Slot 1 to 8 on the IO-Link master.
When an 10-Link Device module is used, IO-Link master expects the specified 10-Link device, or a compatible
device, to be plugged into that port. The IO-Link Device module comes with additional device specific
parameters, which can be configured by using module parameters. |O-Link master will be applied the
parameters to the device automatically once a PLC connection is established.

Available 10-Link Device modules are:
e |CA-8DIO4M1-G20-10 (STD)
* ICA-8DIO4M1-G20-I0 (EXT)

Besides normal 10-Link port settings, device specific settings can be configured by using module parameters.
Use the appropriate procedure for your environment:

I PEPPERL+FUCHS o1
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Configuring IO-Link Ports

3.7.21. STEP7V5.5

Using the following information to configure a IO-Link Device module parameters.
1. Double-click an I0-Link Device module.
2. Select the Parameters table.

A sample of available device specific parameters are show in this figure. Please refer to the 10-Link device
manual on how to configure and use the parameters.

- "
ICA-8DIO4M1-G20-10 (STD)

General | Addresses Parameters |

Value

»

(=44 Parameters

(1 10-Link Port Config
(1 Data 5torage Config
(] Validation Config

-H=3 Metor Operation P, et l

15§ Motor Port 1
E@ Speed 1 (percent) 100

[£] Speed 2 (percent)

[Z] Ramp Up (20ms steps)
(Z] Ramp Down (20ms steps)
{1 Motor Port 2

{1 Motor Port 3

=1 Motor Port 4

=24 Mator Control Configurati |

= = = =

15§ Motor Port 1
[Z] Output Mode Digital Output 5
[Z] Output Logic High Active - Not Inverted
(Z] Error Logic High Active - Not Inverted
[£] Speed Range Min (0.1V steps) | 20

(Z] Speed Range Max (0.1V steps) | 100

{1 Motor Port 2

{1 Motor Port 3

=1 Motor Port 4

~+=3 Motor Maintenance Confiauration

o] et |t

= =

L
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Configuring 10-Link Ports

3.7.2.2. TIA Portal V13

Use the following information to configure IO-Link Device module parameters.
1. Open the I0-Link master Device view.

2. Click an I0O-Link Device module.

3. Properties | General tag, select Module parameters.

A sample of available device specific parameters are show in this figure. Please refer to the I0-Link device
manual on how to configure and use the parameters.

» General
Hardware interrupts
* Module parameters
10-Link Port Config
Data Storage Config
Validation Config

Motor Control Configuration
Motor Mai Confi
1i0 Configuration
Medule Configuration
Event Configuration

10 addresses

2024-11
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3.7.3. Port Status Modules

There are two Port Status modules:
e |O-Link Status Module
e |0O-Link Power Module (available on selected models)

3.7.3.1. 10-Link Status Module

IO-Link Status module is a 4-byte input only module that provides status information of all 10-Link ports. The
following table shows the data format of 10-Link Status module.

Byte Offset Status Byte Description
0 I0-Link Active
1 I10-Link PDI Valid
2 10-Link Auxiliary Input
3 IO-Link Error

Each 10-Link port is mapped into one bit of each byte in the 10-Link Status module as shown in this table.
Bit Map of 10-Link Active, I0-Link Error, and Auxiliary Input Modules

Byte 1 Port8 |Port7 |Port6 |Port5 |Port4 |Port3 |[Port2 |Port1

For IO-Link Active status byte (offset 0), a bit one means the corresponding IO-Link port is active. An [O-Link
port is considered as active when it is configured correctly and has a working 10-Link device attached.

A bit one in 10-Link PDI Valid status byte (offset 1) means the PDI data from the corresponding 10-Link port is
valid. PDI Valid is only applicable to 10-Link port modules that have input data.

e If there are any errors detected when communicating with the 10-Link device, the corresponding bit in the
IO-Link Error status byte (offset 2) will be setto 1.

e If a high voltage is detected on the auxiliary input of an IO-Link port, the corresponding bit in the IO-Link
Auxiliary Input status byte (offset 3) will be setto 1.

See the following table for the description of each byte of the 10-Link Status module.

Status Byte Status Bit Description

0: 10-Link port is not active, no 10-Link device is detected.

IO-Link Active . . . . . .
* 1:10-Link port is active, an |O-Link device is detected and operational.

e 0:10-Link port PDI data is not valid.

IO-Link PDI Valid , . .
e 1:10-Link port PDI data is valid.

* 0:Low voltage detected on the auxiliary pin of an 10-Link port.

IO-Link Auxiliary Input . . . .
* 1:High voltage detected on the auxiliary pin of an IO-Link port.

*  0: No error detected

|O-Link Error « 1:An error detected. The further information about the error is available in
PROFINET IO channel diagnostics.
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Configuring IO-Link Ports

3.7.3.2. Auxiliary Input Parameters

Use the appropriate procedure for your environment:
e STEP7V55
e TIA Portal V13 on Page 57

Port N Auxiliary Input Parameters

If enabled, the auxiliary input of Port n will be used.
Enable (Default: False) e True (Enabled - Enable auxiliary input)
* False (Disable — Do not use auxiliary input)

If enabled, this inverts the auxiliary input of port n.
Invert Input (Default: False) * False (Disabled - Do not auxiliary input)
e True (Enabled — Invert auxiliary input)

Input Settling Time (ms) The auxiliary input settling time that remains constant before that
(Default: 0) input is considered/accepted.

This is how long the 10-Link master keeps the input at its present
value. For example, if the 10-Link master detects the input to go to
Input Hold Time (ms) (Default: |high, and the hold time is X milliseconds, then the 10-Link master
0) reports the input as high for X milliseconds, even though the input
itself may have gone away already. If X is zero, then you get the
behavior currently in the field.

2024-11
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Configuring IO-Link Ports

3.7.3.2.1. STEP 7V5.5

Use this procedure to set the auxiliary input parameters.
1. Double-click the IO-Link Status module.

2. Select the Parameters table. Available parameters are shown in the next image and the table (Page 55)
describes Auxiliary Input parameters.

Sl | Farameters
=g Port 1 Awaliary Input
—[H] Enable True

[E] It Input False

—[E] Input Setthing Time (ms) 0

—[H] Input Hold Teme {ms) 0
w7 Pert 2 Auxiliary Input
w4 Pert 3 Awxiliary Input
£ Pert 4 Awiliary Input
w4 Pert 5 Awxiliary Input
w7 Port 6 Auxiliary Input
i) Port 7 Auniliary Input
#7 Pert 8 Auiliary Input

2024-11
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3.7.3.2.2. TIA Portal V13

Use this procedure to set the auxiliary input parameters.
1. Open the I0-Link master Device view.
2. Click the 10-Link Status module.

3. Onthe Properties | General tag, select Module parameters. Available parameters are shown in the next
image and the table (Page 55) describes Auxiliary Input parameters.

e O e[ s |

General 10 tags System constants

F General
Module parameters

Inputs

dodu Port 1 Auxiliary Input

10 addresses

Hardware identifier Enable: | True I=]
Invert Input: | Falze (=]

Input Settling Time (ms): [0 ]
Input Held Time (ms): |0 |

Port 2 Auxiliary Input

Enable: |True -

Invertinput: | False [=]

Input Settling Time (mz): |0 ]
Input Hold Time (ms): |0 ]

3.7.3.3. 10-Link Power Module (ICE3-8I0L1-G65L-V1D)

Available on modes that support IO-Link Class B ports, such as the ICE3-8I0L1-G65L-V1D, the 10-Link Power
module provides status information of 2L+ power supply on the Class B ports. It also allows PLC to control the
auxiliary digital output on the Class A ports.

The 10-Link Power module has a 2-byte input, which provides 2L+ power supply status of the Class B IO-Link
ports and auxiliary digital output status of the Class A 10-Link ports.

Input Byte Input Bit Description

For Class B 10-Link ports:

*  0:2L+ power supply is disabled

e 1:2L+ power supply is enabled

For Class A 10-Link ports:

*  0:Auxiliary digital output is disabled
* 1:Auxiliary digital output is enabled

Byte 0
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Input Byte Input Bit Description (Continued)

Byte 1

For Class B 10-Link ports:

0: There is no fault detected on 2L+ power supply
1: There is a fault detected on 2L+ power supply

For Class A 10-Link ports:
0: There is no fault detected on auxiliary digital output
1: There is a fault detected on auxiliary digital output

Each 10-Link port is mapped into one bit of each byte in the 10-Link Power module. For example, the following
table shows the bit map of 10-Link Power module input for ICE3-810L1-G65L-V1D.

=114 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
(Port 8) (Port 7) (Port 6) (Port 5) (Port 4) (Port 3) (Port 2) (Port 1)
Auxiliary  |Auxiliary  |Auxiliary  |Auxiliary  |2L+ power 2L+ power |2L+ power |2L+ power
Byte O |output output output output supply supply supply supply
status status status status status status status status
Bvte 1 Auxiliary  |Auxiliary  |Auxiliary  |Auxiliary  |2L+ power 2L+ power |2L+ power |2L+ power
y output fault |output fault |output fault |output fault |supply fault |supply fault supply fault | supply fault

For IO-Link Class B ports, Pin 2 is the 2L+ power supply. For 10-Link Class A ports, Pin 2 is the auxiliary digital
output. Therefore the input byte 0 of I0-Link Power module provides the current status of an 10-Link port Pin 2.
The input byte 1 of IO-Link Power module indicates whether there is a fault detected on Pin 2.

The fault bit will be cleared automatically when the faulty condition is removed. Additionally, for auxiliary digital
output, the fault bit will also be cleared when the auxiliary digital output is enabled and set to high by PLC.
However, if the faulty condition still exists, the corresponding fault bit will be set again.

IO-Link Power module also has 1-byte output that allows PLC to enable or disable the auxiliary digital output of
a Class A IO-Link port. See the following table for the description of the output data format of 10-Link Power
module.

Output Byte Output Bit Description

For Class B I0-Link ports:

*  Not used. Writing to the output bit has no effect.

For Class A 10-Link ports:

* 0:Disable the auxiliary digital output (pin 2 set to high impedance)
* 1:Enable the auxiliary digital output (pin 2 set to high)

For model ICE3-8I0L1-G65L-V1D, the following table shows the bit map of 10-Link Power module output.

Byte 0

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
(Port 8) (Port 7) (Port 6) (Port 5) (Port 4) (Port 3) (Port 2) (Port 1)
Auxiliary  |Auxiliary  |Auxiliary | Auxiliary Not Not Not Not
Byte 0 g:ﬂgﬁlt gtLgtﬁ’JuSt gtu;tp:just ggﬁjust applicable |applicable |applicable |applicable

In order for PLC to actually control an auxiliary digital output, the Auxiliary Output option must be set to True in
PLC project using the 10-Link Power module parameters.
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3.7.3.3.1. Configuring 10-Link Power Parameters

Use the appropriate procedure for your environment:
e STEP7V55
e TIA Portal V13

10-Link Power Output Parameters

If enabled, PLC controls the auxiliary digital output of Port n through
Port n Auxiliary Output Enable the output of 10-Link Power module.

(Default: False) e True (Enabled — PLC controls the auxiliary digital output)
* False (Disable — PLC does not control the auxiliary digital output)

Defines the default auxiliary digital output value that is used at startup
Port n Ausxiliary Output Default and when there is no active PDO controller.

Output (Default: Off) *  Off (high impedance)
* On (high voltage) - 24V

STEP 7 V5.5
Use this procedure to set the auxiliary output parameters.
1. Double-click the IO-Link Power module.

2. Select the Parameters table. Available parameters are shown in the next image and table /O-Link Power
Output Parameters on Page 59 describes Auxiliary Output parameters. Only IO-Link ports that have
auxiliary digital output are displayed.

r ™y
10-Link Power =
General I Addresses  Parameters |
Yalue
Port5 Awdliay Qutpet . L =
(£] Enable False
(£] Default Qutput Off
PotbAniiayOutpst
(£] Enable False
(£] Default Qutput Off
PotlAwilayOutpst
(£] Enable False
(£] Default Qutput Off
PotBAwiiayOutpst T
(£] Enable False
(£] Default Qutput Off

TIA Portal V13

Use this procedure to set the auxiliary input parameters.
1. Open the I0-Link Master Device view.

2. Click the 10-Link Power module.
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3. Onthe Properties | General tag, select Module parameters. Available parameters are shown in the next
image and table /O-Link Power Output Parameters on Page 59 describes Auxiliary Output parameters.
Only 10-Link ports that have auxiliary digital output are displayed.

|g Properties |"_i.;lnf0 i) ‘

J General || 10 tags || System constants || Texts |

» General
Module parameters

Hardware interrupts
+ Module parameters

Port 5 Auxiliary Output

Port 5 Auxiliary Output

Port 6 Auxiliary Output Port 5 Auxiliary Output

Port 7 Auxiliary Output

Port 8 Auxiliary Output Enable: |False

Module failure I Default Qutput: Off
110 addresses Bl

[| Port6 Auxiliary Output

i

Port 6 Auxiliary Output

Enable: ;_I_’g_l_;e_

Default Output: Off

3.7.4. Configuring 10-Link Ports with the Web Interface

IO-Link port settings (for example, port mode, minimum cycle time, data storage, validation, and device
validation) should be configured through STEP 7 by adding correct modules and setting modules’ parameters.
Optionally, the same settings can be changed through the web interface.

Note: Any changes made through the web interface are overwritten when an application relation is
established between a gateway and an 10 controller.

This page provides special features such as Data Storage, Device Validation, and Data Validation.

Note: Do not configure Data Storage until the I0-Link device is configured. Data Storage, Device Validation,
and Data Validation are discussed in Ulilizing IO-Link master Features on Page 120.

You can use this procedure to configure IO-Link settings for each 10-Link port.

If an 10-Link device is attached to the port, no configuration is required for operation. If a digital input or output
device is attached, it is necessary to change the Port Mode.

1. If necessary, open the I0-Link master web interface with your web browser using the IP address.
2. Click Configuration | 10-Link Settings.
3. Click the EDIT button for the port or ports that you want to configure.

Note: You can click each EDIT button and open all ports to quickly configure port parameters.
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4. Optionally, enter a friendly port name.

SPEPPEHL-I-FUCHS Home Diagnostics JeiiilEtGB Advanced Attached Devices Support

I0-LINK | PROFINETIO MODBUS/TCP OPCUA MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

10-Link Settings @

I0-LINK PORT CONFIG B PORT1 B PORT 2 B PORT 3 B PORT 4 B PORTS B PORTG B PORT7

CANCEL SI:“E EDIT EDIT EDIT EDIT EDIT EDIT
Port Name 10-Link Port 2 10-Link Port 3 10-Link Port 4 10-Link Port 5 I0-Link Port 6 10-Link Port 7 10-Link Port 8
Port Mode I0Link 10Link 10Link I0Link I0Link Digitalln Digitalout
PDO Lock Enable true true true true true true true
Invert SIO false false falze false false false false
Invert Auxiliary Input false false false false false false false
Default SIO Digital Output State off off off off off off off

Minimum Cycle Time (4 - 538) 4 ms 4 ms 4ms 4 ms 4ms 4ms 4ms

in

0ms
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@
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@
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@
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@

Auxiliary Input Settling Time (0 -
10000)

Auxiliary Input Hold Time (D -
lUUUU]w £ (

0ms 0ms

=
o
o
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510 Input Settling Time (0 -
10000)
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SIO Input Hold Time (0 - 10000)

3
n
o
3
@
=)
3
b
=)
3
@
=)
3
@
o
3
b
o
3
n
o
3
@

Data Storage Config

Storage Contents empty empty empty empty empty empty empty empty
Automatic Upload Enable off Off Off Off off off Off
Off Off Off Off off off off

Automatic Download Enable

Data Storage Manual Ops

0 o o
& ERES
= < <

DOWNLOAD

Welcome Admin & Pepperl+Fuchs

5. Make appropriate selections for the device that you connected to that port.

Make sure you select the Digitalln option for a digital input device and the DigitalOut option for a digital
output device for the Port Mode.

The 10-Link master negotiates the Minimum Cycle Time so it is not necessary to set a cycle time unless
you need a specific cycle time.

You can refer to the following table if you require definitions or values for the options.

Note: Do not configure Data Storage until the IO-Link device is configured.

Note: Do not enable Automatic Download and then attempt device configuration as Automatic
Download changes the settings back to what is stored on the I0-Link master. Data Storage, Device
Validation, and Data Validation are discussed in Utilizing IO-Link master Features on Page 120.

6. Click the SAVE button for each port.
7. Return to the 10-Link Diagnostics page to verify that your changes have taken affect.
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The Configuration | 10-Link Settings page supports the following options.

IO-LINK Settings Page

User defined port or device description.

Default: 10-Link

Port Name e  Standard ASCII characters

* Max length = 80 characters

Selected 10-Link port mode. Valid settings are:

° Reset - Select to disable a port or to reset/restart an 10-Link port.
Port Mode

* 10-Link - Select to connect and operate an IO-Link device on the port.
* Digital In - Select if a DI device is attached to the port.
* Digital Out - Select if a DO device is attached to the port.

Invert SIO
Default: False

If enabled and the Port Mode is Digital In or Digital Out, this option inverts the SIO
value.

* False (Disabled - Do not invert SIO)
*  True (Enabled - Invert SIO)
Note: This option does not affect the Auxiliary Input.

Invert Auxiliary Input

If this option is enabled, the Auxiliary bit is inverted.

Default SIO Digital
Output State

Default: Off

If the port mode is Digital Out, defines the default digital output value that is used at
startup and when there is no active PDO controller.

*  Off (low voltage) - 0
*  On (high voltage) - 24V

Default Auxiliary Output
State

Default: Off

Available on selected models, this option defines the default auxiliary digital output
value that is used at startup and when there is no active PDO controller.

e Off (high impedance)
* On (high voltage) - 24V

Minimum Cycle Time
Default: 4

The minimum, or fastest, cycle time at which the 10-Link device may operate. The
valid range is 4-538 ms.

You can leave the Minimum Cycle Time set to the default value and the I10-Link
master negotiates with the 10-Link device for its minimum cycle time. The 10-Link
Diagnostics page displays the Actual Cycle Time, which is the negotiated cycle
time.

Auxiliary Input Settling
Time (0 - 10000)

The auxiliary input settling time that remains constant before that input is
considered/accepted

Auxiliary Input Hold
Time (0 - 10000)

This is how long the 10-Link master keeps the input at its present value. For
example, if the IO-Link master detects the input to go to high, and the hold time is X
milliseconds, then the IO-Link master reports the input as high for X milliseconds,
even though the input itself may have gone away already. If X is zero, then you get
the behavior currently in the field.

SIO Input Settling Time
(0 - 10000)

The SIO input settling time that remains constant before that input is considered/
accepted.

SIO Input Hold Time (O -
10000)

This is how long the 10-Link master keeps the input at its present value. For
example, if the 10-Link master detects the input to go to high, and the hold time is X
milliseconds, then the 10-Link master reports the input as high for X milliseconds,
even though the input itself may have gone away already. If X is zero, then you get
the behavior currently in the field.
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I0-LINK Settings Page (Continued)

Data Storage Config

Indicates that the data storage for the port is empty or displays the Vendor ID and

Storage Contents Product ID of the data stored on that port.

When this option is initially set to On, the IO-Link master saves the data storage
parameters (if the data storage is empty) from the 10-Link device to the IO-Link
master.

Automatic upload occurs when the Automatic Upload Enable option is set to On
and one of these conditions exists:

* There is no upload data stored on the gateway and the 10-Link device is

Automatic Data Storage connected to the port.
Upload Enable *  The lO-Link device has the DS_upload bit on (generally because you have
Default: Off changed the configuration via Teach buttons or web page).

When a port contains data storage for an IO-Link device and if you attach a device
whose Vendor and Device ID do not match, the 10-Link LED on the IO-Link master
flashes red to indicate a wrong device is attached. In addition, the 10-Link
Diagnostics page displays DS: Wrong Sensor in the IOLink State field.

Note: Not all device parameters are sent to data storage, this is determined by the
10-Link device manufacturer.

The data storage parameters on the 10-Link master are downloaded to the
connected IO-Link device if:

1. The Automatic Download option is enabled.

2. The data stored on the 10-Link master port contains the same Vendor ID and
Product ID as the 10-Link device connected to the port.

Automatic Data Storage |3. Data storage parameters are also downloaded to the 10-Link device if
Download Enable configuration changes are made on the device causing the DS_upload bit to
Default: Off turn on and automatic upload is not enabled.

4. The IO-Link device requests an upload and the Automatic Upload Enable
option is set to Off.

If you change configuration parameters on the 10-Link device and want the
parameters to remain loaded on the 10-Link device, you must disable the
Automatic Download option. If you do not disable Automatic Download, the 10-
Link master will reload the data storage on the port to the 10-Link device.

The Manual Data Storage Ops option provides the following functionality, if data
storage is supported by the IO-Link device.

° CLEAR - this clears any stored data for an 10-Link device on this port.

Data Storage Manual |« UPLOAD - this uploads and stores the 10-Link device configuration on the 10-
Ops Link master.

e DOWNLOAD - this downloads the stored IO-Link device configuration from the
IO-Link master to the 10-Link device attached to this port if the Vendor ID and
Device ID match.
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I0-LINK Settings Page (Continued)

Validation Config

Device Validation Mode provides these options:
* None - this disables Device Validation Mode.

e Compatible - permits a compatible 10-Link device (same Vendor ID and Device
ID) to function on the corresponding port.

Identical - only permits an |O-Link device to function on the corresponding port
as defined in the following fields.

Vendor ID
Device ID
Serial Number

Note: Connecting an IO-Link device that is different than the configured with Data
Validation enabled will generate a DV: wrong sensor error.

Device Validation Mode |°
(Default: None)

This is required if you select a Device Validation Mode other than None.

Vendor Id (0-65535) The Vendor ID can be manually entered in this field or click the GET ATTACHED
button and the 10-Link master populates the Vendor ID in this field.

This is required if you select a Device Validation Mode other than None.

Device Id (0-16777215) | The Device ID can be manually entered in this field or click the GET ATTACHED
button and the 10-Link master populates the Device ID in this field.

This is required if you select Identical for the Device Validation Mode.

Serial Num The Serial Number can be manually entered in this field or click the GET
ATTACHED button and the IO-Link master populates the serial number in this field.

There are three Data Validation Modes:
* None - no data validation is performed on the port.

Data Validation Mode |, Loose - the slave device's PDI/PDO lengths must be less than or equal to the
(Default: None) user-configured values.

e Strict - the slave device's PDI/PDO lengths must be the same as the user-
configured values.

This is input length of the PDI data field.
PDI Length (0-32) This is required if you select a Data Validation Mode other than None.

The PDI Length can be manually entered in this field or click the GET ATTACHED
button and the 10-Link master populates the PDI length in this field.

This is input length of the PDO data field.
PDO Length (0-32) This is required if you select a Data Validation Mode other than None.

The PDO Length can be manually entered in this field or click the GET ATTACHED
button and the 10-Link master populates the PDO length in this field

After opening a port for editing, you can click the GET ATTACHED button to
automatically populate the following fields with data from the 10-Link device:

e Vendorld

e Device ld

e Serial Num
* PDI Length
* PDO Length

GET ATTACHED
(Button)
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Configuring Other Settings and Diagnosis

3.8. Configuring Other Settings and Diagnosis

The 10-Link master head module has additional module parameters that can be used to configure other
features and settings.

3.8.1. Configuring OPC UA Settings

Please refer to OPC UA Settings Parameters on Page 97 for information about the OPC UA settings.
Use the appropriate procedure for your environment:

3.8.1.1. STEP7V5.5

Use the following information to configure OPC UA settings.
1. Double-click the head module.

2. Select the Parameters table. Available parameters are shown in this figure and the table OPC UA Settings
Page (Page 97) describes how to use the parameters.

_ :
Properties - ICE38I0L (R-/S0) o ]

General | Addresses  Parameters |

| Walue
(=44 Parameters |
B A
[=HZ3 OPC UA Configuration
--[£] OPC UA Server Enable Disable

--[Z] Work-around for OPC UA cl... | Disable
--[Z] Show only currently selecte... | Disable
-[Z] Allow OPC UA clients to wri... | Disable
-[Z] Application Name
-[Z] Application URI
—[£] Username

--[£] Change password Disable
[£] New Password

=+ Allow OPC UA clients to write ...

RN O e S O e = e SR 3

HE] Portl Disable
HE] Port2 Disable
HE] Port3 Disable
-[E] Port4 Disable
EZ] Port5 Disable
-[Z] Port6 Disable
HE] Port7 Disable
L[Z] Port8 Disable
(23 Diognos
o] e |

.

3.8.1.2. TIA Portal V13

Use the following information to configure OPC UA settings.
1. Open the 10-Link master Device view.
2. Click the head module.
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3. Onthe Properties | General tag, select Module parameters. Available parameters are shown in the
following figure and the table OPC UA Settings Page (Page 97) describes how to use the parameters.

G, Properties I‘j} Info i) l % Diagnostics

JGeneral TID tags TSystemconstants ITexts |

~ General
Catalog information
~ PROFINET interface [X1]
General
Ethemnet addresses
» Advanced cpticns
Identification & Maintenance
Hardware interrupts
 Module parameters

Diagnosis
Shared Device E

OPC UA
OPC UA Configuration

OPC UAServer Enable: | Dizable

Work-around for OPC UA clients
quiring unigue k | Disable

Show only ly selected
P data

Allow OPC UA clients to write
ISDU data: | Disable

e |
Application URI: |
p—

Change password: | Disable

1 Disable

bl

New [

Allow OPC UA clients to write PDO data

Port1: | Disable
Port 2: ]Di:nble
Port3: | Disable
Port 4: ]Di:nble

3.8.2. Configuring Diagnosis Settings

Additional diagnosis settings can be configured by using head module parameters.
Use the appropriate procedure for your environment:

STEP 7 V5.5
TIA Portal V13

General Diagnosis Settings

Report alarms (Default: Enable)

If enabled, report all alarms
e Enable — All alarms enabled
* Disable — All alarms disabled

Report IO-Link Master alarms
(Default: Enable)

If enabled, report alarms from 10-Link master
* Enable - 10-Link master alarms enabled
¢ Disable - I0-Link master alarms disabled

Report I0-Link Device error alarms
(Default: Enable)

If enabled, report error type alarms from IO-Link device
e Enable - 10-Link device error alarms enabled
¢ Disable - I0-Link device error alarms disabled

Report I0-Link Device warning
alarms (Default: Enable)

If enabled, report warning type alarms from IO-Link device
* Enable - 10-Link device warning alarms enabled
* Disable — 10-Link device warning alarms disabled
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Diagnosis Settings (Continued)

If enabled, report notification type alarms from 10-Link device
* Enable — IO-Link device notification alarms enabled
¢ Disable - I0-Link device notification alarms disabled

Report I0-Link Device notification
alarms (Default: Enable)

10-Link Device Diagnosis

If enabled, report alarms from Port n
Port n (Default: Enable) * Enable - alarms from Port n enabled
* Disable — alarms from Port n disabled

3.8.2.1. STEP7V5.5

Use the following information to configure diagnosis settings.
1. Double-click the head module.
2. Select the Parameters table.

Available parameters are shown in this figure and the table Diagnosis Settings on Page 66 describes how to
use the parameters.

-
Properties - ICE38IOL (R-/50) =5
General | Addresses  Farameters |
Value
=423 Parameters
Eg OPC UA [
S| Dia
General Diagnosis Settings
-[E] Report alarms Enable
' -(Z] Report 10-Link Master alarms Enable
-[E] Report 10-Link Device error alarms Enable
N -[] Report I0-Link Device warning alarms Enable
N -[#] Report 10-Link Device notification alarms | Enable
(| (=2 10-Link Device Diagnosis
[&] Portl Enable
(@] Port2 Enable
[&] Port3 Enable
[&] Portd Enable
[&] Port5 Enable
-[&] Port6 Enable
[E] Port7 Enable
L[E] Portd Enable
i
i
L]
<\ . ] b
Carcd | Heb
L. -
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3.8.2.2. TIA Portal V13

Use this procedure to configure diagnosis settings.
1. Open the I0-Link Master Device view.
2. Click the head module.

3. Onthe Properties | General tag, select Module parameters. Available parameters are shown in the next
image and table Diagnosis Settings on Page 66 describes how to use the parameters.

ICE38IOL_1 [ICE3-8I0L-G65L-V1D]

Catalog information =
~ PROFINET interface [X1] C
General
Ethernet addresses
» Advanced options
Identification & Maintenance
Hardware interrupts
w Module parameters
OPCUA

Shared Device
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4. Updating Images and Applications

This chapter provides an overview of the software (images and applications) on the 10-Link master. In addition
it contains procedures to update images (Page 72) and application sub-assemblies (Page 73).

After verifying that the IO-Link master contains the latest software, the next step is to configure the port
characteristics using Configuring the 10-Link master on Page 28.

4.1. Images and Application Sub-Assemblies Overview

The 10-Link master is loaded with the latest images at the factory but you may need to update images or
application sub-assemblies to have access to the latest features.

Note: Go to https://www.pepperl-fuchs.com to check for the latest images for your product.
You can view all image and application versions in the 10-Link master ADVANCED | Software page.

T“EPEPPEHL-I-FUCHS Home Diagnostics Configuration JEGVElge=l Attached Devices Support

SOFTWARE | ACCOUNTS LOGFILES LICENSES

Software @

IMAGES

U-Boot Bootloader 1.39
FRGA .01
System - Pnimary 1.56
System - Backup 1.56
Application Base 1.6.36

APPLICATIONS

application-manager 1.6.0.3

configuration-manager 1.6.0.3

discovery-protocol 1.6.0.2
event-log 1.6.0.0
iolink-driver 1.6.0.12
libiolinkutils 1.6.0.25
modbus 1.6.1.17
magtt 1.6.0.8
opcua-server 1.6.0.6
profinetio 1.6.2.5
web-help 1.6.0.0
web-user-interface 1.6.0.34b

Update Application

REBOOT

|Browse.... | No file selected. Install

Welcome Admin © Pepperl+Fuchs

Optionally, you can use PortVision DX to load all images or application sub-assemblies.
Note: PortVision DX displays the main application base version, which in this case is PROFINET IO. Use the
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Software page to determine other image or application versions.

4.1.1. Images

The following table discusses 10-Link master images.

10-Link master Images

U-Boot is a high-level Bootloader that has networking and console command line
capabilities. Among other things, it implements a TFTP server and Pepperl+Fuchs new
U-Boot Bootloader |discovery protocol.

This verifies that a Linux kernel image exists in NAND, then copies it to RAM and starts the
IO-Link master. The U-Boot version is displayed after the image name.

The FPGA partition/image contains configuration data used by programmable hardware
within the 10-Link master unit.

FPGA images are unique to the hardware and protocol type. Make sure you download the
correct image for your platform.

FPGA

The ulmage contains the Linux kernel and the RAM-resident root file system. It does not
contain industrial protocol support or application-specific features.

There is a Primary and Backup version loaded on the IO-Link master. The IO-Link master
automatically reloads the Backup ulmage if the file system corrupted.

The ulmage version is displayed after the Primary/Backup ulmage.

ulmage - Primary/
Backup

The Application Base image comprises a flash-resident file system containing applications
and protocol support.

The Application Base is built from a collection of application subassemblies -- each of
Application Base |Which may be updated individually between releases of the application base as a whole.

The application sub-assemblies in the Application Base image are displayed in the lower
portion of the Software page.

The Application Base assembly has a 3-tuple version number: (for example, 1.6.36).
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4.1.2. Application Sub-assemblies

Application sub-assemblies are the components of the Application Base image. Application sub-assemblies
have a 4-tuple version number (for example, 1.3.18.3). The first two values in a sub-assembly version
correspond to the version of the application base assembly for which it was built and tested.

For example, a sub-assembly with version 1.3.18.3 was tested with application base version 1.3.18. When
using the Software page or PortVision DX, an application sub-assembly can install only if its version number
matches that of the installed application base assembly. A sub-assembly with a version of 1.20.2.4 only installs
if the application base version is 1.20.2. It will not install on a device with application base version 1.21.5.

I0-Link master Application Sub-assemblies

application-manager The Application Manager version loaded on the IO-Link master.
configuration-manager | The Configuration Manager version loaded on the 10-Link master.
discovery-protocol The Discovery Protocol version loaded on the 10-Link master.
event-log The Event log version loaded on the 10-Link master.

iolink-driver The 10-Link driver version loaded on the IO-Link master.

libiolinkutils The IO-Link utilities library version loaded on the 10-Link master.
modbus Modbus/TCP interface version loaded on the 10-Link master.

mqtt If applicable, the MQTT interface version loaded on the 10-Link master.
opcua-server qug%irc.:able, the opcua-server interface version loaded on the I0-Link
profinetio The PROFINET IO version loaded on the 10-Link master.

web-help If applicable, the web-help system version loaded on the 10-Link master.
web-user-interface The web-user interface version loaded on the 10-Link master
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4.2. Using the Web Interface to Update Software

The upper portion of the Advanced | Software page is used to update the I0-Link master images. The lower
portion of this page is used for updating application sub-assemblies that are integrated in the Application Base.

Typically, the latest application sub-assemblies are available in the Application Base image. There may times
when a feature enhancement or bug fix is available in an application sub-assembly and not yet available in the
Application Base image.

4.2.1. Updating Images

Use this procedure to upload images or images using the Software page.

1.

o0~ 0D

Download the latest image or images from https://www.pepperl-fuchs.com.

Note: Make sure that you download the appropriate software for your model. For example, the FPGA
images are unique for different hardware models and protocol.

Open your browser and enter the IP address of the IO-Link master.

Click Advanced | SOFTWARE.

Click the UPDATE button next to the image you want to update.

Click the Choose File, navigate to the file location, highlight the image, and click Open.
Click the Install button.

ﬁPEPPEHL,ﬂ:UCHS Home Diagnostics Configuration JEGVERELE Attached Devices Support Logout g8

SOFTWARE | ACCOUNTS LOGFILES LICENSES

Software @

IMAGES

U-Boot Bootloader 1.39
FPGA 0.23
System - Primary 1.56
System - Backup 1.43
Application Base 1.6.36a

APPLICATIONS

application-manager Update Image: Application Base

In Progress
configuration-manager

discovery-protocol You are about to install application-base-
pnio-1.6.36a.ulmage

event-log

It will replace any existing version of that package or
image.

iolink-driver
libiolinkutils

Do NOT disconnect power during the installation process.
modbus

matt W CANCEL
opcua-server

profinetio

web-help 1.6.0.0

web-user-interface 1.6.0.34b

Update Application

| Browse__.. | No file selected. Install
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Using the Web Interface to Update Software

7. Click the CONTINUE button to the Update Image message.
8. Click OK to close the Update Image Successful message.
Note: Some images may require the IO-Link master web server to restart.

4.2.2. Updating Application Subassemblies

Use this procedure to upload applications using the Software page.

1. Download the latest application from https://www.pepperl-fuchs.com.
2. Open your browser and enter the IP address of the |0-Link master.
3. Click Advanced and SOFTWARE.
4

Click the Choose File button under Update Application navigate to the file location, highlight the
application, and click Open.

Click the Install button.
6. Click the CONTINUE button to the Update Application message.

o

rﬁpEppERL_‘,FUCHS Home Diagnostics Configuration JEGVElReCl Attached Devices Support

SOFTWARE = ACCOUNTS LOGFILES LICENSES

Software @
e
U-Boot Bootloader 1.39 UPDATE
FPGA 0.23 UPDATE
System - Pnmary 1.56 UFDATE
System - Backup 1.43
Application Base 1.6.36a
s rararnams Update Application
In Progress

configuration-manager

discovery-protocel ] You are about to install Pepperl+Fuchs-web-user-
interface_1.6.0.34b_arm.ipk

event-log

PR e ] _It will replace any existing version of that package or
image.

libiolinkutils . . .
Do NOT disconnect power during the installation process.

modbus ]

opcua-server ]

profinetio !

web-help 1.6.0.0

web-user-interface 1.6.0.34b

Update Application

REBOOT

No file selected. Install

7. Click OK to close the Update Application Successful message.

2024-11
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5. Connecting Devices

This chapter discusses connecting devices to the 10-Link master. Use the appropriate discussion for your |O-
Link master model.

*  Overview

* |CE3-8I0L-G65L-V1D IO-Link Ports on Page 75
* ICE3-8I0L1-G65L-V1D IO-Link Ports on Page 77
°  ICE3-8I0L-K45P-RJ45 IO-Link Ports on Page 79
e |CEB3-8I0L-K45S-RJ45 I0-Link Ports on Page 80

5.1. Overview

The C/Q pin for the 10-Link ports in SIO mode for all models:
* DI -sinking input

The DI pin on the IO-Link ports for all models is a sinking input.
e DO - PNP/NPN (push/pull) output

The following table provides definitions of the terminology used above.

Term Definition

Is an output that can source current. That is; the (+) side of the device is connected to the
PNP output output and the (-) side of the device is connected to (-) of the supply. The device is
powered when the output LED is on.

Is and output that sinks current. That is: the (-) of the device is connected to the output
NPN output and the (+) side of the device is connected to (+) side of the supply. The device is
powered when the output LED is off.

Sinks current into the 10-Link master so a positive voltage will cause the input to turn on.

Sinking input Note: Using NPN with inputs is not correct as NPN described an output situation —
however some vendors describe their inputs as accepting a certain type of sensor
output - so in this case a sinking input will accept a PNP output sensor.
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O-Link master PROFINET IO (PNIO) and Modbus/TCP User Guide
ICE3-8I0L-G65L-V1D IO-Link Ports

5.2. ICE3-8I0L-G65L-V1D IO-Link Ports

The ICE3-8I0L-G65L-V1D provides eight 10-Link ports with M12, 5-pin female/A coded connectors. Each port
has robust over-current protection and short circuit protection on its L+/L- power output and C/Q IO-Link signal.
The pin-out for each IO-Link port is per the 10-Link standard and is provided in the following table:

This table provides signal information for the I0-Link connectors.

Pin  Signal Description

1 L+ IO-Link device power supply (+24V)

2 DI Digital input 1 2
3 L- IO-Link device power supply (0V) Q O

¢ oo | st wichametssooi ot || 7
5 FE Functional Earth (electronics wiring) ) ?

The standard SDCI (I0-Link) transmission rates are supported:
e COM1 at 4.8Kbps

e COM2 at 38.4Kbps

e COMBS at 230.4Kbps

There are active over-current limiter electronics for each port in the ICE3-8I0L-G65L-V1D that detects the
overload/short-circuit condition within a few milliseconds and shuts off the output power to protect the port and
the devices connected to it. The port’s power output self-recovers and restores to normal immediately after the
overload or short-circuit condition is removed.

The over-current limiter circuit for L+/L- pins is separate circuits than the over-current limiter circuit for the C/Q
output pin. When a port is affected by overload/short-circuit condition, it does not affect the operation of the
other ports. All other ports will continue to operate normally without any glitch or interruption. The current output
capacity, cutoff current, and power sharing/budgeting for L+/L- and C/Q signal for the ports on the ICE3-8IOL-
G65L-V1D are as follows.

ICE3-8I0L-G65L-V1D L+/L- c/Q
gtr:'%l:'tt Overload Short- guu::%l:ltt Overload Short-
Port Capacity Cutoff Circuit Capacity Cutoff Circuit

(max.) Current Protection (max.) Current Protection

Port 1: Independent over-

current limiter circuits/IC for L+/|1.6A 1.65A Yes 200mA 400mA Yes

L- and C/Q pins

Port 3: Independent over-

current limiter circuits/IC for L+/| 1A 1.05A Yes 200mA 400mA Yes

L- and C/Q pins
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ICE3-8I0L-G65L-V1D L+/L- (o7]e]
gu.lujrtrpelrjmtt Overload Short- ngljrtr%l:]tt Overload  Short-
Fort Capacity Ccul:'tr:fr:t Prglt:ecclﬂgn Capacity C%lﬁ':fr:t Pr%lt:eccl::;n
(max.) (max.)
Ports 2 and 4 (Pair)
Ports 5 and 7 (Pair)
Ports 6 and 8 (Pair)

There’s one independent over-
current limiter that protects L+/
L- pins on each pair of ports, for
example: Port 2 and 4.

This allows you to do power
budgeting on pair of ports that |900mMA/
allows flexibility in the port pair
application. The combined (1A
overload cutoff current on a output 1.05A/port
pair of ports is 1.05A for the L+/ power pair

L- pins. budget
As long as the cutoff current of |Per port
1.05A is not exceeded, the pair)
current output could be
budgeted between a pair of
ports such as, Port 2 and 4 any
way you want.

For example, Port 2 output can
be at 900mA and Port 4 output
can be at 100mA. Or, Port 2
could be left open and Port 4
output can be at 1A.

* Each port’s C/Q pin has its own independent over-current limiter circuit and are not combined. The
current output of C/Q pin for each port is also independently controlled and cannot be budgeted with other
ports.

200mA*/  |400mA*/

port port Yes

Yes

Use the following procedure to attach 10-Link or digital input/output devices to the ports.

1. Securely attach the I0-link cable between the IO-Link or digital input/output device and the 10-Link port.
Note: Make sure that you tighten the cables properly to maintain IP67 integrity.

2. If necessary, securely attach a connector cap to prevent dust or liquids from getting into any unused ports.

Note: |0-Link ports must have an approved cable or protective cover attached to the port to guarantee
IP67 compliance.

3. If necessary, configure 10-Link port parameters using the Configuration | I0-Link Settings page to
configure the port mode.

* IfanlO-Link device is attached to the port, the 10-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital input
or output on the 10-Link Settings page, the IO-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the 10-Link LED to flash.
You can refer to Configuring I0-Link Ports on Page 45 for configuration information.

2024-11
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5.3. ICE3-8I0L1-G65L-V1D 10-Link Ports

The ICE3-8I0L1-G65L-V1D provides eight IO-Link ports with M12, 5-pin female/A coded connectors. Each port
has robust over-current protection and short circuit protection on its L+/L- power output and C/Q IO-Link signal.
The pin-out for each IO-Link port is per the 10-Link standard and is provided in the following table:

This table provides signal information for the I0-Link connectors.

Pin Signal Description
L+ I0-Link device power supply (+24V)
2 DIO Digital input/output and diagnostics
. L- 10-Link device power supply (0V)
LOLIDE Communication signal, which supports SDCI
4 c/Q (I0-Link) or SIO (standard input/output) digital 1 5
I/0
5 NC Not connected O O
1 L+ I0-Link device power supply (+24V) O
2 6';30" 10-Link device Actuator power supply (+24V) O 5 O
I(g:;'trs"g -4) 3 L- IO-Link device power supply (0V) 4 3
Class B Communication signal, which supports SDCI
4 c/Q (IO-Link) or SIO (standard input/output) digital
I/0
5 2L- (or UA-) |10-Link device Actuator power supply (0V)

1 Caution!
Do not compromise galvanic isolation through incorrect wiring!

Sensor supply (L+/L- Pin 1/Pin 3) and actuator supply (2L+/2L- Pin 2/Pin 5) are galvanically isolated from
each other.

If reference potentials (L- Pin 3) and (2L- Pin 5) are connected together, excessive equalization currents
may flow. In this case, it is not permitted for a sensor to be connected to Class B port (Pin 2)!

Eliminating a galvanic isolation is not recommended.

The standard SDCI (I0-Link) transmission rates are supported:
e COM1 at 4.8Kbps

e COM2 at 38.4Kbps

e COMS3 at 230.4Kbps

There are active over-current limiter electronics for each port in the ICE3-8I0L1-G65L-V1D that detects the
overload/short-circuit condition within a few milliseconds and shuts off the output power to protect the port and
the devices connected to it. The port’s power output self-recovers and restores to normal immediately after the
overload or short-circuit condition is removed.
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The over-current limiter circuit for L+/L- pins is separate circuits than the over-current limiter circuit for the C/Q
output pin. When a port is affected by overload/short-circuit condition, it does not affect the operation of the
other ports. All other ports will continue to operate normally without any glitch or interruption. The current output
capacity, cutoff current, and power sharing/budgeting for L+/L- and C/Q signal for the ports on the ICE3-8I0L1-
G65L-V1D are as follows.

Port X1 Ports X2-X4  Ports X5-X8
(Class B): (Class B): (Class A):

ICE3-8I0L1-G65L-V1D Output Output Output

Current Current Current.

Output Current Capacity 3.5At 2.3A1 N/A

2L4/2L- (24VU, / Ll
GND U,) Overload Cutoff Protection |Yes Yes N/A

Short-Circuit Protection Yes Yes N/A

Output Current Capacity 500mAt 500mA} 500mA}

L+/L- (24V Ug/  Mikiaed
GND Ug) Overload Cutoff Protection |Yes Yes Yes

Short-Circuit Protection Yes Yes Yes

Output Current Capacity . . .
C/Q (10-Link (max.) 200mA 200mA 200mA

mode, Digital -
Output mode) Overload Cutoff Protection |Yes Yes Yes
Short-Circuit Protection Yes Yes Yes

T Each port’s 2L+ and L+ pins have their own independent over-current limiter circuit. The
current output for each port is also independently controlled and cannot be budgeted with
other ports.

* Each port’s C/Q pin has its own independent over-current limiter circuit. The current output of
C/Q pin for each port is also independently controlled.

Use the following procedure to attach IO-Link or digital input/output devices to the ports.

1. Securely attach the I0-link cable between the I10-Link or digital input/output device and the 10-Link port.
Note: Make sure that you tighten the cables properly to maintain IP67 integrity.

2. If necessary, securely attach a connector cap to prevent dust or liquids from getting into any unused ports.

Note: |0-Link ports must have an approved cable or protective cover attached to the port to guarantee
IP67 compliance.

3. If necessary, configure IO-Link port parameters using the Configuration | 10-Link Settings page to
configure the port mode.

e IfanlO-Link device is attached to the port, the 10-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital input
or output on the 10-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the 10-Link LED to flash.
You can refer to Configuring 10-Link Ports on Page 45 for configuration information.

2024-11
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5.4. ICE3-8I0L-K45P-RJ45 10-Link Ports

The following provides information about the 10-Link ports.

Label Signal Description Value
1 L+ Power Supply Output (+) 200mA @ 24V
2 L- Power Supply Output (-) (Maximum)
3 DI Digital Input Not applicable

Communication signal, which supports SDCI
4 c/Q gO-Link) or SIO (standard input/output) digital I/ (znagmﬁ@m?w

The standard SDCI (I0-Link) transmission rates are supported:

e COM1 at4.8Kbps

e COM2 at 38.4Kbps

e COMS3 at 230.4Kbps

The ICE3-8I0L-K45P-RJ45 provides removable, pluggable terminals to connect your 10-Link devices.

The connectors on the ICE3-8I0L-K45P-RJ45 10-Link ports are keyed headers that prevent inserting the
power plug in an 10-Link port. If you want to key 10-Link ports, contact your Pepperl+Fuchs Sales
Representative to purchase a key Kkit.

Note: A small percentage of IO-Link devices may fail to establish I0-Link communications with the ICE3-8/OL-
K45P-RJ45 on Ports 1 through 4. If an actuator or a digital output driven device is connected to these
ports, they may inadvertently get driven during the first 5-seconds at power-up of the ICE3-8I0L-K45P-
RJ45. At power up for the first 5-seconds, Pin 4 of Ports1 — 4 outputs 250LS long pulses once every
25ms. After the first 5-seconds, the output operates normally.

The following are the recommendations to resolve this issue:

* Do not connect an actuator to Pin 4 of Ports 1 — 4.

* Use Ports 5 - 8 to connect an actuator or a digital output device.

e If an IO-Link device does not establish communications on Ports 1 — 4, please move them to Port 5 - 8.

Use the following procedure to attach IO-Link or digital input/output devices to the ports.

1. Optionally, use a small screw driver to remove the IO-Link plug from the receptacle.
By default, the 10-Link ports are keyed headers on Pins 2 and 3 of the receptacle.

Note: Do not remove the red coding sections from the headers on the I0-Link
receptacle or the fully keyed power connector could be inserted in an 10-Link
receptacle.

2. Optionally, key the port plug using the following information.

a. Locate the top of the Coding Profile Star, which is the side that has the mold
markings.

Slide the Coding Profile tab (mold marking facing out) into one the end slots.
Slightly twist the star so that it snaps off the star.
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d. Then repeat for the slot on the opposite end.

Note: This image shows that both the first position and last
positions have been keyed.

3. Depress the orange tab until it is flush with the connector to insert the IO-Link device negative wire into the

L- contact.

4. Depress the orange tab until it is flush with the connector to insert the 10-Link device positive wire into the
L+ contact.

5. If applicable, depress the orange tab until it is flush with the connector to insert the DI wire into the DI
contact.

6. Depress the orange tab until it is flush with the connector to insert the 10-Link wire into the C/Q contact.

e IfanlO-Link device is attached to the port, the 10-Link LED should now be lit green and the device is
receiving power.

e [fadigital input or output device is attached to the IO-Link port, after the port is configured for digital input
or output on the 10-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the 10-Link LED to flash.
7. If necessary, configure 10-Link parameters for each port.
You can refer to Configuring IO-Link Ports on Page 45 for configuration information.

5.5. ICE3-8I0L-K45S-RJ45 10-Link Ports

The following provides information about the 10-Link ports.

Label Signal Description Value
1 L+ Power Supply Output (+) 200mA @ 24V
2 L- Power Supply Output (-) (Maximum)
3 DI Digital Input Not applicable.

Communication signal, which supports
4 c/Q  |SDCI (10-Link) or SIO (standard input/ f&gmfmﬁ“v
output) digital /10

The standard SDCI (I0-Link) transmission rates are supported:

e COM1 at 4.8Kbps

e COM2 at 38.4Kbps

e COMS3 at 230.4Kbps

The ICE3-8I0L-K45S-RJ45 provides removable terminal blocks to connect your IO-Link devices.
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The connectors on the ICE3-8I0L-K45S-RJ45 IO-Link ports are keyed headers that prevent inserting the
power connector in an IO-Link port. If you want to key 10-Link ports, contact your Pepperl+Fuchs Sales
Representative to purchase a key Kkit.

Note: A small percentage of I0-Link devices may fail to establish I0-Link communications with the ICE3-8IOL-
K45S-RJ45 on Ports 1 through 4. If an actuator or a digital output driven device is connected to these
ports, they may inadvertently get driven during the first 5-seconds at power-up of the ICE3-8I0OL-K45S-
RJ45. At power up for the first 5-seconds, Pin 4 of Ports1 — 4 outputs 250US long pulses once every
25ms. After the first 5-seconds, the output operates normally.

The following are the recommendations to resolve this issue:

* Do not connect an actuator to Pin 4 of Ports 1 — 4.

* Use Ports 5 - 8 to connect an actuator or a digital output device.

e Ifan 10-Link device does not establish communications on Ports 1 — 4, please move them to Port 5 - 8.

Use the following procedure to attach IO-Link or digital input/output devices to the ports.

1. Optionally, use a small screw driver to remove the |O-Link plug from the receptacle.
By default, the 10-Link ports are keyed headers on Pins 2 and 3 of the receptacle.

Note: Do not remove the red coding sections from the headers on the I0-Link
receptacle or the fully keyed power plug could be inserted in an 10-Link
receptacle.

2. Optionally, key the plug using the following information.
a. Locate the top of the Coding Profile Star, which is the side that has the mold markings.
b. Slide the Coding Profile tab (mold markings facing out) into one of the end slots.
c. Slightly twist the star so that it snaps off the star.
d. Repeat for the slot on the opposite side.

Note: This image shows that both the
first position and last positions
have been keyed.

3. Insert the I0-Link device negative wire into the L- contact and tighten the wire-clamp screws to prevent the
wire from coming loose.

4. Insert the IO-Link device positive wire into the L+ contact and tighten the wire-clamp screws to prevent the
wire from coming loose.

5. If applicable, insert the DI wire into the DI contact and tighten the wire-clamp screws to prevent the wire
from coming loose.

6. Insert the 10-Link wire into the C/Q contact and tighten the wire-clamp screws to prevent the wire from
coming loose.

e If an lO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is
receiving power.

* [fadigital input or output device is attached to the IO-Link port, after the port is configured for digital input
or output on the 10-Link Settings page, the IO-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the 10-Link LED to flash.
7. If necessary, configure I0-Link parameters for each port.
You can refer to Configuring 10-Link Ports on Page 45 for configuration information.
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6. 10-Link Port Configuration

This chapter discusses port configuration, which includes these topics:
*  Preparing for Port Configuration on Page 82

e |O-Link Configuration Page on Page 85

*  PROFINET IO Settings Configuration Page on Page 90

*  Modbus/TCP Settings Configuration Page on Page 91

*  OPC UA Settings Configuration Page on Page 96 (not supported on all models, contact your
Pepperl+Fuchs representative for more information)

*  MQTT Settings Configuration Page on Page 99 (not supported on all models, contact your Pepperl+Fuchs
representative for more information)

Although you can make configuration changes using the web interface, PROFINET IO configuration
parameters overwrite the values on the following Configuration pages:

e |O-Link Settings
*  PROFINET IO Settings
*  Network Settings

6.1. Preparing for Port Configuration

Before beginning port configuration, you may want to verify that the connected device is functioning.
1. If necessary, log into the 10-Link master.

2. Click Diagnostics| |O-Link Diagnostics.

3. Review the Port Status and IOLink State.

Operational, PDI Valid QgtIaO-Link device is operating on the port that has received valid PDI

An |O-Link device is operating on the port that has not received valid PDI

Operational data.
One of the following conditions exists:
Inactive e Avalid I0-Link device is not connected to the port.

* Adigital input or output device is connected to the port but the
configured Port Mode is not correct.
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Port is functioning correctly in 10-Link mode but has not received valid
Operate PDI data.

This may also display during a data storage upload or download.

Init The port is attempting initialization.

One of the following conditions exists:
Reset * The Port Mode configuration is set to Reset.
* The Port Mode configuration is set to Digitalln or DigitalOut.

Hardware failure (IO-Link LED also flashes red) because there is Data
Storage on this port, which does not reflect the attached device.

DS: Wrong Sensor

Hardware failure (IO-Link LED also flashes red) because Device

DV:Wrong Sensor Validation is configured for this port and the wrong device is attached.

Hardware failure (IO-Link LED also flashes red) because the size of the
DS: Wrong Size configuration on the device does not match the size of the configuration
stored on the port.

Temporary state after a device is disconnected and before the port is re-
initialized.

Comm Lost

Temporary status displayed when the device:
Pre-operate e Is starting up after connection or power-up.
* Uploading or downloading automatic data storage.

Note: If a digital input or output device is connected to an I0-Link port, there is no valid data until the port
is set to the correct Port Mode.

Review the Device I0-Link Version.

e Ifthefield is blank, itis not a valid IO-Link device, which could mean that it is a digital device and the port
has not been configured for digital input or digital output.

* The field displays the Device |O-Link version.

Optionally, review the following to see if you need to change the Configured Minimum Cycle Time:
* Actual Cycle Time

* Device Minimum Cycle Time

* Configured Minimum Cycle Time

The Configured Minimum Cycle Time is the minimum cycle time that the IO-Link master allows the port
to operate at. The Actual Cycle Time is negotiated between the I0-Link master and the device and will be
at least as long as the greater of the Configured Minimum Cycle Time and the Device Minimum Cycle
Time.
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Preparing for Port Configuration

6. Verify that the Auxiliary Input Bit Status field displays On, if the device is connected to DI (Pin 2 with M12
connectors).

rﬁpEPPERL_‘,FUCHS Home QWELDUEdSE Configuration Advanced Attached Devices Support Logout [N
JIO-LINKS PROFINET IO MODBUS/TCP  OPCUA MQTT POWER

10-Link Diagnostics A

I0-LINK PORT STATUS B PORT1 ] E PORT 4

Port Name 10LB-8108 Open

Port Mode 10Link IOLink

Port Status Operational, PDI Valid Operational, PDI Valid
I0Link State Operate Operate

Device Vendor Name Pepperl+Fuchs Pepperl+Fuchs
Device Product Mame UC400-F77-EP-10-V31 PMIB0-F20-IU-I0-V15
Device Serial Number 40000069832283 40000080536299
Device Hardware Version HW01.00 HW01.00

Device Firmware Versian FW01.00 FW01.00

Device I0-Link Version 1,1 11

Actual Cycle Time 4.0ms 4.0ms

Device Minimum Cycle Time 2.3ms 2.3ms

Configured Minimum Cycle Time ~ 4ms 4ms

Data Storage Capable Yes Yes

Automatic Data Storage Disabled Dizabled

Configuration

Auxiliary Input Status

Device PDI Data Length 2 2
PDI Data Valid Yes Yes
Last Rx PDI Data (MS Byte ff fc 3d 70
First)

PDO Lock Enable Yes Yes
PDO Locked No No
Device PDO Data Length o (1]

Welcome Admin © PepperltFuchs

Note: The complete IO-Link Diagnostics is not displayed in the above example. In addition, some ports have
been collapsed to simplify the view. For additional information about the I0-Link Diagnostics page, see
10-Link Port Diagnostics on Page 138.
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6.2. 10-Link Configuration Page

You can use the Configuration | 10-Link Settings page to configure IO-Link port settings. When the 10-Link
device is attached to a port, it begins operating without requiring any configuration. The 10-Link master and
attached IO-Link device automatically negotiate the Minimum Cycle Time. If required by an application, you
can set a specific Minimum Cycle Time.

This page provides special features such as Data Storage, Device Validation, and Data Validation.

Although you can make configuration changes using the web page, PROFINET IO configuration parameters
overwrite the values on the 10-Link Settings page. See Configuring the I0-Link master on Page 28 for detailed
configuration procedures.

This subsection discusses:
e Editing IO-Link Port Settings on Page 85
*  |O-Link Settings Parameters on Page 87.

6.2.1. Editing 10-Link Port Settings

You can use this procedure to configure IO-Link settings for each 10-Link port.

If an 10-Link device is attached to the port, no configuration is required for operation. If a digital input or output
device is attached, it is necessary to change the Port Mode.

1. If necessary, open the I0-Link master web interface with your web browser using the IP address.
2. Click Configuration | I0-Link Settings.
3. Click the EDIT button for the port or ports that you want to configure.

Note: You can click each EDIT button and open all ports to quickly configure port parameters.
4. Make appropriate selections for the device that you connected to that port.

Make sure you select the Digitalln option for a digital input device and the DigitalOut option for a digital
output device for the Port Mode.

The 10-Link master negotiates the Minimum Cycle Time so it is not necessary to set a cycle time unless
you need a specific cycle time.

You can refer to /IO-Link Settings Parameters on Page 87 if you require definitions or values for the options.

Note: Do not enable Automatic Download and then attempt device configuration as Automatic
Download changes the settings back to what is stored on the I0-Link master. Data Storage, Device
Validation, and Data Validation are discussed in Utilizing 10-Link master Features on Page 120.
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IO-Link Configuration Page

5. Click the SAVE button for each port.

PROFINETI0 MODBUS/TCP OPCUA MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

10-Link Settings @

I0-LINK PORT CONFIG B PORT1 B PORT 2 B PORT 3 B PORT 4 B PORTS B PORTG B PORT7 B PORTS

CANCEL SF:“E EDIT EDIT EDIT EDIT EDIT EDIT EDIT
Port Name 10-Link Port 2 10-Link Port 3 10-Link Port 4 10-Link Port 5 I0-Link Port 6 10-Link Port 7 10-Link Port 8
Port Mode I0Link 10Link 10Link I0Link I0Link Digitalln Digitalout
PDO Lock Enable true true true true true true true
Invert SIO false false false false false false false
Invert Auxiliary Input false falze false false false false false
Default SIO Digital Output State off off off off off off off
Minimum Cycle Time (4 - 538) 4 ms 4 ms 4ms 4ms 4ms 4ms 4ms
i\ga(gwoa)ry Input Settling Time (0 - D ms 0ms 0oms 0oms 0oms 0ms 0oms 0oms
.{\Uu%(gwua)ry Input Hold Time (D - D ms 0ms oms oms oms oms oms 0oms
?é%)ulcllﬂ)put Settling Time (0 - D ms 0 ms 0 ms 0 ms 0 ms 0ms 0 ms 0ms
SIO Input Hold Time (0 - 10000) D ms 0 ms 0 ms 0ms 0ms 0ms 0ms 0ms
Data Storage Config
Storage Contents empty empty empty empty empty empty empty empty
Automatic Upload Enable off Off Off off off Off
Automatic Download Enable Off Off Off Off Off Off

Data Storage Manual Ops

6. Return to the 10-Link Diagnostics page to verify that your changes have taken affect.

2024-11
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6.2.2. 10-Link Settings Parameters

The Configuration | 10-Link Settings page supports the following options.

IO-LINK Settings Page

User defined port or device description.

Default: 10-Link

Port Name e Standard ASCII characters

* Max length = 80 characters

Selected I0-Link port mode. Valid settings are:

* Reset - Select to disable a port or to reset/restart an IO-Link port.
Port Mode

e lO-Link - Select to connect and operate an IO-Link device on the port.
* Digital In - Select if a DI device is attached to the port.
* Digital Out - Select if a DO device is attached to the port.

PDO Lock Enable

If enabled, an industrial protocol application (PROFINET IO or Modbus TCP) can lock
the write access to the PDO value so that the PDO value cannot be changed by other
protocols (including OPC UA or the Web interface). Such a lock is released when the
PLC to the I0O-Link master network link disconnects.

2L+ Mode

ICE3-8I0L1-G65L-
V1D

°  Auto - 2L+ is turned on when IO-Link communication is established
* Digital Output — 2L+ is controlled by a PLC

* Always on - 2L+ is always on

* Always off — 2L+ is always off

Invert SIO
Default: False

If enabled and the Port Mode is Digital In or Digital Out, this option inverts the SIO
value.

* False (Disabled - Do not invert SIO)
e True (Enabled - Invert SIO)
Note: This option does not affect the Auxiliary Input.

Invert Auxiliary Input

If this option is enabled, the Auxiliary bit is inverted.

Default SIO Digital
Output State

Default: Off

If the port mode is Digital Out, defines the default digital output value that is used at
startup and when there is no active PDO controller.

e Off (low voltage) - 0
* On (high voltage) - 24V

Default Auxiliary
Output State

Default: Off

Available on selected models, this option defines the default auxiliary digital output
value that is used at startup and when there is no active PDO controller.

*  Off (high impedance)
*  On (high voltage) - 24V

Minimum Cycle Time
Default: 4

The minimum, or fastest, cycle time at which the 10-Link device may operate. The valid
range is 4-538 ms.

You can leave the Minimum Cycle Time set to the default value and the 10O-Link master
negotiates with the |O-Link device for its minimum cycle time. The 10-Link Diagnostics
page displays the Actual Cycle Time, which is the negotiated cycle time.

Auxiliary Input
Settling Time (O -
10000)

The auxiliary input settling time that remains constant before that input is considered/
accepted

Auxiliary Input Hold
Time (0 - 10000)

Minimum time (msec) that the output is high.
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I0-LINK Settings Page (Continued)

SIO Input Settling
Time (0 - 10000)

The SIO input settling time that remains constant before that input is considered/
accepted.

SIO Input Hold Time
(0 - 10000)

Minimum time (msec) that the output is high.

Data Storage Config

Storage Contents

Indicates that the data storage for the port is empty or displays the Vendor ID and
Product ID of the data stored on that port.

Automatic Data
Storage Upload
Enable

Default: Off

When this option is initially set to On, the IO-Link master saves the data storage
parameters (if the data storage is empty) from the 10-Link device to the 10-Link master.

Automatic upload occurs when the Automatic Upload Enable option is set to On and
one of these conditions exists:

* There is no upload data stored on the gateway and the 10-Link device is connected
to the port.

* The lO-Link device has the DS_upload bit on (generally because you have
changed the configuration via Teach buttons or web page).

When a port contains data storage for an IO-Link device and if you attach a device
whose Vendor and Device ID do not match, the IO-Link LED on the 10-Link master
flashes red to indicate a wrong device is attached. In addition, the 10-Link Diagnostics
page displays DS: Wrong Sensor in the IOLink State field.

Note: Not all device parameters are sent to data storage, this is determined by the 1O-
Link device manufacturer.

Automatic Data
Storage Download
Enable

Default. Off

The data storage parameters on the 10-Link master are downloaded to the connected
IO-Link device if:

1. The Automatic Download option is enabled.

2. The data stored on the IO-Link master port contains the same Vendor ID and
Product ID as the 10-Link device connected to the port.

3. Data storage parameters are also downloaded to the 10-Link device if configuration
changes are made on the device causing the DS_upload bit to turn on and
automatic upload is not enabled.

4. The IO-Link device requests an upload and the Automatic Upload Enable option

is set to Off.

If you change configuration parameters on the 10-Link device and want the parameters
to remain loaded on the 10-Link device, you must disable the Automatic Download
option. If you do not disable Automatic Download, the 10-Link master will reload the data
storage on the port to the 10-Link device.

Data Storage Manual
Ops

The Manual Data Storage Ops option provides the following functionality, if data
storage is supported by the 10-Link device.

* CLEAR - this clears any stored data for an IO-Link device on this port.

* UPLOAD - this uploads and stores the IO-Link device configuration on the I10-Link
master.

e DOWNLOAD - this downloads the stored I0-Link device configuration from the 10O-
Link master to the 10-Link device attached to this port if the Vendor ID and Device ID
match.
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I0-LINK Settings Page (Continued)

Validation Config

Device Validation Mode provides these options:
* None - this disables Device Validation Mode.

e Compatible - permits a compatible 10-Link device (same Vendor ID and Device ID)
to function on the corresponding port.

Device Validation Identical - only permits an |O-Link device to function on the corresponding port as
Mode defined in the following fields.

(Default: None) Vendor ID
Device ID
Serial Number

Note: Connecting an IO-Link device that is different than the configured with Data
Validation enabled will generate a DV: wrong sensor error.

This is required if you select a Device Validation Mode other than None.

Vendor Id (0-65535) | The Vendor ID can be manually entered in this field or click the GET ATTACHED button
and the 10-Link master populates the Vendor ID in this field.

i This is required if you select a Device Validation Mode other than None.
Device Id (0-

16777215) The Device ID can be manually entered in this field or click the GET ATTACHED button
and the 10-Link master populates the Device ID in this field.

This is required if you select Identical for the Device Validation Mode.

Serial Num The Serial Number can be manually entered in this field or click the GET ATTACHED
button and the IO-Link master populates the serial number in this field.

There are three Data Validation Modes:
Data Validation * None - no data validation is performed on the port.

Mode * Loose - the slave device's PDI/PDO lengths must be less than or equal to the user-
(Default: None) configured values.

e Strict - the slave device's PDI/PDO lengths must be the same as the user-
configured values.

This is input length of the PDI data field.
PDI Length (0-32) This is required if you select a Data Validation Mode other than None.

The PDI Length can be manually entered in this field or click the GET ATTACHED
button and the IO-Link master populates the PDI length in this field.

This is input length of the PDO data field.
PDO Length (0-32) This is required if you select a Data Validation Mode other than None.

The PDO Length can be manually entered in this field or click the GET ATTACHED
button and the 10-Link master populates the PDO length in this field

After opening a port for editing, you can click the GET ATTACHED button to
automatically populate the following fields with data from the 10-Link device:

*  Vendorld

e Device ld

e Serial Num
* PDI Length
* PDO Length

GET ATTACHED
(Button)

2024-11
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6.3. PROFINET IO Settings Configuration Page

The following table provides information about the Configuration| PROFINET 1O page options.

You can refer to Device Name Assignment on Page 40 for PROFINET IO configuration procedures. You must
have Administrator or Operator privileges to change any settings on this page.

ﬁpEpPERL,.,FUCHS Home Diagnostics [egisMeEtl Advanced Attached Devices Support

I0-LINK | PROFINET IO | MODBUS/TCP  OPCUA MQTT NETWORK MISC LOAD/SAVE (CLEAR SETTINGS

PROFINET IO Settings @

PROFINET IO CONFIGURATION

FROFINET 10 Device Name

CANCEL SAVE

|da wn180 |

10L_CALL Function Block Timeout (1 - 20)

Welcome Admin

PROFINET IO Device Name

© Pepperl+Fuchs

PROFINET IO Settings Page

The PROFINET IO Device Name is the same as the name later used to
configure PROFINET IO for the 10-Link master.

The device name must be specified according to DNS conventions.
* Restricted to a total of 240 characters (letters, digits, dash or period)

*  Parts of the name within the device name; in other words, a string
between two periods, must not exceed a maximum of 63 characters.

* No special characters such as umlauts (&, 6 etc.), brackets,
underscore, slash, blank etc. The dash is the only permitted special
character.

* The device name must not begin or end with the "-" character.
*  The device name must not begin with numbers.
°  The device name must not have the structure n.n.n.n (n = 0...999).

*  The device name must not begin with the character string "port-xyz-"
(x,y,z=0...9).

IOL_CALL Function Block
Timeout (1-20)

The IOL_CALL Function Block Timeout range is 1 - 20 and the default
is 20.
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6.4. Modbus/TCP Settings Configuration Page

You can use the Configuration | Modbus/TCP Settings page to configure Modbus/TCP with the 10-Link
master. Additional Modbus information is available in the following chapters:

*  Modbus/TCP Interface on Page 166

*  Modbus/TCP Functionality Descriptions on Page 174
This subsection includes these topics:

*  Editing Modbus/TCP Settings on Page 91

*  Modbus/TCP Settings Parameters on Page 92

# PEPPERL+FUCHS Home Diagnostics [MURMEIYN Advanced Attached Devices Support Logout  EZ

IO-LINK ~ PROFINET IO | MODBUS/TCP | OPCUA MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Modbus/TCP Settings @

MODBUS/TCP PORT CONFIG B PORT 1 B PORT3 B PORT 4 B PORTS B PORT6

EDIT EDIT EDIT

Process Data Settings:
PDI Data Block Size (To PLC) 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes

PDI Byte-Swap Method no byte-swap no b p no b p no b p no byte-swap no byte-swap no byte-swap no byte-swap

PDO Data Block Size (From PLC) 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes

PDO Byte-Swap Method no byte-swap no b p no b p no b p no byte-swap no byte-swap no byte-swap no byte-swap

Append PDO to PDI Data false false false false false false false false
Clear Event Code In PDO Block false false false false false false false false
Clear Event Code After Hold Time true true true true true true true true
Active Event Hold Time (1 - 65535) 1000 1000 1000 1000 1000 1000 1000 1000
Event Hold Time Units ms ms ms ms ms ms ms ms

Clear Event Hold Time (1 - 65535) 500 500 500 500 500 500 500 500 -

MODBUS/TCP CONFIGURATION EDIT
Modbus Enable enable
Welcome Admin © Pepperl+Fuchs

Note: Modbus is disabled by default. To use Modbus, click the EDIT button and select Enable.

6.4.1. Editing Modbus/TCP Settings

If necessary, open the |O-Link master web interface with your web browser using the IP address.
Click Configuration | Modbus/TCP.

Click the Modbus Enable button.

Click the EDIT button for the port that you want to configure.

Note: You can click each EDIT button and open all ports to quickly configure port parameters.

5. Make appropriate selections for the 10-Link device that you will connect to that port. You can refer to
Modbus/TCP Settings Parameters on Page 92 if you require definitions or values for the options.

6. Scroll to the top of the page and click the SAVE button.
Make sure that the port now displays the EDIT button.

If it displays the SAVE and CANCEL buttons, that means that one of the parameters contains an incorrect
value. If necessary, scroll down the page, make the needed corrections, and click SAVE.

PoODd -
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6.4.2. Modbus/TCP Settings Parameters

The following table provides detailed information about the Modbus/TCP Settings page.

Modbus/TCP Settings Page

Process Data Settings

The configurable PDI data block length. Optional lengths are:
*  4-bytes (header only)

PDI Data Block Size (To PLC) ° 8-bytes (4 bytes data)

Default: 36-bytes * 16-bytes (12 bytes data)

e 24-bytes (20 bytes data)

*  36-bytes (32 bytes data)

If enabled, the 10-Link master swaps the data bytes in word (2 byte)
format or dword (4 byte) format. Options include:

* No byte-swap - data passed through as received
°  Word (16-bit) byte-swap — data is byte-swapped in word format
° Dword (32-bit) byte-swap - data is byte-swapped in dword format

PDI Byte-Swap Method * Reverse registers — data passed through after being reversed

Default: No byte-swap Note: Because both IO-Link and Modbus/TCP use big-endian byte
ordering, byte swapping typically is not required for word and
dword data.

Byte swapping is most commonly required when receiving byte
(8-bit) data and it is desired to place the first data byte in the
least significant byte position of the holding register. For these
cases, word (16 bit) byte-swap is typically used.

The configurable PDO data block length. Optional lengths are:
Event code not included:

° 4-bytes =2 datawords

* 8-bytes =4 data words

° 16-bytes = 8 data words

*  24-bytes = 12 data words

PDO Data Block Size (From * 32-bytes = 16 data words
PLC) »  34-bytes = 16 data words, 1 pad word
Default: 32-bytes Event code included:

* 4-bytes =eventcode word, 1 data word

° 8-bytes =eventcode word, 3 data words

* 16-bytes = event code word, 7 data words
° 24-bytes = event code word, 11 data words
* 32-bytes = event code word, 15 data words
e 34-bytes = event code word, 16 data words

2024-11
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Modbus/TCP Settings Page (Continued)

PDO Byte-Swap Method
Default: No byte-swap

If enabled, the 10-Link master swaps the data bytes in word (2 byte)
format or dword (4 byte) format. Options include:

* No byte-swap — data passed through as received

°  Word (16-bit) byte-swap — data is byte-swapped in word format

° Dword (32-bit) byte-swap - data is byte-swapped in dword format
* Reverse registers — data passed through after being reversed

Note: Because both IO-Link and Modbus/TCP use big-endian byte
ordering, byte swapping typically is not required for word and
dword data.

Byte swapping is most commonly required when sending byte
(8-bit) data to the IO-Link device and it is desired to send the
least significant byte of the holding register first. For these
cases, word (16 bit) byte-swap is typically used.

Append PDO to PDI Data
Default: False

If selected, the 10-Link master appends any PDO data to the end of the
PDI data.

* False = Do not append PDO data
e True (enable check box) = Append PDO data

Clear Event Code in PDO Block
Default: False

If enabled, the IO-Link master expects the first word of the PDO block to
be used for event code handling.

Values are:
e True (enable check box) = expect event code
* False = no event code, expect only PDO data

Clear Event Code After Hold
Time

Default: True

If enabled, the 10-Link master clears any event code reported in the PDI
data block after the Event Active Hold Time.

Values are:
* True (enable check box) = clear event code after hold time
* False = do not clear event code after hold time

Active Event Hold Time
Default: 1000 ms

If Clear Event Code After Hold Time is enabled, the time period an
event code is reported in the PDI block before it is cleared.

Valid range: 1-65535
Valid Units are:

* ms (milliseconds)
° sec (seconds)

°  min (minutes)

* hours

* days
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2024-11

Modbus/TCP Settings Page (Continued)

Event Hold Time Units

Valid Units:

* ms (milliseconds)
° sec (seconds)

°  min (minutes)

*  hours

* days

Clear Event Hold Time
Default: 500 ms

Once an event code has been cleared, the time an event code stays
cleared in the PDI block before another event code can be reported.

Valid range: 1-65535
Valid Units:

° ms (milliseconds)
° sec (seconds)

°  min (minutes)

Event Clear Time Units

* hours
e days
Valid Units:

° ms (milliseconds)
° sec (seconds)

° min (minutes)

* hours

° days

ICE3-8I0L1-G65L-V1D

Include Digital Outputs(s) in
PDO Data

*  True: Sets the 2L+ / Aux DO (Pin 2).

* False: The digital pin setting(s) are not included in the PDO data
block.
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Modbus/TCP Settings Configuration Page

Modbus/TCP Settings Page (Continued)

Transfer Mode Settings

Slave Mode Device ID The Modbus Device ID used to access this IO-Link port.
Default: 1 Range: 1-247

Determines which PDI Receive (To PLC) Modes are enabled.
PDI Receive Mode(s) (To PLC) | The selectable modes are:

Default: Slave ° Slave

* Master

Selectable Modes are:
PDO Transmit Mode(s) (From

PLC) * Disabled
Default. Slave * Slave
* Master
Modbus Master PLC Settings
PLC IP Address The IP address of the Modbus slave.
PLC Device ID (1-247) i
The Modbus Device ID used to access the slave.
(Default: 1)

Modbus Master Write PDI Settings

PDI Data Address (base 1)
(1-65535) The address to write the port’s PDI data to on the slave device. (PDI to

PLC).
(Default: 1)

PLC Max Update Rate (10-
10000) How often to write PDI to the slave.
(Default: 40)

Heartbeat Update Rate (50 -
10000) P ( The 10-Link master updates your PLC at this rate in situations when the

PDI is not changing.
(Default: 1000) ging

Modbus Master Read PDO Settings

PDO Data Address (base 1) The address on the slave device to read the PDO data from. (PDO from
(1-65535) (Default: 21) PLC).

PLC Poll Rate (10-10000)

How often to read PDO from the slave.
(Default: 1000)

2024-11
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6.5. OPC UA Settings Configuration Page

Use the Configure | OPC UA Settings page to configure OPC UA with the 10-Link master.

Note: AlllO-Link master units are shipped from the factory with identical configurations. They all have the
identical, self-signed, Pepperl+Fuchs Server RSA Certificates, Server RSA Keys, Server DH Keys, and
no Client Authentication Certificates. For maximum data and access security, you should configure all
10-Link master units with custom certificates and keys.

This subsection includes these topics:
e Edit OPC UA Settings on Page 97
*  OPC UA Settings Parameters on Page 97

SPEPPERL.'_FUCHS Home Diagnostics JEGELTIEWGON Advanced Attached Devices Support Logout S

IO-LINK PROFINET IO MODBUS/TCP | OBC UA | MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

OPC UA Settings @

OPC UA PORT CONFIG B PORT1 B PORT 2 B PORT 3 B PORT 4 B PORTS B PORT 6 B PORT7 B PORTS8
EDIT EDIT EDIT EDIT EDIT EDIT EDIT EDIT

Allow OPC UA clients to write PDO data disable disable disable disable disable disable disable disable

OPC UA CONFIGURATION EDIT

OPC UA Server Enable enable

Work-around for faulty OPC UA clients that require unigue browsenames disable

Node ID bad character set

MNode ID bad character replacement

Show only currently selected process data groups disable
Allow OPC UA clients to write ISDU data disable
ApplicationMame

ApplicationURI

Username

Password [password empty]

Server Certificate Source Mone [encryption disabled]
Server Certificate [empty]

Server Private Key [empty]

Client Authentication Certificate 1 [empty]

Client Authentication Certificate 2 [empty]

Welcome Admin © Pepperl+Fuchs

Note: OPC UA is disabled by default.
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6.5.1. Edit OPC UA Settings

You can use this procedure to edit OPC UA settings.

1.
2.
3.

6.5.2. OPC UA Settings Parameters

Click Configuration | OPC UA.

a. Click the EDIT button.
b. Setto enable.
c. Click the SAVE button.

If necessary, open the 10-Link master web interface with your web browser using the IP address.

Enable each port that you want to allow OPC UA clients to write PDO data.

Click the OPC UA Configuration EDIT button.

a. Setthe OPC UA Server Enable option to enable.

b. Make the appropriate selections for your environment. You can refer to OPC UA Settings Parameters
on Page 97 if you require definitions or values for the options.

Click the SAVE button.

The following table provides information about the OPC UA Setting page.

OPC UA Settings Page

OPC UA Port CONFIG

Allow OPC UA clients to write PDO data
(Default = disable)

Determines whether OPC UA clients are allowed to write
PDO data to the IO-Link devices.

OPC UA CONFIGURATION

OPC UA Server Enable
(Default = disable)

This option controls whether or not the OPC UA server runs
on the 10-Link master.

Work-around for faulty OPC UA clients that
require unique browsenames

(Default = disable)

Enables an alternative set of browsenames where each
node's browsename is unique. Normally only browsepaths
are required to be unique.

Node ID bad character set

Node ID bad character replacement

Show only currently selected process data
groups

Some IO-Link devices have multiple possible layouts for
PDI/PDO data, and the user selects the active layout when
configuring the 1O-Link device. If this option is set to
"enable", then only the currently active PDI/PDO layout will
be present in the OPC UA object tree. If this option is
"disable" (the default) the the OPC UA object tree will
contain all possible PDI/PDO layouts, and the OPC UA client
must select the correct one.

Allow OPC UA clients to write ISDU data
(Default = disable)

Determines whether OPC UA clients are allowed to write
ISDU data to the 10-Link devices.

ApplicationName

The application name string to be presented by OPC UA
server to the clients.

ApplicationURL

The application URI string to be presented by OPC UA
server to the clients.
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OPC UA Settings Page (Continued)

If this configuration field is non-empty, then clients who
attempt to establish a connection will be required to

Usemame authenticate themselves with the configured username and
password.
If this configuration field is non-empty, then clients who
Password attempt to establish a connection will be required to

authenticate themselves with the configured username and
password.

Server Certificate Source

Determines the server certificate to be used by the OPC UA server.
The choices are:

*  None will cause encryption support to be disabled, and no
certificate will be presented to clients.

*  Default Web Server Certificate uses the same automatically
generated, self-signed certificate that is used by the web
server.

*  Custom Certificate Below uses the user-supplied certificate
and the associated private key.

- If configured with a CA certificate, the 10-Link
master requires all SSL/TLS clients to present an
RSA identity certificate that has been signed by the
configured CA certificate. As shipped, the 1lO-Link
master is not configured with a CA certificate and all
SSL/TLS clients are allowed.

This uploaded CA certificate that is used to validate a
client's identity is sometimes referred to as a trusted root
certificate, a trusted authority certificate, or a trusted CA
certificate. This CA certificate might be that of a trusted
commercial certificate authority or it may be a privately
generated certificate that an organization creates
internally to provide a mechanism to control access to
resources that are protected by the SSL/TLS protocols.

This section does not discuss the creation of CA
Certificates.

- DH key pair is a private/public key that is used by
some cipher suites to encrypt the SSL/TLS
handshaking messages.

Possession of the private portion of the key pair allows an
eavesdropper to decrypt traffic on SSL/TLS connections
that use DH encryption during handshaking.

The DH (Diffie-Hellman) key exchange, also called
exponential key exchange, is a method of digital
encryption that uses numbers raised to specific powers to
produce decryption keys on the basis of components that
are never directly transmitted, making the task of a would-
be code breaker mathematically overwhelming.

The most serious limitation of Diffie-Hellman (DH key) in
its basic or pure form is the lack of authentication.
Communications using Diffie-Hellman all by itself are
vulnerable to man in the middle attacks. Ideally, Diffie-
Hellman should be used in conjunction with a recognized
authentication method such as digital signatures to verify
the identities of the users over the public communications
medium.

Server Certificate
Server Private Key

If the server certificate source is set to Custom certificate
below, then these two files must contain a PEM or DER
encoded certificate and matching private key.

I3 PEPPERL+FUCHS
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O-Link master PROFINET IO (PNIO) and Modbus/TCP User Guide
MQTT Settings Configuration Page

OPC UA Settings Page (Continued)

If either of these is configured with a certificate, then clients

Client Authentication Certificate #1 attempting to establish a new connection or session will be
. L o required to present a client certificate that can be
Client Authentication Certificate #2 authenticated using either one of these two configured
certificates.

6.6. MQTT Settings Configuration Page

All lO-Link master units are shipped from the factory with identical configurations. They all have the identical,
self-signed, Pepperl+Fuchs Server RSA Certificates, Server RSA Keys, Server DH Keys, and no Client
Authentication Certificates. For maximum data and access security, you should configure all 10-Link master
units with custom certificates and keys.

5 PEPPERL+FUCHS Home Diagnostics [EeOIFE UM Advanced Attached Devices Support Logout ES

IO-LINK PROFINET IO MODBUS/TCP OQPCUA | MOQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

MQTT Settings @

MQTT PORT CONFIG B PORT1 | PORT2Z || PORTZ | PORT4 | PORTS [ PORTG | PORT7 | PORTS
EDIT EDIT EDIT EDIT

ggi;c;gsgjbata Publish Interval Min (100 - 1000 ms 1000 ms 1000 ms 1000 ms 1000 ms 1000 ms 1000 ms 1000 ms
Process Data Publish Interval Max (0 - 0s 0s 0s 0s 0s 0s 0s 0s
999009)

-
MQTT CONFIGURATION EDIT [l
MQTT Client Enable disable
Message Structure json MQTT

Server Name/IP

Server Port (0 - 65535) 1883
Use SSL/TLS false
Server Authentication Certificate [empty]
Verify Server Certificate Name false
Client Certificate [empty]
Client Private Key [empty]
Username

Password

Client ID

Request Broker Retention false
Connection Status Last Will and Testament Enable true —

Welcome Admin © Pepperi+Fuchs

Note: MQTT is disabled by default.
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6.6.1. MQTT Settings Page

The following table illustrates the MQTT Port Configuration settings.

FieldO Type  Default Description
Process Data Publish int 1000 Minimum interval (milliseconds) between
Interval min (100 - 999999) successive PDI (or PDO) messages for the port.
Process Data Publish int 0 Maximum interval (seconds) between successive
Interval max(100 - 999999) PDI (or PDO) messages for a port (0 == infinite).
PDO Write Enable enum |disable |Enable PDO write

The following table provides information about MQTT Configuration for client data that are global MQTT

configuration settings.

Field Type Default Description
MQTT Client Enable |enum disable Enable/disable the MQTT client.
Select
Message Structure enum json MQTT|s json MQTT
*  Sparkplug B
Server Name/IP string MQTT server hostname or IPv4 address.
Server Port (0 - int 1883 MQTT Broker port — typically 1883 for unencrypted and 8883
65535) for TLS.
Use SSL/TLS boolean |false Use SSL/TLS encryption.
The Server Authentication Certificate is used by the 10-Link
L master to verify the server's identity. The X509 certificate is
ggi\tﬁggghe”“cat'on file used to verify Server identity (PEM encoding).
You must enable the Use SSL/TLS option for this feature to
work.
Verify Server Enable verification of information (e.g. name) in server auth
Certificate Name boolean |false certificate.
The Client Authentication Certificate is sent by the 10-Link
master (the client) to the server to verify the client's identity.
. . . The X509 certificate is sent to server for authentication (PEM
Client Certificate file encoding).
You must enable the Use SSL/TLS option for this feature to
work.
The Client Private Key is required to use the Client
Authentication Certificate as described above. The private key
Client Private Key file for above certificate (PEM encoding).
You must enable the Use SSL/TLS option for this feature to
work.
Username string User name sent to server for authentication.
Password string Password sent to server for authentication.
Client ID string Client ID sent to server when connecting any unique string.
Eg?euneﬁsgnBroker boolean |false Request that broker retain published messages.
Connection Status ; :
Last Will and boolean |True When enabled the IO-Link master will send a LWT message
Testament Enable when connecting to the broker.

I3 PEPPERL+FUCHS
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Field Type Default Description

: . ) The time period in which if no packets are received from the
ggggs,?llve Time (0 int 20s client, the broker will consider the client no longer connected

and send the LWT (if enabled).
Publish Request QoS |enum g;?eost QoS level 0 requested when publishing.
81(1)%scribe Request enum g:wmeost QoS level 0 requested when subscribing.
Topic Base Path string Path prefix used for all publish messages.
Don't Allow lllegal C : : I -
; onvert PDI/PDO field names to valid JavaScript identifiers by

gg%ra':ciﬁésl\'lgrigls/ boolean |true replacing illegal characters with underscores.
Sparkplug B Group strin DefaultGro | The group_id of the SparkPlug topic namespace which can
Name 9 upName |be used to group nodes.
Sparkplug B Node strin DefaultNo |The node_id of the SparkPlug topic namespace. Each 10-Link
Name 9 deName |master must have a unique node name.
Client Status Publish int 10 Publishing interval (seconds) for the client status message (0
Interval (0 - 999999) == disable).
ISDU Write Enable enum disable Enable ISDU write.

6.6.2. Configuring MQTT

Use this procedure to configure MQTT settings.

Note: By default, MQTT is disabled.

© N Ok~
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Refer to the MQTT Settings table on Page 100 if you require definitions or values for the options.
If necessary, click Configuration | MQTT.

To configure port-level values, click the EDIT button below the port that you want to update.
Click the SAVE button after updating the settings.

Click the MQTT Configuration EDIT button.

Select enable from the MQTT Client Enable option drop box.

Enable other options that your environment requires.

Scroll to the top of the page and click the SAVE button.
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7. Loading and Managing IODD Files

There are several Attached Devices pages that support I0-Link Device Description (IODD) file management.

* |O-Link Device Description Files Page - load 10DD files from the IO-Link device manufacturer onto the I10-
Link master.

* |O-Link Device Configuration Summary Page on Page 109 - verify the correct files were loaded for each IO-
Link device or use the page to retrieve information about the baud rate, SIO mode, and device number.

e The Port pages are discussed in Configuring IO-Link Devices on Page 110.

7.1. Locating IODD Files Using IODD Finder

You can quickly download the IODD files using the IODD Finder option from https://io-link.com using the
following procedure.

1. Type https://io-link.com and click the IODDfinder option.

2. Click the Link to the IODDfinder option.

3. Enter the Device Product Name, click the appropriate selection and click Proceed.
Note: You can copy/paste the Device Product Name from the Diagnostics / 10-Link page.

4. Select the Download button and save the file to your system.

5. Click Accept to download the file.

7.2.10-Link Device Description Files Page

Use the 10-Link Device Description Files page to update (upload) and delete 10-Link Device Description
(IODD) files associated with this 10-Link master. In addition, you can review the IODD xml file by clicking the
IODD FILENAME in the table after loading the IODD file.

Note: You will need to download the appropriate IODD files from your I0-Link device manufacturer.

The 10-Link master provides 15790K of space to store IODD files. The 10-Link master includes the following
default IODD files, which cannot be deleted.

* |ODD-StandardDefinitions1.0.1.xml

e |ODD-StandardUnitDefinitions1.0.1.xml
* |ODD-StandardDefinitions1.1.xml

* |ODD-StandardUnitDefinitions1.1.xml

Note: You can use the Configuration | Load/Save feature to backup your IODD files. You can save the
configuration file from an IO-Link master that has IODD files installed and then load that configuration
file to another 10-Link master to quickly load the IODD files.
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7.3. Preparing IODD Files to Upload

After downloading the IODD files for the 10-Link device from the 10-Link sensor or actuator manufacturer, you
may need to unzip the file and locate the appropriate xml file for the device.

* Some IODD zip files contain the xml files and supporting image files for a single product. This type of zip
file can be immediately loaded onto the IO-Link master.

e Some IODD zip files contain the files for multiple products. If you upload this type of IODD zip file, the 10-
Link master loads the first xml file and the associated image files, which may or may not correspond to the
IO-Link device connected to the port. If you need to zip the appropriate files, the following information may
be useful:

Unzip the package and locate the xml file needed for your IO-Link device.
Open the xml file and search for the productiD, which identifies the 10-Link device.

Zip the xml file along with the supporting images. There are several ways to locate the supporting
images:

- Locate the appropriate images using the xml file.

- Load only the xml file and the IO-Link master notifies you what files are missing. Use the UPDATE
feature to upload the missing images.

- Zip the xml with all of the images and the IO-Link master ignores (and not upload) any unused files
and notifies which files did not upload.

Note: Image files are not required for IO-Link device configuration.
Use the appropriate discussion for your IODD files.
*  Uploading IODD Zip Files
*  Viewing IODD Files on Page 107

7.4. Uploading IODD Zip Files

You can use the following procedure to upload IODD zip files.

Note: You can save uploaded IODD files in a configuration file that you can use to load to other I0-Link
masters or for restoration purposes. See I0-Link master Configuration Files on Page 129 for information
about configuration files.

Click Attached Devices and IODD FILES.

Click the UPLOAD FILE button.

Click the CHOOSE FILE button and browse to the file location.
Highlight the zip file, click Open and then the UPLOAD button.
If necessary, click OK.

Note: Only images referenced in the xml file load to the I0-Link master and the remaining files are
ignored. The IO-Link master notifies you what files are missing. The missing files do not affect the
operation of the IODD Port page but the product image and logo for the I0-Link device company do
not display.

ok 0n =
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Uploading IODD Zip Files

ﬁ PEPPERL+FUCHS Home Diagnostics Configuration Advanced EWelELERSNIELE Support Logout  ES

I0DD FILES  SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS5 PORT6 PORT7 PORTS

I0-Link Device Description Files @

User I0DD files (click filename to view)

VENBOR PEVICE Ml Upload m
v

(T DELETE SELECTED
The 1I0DD file has been updated successfully.

Status:
10DD files may be downloaded from the IODE Some potential problems are listed below:

Ignored File(s):
pepperl-fuchs-pd-b141803b-con-pic.png
pepperl-fuchs-uc-f77-icon.png

Standard I10-Link Definitions

Welcome Admin ® Pepperl+Fuchs

If the IODD zip file contains multiple xml files, the 10-Link master may not load the xml file version that you
want to use. If there are multiple xml files in the zip file, you will receive an Overwrite message.

6. Optionally, verify that the correct xml file was loaded using the Summary page (Page 109).

2024-11
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7.5. Uploading Specific . XML Files or Supporting Files

In the event that you need to unzip the IODD files to locate appropriate xml file, you can use this example where
the 1.0.1 xml file loaded but you want to load the 1.1 xml file. Refer to Preparing IODD Files to Upload on Page
103 for more information about IODD file assemblies.

1. Unzip the IODD file assembly and locate the appropriate xml file set that you want to load. In this example,
we want to load the 1.1 xml file, which is located in this subdirectory.

v | ™ 1833155

;s Pepperl-Fuchs_OBE-R-R103_V1.00.002_lODD11
;s Pepperl-Fuchs_OBE-R-R103_V1.00.002_10DD101
k Pepperl-Fuchs_OBE-R-R103_V1.00.002_|ODDdeoc

2. View the contents of the subdirectory and locate the appropriate file. Make sure that select the xml file that
matches your IO-Link device.

s

Marme Date Type Size
& Pepperl-Fuchs_cable_cgin_nc_dpol-con-pic.png 4762016 1:07 AM PMG File 12 KB
I | Pepperl-Fuchs_OBET0M-5_R103-20181215-10001.12ml Z XML Document 41 KBI
| Pepperl-Fuchs_OBE20M-5-L_R103-20181215-10DD1.1 xml AML Document 41 KB
& Pepperl-Fuchs_plug_cqin_na_3poel-con-pic.png PMG File 9 KB
& Pepperl-Fuchs_plug_cqin_nc_4pol-con-pic.png PMG File 11 KB
& Pepperl-Fuchs-lago.png PMG File 3 KB
& Pepperl-Fuchs-R103nlc_cable-pic.png PMG File 96 KB
& Pepperl-Fuchs-R103nlc_plug-pic.png PMG File 99 KB
& Pepperl-Fuchs-R103nlc-icon.png PMG File 5 KB

Click Attached Devices and IODD FILES.

Check the row that you want to update.

Click the UPLOAD FILE button.

Click the CHOOSE FILE button and browse to the file location.

Highlight the xml or image file and click Open. The xml file must be loaded before the IOLM will load the
associated image files.

N oo A~
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Uploading Specific .XML Files or Supporting Files

8. Click the UPLOAD button.

TﬁPEPPERL-I-FUCHS Home Diagnostics Configuration Advanced larlssl=al=0 =0 Support

IODDF!!..ES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORT6 PORT7 PORTS

I0-Link Device Description Files @

User I0DD files (click filename to view)

I10DD FILE
1 3146497  Pepper]_Fuchs-UC400_F77-20181030-T00D1. 1. xm1 pepper1_fuchs-uc-f77-pic.png pepper1_fuchs-Togo.png vek | O
1 1120513 Pepper1-Fuchs-OMTS50-R200-20190330-I00D1. 1. xm1 pepper1-fuchs-r200_cable-pic.png pepper 1-fuchs-logo.png 251K D
1 2097921 Pepper1-Fuchs-PMIS0-F90-IU-I0-20180320-I0001. 1. xm] pepper1-fuchs-pmigo-fo0-pic. png pepper 1-fuchs-logo.png 185K (]
| 1 1115139 Pepperl-Fuchs_0OBE10M-S_R103-20181215-I00D1.0.1.xml pepper1-fuchs-rio3nlc_cable-pic.png pepper1-fuchs-logo.png 174K |

DELETE SELI

Pepperl-Fuch...DD1.1.xml m

10DD files may be downloaded from the 10DD-Finder at ioddfinderio-link.com.

¥ Standard IO-Link Definitions

9. Click the Continue button to the Overwrite message.
Notice that the 1.1 xml file is now loaded.

iﬁpEppERL_‘,FUCHS Home Diagnos Configuration Advanced [Else=leait BeloivlLZt] upport

IO’DI)FILEE SUMMARY PORT1 PORT2 PORT3 PORT4 PORT5 PORT6&6 PORTY PORTS8

10-Link Device Description Files @

I0DD Benutzerdateien (klicken Sie den Dateinamen zu sehen)

ENDOR ID DE E ID IODD DATEI ENDOR
1 3146497 Pepper]_Fuchs-UC400_F77-20181030-I00D01.1.xm] pepper 1_fuchs-uc-f77-pic.png pepper1_fuchs-logo. png 176K ()
1 1120513  Pepperl-Fuchs-OMT550-R200-20190330-T0001. 1. %m] pepper 1-fuchs-r200_cable-pic. png pepper1-fuchs-Togo. png 251k | O
it 2097921  Pepperl-Fuchs-PMIB0-F90-TU-ID-20130320-T0DD1. 1. xm1 pepper 1-fuchs-pmi 80-T30-pic. png pepper1-fuchs-Togo. png a5k | [

1 1115139 Pepper1-Fuchs_OBE10M-5_R103-20181215 pepper1-fuchs-r103nic_cable-pic.png pepper1-fuchs-Togo. png 174K (=)

LADEN DATEI 10DD Raum: 792K verbraucht, 15592K verfiigbar SELEKTIERTE LOSCHEN

10DD-Dateien kénnen vom I0DD-Finder auf inddfinder.io-link.com heruntergeladen werden.

£ 10DD Standarddefinitionen

10. Optionally, verify that the correct xml file was loaded for this 10-Link device using the Summary page
(Page 109).

2024-11
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Viewing IODD Files

7.6. Viewing IODD Files

Use the following procedure to view the contents of an I0DD file.
1. If necessary, click Attached Devices and IODD Files.

2. Click the IODD FILENAME in the table that you want to review. A pop up window displays the contents of
the 10DD file.

iﬁpEppERL_‘,FUCHS Home Diagnostics Configuration Advanced laeELRsEWEEN Support

10DD FILES | SUMMARY PORT1 PORT2 PORT3 PORT4 PORT5 PORT6 PORT7 PORTS

10-Link Device Description Files @

10DD Benutzerdateien (klicken Sie den Dateinamen zu sehen)

VENDOR ID D CE ID I0DD DATEINAME 3l VENDOR IMAGE
1 3146497 epper‘LFuchsqﬁ‘tm,F??—20181030—10\]31.1.xm'| pepper1_fuchs-uc-f77-pic. png pepper1_fuchs-Tloge. png 176K (N}
1 1120513 Pepper1-Fuchs-0OMT550-R200-20190330-I0001. 1. xm1 pepper1-fuchs-r200_cable-pic.png pepper1-fuchs-logo. png 251K [m]
1 2097921  Pepperl-Fuchs-PMIS0-F30-IU-I0-20180320-I0DD1.1.xm1 pepper 1-fuchs-pmi80-f20-pic.png pepper1-fuchs-logo. png 185K ()
1 1115139  Pepperl-Fuchs_OBE10M-5_R103-20181215-10001. 1. xm1 pepper1-fuchs-rio3nlc_cable-pic.png pepper1-fuchs-logo. png 174K [m}

LADEN DATEL 10DD Raum: 792K verbraucht, 15592K verfigbar SELEKTIERTE LOSCHEN

10DD-Dateien kénnen vom [0DD-Finder auf ioddfinderio-link.com heruntergeladen werden.

2 10DD Standarddefinitionen

10.8.11.180/index.php/view_uploaded_iodd_files/1/3146497/Pepperl_Fuchs-UC400_F77-20181030-10DD1.1.xml

3. Click the hyperlink at the top of the page if you want to view the xml file in your browser.

Pepperl Fuchs-UC400 F77-20181030-I10DD1.1 xml

<?xml version='"1.0' encoding="UIF-8'?> A
<IC0Device xmlns="http://wwW.ic-link.com/ICDD/2010/10"
xmlns:xsi="http://www.w3.org/2001/XML.3chema-instance”
xsi:schemalocation="http:/ www.ic-link.com/I0DD/2010/10
I0DD1.1.xad">
<DocumentInfo wersion="V1.00.002" releaseDate="2018-10-30"
copyright=""Copyright 2018, Pepperlt+Fuchs GmbH""/>
<ProfileHeader>
<Profileldentification>I0 Device
Profile</Profileldentification>
<ProfileRevisicn>l.l</FrofileReviaicn>
<ProfileName>Device Profile for IO Devices</ProfileName>

<ProfileSource>I0-Link Consortium</ProfileSource>

<ProfileClasslD>Device</ProfileClassiD>

<IS015745Reference>
<IS015745Part>1</I5015745Farty>

4. Optionally, verify that the correct xml file was loaded using the Summary page (Page 109).
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Deleting IODD Files

7.7. Deleting IODD Files

Use the following procedure to delete an IODD file set from the IO-Link master.
1. If necessary, click Attached Devices and IODD Files.
2. Check the corresponding row of the IODD file that you want to delete.

ﬁPEppERL,‘,FUCHS Home Diagnostics Configuration Advanced el EWENILEN Support Logout EH

10DD FILES | SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS5 PORT& PORT7 PORTS

10-Link Device Description Files @

User I0DD files (click filename to view)

WVENDOR D 10DD FILENAME VICE IMAGE VENDOR IMAGE
u i 3146497  Pepperl_Fuchs-UC400_F77-20181030-I00D1.1.xml pepper1_fuchs-uc-f77-pic.png pepper1_fuchs-1ogo.png 176K (]
x f 1120512  Pepperl1-Fuchs-OMT550-R200-20190330-10001. 1. xm1 pepper1-fuchs-rz200_cable-pic.png pepper1-fuchs-1ogo.png 251K 2]
a 2097921  Pepper]-Fuchs-PMIS0-F30-IU-I0-20180320-I0DD1.1.xml pepper1-fuchs-pmi 80-F30-pic. png pepper1-fuchs-1ogo.png 185K (]}

1 1115139 | Pepperl-Fuchs_OBE10M-S_R103-20181215-I00D1.1.xml pepper1-fuchs-ri03nlc_cable-pic.png pepper1-Tuchs-1ogo.png

UPLOAD FILE I0ODD space: 792K used, 15592K available

100D files may be downloaded from the I0DD-Finder at ioddfinderio-link.com.

Standard I0-Link Definitions

Welcome Admin Pepperl+Fuchs

3. Click the DELETE SELECTED button.
4. Click CONTINUE to the Delete files? message.

ﬁPEpPERL,‘,FUCHS Home Diagno Configuration Advanced [ElaelfClLlsRWIEEN Support Logout EH

IODDFILES. SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORTG6 PORT7 PORTS

10-Link Device Description Files @

User I0DD files (click filename to view)

VENDOR  DEVICE  10DD FILENAME Delete files?

1 3146497  Pepper]_Fuchs-UC400_F77-2018] pepper1_fuchs-logo.png 176K O
| Continue to delete files show below?

1 1120513 Pepper1-Fuchs-OMT550-R200-201 pepper1-fuchs-logo.png 251K O

viD DID FILENAME

F 2097921  Pepper]1-Fuchs-PMIS0-F30-IU-I0 pepper1-fuchs-logo.png 185K ]

i ik 1115139  Pepperl-Fuchs OBELOM-
5_R103-20181215-10DD1.1.xml

i 1115139 | Pepperl —Fuchs_OBElou—S_Rloa—Z: pepper1-fuchs-Togo.png 174K

UPLOAD FILE W DELETE SELECTED

10DD files may be downloaded from the IODD-Finder &

Standard I0-Link Definitions

velcome Admin Pepperl+Fuchs
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7.8. 10-Link Device Configuration Summary Page

The 10-Link Device Configuration Summary page provides basic device configuration (device profile)
information for ports with valid IO-Link devices attached. The Configuration Summary page retrieves
information that resides on the IO-Link device from the manufacturer.

A file name displayed in the IODD Name field for a port indicates that a valid IODD file is associated with that
device. If the field is empty, that indicates that a valid IODD file has not been loaded.

You can review complete IODD file information on a port by port basis by clicking the MORE button next to the
port in question or by clicking the PORT menu selection in the navigational bar.

Use the following steps to access the 10-Link Device Configuration Summary page.
1. Click Attached Devices.
2. Click SUMMARY.

Note: The Configuration Summary page takes several minutes to completely load as each device is
queried.

3. Click the MORE button or the corresponding Port (in the navigational bar) to configure the IO-Link device
parameters for a specific device. See Configuring IO-Link Devices on Page 110 for more information.

iﬁpEPpEHL.._FUCHS Home Diagnostics Configuration Advanced luelagttaRal2biv-1

IODD FILES | SUMMARY  PORT1 PORTZ2 PORT3 PORT4 PORTS PORTS6 PORTY PORTS

I0-Link Device Configuration Summary @

DEVICE SETTINGS MORE PORT 3 PORT 4 MORE PORT S
Vendor Name Pepperl+Fuchs Fepperl+Fuchs
VENDOR 1 1
DEVICE 3146497 2097921
Description Ultrasonic Sensor UC-F77, 1% Analog (I/U), 10-Link
400mm, M3 plug, 4-pin
I0-Link Version 1.1 1.1
Hardware Version HW01.00 HW01.00
Firmware Version FW01.00 FW01.00
Baud Rate 38400 38400
SI0 Mode Yes Yes
Min Cycle Time 2.3 ms 2.3 ms
I0DD Name Pepperl_Fuchs-UC400_F77 Pepperl-Fuchs-PMIB0-FI0-1
-20181030-100D1.1.xml U-IIO-20180320-IODD1.1.)(
m
v
< >

Welcome Admin © Pepperl+Fuchs
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8. Configuring I0-Link Devices

This chapter discusses using the Attached Devices | Port pages to change 10-Link device parameters.

Note: Optionally, you can use traditional methods such as: PLC interfaces or HMI/SCADAs, depending on
your protocol to configure the IO-Link devices.

8.1. Port Pages Overview

You can use the Attached Devices | Port page for a port to review and easily edit the 10-Link device
configuration or view Process Data. Collapse or expand parameters groups by clicking the + or -. If you collapse
a group before the page completely loads and then open the group, it will need to load the parameters.

jﬁpEPPEHL,.,FUCHS Home Diagnostics Configuration Advanced EaElGEWINNLEN Support Logout EH

10DD FILES SUMMARY [ BORTI | PORT2 PORT3 PORT4 PORTS PORTG PORT7 PORTE

10-Link Device - Port 1 @  [User role menu v| ] ' =A——

Parameter Name Index Subindex  Value Description R/W Unit Min Mane Comments

- Sensor information

- Device information

Vendor Name 16 Pepperl+Fuchs RO
Vendor Text 17 ;:Ivl.'évw.pepper\-fu:hs.comfm-ll RO
Product Name 18 UC400-F77-EP-I0-V31 RO
Product Text 20 Ultrasenic distance sensor RO
Product 1D 19 261243 RO
Serial Number 21 40000069832283 RO

+ User specific information

+ Revision information
+ Configuration

+ Diagnosis
< >

I0-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

Welcome Admin © Pepperl+Fuchs
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The Port page provides two IO-Link device configuration methods:

10-Link Device Port table (GUI), which depends on the appropriate IODD file loaded from the IO-Link
device manufacturer onto the |0-Link master. To use the 10-Link Device Port table for configuring 1O-Link
devices, refer to the following subsections:

- Editing Parameters - I0-Link Device - Port Table on Page 114
- Resetting IO-Link Device Parameters to Factory Defaults on Page 116

10-Link Device ISDU Interface - Port, which can be used with or without IODD files loaded. Refer to the
following information to use the 10-Link Device ISDU Interface - Port method:

- The IO-Link Device Operator Manual from the device manufacturer is needed to use the 10-Link
Device ISDU Interface since ISDU block index and ISDU sub-index numbers are required.

- Editing Parameters - I0-Link Device ISDU Interface - Port on Page 118

The 10-Link Device Port table provides detailed information about the indexes and sub-indexes. Not all
indexes have sub-indexes. In the following image, Index 60 has two sub-indexes, Sub-index 1 and Sub-index 2
that both contain 16 bits.

SPEPPEHL'I-FUGHS Home Diagnostics Configuration Advanced [selt=lRellVIdI- 0 Support Logout [EH

I0ODD FILES SUMMARY | PORT1 | PORT2 PORT3 PORT4 PORTS5 PORT6 PORT7 PORTS8

I0-Link Device - Port 1 @ [user role menu | . , Benciruct

REFRESH | EDIT | commanD

Parameter Name Subindex  Value Description 7l Comments

+ Sensor information
- Configuration

- Qutput configuration

- Output 1
Switch Point 1 60 1 40 30~680 R mm 30 680 value range:30~680
Switch Point 2 50 z 400 Same as previous descriptic | RW mm 30 680 value range:30~680

n
Output mode 61 z ) 1:Switchpaint mode R 1 128 value range:1;2;3;128
2:Window mode
3:Hysteresiz mode
125:Retroreflective mode
Output logic 61 1 0 0:Normally open R 0 1 value range:0;1
1:Nermally closed
Output Type 112 1 0 0:Push-pull RW i} 2 value range:0;1;2
1:Sourcing (PNF)
2:iSinking (NPN)
Retroreflective mode offset 64 1 20 1~200 R mm 1 200 value range:1~200
Switching hysteresis 61 3 0 0:Low R 0 2 value range:0;1;2
1:Medium
Z:High
on delay 54 3 0 0~60000 RW ms 0 60000  value range:0~60000
Off delay 64 z 0 Same as previous descriptic | RW ms 0 50000 value range:0~60000
n

< >

=1 T0-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

Welcome Admin © Pepperl+Fuchs

If the 10DD file follows 10-Link specifications, an asterisk next to RW means that parameter is not included
in Data Storage.

If a Sub-index has an asterisk next to it in the GUI, that means that sub-index is not sub-indexable. This
may be useful information when using the 10-Link Device ISDU Interface or programming your PLC.

I PEPPERL+FUCHS L
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This example shows that Index 109 contains 10 sub-indexes.
When you perform a GET on Index 109 using the ISDU Interface, these are the results: 109 1*

= ID-Link Device ISDU Interface - Port 4 100 o
ISDU Block Index 00 00 00 B0 00 OO0 OO O O1 OO0 00 OO0 00
ISDU Sub-index [ | 109 3*

[ ser | e v

109 5*
109 6*
109 7*
109 8*
109 g*
109 10®

The GUI displays this information about Index 109.

Subindex  Value Description R/W unit Min Max Comments Gradient  Offset  DataType SimpleDatatype  BitLength
109 1% 2246 RO dynamic parameter RecordT  UlntegerT 16
109 2+ 2515 RO dynamic parameter RecordT  UlntegerT 16
109 3+ 3 RO dynamic parameter RecordT  UlntegerT 8
109 4= 1 RO dynamic parameter RecordT  UlntegerT 8
109 5+ 1 RO dynamic parameter RecordT  UlntegerT 8
109 6 0 RO dynamic parameter RecordT  UlntegerT 8
100 7E 0 RO dynamic parameter RecordT  UlntegerT 8
109 8* 0 RO dynamic parameter RecordT  UlntegerT 16
109 9* 0 RO dynamic parameter RecordT  UlntegerT 8
109 10° 0 RO dynamic parameter RecordT  UlntegerT 8

Which can be illustrated as:
00001008010010010010010110000100100
112 13141516171 8 19110

2024-11
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Port Pages Overview

Access the Process Data page by selecting Process Data from the drop box next to the port number.

Home Diagni Configuration 2

i PEPPERL+FUCHS

10DD FILES

SUMMARY | PORT 1 PORT2 PORT3 PORT4 PORTS PORTGH

W=l Attached Devices [EEilo]sldsd

PORT 8

I0-Link Device - Port 1 €  [User role menu v
e

Parameter Name dex  Value

Description RIW Unit Min Max

perpentrucis

Comments

+ Sensor information

- Configuration
+ Qutput configuration
+ Sensor Configuration

+ Diagnosis

<

£ 10-Link Device ISDU Interface - Port 1

Port Status: Operational, PDI Valid

Welcome Admin

This shows a typical Process Data page.

10DD FILES

SUMMARY | PORT 1 PORT2 PORT3 PORT4 PORT5 PORTG

r‘EPEppERL,‘_FUCHS Home Diagnostics Configuration Advanced [Elalsgt=telslWWTL=Y

® Pepperl+Fuchs

Support

PORT 8

I0-Link Device - Port 1 @

FperpenLerucks

Parameter Name
- Process Data
- Process data sensor - Distance (14 bit), Switching output state (1 bit)

Distance in mm (14 bit) 16383

State of switching output 1 0

EJ I0-Link Device ISDU Interface - Port 1

Welcome Admin

Description DataType

SimpleDatatype

BitLength

16383:No echo RecordT UlntegerT 14
0~16000

1:True RecordT BooleanT 1
0:False

Port Status: Operational, PDI valid

© Papperl+Fuchs

If the incorrect IODD file has been loaded, then you
will receive this message.

I3 PEPPERL+FUCHS

Mo Process Data

Unable to load the Process Data! Mzake sure the attached 10-

Link device is supported and the corresponding IODD file is
loaded.

113
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8.2. Editing Parameters - 10-Link Device - Port Table

Use the following procedure to edit IO-Link device parameters using the 10-Link Device Port table.

Note: You may want to verify that the Automatic Download Enable for Data Storage option on the
Configuration | IO-Link Settings page is NOT set to On as this can cause unreliable results on the
corresponding port.

1. If you have not done so, load the I0ODD file from the 10-Link device manufacturer (Loading and Managing
I0ODD Files on Page 102).
2. Access the appropriate Port page by clicking Attached Devices and then the Port number that you want

to configure.
3. Click the EDIT button after all of the device information is populated in the table.
4. Scroll down the table and make appropriate parameter changes for your environment.

Note: An IODD file may not contain all IO-Link device settings depending on the IO-Link device
manufacturer. If you need to change a parameter that is not displayed in the 10-Link Device - Port
table, you can refer to the 10-Link Device Operators Manual and use the 10-Link Device ISDU
Interface to change the settings.

You may need to scroll to the right in the table to view applicable parameter values if the parameter is not
selectable in a drop list.

5. Click the SAVE button after editing the parameters.

T"’PEPPEHL-I-FUCHS Home Diagnostics Configuration Advanced JEscll=islIVLEN Support Logout EB

IODD FILES SUMMARY | PORT1 PORT2 PORT3 PORT4 PORTS PORT6 PORT7 PORTS

I0-Link Device - Port 1 @  [uUser role menu v/ '
[r—— - % | canceL|

Subindex  Value Description

- Sensor information
+ Device information
+ User specific information
+ Revision information
- Configuration
- Qutput configuration

- Qutput 1

Switch Point 1 60 1 |3D | 30~680 RW mm 30 680 value range:30~680
Switch Paint 2 60 2 |3DD Same as previous descriptio RW mm 30 680 wvalue range:30~680
n
QOutput mode 61 2 128 v 1:Switchpoint mode RW 1 128 walue range:1;2;3;128
2:Window mode
3iHysteresis mode
1z8:Retroreflective mode
Qutput logic 61 1 ] v| 0:Nermally open RW 0 1 walue range:0;1
1:Nermally closed
Output Type 112 1 o v | 0:Push-pull RW 0 2 value range:0;1;2
1:Snureing (PEY ¥
< >
2 I0-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

© Pepperl+Fuchs

Welcome Admin

I PEPPERL+FUCHS 14
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Editing Parameters - |O-Link Device - Port Table

6. Verify that the changes took affect.

Configuration Advanced el LEsEWN Support

% PEPPERL+FUCHS ‘Home Diagno

10DD FILES ~ SUMMARY

PORT2 PORT3 PORT4 PORTS PORT& PORT7 PORTS

10-Link Device - Port 1 @ B2
B

Min

+ Sensor information
- Configuration

- Output configuration

- Qutput 1
Switch Point 1 60 1 30 30~680 RW mm 30 680 value range:30~680
Switch Point 2 60 2 300 Same as previous descriptio RW mm 30 680 value range:30~680
n
Output mode 61 2 128 1:Switchpoint mode RW 1 128 value range:1;2;3;128
2:Window mode
3:Hysteresis mode
128:Retroreflective mode
Qutput lagic Bl 1 1] 0:Normally olpen RW 0 1 wvalue range:0;1
L:iNermally closed
Output Type 112 1 ] 0:Push-pull RW 0 2 value range:0;1;2
1:Souraing (PNF)
2:5inking (NPN)
Retroreflective mode offset B4 1 20 1200 RW mm 1 200 walue range:1~200
Switching hysteresis Bl 3 1] 0:Low RW 0 2 value range:0;1;2
LiMedium
High
P = -~ - PR - P IS T . AR 8
< >

2024-11
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Resetting 10-Link Device Parameters to Factory Defaults

8.3. Resetting 10-Link Device Parameters to Factory Defaults

In the event you want to reset the I0-Link device to factory default, typically the IODD file provides the ability
from the IO-Link device manufacturer. Use the following example to reset an 10-Link device.

1. Click the COMMAND button and locate the Restore Factory button.
2. Click the Restore Factory or Load Factory Settings button.
Note: The name of the button is determined by the I0-Link device manufacturer.

T'EPEPPERIJ-FUCHS Home Diagnostics Configuration Advanced JeldELRsEWLEES Support

IODD FILES  SUMMARY | PORT1 PORT2 PORT3 PORT4 PORTS PORT6 PORT7 PORTS

I0-Link Device - Port 1 @
[T——

Parameter Mame dex Subindex  Value Description W Max Comments

+ Sensor information

+ Configuration
- Diagnosis

- Factory Settings

Standard Command 2 Restore Factor. R 130:Restore Factory Settings WO 130 130 value range: 130
e ervice rUnction Restore Factory Settings
+ Operation Information
+ Communication Characteristics v
< >
I0-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

Welcome Admin © Pepperl+Fuchs

2024-11
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Resetting 10-Link Device Parameters to Factory Defaults

3. Click OK when the Refresh message appears.

ﬁPEppERL‘,FUCHS Home Diagnostics Configuration Advanced ElaElegllfslN0 Support Logout EH

IODD FILES  SUMMARY PORTZ PORT3 PORT4 PORTS PORT6 PORT7 PORTS
10-Link Device - Port 1 @
[ArerpeRLiFucks E‘.A NCEL

Parameter Name Index Subindex Jales SSEcEities 2y Unit Min Max Comments

+ Sensor information Refresh?

+ Configuration . .
Your attached device's settings might have been affected

- Diagnosis by the recent commands you sent.
- Factory Settings Click OK to refresh.
Standard Command 2 130 130 value range:130

5, e

+ Service Function
+ Operation Information

+ Communication Characteristics v}
< 1 >

10-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

© Pepparl+Fuchs

4. Click the Cancel button to return to device configuration.

2024-11
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8.4. Editing Parameters - 10-Link Device ISDU Interface - Port

The 10-Link Device ISDU Interface follows these guidelines:

* If necessary, convert hexadecimal ISDU index numbers to decimal, you must enter the decimal value for
the ISDU Block Index and ISDU Sub-index numbers.

*  You must enter the hexadecimal value for the 10-Link device parameters.

If the appropriate IODD files has been loaded, you can use the 10-Link Device - Port table to determine the
index numbers and acceptable values for each parameter.

Note: An IODD file may not contain every IO-Link device setting depending on the I0-Link device
manufacturer. If you need to change a parameter that is not displayed in the 10-Link Device - Port
table, you can refer to the I0-Link Device Operators Manual.

If an I0DD file has not been loaded for an 10-Link device, you can use the /O-Link Device Operator's Manual to
determine the ISDU indexes.

8.4.1. Overview

The following provides some basic information about the command usage and responses when using the ISDU
Interface.

*  You must enter the decimal value for the ISDU Block Index and ISDU Sub-index.
* The GET button retrieves the parameter value in hex from the 10-Link device. You may want to retrieve
values to determine the data length.

I0-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

ISDU Block Index [60 e i
ISDU Sub-index [ ] @

*  First, type the hex value that you want to change, click the SET button, and the value is sent to the 10-Link
device.

I0-Link Device ISDU Interface - Port 1 Port Status: Operational, FDI Valid

—
ISDU Block Index 0ofie]ol 90
ISDU Sub-index [ |

O—eEm

I3 PEPPERL+FUCHS 118
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*  After successfully changing a parameter, the 10-Link master responds with a command executed
notification.

= I0-Link Device ISDU Interface - Port 1 Port Status: Operational, PDI Valid

1SDU Block Index command executed
I1SDU Sub-index

n (]
HH

2024-11
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9. Utilizing 10-Link master Features

This chapter discusses using the following features:

Setting User Accounts and Passwords

Data Storage on Page 123, which provides automatic and manual data storage to upload or download 1O-
Link v1.1 device parameters

Device Validation on Page 127, which supports identical or compatible device validation to dedicate a port
or ports to specific IO-Link devices

Data Validation on Page 128, which supports strict or loose data validation to verify data integrity

10-Link master Configuration Files on Page 129 that supports a method to back up configuration files or
load the same configuration to multiple IO-Link master units

Configuring Miscellaneous Settings on Page 131, which provides the following options:
- Using the Menu Bar Hover Shows Submenu Option on Page 132
- Enable PDO Write From Attached Devices Port Page on Page 132
10-Link Test Event Generator on Page 134
Clearing Settings on Page 137, which allows you to reset the 10-Link master to factory default values

Note: You must configure data storage, device validation, data validation in PROFINET IO using Step 7 or the

TIA Portal. You can use data storage on the web page for temporary data storage related tasks.

9.1. Setting User Accounts and Passwords

The 10-Link master is shipped from the factory without passwords. See the following table if you want to see
how permissions are granted.

Page Permissions Admin Operator User
Log-in Yes Yes Yes
Home Yes Yes Yes
Diagnostics - All Yes Yes Yes
Configuration - 10-Link Settings Yes Yes View-only
Configuration - Modbus/TCP Yes Yes View-only
Configuration - PROFINET 10 Yes Yes View-only
Configuration - OPC UA Yes Yes View-only
Configuration - MQTT Yes Yes View-only
Configuration - Network Yes View-only |No
Configuration - Misc Yes Yes Yes
Configuration - Load/Save Yes Yes View-only
Configuration - Clear Settings Yes No No
Advanced - Software Yes No No
Advanced - Accounts Yes No No

I3 PEPPERL+FUCHS
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Setting User Accounts and Passwords

Page Permissions (Continued) Admin Operator User
Advanced - Log Files Yes Yes Yes
Advanced - Licenses Yes Yes Yes
Attached Devices - IO-Link Device Description Files Yes Yes View-only
Attached Devices - I0-Link Device Configuration Summary Yes Yes View-only
Attached Devices - |0-Link Device - Port Yes Yes View-only

You can use this procedure to set up passwords for the 10-Link master.
Open your browser and enter the 10-Link master IP address.

Click Advanced | ACCOUNTS.

Click the ADMIN check box.

If applicable, enter the old password in the Old Password text box.
Enter the new password in the New Password text box.

Re-enter the password in the Confirm Password text box.

ook~ wnh -

rﬁpEppERL_‘,FUCHS Home Diagnostics Configuration JEGVElRe=l Attached Devices Support

SOFTWARE ACCOUNTS LOG FILES LICENSES

Accounts @

Current Admin Password (required to make changes)

ADMIN (NO PASSWORD)

New Password

Confirm Password eenel

OPERATOR (NO PASSWORD)

New Password

Confirm Password

(NO PASSWORD)

New Password

Confirm Password

© Pepperl+Fuchs

7. Optionally, click the Operator check box, enter a new password, and re-enter the password in the Confirm
Password text box.

8. Optionally, click the User check box, enter the new password, and re-enter the password in the Confirm
Password text box.

9. Click Apply.

2024-11
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10. Close the new window that displays a Password saved banner.

,'ﬁpEppERL_”:UCHS Home Diagnostics Configuration JEGVEN-GE Attached Devices Support

SOFTWARE | ACCOUNTS | LOG FILES LICENSES

Accounts @
Passwords saved : AdminPassword
Current Admin Password (required to make changes) I:I

s

ADMIN (PASSWORD 1S CONFIGURED)

New Password

Confirm Password

OPERATOR (NO PASSWORD)

New Password

Confirm Password

(NO PASSWORD)

New Password

Confirm Password

11. Click the Log out button on the top navigation bar.

12. Re-open the web interface by selecting the appropriate user type in the drop list and entering the
password.

i PEPPERL+FUCHS

Home

User
—

Not Logged In © Pepperl+Fuchs

2024-11
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9.2. Data Storage

Data storage is typically supported by I0-Link v1.1 devices. Data storage means that you can upload
parameters from an 10-Link device to the 10-Link master and/or download parameters from the 10-Link master
to the IO-Link device. This feature can be used to:

*  Quickly and easily replace a defective 10-Link device

e Configure multiple 10-Link devices with the same parameters as fast as it takes to connect and disconnect
the 10O-Link device

To determine whether an 10-Link (v1.1) device supports data storage, you can check one of the following:
* 10-Link Diagnostics page - check the Data Storage Capabile field to see if it displays Yes.

* 10-Link Configuration page - check to see if UPLOAD and DOWNLOAD buttons display under the Data
Storage Manual Ops group. If only a Clear button displays, the device on the port does not support data
storage.

Although you can make configuration changes using the web page, PROFINET IO configuration parameters
overwrite the values on the 10-Link Settings page. See IO-Link Port Settings (IO-Link Port Module
Parameters) on Page 47 for PROFINET IO configuration procedures.

9.2.1. Uploading Data Storage to the 10-Link master

The 10-Link device manufacturer determines which parameters are saved for data storage. Remember, the 10-
Link device should be configured before enabling data storage unless you are using data storage to back up the
default device configuration.

There are two methods to upload Data Storage using the Configuration | 10-Link page:

° Automatic Enable Upload - If a port is set to On for this option, the 10-Link master saves the data storage
parameters (if the data storage is empty) from the IO-Link device to the 10-Link master.

When this option is enabled and another IO-Link device (different Vendor ID and Device ID), the 10-Link
Diagnostics page displays a DS: Wrong Sensor in the IOLink State field and the 10-Link port LED flashes
red, indicating a hardware fault.

Automatic upload occurs when the Automatic Upload Enable option is set to On and one of these
conditions exists:

e Thereis no upload data stored on the gateway and the 10-Link device is connected to the port.

¢ The lO-Link device has the DS upload bit on; generally because you have changed the configuration
through Teach buttons or the web interface.

Note: Not all device parameters are sent to data storage. The I0-Link device manufacturer determines
what parameters are sent to data storage.

e Data Storage Manual Ops: UPLOAD - Selecting the UPLOAD button saves the data storage from the 10-
Link device to the 10-Link master. The contents of the data storage does not change unless it is uploaded
again or cleared. Another 10-Link device with a different Vendor ID and Device ID can be attached to the
port without causing a hardware fault.

9.2.2. Downloading Data Storage to the I0-Link Device

There are two methods to download Data Storage using the Configuration | 10-Link Device page:

° Automatic Download Enable - An automatic download occurs when the Automatic Download Enable
option is set to On and one of these conditions exists:

e The original IO-Link device is disconnected and an |O-Link device who's configuration data differs from
the stored configuration data.

e The IO-Link device requests an upload and the Automatic Upload Enable option is set to Off.

I3 PEPPERL+FUCHS 123
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Data Storage Manual Ops: DOWNLOAD - Selecting the DOWNLOAD button downloads the data
storage from the that port to the 10-Link device.

If an 10-Link device with a different Vendor ID and Device ID is attached to the port and a manual download
is attempted, the IO-Link master issues a hardware fault.

9.2.3. Automatic Device Configuration

Use the following steps to use an I0-Link master port to configure multiple I0-Link devices with the same
configuration parameters.

Note: You must configure data storage in PROFINET 10 using Step 7 or TIA Portal. You can use data storage

ok Dn=

I3 PEPPERL+FUCHS

on the web page for temporary data storage related tasks.
If necessary, configure the 10-Link device as required for the environment.
Click Configurationl| 10-Link.
Click the EDIT button for the port for which you want to store the data on the 10-Link master.
Click the UPLOAD button.

Click the CONTINUE button to the Continue to upload the data storage on IO-Link master port [number]
message.

Note: |0-Link Settings for PROFINET IO and EtherNet/IP are the same.

ﬁPEPPERL‘,FUCHS Home Diagnostics [elilMe=itlsl Advanced Attached Devices Support

IO-LINK = PROFINET IOQ  MODBUS/TCP  OPCUA MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

10-Link Settings @

I0-LINK PORT CONFIG B PORT1 B PORT 4

CANCEL SAVE

Port Name 10-Link Port 1 10-Link Port 4 10-Link Port 8
Port Mode [1oLink | 10Link Digitalout
PDO Lock Enable [true v| true true

a
o
@
o

K

Invert SIO

__ Continue?
Invert Auxiliary Tnput | falser falss
Default SIO Digital Output State [off { This operation may take up to a minute. Off
|: Continue to upload the data storage on 10-Link Master
Minimum Cycle Time (4 - 538) 4 port 17 4ms
Auxiliary Input Settling Time (0 - 10000) (] oms
T
Auxiliary Input Hold Time (0 - 10000) 0 0ms
SIO Input Settling Time (0 - 10000} 0 0ms
SIO Input Hold Time (0 - 10000) 0 0ms
Data Storage Config
Storage Contents empty empty empty
Automatic Upload Enable |off | off off
Autemnatic Download Enable |off v| Off

Data Storage Manual Ops

® Pepperk+Fuchs
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6. Click the OK button to the Data storage upload successful on Port [number] message.
Done

Data storage upload successful on port 1.

7. Setthe Automatic Download Enable option to On.
8. Click SAVE.

# PEPPERL+FUCHS Home Disg

I0-LINK | PROFINET I0  MODBUS/TCP  OPCUA MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

I0-Link Settings @

I0-LINK PORT CONFIG B PORT1 B PORT 4 B PORT S

CANCEL Si'-'ﬁE

Port Name 10-Link Port 4 10-Link Port 8
Port Mode I0Link DigitalOut
PDO Lock Enable true true
Invert SI0 false false
Tnvert Ausiliary Input false false
Default 510 Digital Output State off off
Minimum Cycle Time (4 - 538) ms 4ms 4ms
Auxiliary Input Settling Time (0 - 10000) o ms 0ms 0ms
Auxiliary Input Hold Time (0 - 10000) o ms 0ms 0ms
S10 Input Settling Time (0 - 10000) o ms 0ms 0ms

S10 Input Hold Time (0 - 10000) o ms 0ms ams
Data Storage Config

Storage Contents 111115648 empty empty
Automatic Uplaad Enable off
Autemnatic Dewnload Enable off v off

Data Storage Manual Ops

CLEAR

=
]
]
o
B
(=]

9. Click Diagnostics | 10-Link.

10. Replace the I0-Link device on that port with the 10-Link device for which you want configured automatically.
11. Verify that the 10-Link device displays operational Port Status and the appropriate 10-Link State.

12. Repeat Steps 10 and 11 for as many device as you want to configure.
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9.2.4. Automatic Device Configuration Backup

The following procedure shows how to utilize data storage to automatically backup an IO-Link device
configuration.

Note: You must configure data storage in PROFINET IO using Step 7 or TIA Portal. You can use data storage
on the web page for temporary data storage related tasks.

Remember, if you adjust parameters using Teach buttons those values may or not may be updated in the data
storage, which depends on the 10-Link device manufacturer. If you are unsure, you can always use the manual
UPLOAD feature to capture the latest settings.

1. Click Configuration | 10-Link.
2. Click the EDIT button for the port for which you want to store the data on the IO-Link master.
3. Select On in the drop list for Automatic Data Storage Upload Enable.

Note: |0-Link Settings for PROFINET IO and EtherNet/IP are the same.

ﬁPEPpERL,‘_FUCHs Home Diagnostics JeieEnll Advanced Attached Devices Support Logout E®

I0-LINK = PROFINET I0 MODBUS/TCP  OPCUA MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

10-Link Settings @

10-LINK PORT CONFIG B PORT1 ] ] B PORT4

CANCEL SAVE

Port Name 10-Link Port 1 [tlo-Link Port 4| ﬁ 10-Link Port 8
Port Mode I0Link [1ounk  v] DigitalOut
PDO Leck Enable true |true +| true
Invert SI0 false |false ~| false
Invert Auxiliary Input false |false | false
Default S10 Digital Output State Off |Off v | off
Minimurm Cycle Time (4 - 538) 4ms 4 Jms 4ms
Auxiliary Input Settling Time (0 - 10000} 0ms P Jme 0ms
Auxiliary Input Hold Time (0 - 10000) oms o s 0ms
SI0 Input Settling Time (0 - 10000) 0ms D ms 0ms
SI0 Input Hold Time (0 - 10000) 0ms D ms 0ms
Data Storage Config
Storage Contents 1:1115649 empty empty
Automatic Upload Enable Off |on v| off
Autematic Dewnload Enable off |Off «| off
Data Storage Manual Ops
- CLEAR -
weioso]

© Papparl+Fuchs

4. Click SAVE.

When the Configuration | 10-Link page is refreshed, the Storage Contents field displays the Vendor ID
and Device ID. In addition, the 10-Link Diagnostics page displays Upload-Only in the Automatic Data
Storage Configuration field.
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9.3. Device Validation

Device validation is supported by many IO-Link devices. Device Validation Mode provides these options:

None - this disables Device Validation Mode.

Compatible - permits a compatible 10-Link device (same Vendor ID and Device ID) to function on the
corresponding port.

Identical - only permits an |0O-Link device (same Vendor ID, Device ID, and serial number) to function on
the corresponding port.

Although you can make configuration changes using the web page, PROFINET IO configuration parameters
overwrite the values on the 10-Link Settings page. See /O-Link Port Settings (IO-Link Port Module
Parameters) on Page 47 for PROFINET IO configuration procedures.

Use this procedure to configure device validation.

1.
2.
3.

Click Configuration | 10-Link Settings.

Click the EDIT button.

Select Compatible or Identical for the Device Validation mode.

Note: Identical Device Validation requires a device serial number to operate.

Click the GET ATTACHED button or manually complete the Vendor ID, Device, ID, and serial number.

If the device does not have a serial number, you should not select Identical because the |O-Link master
requires a serial number to identify a specific device.

Note: |0-Link Settings for PROFINET IO and EtherNet/IP are the same.

# PEPPERL+FUCHS Home Diagnostics [abUURMCEERE Ac
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5.

Click the SAVE button. If the wrong or incompatible device is connected to the port, the 10-Link port LED

flashes red and no IO-Link activity occurs on the port until the issue is resolved.

9.4. Data Validation

You can use this procedure to configure data validation.

Although you can make configuration changes using the web page, PROFINET IO configuration parameters
overwrite the values on the 10-Link Settings page. See IO-Link Port Settings (IO-Link Port Module
Parameters) on Page 47 for PROFINET IO configuration procedures.

1.
2.
3.

Click Configuration | 10-Link Settings.

Click the EDIT button on the port you want to configure for data validation.

Select Loose or Strict to enable data validation.

* Loose - the slave device's PDI/PDO lengths must be less than or equal to the user-configured values.
e Strict - the slave device's PDI/PDO lengths must be the same as the user-configured values.

Click the GET ATTACHED button or manually enter the PDI and PDO length.

Note: |0-Link Settings for PROFINET IO and EtherNet/IP are the same.

& PEPPERL+FUCHS Home Diagnostics

10 LINK | PROFINET IO MODBUS/TCP OPCUA MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS
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5. Click the SAVE button.
If data validation fails, the 10-Link port LED flashes red and the 10-Link Diagnostics page displays an error.
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9.5. I0-Link master Configuration Files

You can use the web interface or PortVision DX to save or load I0-Link master configuration files.

Note: You can optionally install and use PortVision DX to save or load IO-Link master configuration files.
Download PortVision DX from https://www.pepperl-fuchs.com.

The configuration files includes the following:

e 10-Link master gateway settings, which includes the port settings, network settings, and encrypted
passwords

* Data storage contents saved in the 10-Link Settings page
* |ODD files loaded using the IODD Files page

There are two methods to save or load configuration files.

*  PortVision DX - if necessary, refer to the help system

*  Web interface

9.5.1. Saving Configuration Files

Use this procedure to save configuration files for the 10-Link master. Use this feature to back up the 10-Link
master or to configure multiple IO-Link masters with the same configuration.

1. Click Configuration | Load/Save.
2. If applicable, disable any data that you do not want to backup.
3. Click the SAVE button.
4. Click the Save File option and click the OK button.
Note: The Load or Save feature works the same for PROFINET 10 and EtherNet/IP.

;‘EPEPPERL+FUCHS Home Diagnostics [eWil=ld W Advanced Attached Devices Support Logout  ES

IO-LINK PROFINET IO MODBUS/TCP OPCUA MQTT NETWORK MISC | LOAD/SAVE | CLEAR SETTINGS

Load or Save Configu

Opening config.dcz X
You have chosen to open:

Save Configuration B

Select data to save: which is: dez File (633 KB)

from: http://10.8.11.180
IOLM gateway configuraf
Datastorage contents ‘What should Firefox do with this file?
I0DD files (O Openwith | Browse..,

gpove data to file @ save File

Load Configuration

L

Select data to load:

IOLM gateway configuration
[ I0LM_network_configuration

Datastorage contents

10DD files

Select file to load: | Browse... | No file selected.

Welcome Admin © Pepperl+Fuchs
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IO-Link master Configuration Files

9.5.2. Loading Configuration Files

Use this procedure to load a configuration file onto the 10-Link master.
1. Click Configuration | Load/Save.

2. Click the Browse button, locate and select the configuration file (.dcz extension).
3. Click the LOAD button.

Note: The Load/Save feature works the same for PROFINET |0 and EtherNel/IP.

ﬁPEPPERL_'_FUcHS Home Diagnostics REQhIELGLE Advanced Attached Devices Support

IO-LINK PROFINET IO MODBUS/TCP OPCUA MQTT NETWORK MISC | LOAD/SAVE CLEAR SETTINGS

Load or Save Configuration @

Save Configuration

Select data to save:

IOLM gateway configuration
Datastorage contents
10DD files

=1\= above data to file

Load Configuration

Select data to load:
I0LM gateway configuration
[J 1I0LM_network_configuration

Datastorage contents
10DD files

Select file to \Dadl [ Browse... | config.dcz |

Es&leded data from file

Welcome Admin

© Pepperl+Fuchs

4. Click the OK button to close the Configuration Uploaded message that notifies you of what configuration
parameters loaded.

2024-11
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9.6. Configuring Miscellaneous Settings

The Miscellaneous Settings page includes the following options:

Menu Bar Hover Shows Submenu
This option displays sub-menus for a category when you hover over the category name.

For example, if you hover over Advanced, the SOFTWARE, ACCOUNTS, LOG FILES, and LICENSES
sub-menus display. You can click any sub-menu and avoid opening the default menu for a category.

Enable PDO Write From Attached Devices Port Page

When enabled, it allows you to write PDO data to 10-Link slaves from the Attached Devices | Port page in
the web user interface. See Enable PDO Write From Attached Devices Port Page on Page 132 for more
information.

Note: The PDO write will not allow writes if the I0O-Link master has a PLC connection. This should never
nabled in r tion environment.

LED Flash

You can force the 10-Link port LEDs on the 10-Link master into a flashing tracker pattern that allows you to
easily identify a particular unit.

- Click the ON button to enable the LED tracker feature on the 10-Link master. The LEDs remain flashing
until you disable the LED tracker feature

- Click the OFF button to disable the LED tracker.

IO-Link Test Event Generation

Use this feature to send events to a port, which can be viewed on the 10-Link Diagnostics page.
Note: Miscellaneous Settings for PROFINET IO and EtherNet/IP are the same.

ig PEPPERL+FUCHS e

IO-LINK PROFINET IO MODBUS/TCP OPCUA MQTT NETWORK | MISC LOAD/SAVE CLEAR SETTINGS

I3 PEPPERL+FUCHS

Miscellaneous Settings @

MISC CONFIGURATION EDIT
Menu Bar Hover Shows Submenu disable
Enable PDO Write From Attached Devices Port Page disable

LED Flash: 0 m

I0-Link Test Event Generation

Welcome Admin © Pepperl+Fuchs
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9.6.1. Using the Menu Bar Hover Shows Submenu Option

Use this procedure to enable the Menu Bar Hover Shows Submenu option. If you enable this feature it
displays the sub-menus for a category when you hover over the category name.

For example, if you hover over Advanced, the SOFTWARE, ACCOUNTS, LOG FILES, and LICENSES sub-
menus display. You can click any sub-menu and avoid opening the default menu for a category.

1. Click Configuration | MISC.
2. Click the EDIT button.
3. Click Enable next to the Menu Bar Hover Shows Submenu option.
4. Click SAVE.
Note: Miscellaneous Settings for PROFINET IO and EtherNet/IP are the same.

gPEPPERL+FUcHS Home Diagnostics [RegliNeliLl Advanced Attached Devices Support Logout [ES

IO-LINK PROFINET I0 MODBUS/TCP  OPCUA MQTT NETWORK | MISC LOAD/SAVE CLEAR SETTINGS

Miscellaneous Settings @

A
MISC CONFIGURATION CANCEL SAVE
Menu Bar Hover Shows Submenu enable v | u

Enable PDO Write From Attached Devices Port Page | disable v | v

LED Flash: 0 m

I10-Link Test Event Generation

Welcome Admin © Pepperl+Fuchs

9.6.2. Enable PDO Write From Attached Devices Port Page

The purpose of this feature is for a non-production type of demonstration of the 10-Link master. You can
enable this feature to get familiar with 10-Link or if you are commissioning a system and want to be able to test/
get familiar with devices. It allows you to interact with a PDO device that does not have a PLC connection.

You must have set and signed into the 10-Link master using an admin password.

Note: The PDO write will not allow writes if the IO-Link master has a PLC connection. This should never be
enabled in a production environment.

Use this procedure to enable PDO write from the Attached Devices | Port page.

If necessary, log into the I10-Link master using the Administrator account.

Click Configuration | MISC.

Click the EDIT button.

Click Enable next to the Enable PDO Write From Attached Devices Port Page option.
Click the SAVE button.

If this will not cause an unstable environment, click the CONTINUE button.

ook~ ~
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Configuring Miscellaneous Settings

Note: Miscellaneous Settings are the same PROFINET IO and EtherNet/IP.

ﬁpEFPERL_”:UCHS Home Diagnostics EeWGilWEl 0 Advanced Attached Devices Support Logout  ES

IO-LINK PROFINET IO MODBUS/TCP OPCUA MQTT NETWORK LOAD/SAVE CLEAR SETTINGS

Miscellaneous Settings @

CANCEL SAVE

IGURATION

|
Menu Bar Hover Shows Submenu
Enable PDO Write From Attached Devices Port Page enable VJ
i

PDO Warning

LED Flash: 0

‘Writing PDO values to sensors and actuators may cause
dangerous environments or system malfunction. Click
I0-Link Test Event Generation [Continue] if you are sure you want to enable writing of PDO
values from the Web UL

CONTINUE

2024-11
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Configuring Miscellaneous Settings

9.6.3. 10-Link Test Event Generator

You can use the 10-Link Test Event Generator to send messages to an I0-Link master port. The generated
events are displayed in the Diagnostics | 10-Link Settings page under the Last Events field and the syslog.
This can test a port to verify that it is functioning correctly through
1. Click Configuration | Misc.
2. Expand the 10-Link Test Event Generator.

Note: Miscellaneous Settings are the same for PROFINET 10 and EtherNet/IP.

ngpPERL_'_FUCHS Home Diagnostics EeIIIEGLGE Advanced Attached Devices Support Logout  ES

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORT6 PORT7 PORTS8

Miscellaneous Settings @

MISC CONFIGURATION EDIT
Menu Bar Hover Shows Submenu enable
Enable PDO Write From Attached Devices Port Page disable

disable

Enable IODD controlled Process Data Scaling

LED Flash: 0 m

- I0-Link Test Event Generation
Port:
Mode:
Type
Instance:
Source:
PDI:
Code:

GENERATE EVENT

© Pepperl+Fuchs

Welcome Admin

3. Select the port and type of event that you want to test.
- I0-Link Test Event Generation
Port: |1 v
Mode:
Type | warning v
Instance: | datalink ~
Source:

PDI: | invalid ~

IR

Code: |0x7777|

R
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Configuring Miscellaneous Settings

4. Click Diagnostics and scroll down to Last Events.

Last Events 12)Single,Message,Local,0024h
m_preoperate
13)Cleared,Error,Local 0010h
s_devicelost
14)Single,Message,Local 0026h
s_devinfo :
15)Single,Warning,Local,7777h
unknown

Use the following table to determine what type of event you want to generate.

I10-Link Test Event Generator Descriptions

Port The port number to which you want to send an event.
This is the first item in the event generated.
Mode * Single: generates Single in the event.
* Coming: generates Active in the event
* Going: generates Cleared in the event
This is the second item in the event generated.
Type * Message: generates Message in the event.
* Warning: generates Warning in the event.
e Error: generates Error in the event.
This is the level in which the event is generated. This is not displayed in the generated event.
° unknown
* physical
Instance . datalink
* applayer
° application
This is the source in which the event is generated. This is the third item in the generated event.
Source * local: simulation generated from the 10-Link master, which displays as Local in the event.
. (r;\a/g\nct)te: simulation of an IO-Link device event, which displays as Device in the generated
This indicates whether to send valid or invalid PDI, which is not displayed in the generated
event.
PDI . valid
* invalid

2024-11
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I0-Link Test Event Generator Descriptions (Continued)

This is the fourth and fifth items in the generated event.
*  0x0000: generates a s_pdu_check event

° 0x0001: generates a s_pdu_flow event

* 0x0002: generates a m_pdu_check event

°  0x0003: generates a s_pdu_illegal event

°  0x0004: generates a m_pdu_illegal event

°  0x0005: generates a s_pdu_buffer event

*  0x0006: generates a s_pdu_inkr event

* 0x0007: generates an s_pd_len event

*  0x0008: generates an s_no_pdin event

°  0x0009: generates an s_no_pdout event

* 0x000a: generates an s_channel event

e 0x000b: generates an m_event event

° 0x000c: generates an a_message event

*  0x000d: generates an a_warning event

°  0x000e: generates an a_device event

*  0x000f: generates an a_parameter event

*  0x0010: generates a devicelost event

e 0x0011, 13 - 17: generates an unknown event
° 0x0012: generates a s_desina event

Code

2024-11
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Clearing Settings

9.7. Clearing Settings

You can return the 10-Link master to factory default values and can choose whether you want to restore these
default values:

e Uploaded IODD files
* 1O-Link data storage
* Hostname, network settings (DHCP/Static, static IP address, static network mask, and static IP gateway)
Use the following procedure to restore factory default values on the I0-Link master.
1. Click Configuration | Clear Settings.
2. Select the settings that you want to clear.
Note: Clear Configuration Settings works the same for PROFINET IO and EtherNet/IP.

ﬁPEFPERL_'_FUCHS Home Diagnostics EeGINil«MelON Advanced Attached Devices Support

I0-LINK ~ PROFINET I0  MODBUS/TCP OPC UA MQTT NETWORK MISC LOAD/SAVE | CLEAR SETTING

Clear Configuration Settings @
The button below will clear configuration values back to factory default values. By default, it will affect all configuration values except for the unchecked
categories listed below. To include one or more of those categories check the corresponding box:

Uploaded 10DD files
10-Link data storage
[J Hostname, DHCP/Static, Static IP address, Static IP network mask, Static IP gateway

CLEAR CONFIG)/RATION

Welcome Admin © Pepperl+Fuchs

3. Click the OK button to the Done Configuration Cleared message.

2024-11
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10. Using the Diagnostics Pages

This chapter provides information about the following Diagnostics pages.
e |O-Link Port Diagnostics on Page 138

*  PROFINET IO Diagnostics Page on Page 142

*  Modbus/TCP Diagnostics on Page 146

*  OPC UA Diagnostics Page on Page 149 (not supported on all models, contact your Pepperl+Fuchs
representative for more information)

e MQTT Diagnostics Page on Page 150 (not supported on all models, contact your Pepperl+Fuchs
representative for more information)

*  Power Diagnostics Page (ICE3-8I0L1-G65L-V1D Only) on Page 152

10.1. 10-Link Port Diagnostics

Use the 10-Link Diagnostics page to determine the status of the 10-Link configuration.

Note: This does not illustrate the complete I0-Link Diagnostic page. I0-Link Diagnostics are the same for

PROFINET IO and EtherNet/IP.

## PEPPERL+FUCHS Home QEEEUEEREEN Configuration Advanced Attached Devices Support Logout  E=

T10-LINK PROFINET 10 MODBUS/TCP OPC UA MQTT

I0-Link Diagnostics @

uPDATE [l STOP LIVE UPDATES [ll RESET STATISTICS

I0-LINK PORT STATUS B PCORT1 = BE B PORT4

Port Name 10-Link Port 1 10-Link Port 4

Port Mode 10Link I0Link

Port Status Operational, PDI Valid Operational, PDI Valid
I0Link State Operate Operate

Device Vendor Name Pepperl+Fuchs Pepperl+Fuchs

Device Product Name OBT350-R101-2EP-10-0,3M-V1 UC400-F77-EP-10-V31

Device Serial Number 40000078776544 40000069832204
Device Hardware Version HW01.00 HW01.00

Device Firmware Version FW01.04 FW01.00

Device 10-Link Version 11 1.3

Actual Cycle Time 4.0ms 4.0ms

Device Minimum Cycle Time 2.3ms 2.3ms

Configured Minimum Cycle Time 4ms ams

Data Storage Capable Yes Yes

Automatic Data Storage Download Upload
Configuration

Auxiliary Input Status Off Off

Device PDI Data Length 1 2

PDI Data Valid Yes Yes

Last Rx PDI Data (MS Byte First) 00 00 e3

PDO Lock Enable Yes Yes w

Welcome Admin

I3 PEPPERL+FUCHS
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The following table provides information about the 10-Link Diagnostics page.

10-Link Diagnostics Page

This is an optional friendly port name, which can be configured in the

Port Name Configuration | 10-Link page.

Displays the active device mode:

* Reset =The port is configured to disable all functionality.

Port Mode * 10-Link = The port is configured to I0-Link mode.

e Digital In =The port is configured to operate as a digital input.

* Digital Out = The port is configured to operate as a digital output.

Displays the port status:

* Inactive =The port is in active state. Typically, this indicates that the device
is either not attached or not detected.

e Initializing = The port is in the process of initializing.

Port Status « Operational = The port is operational and, if in I0-Link mode,
communications to the 10-Link device have been established.

e PDI Valid = The PDI data is now valid.

* Fault = The port has detected a fault and is unable to re-establish
communications.

e Operate - Port is functioning correctly in IO-Link mode. This may also
display during a data storage upload or download.

* Init - The port is attempting initialization.
* Reset - One of the following conditions exists:
- The Port Mode configuration is set to Reset.
- The Port Mode configuration is set to Digitalln or DigitalOut.

* DS - Wrong Sensor - Hardware failure (IO-Link LED also flashes red)
because there is Data Storage on this port, which does not reflect the
attached device.

|O-Link State * DV - Wrong Sensor - Hardware failure (IO-Link LED also flashes red)
because Device Validation is configured for this port and the wrong device
is attached.

° DS - Wrong Size - Hardware failure (IO-Link LED also flashes red)
because the size of the configuration on the device does not match the size
of the configuration stored on the port.

e Comm Lost - Temporary state after a device is disconnected and before the
port is re-initialized.

*  Pre-operate - Temporary status displayed when the device:
- Is starting up after connection or power-up.
- Uploading or downloading automatic data storage.

Device Vendor Name Displays the Device Vendor Name as stored in ISDU Index 16.

Device Product Name Displays the device product name as stored in ISDU Index 18.

Device Serial Number Displays the device serial number as stored in ISDU Index 21.

2024-11
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10-Link Diagnostics Page (Continued)

Device Hardware
Version

Displays the device hardware version as stored in ISDU Index 22.

Device Firmware
Version

Displays the device firmware version as stored in ISDU Index 23.

Device I0O-Link Version

The supported device IO-Link version as stored in ISDU Index O.

Actual Cycle Time

This is the actual, or current, cycle time of the 10-Link connection to the device.

Device Minimum Cycle
Time

This is the minimum, or fastest, cycle time supported by the connected 10-Link
device.

Configured Minimum

Configured in the Configuration | 10-Link page, this is the minimum cycle time
the 10-Link master will allow the port to operate at. The Actual Cycle Time,
which is negotiated between the 10-Link master and the device, will be at least

Cycle Time as long as the greater of the Configured Minimum Cycle Time and the
Device Minimum Cycle Time.
Data Storage Capable Displays whether the IO-Link device on a port supports the data storage feature.

Not all IO-Link devices support the data storage feature.

Automatic Data Storage
Configuration

Displays whether a port is configured to automatically upload data from the IO-
Link device or download data from the 10-Link master to the 10-Link device.
Disabled displays if automatic upload or download are not enabled.

Auxiliary Input Status
(IP67 models)

e ICES3-8I0OL-G65L-V1D (Ports 1-8): The current status of the auxiliary bit as
received on the 10-Link port.

e |CE3-8I0L1-G65L-V1D:
- Ports 1-4: No Aux In status.

- Ports 5-8: The current status of the auxiliary bit as received on the 10-
Link port.

Device PDI Data Length

The supported Device PDI Data Length, in bytes, as stored in ISDU Index 0.

PDI Data Valid

Current status of PDI data as received from the 10-Link device.

Last Rx PDI Data (MS
Byte First)

The last Rx PDI data as received from the |IO-Link device.

PDO Lock Enable

If enabled on the Configurationl 10-Link Settings page, an industrial protocol
application (PROFINET 1O or Modbus TCP) can lock the write access to the
PDO value so that the PDO value cannot be changed by other protocols
(including OPC UA or the Web interface). Such a lock is released when the PLC
to IO-Link master network link disconnects.

PDO Locked

Indicates whether or not one of the industrial protocol applications has locked
the write access to the PDO value.

Device PDO Data
Length

The supported Device PDO Data Length, in bytes, as stored in ISDU Index 0.

PDO Data Valid

Status of PDO data being received from controller(s).

Last Tx PDO Data (MS
Byte First

The last Tx PDO data.

Time Since Initialization

The time since the last port initialization.

I3 PEPPERL+FUCHS
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IO-Link Port Diagnostics

10-Link Diagnostics Page (Continued)

Process Data Errors The number of process data errors the port received.

Process Data Retries The number of process data retries the port performed.

Total Events The total number of events that were received on this port.

First Events Up to the first, or oldest, three events that were received on this port.

Last Events Up to the last, or most recent, three events that were received on this port.

ISDU Statistics

ISDU Read Cmd

Attempts The number of read ISDU command attempts.

ISDU Read Cmd Errors | The number of read ISDU command errors.

ISDU Write Cmd

Attempts The number of write ISDU command attempts.

ISDU Write Cmd Errors | The number of write ISDU command errors.

2024-11
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PROFINET IO Diagnostics Page

10.2. PROFINET IO Diagnostics Page

The PROFINET IO Diagnostics page may be useful when trying to troubleshoot communications or port
issues related to PROFINET IO configuration.

Note: The complete PROFINET IO Diagnostics page is not illustrated.

,ﬁpEppERL,‘,FUCHS Home Q@ELGLERWEN Configuration Advanced Attached Devices Support

I0-LINK | PROFINET 10 MODBUS/TCP OPCUA  MQTT

PROFINET IO Diagnostics @

PROFIMET IO GENERAL STATUS

Active Application Relationships o
Application Relationship 1 Uptime
Application Relationship 2 Uptime

Total Application Relationships Established 15

I10L_CALL Function Block Requests 1]

10L_CALL Function Block Errors 0

Configuration Errors 0

System Errors 0

PROFIMET IO Frames Transmitted 493625465

PROFIMET IO Transmit Errors o

PROFIMNET IO Frames Received 624467654

PROFIMNET IO Receive Errors 1]

Record Reads o

Record Read Errors ]

Digital 10 Input Status Changes o

Digital 10 Writes 0

Digital 10 Write Errors 1]

IP Assignment Static

Ethernet Port 1 Link Status 100Mbps Full Duplex
Ethernet Port 2 Link Status 100Mbps Full Duplex

First Error String Port 3: no I0-Link device available
Last Error String Ethernet Port 1: link down

PROFINET IO PORT STATUS B PORT 1 B PORT2 B PORT 3 B PORT 4 B PORTS B PORT 6 B PORT 7 B PORT 8

Welcome Admin @ Pepperl+Fuchs
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The following table provides information about the PROFINET 10 Diagnostics page.

PROFINET IO Diagnostics

Active Application
Relationships

Displays the current number of active PROFINET IO connections.

Application Relationship
1 Uptime

The uptime of the first application relationship.

Application Relationship
2 Uptime

The uptime of the second application relationship.

Total Application
Relationships
Established

The total number of application relationships that have been established since
power up.

IOL_CALL Function
Block Requests

The total number of IOL_CALL function block requests received.

IOL_CALL Function
Block Errors

The number of errors when handling IOC_CALL function block requests.

Configuration Errors

The number of system configuration related errors.

System Errors

Displays the number of system resource errors. These errors indicate a system
error on the IO-Link such as operating system errors or full message queues.
These errors typically occur when the PLC(s) are sending messages to the 10-
Link master faster than the 10-Link master can process them.

PROFINET IO Frames
Transmitted

The total number of transmitted PROFINET IO frames.

PROFINET IO Transmit
Errors

The number of errors when transmitting PROFINET 10 frames.

PROFINET IO Frames
Received

The total number of received PROFINET IO frames.

PROFINET IO Receive
Errors

The number of errors when receiving PROFINET IO frames.

Record Reads

The total number of record read requests received.

Record Read Errors

The number of errors when handing record read requests.

Digital IO Input Status
Changes

The number of times that the status of the all digital I/O pins have changed.

Digital 1O Writes

The number of times that the status of the digital output pins have changed.

Digital 10 Write Errors

The number of errors when writing to digital output pins.

IP Assignment

The current IP assignment method.

Ethernet Port 1 Link
Status

Current link status of Ethernet Port 1.

Ethernet Port 2 Link
Status

Current link status of Ethernet Port 2.
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First Error String

PROFINET IO Diagnostics (Continued)

Text description of the first error that occurred.

Last Error String

Text description of the last error that occurred.

PROFINET IO Port Status

Application Relationship

The application relationship (1 or 2) that the IO-Link port belongs to.

PDI Reads

The number of PDI reads.

PDI Reads Truncated

The number of PDI reads that are truncated due to size.

PDI Read Errors

The number of errors when reading PDI.

PDO Writes

The number of PDI writes.

PDO Write Errors

The number of errors when reading PDO.

SIO Input Status Changes

The number of time the status of C/Q pin has changed when a port is in SIO
input mode.

SIO Output Writes

The number of time the status of C/Q pin has changed when a port is in SIO
output mode.

SIO Output Write Errors

The number of errors when writing to C/Q pin when a port is in SIO output
mode.

Auxiliary Input Status
Changes

The number of time the status of auxiliary pin has changed.

Event Reads

The number of IO-Link events.

Event Read Errors

The number of errors when reading 10-Link events.

Get Port Mode Errors

The number of errors when getting IO-Link port mode.

Set Port Mode Errors

The number of errors when setting 10-Link port mode.

ISDU Request Msgs
From PLC(s)

Displays the number of ISDU request messages received from the PLC(s) or
other controllers. These request messages may contain one or multiple ISDU
commands.

ISDU Invalid Requests

Displays the number of ISDU requests received over PROFINET IO with one or
more invalid commands.

Valid ISDU Responses
From Port

Displays the number of valid ISDU response messages returned from the 10-
Link port interface and available to the PLC(s). The response messages
contain results to the ISDU command(s) received in the request message.

ISDU Response
Timeouts

Displays the number of ISDU requests that did not receive a response within
the configured ISDU Response Timeout.

Maximum ISDU Request
Msg Response Time

Displays the maximum time period required to process all commands within an
ISDU request message. The response is not available until all ISDU
command(s) contained in the request have been processed.

Average ISDU Request
Msg Response Time

Displays the average time period required to process the ISDU request
message(s). The response is not available until all ISDU command(s)
contained in the request have been processed.
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PROFINET IO Diagnostics (Continued)

Displays the minimum time period required to process all commands within an
ISDU request message. The response is not available until all ISDU
command(s) contained in the request have been processed.

Minimum ISDU Request
Msg Response Time

ISDU Read Commands Displays the number of ISDU read commands received over PROFINET IO.

ISDU Read Failures The number of errors when processing ISDU read commands.

ISDU Write Commands Displays the number of ISDU write commands received over PROFINET IO.

ISDU Write Failures The number of errors when processing IDSU write commands.

Process Alarms The number of process alarms sent to PLC.

Return of Submodule

Alarms The number of Return of Submodule alarms sent to PLC.

Channel Diagnostics

Alarms Added The number of channel diagnostics alarms sent to PLC.

Channel Diagnostics

Alarms Removed The number of channel diagnostics alarms removed from PLC.

Alarm Errors The number errors when handling PROFINET IO alarms.

2024-11
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O-Link master PROFINET IO (PNIO) and Modbus/TCP User Guide
Modbus/TCP Diagnostics

10.3. Modbus/TCP Diagnostics

The Modbus/TCP Diagnostics page may be useful when trying to troubleshoot Modbus/TCP
communications or port issues related to Modbus/TCP configuration.

Note: The complete Modbus/TCP Diagnostics page is not illustrated. Modbus/TCP Diagnostics are the same
for PROFINET IO and EtherNet/IP.

,ﬁpEppERL_',FUCHS Home QEBELLLEWLN Configuration Advanced Attached Devices Support

[O-LINK PROFINET IO |MODBUS/TCEY| OPCUA MQTT

Modbus/TCP Diagnostics

MODBUS/TCP GENERAL STATUS

Modbus/TCP Server Enable enable
Active Connections ]

Messages Received From Masters 0

Responses Sent To Masters 0
Broadcasts Received 0
Invalid Message Length Errors o
Invalid Message Data Errors o
Invalid Message Address Errors o
Unknown Device 1D Errors a
Invalid Protocol Type Errors 0

Unsupported Function Code Errors = 0

Configuration Errors (1]
No Available Connection Errors 0
System Resource Errors 0
First Error String No Error Detected

Last Error String

MODBUS/TCP PORT STATUS PORT 1 B PORT 2 B PORT 3 B PORT 4 B PORTS B PORT6 B PORT? B PORT 3

Active PDO Controller(s)

PDO Writes to Offline or Read-Cnly Ports 0 0 1] 0 (1] 0 o 1]
150U Request Msgs from PLC(s) 0 0 o 0 o o o o
150U Invalid Requests 0 0 o 0 o o o o
1SDU Reguests When Port Offline 1] 1] 1] 0 o o o o
Walid ISDU Responses from Port 0 0 1] 0 ] o 0 o

Welcome Admin ©® Pepperl+Fuchs

The following table provides information about the Modbus/TCP Diagnostics page.

Modbus/TCP Diagnostics Page

Modbus/TCP Server Enable Displays if enabled or disabled.

Active Connections Displays the current number of active Modbus/TCP connections.
Messages Received from Displays the number of Modbus messages received from Modbus/TCP
Masters Masters.

Responses Sent to Masters Displays the number of Modbus responses sent to Modbus/TCP Masters.
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Broadcasts Received

Modbus/TCP Diagnostics Page (Continued)

Displays the number of broadcast Modbus/TCP messages received.

Invalid Message Length Errors

Displays the number of Modbus messages received with incorrect length
fields.

Invalid Message Address
Errors

Displays the number of invalid message address errors. These errors
occur when the 10-Link master receives a message that cannot be
performed due to an invalid address.

Unknown Device ID Errors

Displays the number of unknown device ID errors. These errors occur
when the IO-Link master receives a message that is addressed to a
device ID other than the configured Slave Mode Device ID.

Invalid Protocol Type Errors

Displays the number of invalid message protocol type errors. These errors
occur when the |O-Link master receives a Modbus/TCP message that
specifies a non-Modbus protocol.

Unsupported Function Code
Errors

Displays the number of invalid Modbus function code errors. These errors
occur when the 10-Link master receives a message that cannot be
performed due to an unsupported Modbus function code.

Configuration Errors

Displays the number of improper configuration errors. These errors occur
when the IO-Link master receives a message that cannot be performed
due to an invalid configuration.

No Available Connection
Errors

Displays the number of Modbus/TCP connection attempts that were
rejected due to no available connections. This occurs when the number of
Modbus/TCP connections has reached the limit.

First Error String

Text description of the first error that occurred.

Last Error String

Text description of the last error that occurred.

Modbus/TCP Port Specific Diagnostics

Active PDO Controller(s)

Lists IP addresses that are controlling the PDO data.

PDO Writes to Offline or Read-
Only Ports

Displays the number of PDO write messages that were dropped due to
any of the following:

*  The portis configured in 10-Link mode:
- There is no device connected to the port.
- The IO-Link device is off-line.
- The lO-Link device does not support PDO data.
*  The PDO Transmit Mode (To PLC) is disabled.
* The portis configured in Digital Input mode.
The function code 6 and the device’s PDO length is 0.

ISDU Request Msgs From
PLC(s)

Displays the number of ISDU request messages received from the PLC(s)
or other controllers. These request messages may contain one or multiple
ISDU commands.

ISDU Invalid Requests

Displays the number of ISDU requests received over Modbus/TCP with
one or more invalid commands.
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Modbus/TCP Diagnostics Page (Continued)

ISDU Requests When Port
Offline

Displays the number of ISDU requests received over Modbus/TCP when
the 10-Link port was offline. This can occur when:

* The lIO-Link port is initializing, such as after start-up.
* Thereis no IO-Link device attached to the port.

* ThelO-Link device is not responding.

e Communication to the 10-Link device has been lost.

Valid ISDU Responses From
Port

Displays the number of valid ISDU response messages returned from the
IO-Link port interface and available to the PLC(s). The response
messages contain results to the ISDU command(s) received in the
request message.

Maximum ISDU Request Msg
Response Time

The maximum time period required to process all commands within an
ISDU request message. The response is not available until all ISDU
command(s) contained in the request have been processed.

Average ISDU Request Msg
Response Time

The average time period required to process the ISDU request
message(s). The response is not available until all ISDU command(s)
contained in the request have been processed.

Minimum ISDU Request Msg
Response Time

The minimum time period required to process all commands within an
ISDU request message. The response is not available until all ISDU
command(s) contained in the request have been processed.

ISDU Read Commands

Displays the number of ISDU read commands received over Modbus/TCP.

ISDU Write Commands

Displays the number of ISDU write commands received over Modbus/
TCP.

ISDU NOP Commands

Displays the number of ISDU NOP (no operation) commands received
over Modbus/TCP.
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OPC UA Diagnostics Page

10.4. OPC UA Diagnostics Page

The OPC UA Diagnostics page displays status for OPC UA:
e Whether the OPC UA feature is enabled or disabled
¢ Number of TCP connections

Note: You can refer to OPC UA Supporting Information on Page 189. OPC UA Diagnostics are the same for
PROFINET IO and EtherNet/IP.

SPEPPERL_'_FUCHS Home [EMEliLEldl Configuration Advanced Attached Devices Support

I0-LINK  PROFINET I0 MODBUS/TCP | OPC UA | MQTT POWER

OPC UA Diagnostics @

OPC UA GENERAL STATUS

OPC UA Server Enable enable
MNumber of TCP connections 1

TCP connection #1 16.8.408.11:35398

id: 25
state: ESTABLISHED
channel mode: NONE
1 session:
id: {@814B3B5-1(67-6816-83287217D98D7817}
activated: 1
subscriptions:
id=2: 9 monitored items
client:
app: 'urn:TestlLab-PC:UnifiedAutomation:UaExpert’
product: ‘urn:UnifiedAutomation:UaExpert’

name : 'Unified Automation UaExpert’
OPC UA Diagnostics Page
OPC UA Server Enable Displays whether the OPC Server is enabled or disabled

Number of TCP connections | Displays the current number of active OPC UA clients connected.
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I PEPPERL+FUCHS 149



[ ]

2024-11

10.5. MQTT Diagnostics Page

The MQTT Diagnostics page provides the following information.

Note: Referto MQTT Supporting Information on Page 198 for more detailed information about MQTT. MQTT
Diagnostics are the same for PROFINET IO and EtherNet/IP.

iﬁpEPpEHL_“:UCHS Home QsELLLE0 Configuration Advanced Attached Devices Support

I0-LINK PROFINET IO MODBUS/TCP OPC UA [ MOTT

MQTT Diagnostics @

UPDATE [l STOP LIVE UPDATES |l RESET STATISTICS

MQTT GENERAL STATUS

MQTT Client Enable enable

MQTT Client State not connected
Connect Successes o

Connect Failures 8
Connections Lost o

Last Connection Error unknown error
Publish Attermnpts 0

Publish Successes o

Publish Failures 0

Last Publish Error

Subscribe Attempts 1]

Subscribe Successes 0
Subscribe Failures o
Last Subscribe Error

Subscribed Messages Received 0

MQTT PORT STATUS

PDGroups

B PORT 2 B PORT 4 B PORTS B PORT6 B PORT7

Welcome Admin

Note: By default, MQTT is disabled. Use the MQTT Configuration page to configure MQTT settings.

MQTT Client Enable

@© Pepperl+Fuchs

MQTT General Status Diagnostics Page
Displays whether the MQTT client has been enabled or disabled.

MQTT Client State

Displays connection status:
e Connected
* Disconnected

Connect Successes

The number of successful attempts to connect to the MQTT broker.

Connect Failures

The number of failed attempts to connect to the MQTT broker.

Connections Lost

The number of connections to the MQTT broker than have been lost.

Last Connection Error

Displays the last type of connection error.

Publish Attempts

The number of attempts to publish a data message to an MQTT topic.

Publish Successes

The number of successfully published MQTT data messages.

Publish Failures

The number of failed attempts to publish an MQTT data message.

Last Publish Error

Displays the last publish error.
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MQTT Diagnostics Page

MQTT General Status Diagnostics Page

Subscribe Attempts The number of attempts to subscribe to an MQTT topic.
Subscribe Successes | The number of successful attempts to subscribe to an MQTT topic.
Subscribe Failures The number of failed attempts to subscribe to an MQTT topic.

Last Subscribe Error The last error that occurred when attempting to subscribe to an MQTT topic.

Subscribed Messages
Received

MQTT Port Status

The number of MQTT data messages received on subscribed topics.

PDGroups displays the PDI and PDO data fields (as defined by the device's
PDGroups IODD file) which are being published. If there's no IODD file installed (or no
sensor attached), this is empty.
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10.6. Power Diagnostics Page (ICE3-8I0L1-G65L-V1D Only)

The Power Diagnostics page displays status of power related information for the ICE3-810L1-G65L-V1D.
Note: Power Diagnostics for PROFINET 10 and EtherNet?IP are the same.

iﬁpEPpEHL_“:UCHS Home QsELLLE0 Configuration Advanced Attached Devices Support

I0-LINK  PROFINET IO MODBUS/TCP  OPCUA MQTT | POWER

Logout EH

Power Diagnostics @

UPDATE |l STOP LIVE UPDATES |l RESET STATISTICS

POWER GEMERAL STATUS

UA Power Supply Status
Input Power FETs Temperature
RPP FET Temperature

FPGA/Processor Temperature

On

33.4°C

33.9°C

36.9°C

Class B Quad High Side Temperature = 34.1°C

Class A Quad High Side Temperature = 35.0°C

POWER PORT STATUS

B PORT 8

Port Class

2L+ Status

2L+ Faults

Auxiliary Output Status
Auxiliary Output Faults
L+ Status

L+ Owvercurrent

L+ Undervoltage

CQ Driver Fault
Thermal Shutdown

Die Temperature Warning
WCC Undervoltage

WCC Supply Voltage Warning

Welcome Admin

B PORT1 B PORT 2 B PORT 3 B PORT 4 B PORTS B PORTE B PORT 7
Class B Class B Class B Class B Class A Class A Class A
on off off On
0 a o i}
off Off Off
0 0 1]
on On on Oon Oon on On
No No No No No No No
Mo No Mo No Mo No No
Mo No Mo No Mo No No
Mo No Mo No Mo No No
Mo No Mo No Mo No No
Mo No Mo No Mo No No
Mo No Mo No Mo No No

Class A

Off

On

No

No

No

& Pepperl+Fuchs

ICE3-8I0L1-G65L-V1D Power Diagnostics

POWER GENERAL STATUS

UA Power Supply Status |Displays the U, power status, which is required to meet Class B power standards.
%%%Jég%vfr;FETs Displays the current temperature of input power FETs.

RPP FET Temperature |Displays the current temperature of RPP FET.

_Ilz_gn??é;rﬁﬁgssor Displays the current temperature of FPGA and processor.

Class B Quad High Side |: . . .

Temperature Displays the current temperature of Class B quad high side drivers.

Class A Quad High Side |: : . .

Tempera?uure Igh St Displays the current temperature of Class A quad high side drivers.

POWER PORT STATUS

Port Class

‘IO-Link port Class A or Class B.
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ICE3-8I0L1-G65L-V1D Power Diagnostics (Continued)

2024-11

2L+ Status

Displays the current status of 2L+ power supply. Class B ports only.

2L+ Faults

Displays the total number of faults on 2L+ power supply. Class B ports only.

Auxiliary Output Status

Displays the current auxiliary digital output status. Class A ports only.

Auxiliary Output Faults

Displays the total number of faults on auxiliary digital output. Class A ports only.

L+ Status

Displays the current status of L+ power supply.

L+ Overcurrent

Displays if L+ power supply load current exceeds the current-limit threshold.

L+ Undervoltage

Displays if L+ power supply falls below 18V.

CQ Driver Fault

Displays if a fault is detected on the CQ driver.

Thermal Shutdown

Displays if the die temperature reaches 150 ° C and the die enters thermal
shutdown.

Die Temperature

Displays if the die temperature reaches 135 ° C warning threshold.

Warning
VCC Undervoltage Displays if the VCC voltage falls below 9V.
%%?nﬁ’]‘épp'y Voltage | yisplays if the VCC voltage falls below 18V.
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11.1. Sample I0-Link master Gateway Configuration

11. PROFINET IO Reference Information

:Iﬂ 4] YN115CPNBRPIO

This section demonstrates how to configure and use an IO-Link gateway.

Slat Module Order number | Address | [ address | Diagnostic &ddress | Comment | Access
& _@ YNITSCPNERPIG YNITSCPNERPIG SRR Fealf
v Ariae SR Faal
NTFE Pt ATE Fiall
XA Al AT Fiall
1 10-Link In 2 bytes E.7 Full
2 10-Link In/Out_2 bytes 8.9 B Full
3 S10 Digital In 1 Full
4 S10 Digital Out 4 Full
5

B

7

g

&

10 [ 10-Link Status 1.4 Full

J Device overview

'ﬂ' Module

STEP 7 V5.5 Pepperl+Fuchs gateway Configuration Example

* ¥MN115CPNERFIO
b Interface
I0-Link In 2 bytes_1
IO-Link InfOut 2 bytes_1
S0 Digital In_1
SI0 Digital Dut_1

I0-Link Status_1

I
[=1]
A
Fol

o O o O o o o o oo o oo O

Slot
0

- 0
-
—t

= 0 D0 =~ Oh N = W kD

| address
6.7
3.9 2.3
10

4
1.4

O address | Type

YM115CFNERFIO
YM115CPMNERFIO
I0-Link In 2 bytes
[O-Link InfOut 2 bytes
S0 Digital In

510 Digital Out

IO-Link Status

TIA Portal V13 - Pepperi+Fuchs gateway Configuration Example

The first I0-Link device, which supported 2 bytes of PDI data, was connected to 10-Link Port 1. The PDI

data were mapped into the process image at address IW 6 of the IO controller, as shown in the figure

above. The |10 controller could read the current PDI data from the 10-Link device at IW 6.

The second IO-Link device, which supported 2 bytes of PDI data and 2 bytes of PDO data, was connected
to IO-Link Port 2. The PDI data were mapped into the process image at address IW 8. The PDO data were
mapped into process image at address QW 2. The 10 controller could access PDI and PDO via the two

memory locations.
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* |O-Link Port 3 and Port 4 were configured as SIO Digital In and SIO Digital Out. The IO controller could read
the input status of the C/Q pin of Port 3 at IB 10, and set the output C/Q pin value of Port 4 by writing to QB
4.10-Link port status was reported through the module in Slot 10. The 4-byte port status was available at IB
1toIB 4.

* A Digital /O module was plugged in Slot 9. DIO 2 and 4 were configured as digital outputs. The 10 controller
could reads digital input status at IB 5 and set digital output at QB 1.

Using a variable table, as shown in the following, we monitored and modified the 10 data directly.

,-g Address | Symbol ] Display format I Status value I Medify value |
1 B 1 | “Status_Active" BN 220000_1111
2] B 2 | “Status_PDNald BN  2#0000_1111
(3| |B 3 | “Status_Auxilaryinput® | BIN © O 2#0011_1101
s B 4 | "Status_Error BIN  2#0000_0000
s | W & | "P1_1OLinkinZbytes™ HEX . W216207B9
(6| W 8 | "P2 OLinkinZbytes™ HEX  W21620000
7] B 10 |"P2_sOmnpur HEX  B#1es01
8| 0B 4 | "P4_siDOutput HEX " BeiGs01 B216201
9| |8 5 | DIO_input BIN  2#0000_0000
[10] {08 1 | "Dio_Output" BIN | 280000_1010  220000_1010 |
STEP 7 V5.5 - Monitoring and Modifying 10 Data
i Mame Address Display form.. | Monitor value | Madify value
“Status_Active” I 1 Bin Z#0000_1111
2 “Status_PDIValid"® %IB2 Bin 20000 1111
3 "Status_suxiliandnput®  SeIB3 Bin 2§0000_1101
4 “Status_Error” WIB4 Bin 2#0000_0000
5 'F'1_IDLir1kIr12|:u:,te5' Tl W5 Hex 16%#07E0
B "P2_lOLinkin2bytes" TS Hex 16%0000
i 'PE_IDLinkDutzb}'tES' W2 Hex 16#0000
8 "P3_SIQInput” HIB10 Hex 16801
9 "P4_SI00utput® WOEBE4 Hex 16501 16501
10 'DID_Input' %IBS Bin 20000 1111
11 "DID_Dutput” 0B Bin 20000 1010 2&0000_1010

TIA Portal V13 - Monitoring and Modifying 10 Data

IB 1-4 were input data from 10-Link Status module (Slot 10). IB 1 was I0-Link Active, IB 2 was PDI Valid, IB 3

was Auxiliary Input, and IB 4 was |I0-Link Error. According to the current value of IB 1, Ports 1-4 were active. IB
2 showed the PDI data of Ports 1-4 were valid. IB 3 showed that the auxiliary input pins of Ports 1, 3, and 4 were
high. No errors were detected so IB 4 was zero.

The PDI data of Port 1 was shown in IW 6. The PDI data of Port 2 was shown in IW 8.

In this example, we connected the C/Q pin, auxiliary input pin of Port 3 and Port 4 together, creating a testing
loopback. Then we modified QB 4 to 0x01, which turned the C/Q Pin of Port 4 to high. IB 10 showed the status
of the C/Q pin of Port 3 was high (0x01) as a result. The high status of auxiliary input pins of Ports 3 and 4 was
reflected in IB 3.

To test the digital I/0O ports, we created testing loopbacks by connecting DIO 1 to 2, and DIO 3 to 4 with wires.
Then we changed QB 1 to 2#0000_1010, which set the DIO 2 and DIO 4 to high. IB 5 showed the input status of
DIO 1-4 were high (2#0000_1111).

Slot 5-8 (Port 5-8) and Slot 11 were open. They could be used by another IO controller via a second application
relationship.

I3 PEPPERL+FUCHS 155



2024-11

11.2. Available Record Data

11.2.1. PDI as Record Data

For 10 modules that have input data, PDI data can also be read by using the SFB52 RDREC (read record). The
following table shows the available record read indexes for the 10-Link master.

Description

1-N byte of input data from a module that has input data, where N is the
module's input data size. For example:

* Index 0..31 for an IO-Link In/Out 32 bytes module.
* Index 0..3 for an IO-Link Status module.

Using the same example in Sample I0-Link master Gateway Configuration on Page 154; a record read request
of 2-bytes at index 0 to the module at slot 1 would return the current PDI data of the 10-Link device attached to
Port 1. A record read request of 1-byte at Index 0 slot 10 would return the current IO-Link port active status.

Reading partial PDI data via record read request is supported. For an instance, an 10-Link device that supports
32-bytes PDI data is connected to I0-Link Port 5. A record read request of 32-bytes at Index 0 returns the whole
32-bytes of PDI data. Another record read request of 4-bytes at Index 28 returns the last 4-bytes of the PDI data.
This provides flexibility in being able to get only the interested data from a large PDI data block.

The 10-Link master returns an error if a record read request contains an invalid index, such as index is out of the
range of module’s input data.

11.2.2.10-Link Device Information as Record Data

When an 10-Link device is connected, 10-Link Master automatically sends ISDU requests to the device to
collect common device information. This information, called I0-Link Device Information is available as a record
data at index 1000 of the 10-Link module. The following table shows the structure of the 10-Link Device
Information structure. All Integer fields are in big-endian format.

ot By | e | oosrpton

0 4 32-bit Integer | Device ID

4 4 32-bit Integer | Vendor ID

8 4 32-bit Integer  |Function ID

12 4 32-bit Integer | Minimum IO-Link cycle time (us)
16 4 32-bit Integer  |Actual IO-Link cycle time (us)
20 4 32-bit Integer  |PDI Data Length (bytes)

24 4 32-bit Integer  |PDO Data Length (bytes)

28 4 32-bit Integer  |ISDU Capable

32 4 32-bit Integer  |Data Storage Capable

36 4 32-bit Integer  |Data Storage Length

40 2 16-bit Integer  |10-Link Version

42 16 String Page 1

58 16 String Page 2

74 80 String Vendor name
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o [oes| e | oserwien

154 String Vendor text

234 80 String Product name
314 80 String Product ID

394 80 String Product text

474 32 String Serial number
506 80 String Hardware version
586 80 String Firmware version
666 64 String Application tag
730 64 String Function tag

794 64 String Location tag

Note: To read the IO-Link Device Information, the target area of read instruction must be big enough to hold
the entire device information (858 bytes).

Not all fields are supported by all IO-Link devices. The unsupported fields will be filled with zeros.

11.2.3. Using the SFB52 RDREC

DBz
To use the SFB52 RDREC, specify the index of the V.-
requested module in INDEX. Specify the 5.
maximum number of bytes you want to read in SR
MLEN. The selected length of the target area =N T =NO
RECORD should have at least the length of MLEN
bytes. I, A
TRUE on output parameter VALID verifies thatthe "RdRecReg"™ —|REgQ "RdhecVali
data record has been successfully transferred into VALID [-d"
the target area RECORD. In this case, the output DWEL&EE7TFA —{ID
parameter LEN contains the length of the fetched Man_z
data in bytes. ME4Z "hdRecBusy
The output parameter ERROR indicates if a data ~ "®dRecInde BUSY —"
record transmission error has occurred. In this x" —|INDEX
case, the output parameter STATUS contains the Ma0.3
error information. ME44 "RdRecErro
"RdRecHLen ERROR "
" < MLEN
MD48
DEDB1 DEXZ "OdRecStat
3z.0 STATUS [us"
Fead data
record MEH4E
DEL. LEN "RdRecLen"
BdRecData |RECORD

SFB52 Read a Process Data Record
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11.3. Read and Write ISDU with the FB IOL_CALL

The function block IOL_CALL represents the conversion of the communication standardized for the 10-Link
technology to and from IO-Link devices. The 10-Link master supports the IOL_CALL function block. It can be

used to access an ISDU of an I0-Link device.

The IOL_CALL function block and the library description are available at hitp://

support.automation.siemens.com/WW/view/en/82981502.
To use IOL_CALL function block, do the following:
1. Set CAP to 255.

2. Specify PORT to be the 10-Link port number (1 to 8) at
which the IO-Link device is connected.

3. SetIOL_INDEX and IOL_SUBINDEX to be the index
and subindex of the requested ISDU.
RECORD_IOL_DATA requires the full specification of
the DB parameters, i.e. P#DB1.DBX0.0 byte 232.

The target area RECORD_IOL_DATA must have
enough available bytes to hold the requested ISDU
block up to 232 bytes.

4. SetRD_WR to 0 forread and 1 for write. For write, also
specify the length of the data to be written in LEN. A
positive edge on REQ starts the IOL_CALL request.

BUSY is set to 1 when the IOL_CALL request is in
progress. Once completed, DONE_VALID is set to 1 if
there was no error. Otherwise, ERROR is set and STATUS
and IOL_STATUS contain the error information. For the
remainder of the IOL_CALL function block parameters
and complete error information, refer to the IOL_CALL
library description.

Parameter Description

Access point of the IOL_CALL
function. Use 255.

I0-Link port number at which the
I0-Link device is operated, port
number 1 through 8.

All other values: not supported.

Address parameter INDEX (IO-
Link device).

0 - 32767: index of ISDU

Address parameter SUBINDEX
(I0-Link device).

e 0:not support
e 1-255:subindex of ISDU

CAP

PORT

IOL_INDEX

IOL_SUBINDEX

"IOL RdWr™

ME30

"I0L Port™

MWE10Z
"IOL
Subindex™

DBl1.
I0LCz11Dat
a

LB4

FEL

REQ

D

RD_WR

BORT

IOL_INDEX

IOL_
SUBINDEX

LEN

RECORD_
IOL DATA

ENO

DONE_
VALID

BUSY

ERRCR

STATUS

IOL_

STATUS

RD_LEN

MB0_Z
"IQL
—valid”

MBO

—"I0L Busy"

MDo4
"TOL.
FStatus™

5

m

9
"IOL
S5tatusz™

MH9Z
"IOL
—RdLen™

IOL_CALL Function Block

The IOL_CALL function block has a 20 seconds timeout value. If the request takes longer than 20 seconds, the
process is aborted and a timeout error is returned. The 10-Link master also has a timeout value for IOL_CALL
request. The default timeout value is 20 seconds. It can be changed through the web page (Configuration |

PROFINET 10).
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11.3.1. Using the I0-Link Library In the TIA Portal

Use the following procedure to use the 10-Link library in the TIA Portal.

1. Download the I0-Link library from Siemens: http://support.automation.siemens.com/WW/view/en/
82981502.

For TIA Portal V13, download the Archive_IO_LINK_CALL.zip archive.
For STEP 7 V5.5 and V14, download 82981502_IO_LINK_Library_V3.1.
2. Unzip the library to a working directory.
3. Configure the TIA Portal project.
a. Create a new or open an existing TIA Portal project.
b. Configure the PLC, Pepperl+Fuchs gateway and all the IO-Link ports.
c. Compile and download the project.
d. Make sure that everything is working as expected.

4. Take a note of the hardware identifier of the 10-Link module, which will be used to access I0-Link device
ISDU.

..._UserGuide_ICE3 » PLC_1 [CPU 1212C AC/DCRIy] » Distributed /O » PROFINET 10-System (100): PNJIE_1 » ICE38IOL -0 EX

‘E'F Topology view ||5§h Network view "ﬁf Device view |_

g+ [icessioL [] = @ = JW
!Z ¥ Module Rack slot | address | Q address | Type |
E * |CE38IOL o 0 ICE3-8I0L-K45P-RI45
» Interface (V] 0X1 ICE38IOL
0 1 68..69 10-Link In 2 bytes
(0] 2
0 3
EEEETER] = 1] 4
R 4 0 5
= 0 6
L] L 0 7
(0] 8
10-Link Status_1 (1] ] 1.4 10-Link Status
(V] 10
Sl foox =] ——f—— W& C <] " B
IQProperties I"_i.'.lnfo y"L‘ Diagnostics |
J General || 10 tags ” System constants " Texts |
b General ; .
s Hardware identifier
Module parameters Hardware identifier
1i0 addresses
I—s-':..s'e identifier: |278 |I

5. Open the IO-Link library.
a. InTIA Portal, click the Open global library button on the Libraries tab.
b. Navigate to the above working directory, where the IO-Link library was unzipped.

c. Selectthe IO_LINK_V13.al13 and click Open. Depending on the version of TIA Portal, the library may
need to be upgraded.

2024-11
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Read and Write ISDU with the FB IOL_CALL

d. After opened, there should be an 82981502_10_LINK_xxx library. IO_LINK_CALL_1200V 2.2.0 is
the one that will be used.

saneiqr &

b

Global libraries
2w @ Gi| E
¥ L] Buttons-and-Switches

» [ Long Functions
¥ L Monitoring-and-control-cbjects

» Ll Documentation terplates
b L] winac_mP
« ||| 82981502_I0_LINK_V13_W13_5P1_1
- r_ﬂ Types
E’ ~dd new type
b [E:] 57-300/400/WinAC
- [£2] 57-1200 V2 2
2710 LINK CALL 1200
E Y 220,
b [5:] S7-1200 VAD
b [£] 57-1500
~ [ Master copies
¥ [,i Common data

6. Create tags and data block by going to PLC tags, create some tags that will be used as the parameters of
I0O_LINK_CALL.

10_Link_Library_Demo » PLC_1[CPU 1212C ACUDCRIly] » PLC tags » Default tag table [38]

== B T

Default tag table
|Name |Data type |Addras |Reta|'n |\.-'|'sib|... |Acr_5... |Commenl
1 @ Reg | Bool %MO.0 [=] ] = =
2 @ D Hw_lo B2 ] (v (¥
3 @ Rdwr Bool %01 ] (¥ v
4 @@  IOLPort Ulnt EAv T ] (v (¥
5 <@ 10Undex Ulnt BNWE ] (¥ [
& |40 |0LSubindex uint EANT] ] (v (v
7 @ Len Ulnt %N O ] v [V
8 4@ Donevalid Bool %M0.2 M v ¥
9 |l@ Busy Bool EATAE: ] [+ [V
10 @ Eror Bool %MO.4 ] v v
11 @ Status DWiord %ND12 ] [« [
12 <@ IOLStatus DWord %MD 16 = v W
13 @@ Rdlen Ulnt LAMZO = [V =]

2024-11
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7. Add a new data block and create a 232-byte array, which will be used to store the ISDU data.

10_Link_Library_Demeo » PLC_1 [CPU 1212C AGDCRIy] » Program blocks » Data_block 1 [DB2]

e bl ReEGoaER™
Data_block_1
Marne Data type Start value Retain Accessiblef...
1 40 ¥ Static
2 l@ = » 10LDsts Array{0..231] of Byte =) =]

8. Insert IO_LINK_CALL.

a. Open the Main block.

b. From the Global libraries, select 82981502_10_LINK_xxx | Types | S7-1200V2.2 |
I0_LINK_CALL_1200 1V2.2.0 and insert it into a new network.

c. Enter the parameters using the above tags. Enter 255 for the parameter CAP.
d. Compile and download the project.

%DB1
"I0_LINK_CALL_
1200_DE"
%WBS0001
10 _LINK_CALL 1200"
EN END
W0 0 %0 2
"Req” — REQ DONE_VALID — " DoneValid®

EMW2 %MO 3

ID" — D BUSY —"Busy”

255 — CAP WMO 4

%MD 1 ERROR — "Error”
"RAWI" — RD_WR %MD12
LW STATUS "Status”
"IOLPort® — PORT WD 6

LPAWG IOL_STATUS — "1OL5tatus”
“IOLIndex” — |0L_INDEX TMWZ0
LAWE RD_LEN "RdLen"
*IOLSubindex” IOL_SUBINDEX
ERIWI O
"Len” — LEN
"Data_block_ RECORD_IOL_
1*.10LData DATA

9. TestlO_LINK_CALL.

a. Create a new watch table and enter the parameters of IO_LINK_CALL.

b. Click the Monitor all button to start monitoring all tags.

c. Enterthe hardware identifier of the 10-Link module as the modify value of tag ID.
d

Enter the 10-Link port number (1 based), index, subindex, and length of the requested ISDU as the

modify value of the corresponding tags.
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e. Finally set the Req tag to be true and click the Modify once button.

10_Link_Library_Demo » PLC_1 [CPU 1212C ACUDCRIly] » Watch and force tables » Watch table_1

A XIEs

i Name | Address | Display format | Monitor value Modify value rid |
1] “Req” [iz]) *m0.0 Bool [+ m wue TRUE & 1
2] "Ip* LAMZ DEC 278 278 M
3 | *RdWF %MO.1 Bool (@ FALSE ]
4 *IOLPort” AN DEC 1 1 M 1
5 | *IOLindex" LAWE DEC 16 M 1
6 | "IOLSubindex”  %MW8 DEC O
7 “Len® %AW10 DEC 32 M 1
g | *Donevalid® %M0.2 Bool O
5 | *Busy’ %03 Boal ]
10| *Error® %MO.4 Bool =
1] *Statws" %MD12 Hex =
12 | *lOLStatus” %MD16 Hex =
13 | *RdLen” %MW DEC O]
14| <Add news= O

10. The IO_LINK_CALL is trigged on the positive edge of parameter REQ.

Once completed, check the value of tag DoneValid, Busy, Error, Status, IOLStatus, and RdLen. If the
ISDU request was completed successfully, the DoneValid should be true. The RdLen contains the number
of bytes returned. The actual data is stored in Data_block_1.10LData.

10_Link_Library_Demo » PLC_1[CPU 1212C AUDGRIy] » Program blocks » Data_block 1 [DB2]

FF g Fegod=E B

Data_block_1

 Name | Data type ‘Startvalue Monitorvalue  Retain  Accessiblef.. -
1 @ > static [-] []
2 @= v oLen Array0.231] of Byte =] ~
3@ = IOLData[0] Byte 1680 16553 ]
i @ = IoLData[1] Byte 16%0 16£49 []
5 @ = IowWwamnf2] Byte 1620 16843 [
6 @ =  oData[3] Byte 1620 16248 vl
7 4@ =  IOLData[4] Byte 16£0 16820 =
g @ = IOLDataf5) Byte 1650 16541 ]
9 @ =  IoLData6) Byte 1650 16847 ]
@ = IOLData[7] Byte 1680 16800 -
11 4@ =  IOLData[8] Byte 1680 16#00 [=]
i2<@ = ioLatal9] Byte 1620 16200 [
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11.4. Diagnostic Alarm

Events from 10-Link master and I0O-Link devices are mapped to PROFINET alarms and channel diagnostics
according to the IO-Link on PROFINET Working Document Version 13.4.2015 with some modifications.

11.4.1.10-Link Event Mapping Overview

IO-Link events are mapped into PROFINET Alarms and Channel Diagnostics using the following table. Each
appearing I0-Link event (mode Coming) results in adding channel diagnostics. Each disappearing 10-Link
event (mode Going) results in removing channel diagnostics. IO-Link events that have mode Single will be
mapped to PROFINET process alarm.

10-Link Event Mapping

IO-Link Event Mode |PROFINET

Single Process alarm

Coming Add channel diagnostics
Going Remove channel diagnostics

In addition, only 10-Link events that have the type of Error or Warning are mapped to PROFINET channel
diagnostics. Type Message 10-Link events are not mapped.

11.4.2.10-Link EventCode Mapping

IO-Link events that are generated by IO-Link devices (remote events) are mapped to PROFINET diagnostics
using ChannelErrorType 0x500 andOx501.

*  For an EventCode that is between 0x0000 and Ox7FFF, ChannelErrorType 0x500 is used. The
EventCode is directly mapped to ExtChannelErrorType.

* For an EventCode that is between 0x8000-0xFFFF, ChannelErrorType 0x501 is used. The EventCode is
mapped to ExtChannelErrorType with the MSB set to 0.

*  For IO-Link events that are generated by 10-Link master (local events), ChannelErrorType 0x502 is used.
EventCode is directly mapped to ExtChannelErrorType.

The following table summaries how IO-Link EventCode is mapped to PROFINET diagnostics.

10-Link EventCode Mapping

ChannelError ExtChannel

Source EventCode Comment

Type ErrorType
1O-Link Direct mapping of EventCode to
Device |0x0000-0x7FFFF |0x500 0x0000-0x7FFFF | EXtChannelErrorType (6.9 apped to
(remote) ExtChannelErrorType 0x6321)
Mapping of EventCode to
10-Link ExtChannelErrorType. Set MSB
Device |0x8000-OxFFFF |0x501 0x0000-0x7FFFF |(EventCode) to “0” (e.g. EventCode
(remote) 0x8005 | ExtChannelErrorType
0x0005
Irgaé’lglr( 0 Direct mapping of local EventCode to
X0000-0x7FFFF |0x502 0x0000-0x7FFFF ExtChannelErrorType
(local)
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The following table lists some of the EventCode that the Pepperl+Fuchs IO-Link master generates.

10-Link EventCode ExtChannelErrorType Description
0x0001 0x0001 Slave PDU Flow
0x0002 0x0002 Master PDU checksum error
0x0003 0x0003 Slave illegal PDU
0x0004 0x0004 Master illegal PDU
0x0005 0x0005 Slave PDU buffer
0x0006 0x0006 Slave PD INKR
0x0007 0x0007 Slave PD length
0x0008 0x0008 Slave no PDI
0x0009 0x0009 Slave no PDO
0x000A 0x000A Slave channel
0x000B 0x000B Master event
0x000C 0x000C Application message
0x000D 0x000D Application warning
0x000E 0x000E Application device
0x000F 0x000F Application parameter
0x0010 0x0010 Slave device lost
0x0012 0x0012 Slave DESINA
0x001A 0x001A Slave wrong sensor
0x001B 0x001B Slave retry
0x001E 0x001E Power short circuit
0x001F 0x001F Power sensor
0x0020 0x0020 Power actuator
0x0021 0x0021 Power fault
0x0022 0x0022 Power reset
0x0023 0x0023 Slave fallback
0x0024 0x0024 Master preoperate
0x0028 0x0028 Data storage ready
0x0029 0x0029 Data storage identity fault
0x002A 0x002A Data storage size fault
0x002B 0x002B Data storage upload fault
0x002C 0x002C Data storage download fault
0x002F 0x002F Data storage device locked fault

The following images show a Slave device lost event that was available in the diagnostics when an IO-Link
device was disconnected from an IO-Link port. In the figure, Slot 2 means that the device was connected to 1O-
Link Port 2. The event will be removed from the diagnostics when the device is reconnected to the same 10-Link
port.
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Diagnostic Alarm

Path: [iompniodev\SIMATIC 300(1)\M151-8 PN/D  Operating mode of the CPU: <& RUN
Status: #%4 Emor

Metwor Connection | Statistics I |dentification
General IO Device Diagnostics | Communication Diagnostics I Interface
Manufacturer’s description  PEPPERL+FUCHS GmbH Device 1D0: 16H 4001
10 contraoller: pri-o

Standard Diagnostics:

Channel-specific Diagnostics:
Slot Channel ... | Emor

10-Link master event ((be0000-0x7FFF) / Power short circuit

Help on selected dizgnostic row: Display Hex. Format... |

Cose | Updae | Pt | Help

STEP 7 V5.5: 10-Link Events Through PROFINET Channel Diagnostics

IOLM_UserGuide_ICE3 » PLC_1 [CPU 1212C AC/DCT/RIy] -

Online access

Diagnostics buffer

 Diagnostics

General Events
Diagnostic status
Diagnestics buffer [ Display CPU Time Stamps in PGIFC local time
Cycle time
No. Dateand time Event
Mermory -
» PROFINETinterface [X1] 1 1711970 7:11:27.052 FM | 10-Link master event (0x0000-0x ower short circuit
> Finchione 2 1/7M19707:10:09.611 PM  New li0 access error during process image update
3 1i7M19707:10:09.610 PM  New IO access error during process image update
4 1/719707:06:16.577 PM  Follow-on operating mode change - CPU changes from STARTUP to RUN mode (i ]
5 1i7M19707:06:16.577 PM  New IO access error during process image update Elct
6  1/7119707:06:16.576 PM  New /O access error during process image update E =4
7 1/71M9707:06:16.574 FM  Communication initiated request: WARM RESTART - CPU changes from STOF to... B4 €
8 1711970 7:06:16.553 PM Hardware component removed or missing - g
o [<] i |

Freeze display

Details on event

Dewmilsonevent: [1 | of EventID: [16% 1187:CED
Description: |Error: 10-Link master event (0x0000-0x7FFF} - Power short circuiton 1

ICE38I0L / 10-Link In 2 bytes_1.

TIA Portal V13: 10-Link Events Through PROFINET Channel Diagnostics
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12. Modbus/TCP Interface

This chapter contains the following topics:

Modbus Function Codes on Page 168

Modbus Address Definitions on Page 168
Muiltiple Port Process Data (PDI/PDO) Access via Modbus/TCP on Page 171
Modbus Read/Write Example on Page 171

12.1. Overview

The 10-Link master features both a Slave-mode and Master-mode Modbus/TCP interface.
Slave mode:
Read access to the Process Data Input (PDI) and Process Data Output (PDO) data blocks for each 10-Link

port

Write access to the PDO data block for each 10-Link port
Write access to send ISDU requests to each 10-Link port

Read access to ISDU responses from e

ach |O-Link port

Read access to the Port Information Block for each 10-Link port
Master mode:
Read access to the Process Data Input (PDI) for each 10-Link port
Write access to the PDO data block for each 10-Link port

-

PLC
Modbus/TCP Modbus/ TGP
Master(s) |t st L

OPC Server

HMI/SCADA

10-Link

Ethernet Network

Modbus/TCP

Master

-

%

e

Modbus/TCP to 10-Link

The Modbus interface is disabled by default. To enable Modbus/TCP:

1.

Click Configuration | Modbus/TCP.

10-Link

SN
¥

10-Link
Devices

2. Click the EDIT button in the Modbus/TCP Configuration table and select enable in the Modbus Enable

drop box.
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Note: |0-Link master supports up to 64 Modbus/TCP connections.

ﬁPEpPERL_'_FUCHS Home Diagnostics JGITiIIcIisli@ Advanced Attached Devices Support

I0-LINK ~ PROFINET 10 | MODBUS/ICP  OPCUA MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Modbus/TCP Settings @

MODBUS/TCP PORT CONFIG B PORT1 B PORT2 B PORT 3 B PORT 4 B PORTS

Process Data Settings:

PDI Data Block Size (To PLC) 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes

PDI Byte-Swap Method no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap
PDQ Data Block Size (From PLC) 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes
PDQ Byte-Swap Method no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap
Append PDO to PDI Data false false false false false

Clear Event Code In PDO Block false false false false false

Clear Event Code After Hold Time true true true true true

Active Event Hold Time (1 - 65535) 1000 1000 1000 1000 1000

Event Hold Time Units ms ms ms ms ms

Clear Event Hold Time (1 - 65535) 500 500 500 500 500

MODBUS/TCP CONFIGURATION

Modbus Enable enable

welcome Admin

3. Click the SAVE button.

Refer to Modbus/TCP Functionality Descriptions on Page 174 for detailed information about process data block
descriptions, event handing, and ISDU handling.

e Input Process Data Block Description on Page 175

*  Output Process Data Block Description on Page 177

*  Qutput Process Data Block-16 Bit (INT) Data Format on Page 178
e Event Handling on Page 179

e ISDU Handling on Page 184
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Modbus Function Codes

12.2. Modbus Function Codes

This table shows the supported Modbus function codes.

Message Type Function Code Maximum Message Size
Read Holding Registers 3 250 Bytes (125 Words)
Write Single Register 6 2 bytes (1 Word)
Write Multiple Registers 16 (10 hex) 246 Bytes (123 Words)

Write: 242 bytes (121 Words

Read/Write Holding Registers 23 (17 hex) Read: 246 bytes (123 Words)

12.3. Modbus Address Definitions

The address definitions for the Modbus/TCP interface are shown in the following table.
Note: Addresses are listed in Base 1 and you must subtract 1 from each number if using Base 0 addressing.

I0-Link  10-Link 10-Link 10-Link

Port1 Port2 Ports3-7 Port8 Access
I\DA:tlgpéfolzgg)P DI 1000 2000 8000 Read- Only | Configurable per port(s)
B&;l;taSé:ggliIic PDI 1001 2001 8001 Read-Only | Configurable per port
Mgtlgpéfozﬁg)'j DO | 4050 2050 8050 Read/Write | Configurable per port(s)
B%ZLSBﬁggEiC PDO 1051 2051 8051 Read/Write | Configurable per port
::;?;:Si\:esponse 1101 2101 8101 Read-Only | 4 to 125 Words
Hggj;“s'g ISDU 1301 2301 8301 | Write-Only | 4to 123 Words
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Port Configuration Block

I0-Link  10-Link 10-Link 10-Link

Port1 Port2 Ports3-7 Portg  Access

Port Information Block (Continuous Block) 232 Words
Vendor Name 1501) 2501 8501 Read-Only gg \?VZ?;Z
Vendor Text 1533 2533 8533 Read-Only 2‘21 \CI)VP:)?;SS
Product Name 1565 2565 8565 Read-Only 22 \(/:V:?;SS
Product Id 1597 2597 8597 Read-Only gg \?VZ?;Z
Product Text 1629 2629 8629 Read-Only 2‘21 \cl;vr;?;ss
Serial Number 1661 2661 8661 Read-Only ;?Nir:::
Hg{/‘f's"l"grze 1669 2669 8669 | Read-Only gg \?V';?;Z
Firmware Revision | 1701 2701 8701 Read-Only 23 \CI)VP:)?;SS
Device PDI Length | 1733 2733 8733 Read-Only | 1 Word
E:r‘]’giﬁ PDO 1734 | 2734 | .. 8734 | Read-Only | 1 Word

12.4. Port Configuration Block

The following table illustrates the Modbus port configuration block. For more information, refer to Modbus
Read/Write Example on Page 171.

Note: Subtract 1 from each address if you are using Base 0 addressing (i.e. 1000 becomes 999, 8050
becomes 8049, etc.

10-Link  10-Link 10-Link 10-Link

2 L] Port 1 Port2 Ports3-7 Port8 e EINEIED
Configuration Write Key (1881 2881 8881 61453
0-3(0=Reset, 1 =I0Link, 2 =
Port Mode 1882 2882 8882 Digitalln, 3 = DigitalOut)
ISDU Response
Timeout 1883 2883 8883 1-10000
PDI Data Block Size 1884 2884 8884 4,8,10,16,20,24,36
0 -3 (0 =no byte-swap, 1 =
PDI Byte-Swap Method |1885 2885 8885 word, 2 = dword, 3 = reverse
registers)
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I0-Link 10-Link 10-Link 10-Link

2 L] Port 1 Port2 Ports3-7 Port8 e EINEIED

PDO Data Block Size {1886 2886 8886 0,4,8,10,16,20,24,32,34
0-3(0=no byte-swap, 1 =

PDO Byte-Swap Method|1887 2887 8887 word, 2 = dword, 3 = reverse
registers)

Append PDO to PDI 0 for false, everything else for

Data 1888 2888 8888 true

Clear Event Code in 0 for false, everything else for

PDO Block 1889 2889 8889 true

Clear Event Code After 0 for false, everything else for

Hold Time 1890 2890 8890 true

Active Event Hold Time |1891 2891 8891 any 16 bit value >0

Event Hold Time Units | 1892 2892 . jese2 |02 (9=ms,sec,min, hours, 4

Clear Event Hold Time |1893 2893 8893 any 16 bit value > 0

Event Clear Time Units | 1894 2894 . jssos |02 (9=ms,sec,min, hours, 4

Slave Mode Device ID 1895 2895 8895 1-247

PDI Receive Mode(s) |1896 2896 8896 0 (Slave)

PDO Transmit Mode(s) |1897 2897 8897 0 (Disabled), 1 (Slave)

'13)'-0 IP Address (octet | 1g95 2898 .. 8898  |0-255

S)LC IP Address (octet 1899 |2ggg .. 8899  |0-255

g)l_c IP Address (octet 1909|2000 .. 8900  |0-255

Z)'-C IP Address (octet 11901 |2gp1 8901  |0-255

PLC Device ID 1902 2902 8902

PDI Data Address 1903 2903 8903 1-65535

PLC Ma1 Update Rate 1904 2904 8904 10 -10000

Heartbeat Update Rate |1905 2905 8905 50 - 10000

PDO Data Address 1906 2906 8906 1-65535

PLC Poll Rate 1907 2907 8907 10 - 10000
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12.5. Multiple Port Process Data (PDI/PDO) Access via Modbus/TCP

The PDI and PDO data for multiple ports can be received or transmitted by one message. For example, below
you can see that the Modbus request is in Base1 and is for Address 1000 (Multiple Port PDI) and request for 54
words (128 bytes) which is enough for three ports (assuming each port is configured for 36 bytes of data (36
bytes * 3 = 108 bytes = 54 words)). Note that there is no sensor attached for Port 2.

B} potponad -Lmibp
T = 1022 Epr = C 1D = 1: F = 03:; 5A = 1000as
P Al ‘-li.:m. Al dudiriy Ahm 4aldM Akae &2 03 Zam 4alB80 Akae L oL
1 Sl Paa 1 Hoader 0
LR e o P P

AR |

To receive and transmit process data for eight ports, it may be necessary to adjust the size of the PDI/PDO data
blocks. The maximum read in Modbus is 125 words (250 bytes) and the maximum write is 123 words (246
bytes). If each port is configured for 36 bytes of PDI, you can read all of the PDI from ports 1-6 (36 bytes * 6 =
216 bytes) plus 34 out of the 36 bytes of port 7’s PDI. Similarly, if you want to write PDO for multiple ports in
one message, if each port is configured for 32 bytes of PDO, you can write PDO for 7 ports in one message (32
bytes * 7 = 224 bytes). A partial write for port 8 is not supported because partial writes of PDO are not allowed
(only partial reads of PDI/PDO are allowed)

12.6. Modbus Read/Write Example

This section explains more about writing configuration data to the 10-Link Master. The example image from
Modbus Poll can be adapted for use with your PLC.

12.6.1.Modbus Configuration Data

There are 27 two-byte registers to provide data. It is not required to provide data for all fields. For example, you
can set the Quantity field to 10 and not write the last 17 registers worth of Modbus configuration data.

The first register is a Write key that must be set to decimal 61453. If it is not set to that value then the
configuration data will not be written.
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The second register is for the IOLink config field that sets the Port Mode. Any value other than the defined
values are rejected and a message appears in the Modbus diagnostics.

* 0=Reset

* 1=I0Link

* 2 =Digitalln

* 3 =DigitalOut

The remainder of the two-byte registers are for the Modbus configuration values displayed in the Web Ul. The
fields are expected to be in the same order as you see in the Web Ul:

e |SDU Response Timeout
* PDI Data Block Size
*  PDI Byte-Swap Method and so forth

When providing data, if the field is a number, like PDO Data Block Size, Active Event Hold Time, etc. then
provide that value. If the field is not numeric, such as PDI Byte-Swap Method then provide an integer
correlating to your choice in the Web Ul drop-down menu. For example:

PDI Byte-Swap Method

* 0 =no byte-swap

* 1 =word (16 bit) byte-swap
e 2 =dword (32 bit) byte-swap
* 3 =reverse registers

Remember, this is the exact order of those choices on the Web Ul. Lastly, if the field is true/false, use a 0 for
false and a 1 for true.

iﬁ PEPPERL,'_FUCHS Home Diagnostics ReGiiEWGGE Advanced Attached Devices Support Logout EH

IO-LINK PROFINET 10 | MODBUS/TCP  COPCUA MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Modbus/TCP Settings @

MODBUS/TCP PORT CONFIG

ISDU Data Settings:

1SDU Response Timeout (1 - 10000)

Process Data Settings:

MODBUS/TCP CONFIGURATION

Modbus Enable enable

Welcome Admin © Pepperl+Fuchs

Description Legal Values

Write key 61453

Port Mode (I0O-Link config) 0 - 3 (0 =Reset, 1 =I0Link, 2 = Digitalln, 3=
DigitalOut)

ISDU Response Timeout 1-10000

PDI Data Block Size 4,8,10,16,20,24,36
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Modbus Read/Write Example

Description
PDI Byte-Swap Method

Legal Values (Continued)

0 - 3 (0 = no byte-swap, 1 = word, 2 = dword,

3 = reverse registers)

PDO Data Block Size

0,4,8,10,16,20,24,32,34

PDO Byte-Swap Method

0 - 3 (0 = no byte-swap, 1 = word, 2 = dword,

3 = reverse registers)

Append PDO to PDI Data

0 for false, everything else for true

Clear Event Code in PDO Block

0 for false, everything else for true

Clear Event Code After Hold Time

0 for false, everything else for true

Active Event Hold Time

any 16 bit value >0

Event Hold Time Units

0 -4 (0 =ms, sec, min, hours, 4 = days)

Clear Event Hold Time

any 16 bit value > 0

Event Clear Time Units

0-4 (0 =ms, sec, min, hours, 4 = days)

Slave Mode Device ID

1-247

PDI Receive Mode(s) 0 (Slave)
PDO Transmit Mode(s) 0 (Disabled), 1 (Slave)
PLC IP Address (octet 1) 0-255
PLC IP Address (octet 2) 0-255
PLC IP Address (octet 3) 0-255
PLC IP Address (octet 4) 0-255
PLC Device ID 1-247
PDI Data Address 1-65535
PLC Max Update Rate 10-10000
Heartbeat Update Rate 50 - 10000
PDO Data Address 1 - 65535
PLC Poll Rate 10 - 10000
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13. Modbus/TCP Functionality Descriptions

This chapter discusses the following for Modbus/TCP:
e Process Data Block Descriptions

e Event Handling on Page 179

* |SDU Handling on Page 184

13.1. Process Data Block Descriptions

This subsection discusses the following:
e Input Process Data Block Description on Page 175
*  QOutput Process Data Block Description on Page 177

2024-11
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13.1.1.Input Process Data Block Description

The following tables describe the Input Process Data Block.

Parameter Name

Port Status

Data Type

BYTE

Description

The status of the IO-Link device.
Bit 0 (0x01):

0 = I0-Link port communication initialization process is inactive
1 = 10-Link port communication initialization process is active

Bit 1 (0x02):

0 = I0O-Link port communication is not operational
1 =10-Link port communication is operational

Bit 2 (0x04):

0 = IO-Link input process data is not valid.
1 =10-Link input process data is valid.

Bit 3 (0x08):

0= No fault detected
1= Fault detected

* A minor communication fault is indicated by the Operational
status bit being set to 1. A minor communication fault results
from:

- Atemporary loss of communication to the IO-Link device.
- Arecoverable IO-Link master software or hardware fault.

¢ A major communication fault is indicated by the Operational bit
being setto 0.

- Anunrecoverable loss of communication to the IO-Link
device.

- Anunrecoverable |IO-Link master software or hardware
fault.

ICE3-8I0L-G65L-V1D, ICE3-8I0L-K45P-RJ45, and ICE3-8I0L-K45S-
RJ45

Bits 4-7: Reserved (0)
ICE3-8I0L1-G65L-V1D

Bit 4: 2L+ Status

Bit 5: 2L+ Fault

Bits 6-7: Reserved (0)

I3 PEPPERL+FUCHS
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Parameter Name

Data Type

Description

The auxiliary bit on the I1O-Link port is:
*  Pin 2 on the ICE3-8I0L-G65L-V1D or ICE3-8I0L1-G65L-V1D
1 L 2
/fg_{f\
| O
\0*0/
4 5_____// 3
* DI (labeled as 3 on the device) on the ICE3-8I0L-K45P-RJ45 and
ICE3-8I0L-K45S-RJ45

Auxiliary 1/0 BYTE
Bit 0 (0x01): The status of the auxiliary bit.
0 = off
1=o0n
Bits 1-3: Reserved (0)
Bits 4-7: Reserved (0)
Event Code INT 16-bit event code received from the IO-Link device.
PDI Data The PDI data as received from the I0-Link device. May contain from 0 to
ﬁ)r?g ofup | 32 pytes of PDI data. The definition of the PDI data is device dependent.
gze Eutlé SLeng th = BYTEs Note: Length is configurable, refer to Modbus/TCP Settings
y Configuration Page on Page 91 for more information.
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13.1.2.0utput Process Data Block Description

The contents of the Output Process Data Block are configurable.

Parameter Name Data Description
Clear Event Code in PDO
Block INT If included, allows clearing of 16-bit event code received in
(Configurable option) the PDI data block via the PDO data block.
Default: Not included
Include Digital Output(s) in
PDO Data Block INT If included, allows setting the 2L+ / Aux DO (Pin 2)
Default: Not included
PDO Data Array ofup | The PDO data written to the 10-Link device. May contain

to 32 from 0 to 32 bytes of PDO data. The definition and length of

Default Length = 32 bytes | BYTEs the PDO data is device dependent.

13.1.2.1. Input Process Data Block-16 Bit Data Format Modbus

Bit 15 Bit8 Bit7
0 Port Status Auxiliary 1/0
1 Event Code
2 PDI Data Word 0

I3 PEPPERL+FUCHS

177



. |O-Link master PROFINET 10O (PNIO) and Modbus/TCP User Guide

Process Data Block Descriptions

13.1.2.2. Output Process Data Block-16 Bit (INT) Data Format

Without the Clear Event Code in PDO Block option selected:

Word Bit 15 Bit 0
0 PDO Data Word 0
1 PDO Data Word 1
N-1 PDO Data Word (N-1)

With the Clear Event Code or Include Digital Output in PDO Block option selected:

Word Bit 15 Bit 0 Bit 15 Bit 0

Digital Output Setting
0 Event Code )

Bit 7 (0x10) 2L+ / Aux DO
1 PDO Data Word 0 PDO Data Word 0

or
2 PDO Data Word 1 PDO Data Word 1
N PDO Data Word (N-1) PDO Data Word (N-1)
With the Clear Event Code and Include Digital Output in PDO.
Word Bit 15 Bit 0

0 Event Code

Digital Output Setting
Bit 7 (0x10) 2L+ / Aux DO

2 PDO Data Word 0

PDO Data Word 1

N PDO Data Word (N-1)

2024-11
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13.2. Event Handling

The 10-Link master event handling is designed to provide real-time updates of event codes received directly
from the IO-Link device. The 10-Link event code:

* Isincluded in the second 16-bit word of the Input Process Data (PDI) block.
- An active event is indicated by a non-zero value.
- Inactive or no event is indicated by a zero value.

*  Two methods are provided to clear an event:
- Enable the Clear Event After Hold Time option.

e The IO-Link master keeps, or holds, the active event code in the PDI block until the configured
Active Event Hold Time has passed.

¢ The IO-Link master then clears the event code in the PDI block and waits until the Clear Event Hold
Time has passed before including another event code in the PDI block.

- Enable the Clear Event In PDO Block option.
* The IO-Link master monitors the PDO block received from the PLC.
* The lO-Link master expects the first entry of the PDO block to indicate an event code to be cleared.

¢ |f there is an active event code in the PDI block and the PDO block also contains the same event
code, the event code is cleared in the PDI block.

¢ The IO-Link master then clears the event code in the PDI block and waits until the Clear Event Hold
Time has passed before including another event code in the PDI block.

* The two methods can be used separately or together to control the clearing of events.
The next subsections illustrate the event clearing process for the various event configurations.
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13.2.1.Clear Event After Hold Time Process

This illustrates clearing the event after the hold time process.

PLC 10-Link Master 10-Link Device

» ¥

Device Reports Event

|

Event code included in PDI block Active Event Hold Tims

I—

Event code cleared in PDI block I ClearEvent Hold Time

Next event code can now be
included in PDI block.
Event code cleared until next
event.

Clear Event Code After Hold Time

2024-11
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13.2.2.Clear Event in PDO Block Process

This illustrates clearing the event in the PDO block process.

PLC 10-Link Master 10-Link Device

» o)

Device Reports Event

Event code included in PDI block

Event code included in PDO block

Event code cleared in PDI block

Event code cleared in PDO block Clear Event Hold Time

—_— e —

Next event code can now be
included in PDI block.
Event code cleared until next
event.

Clear Event Code In PDO Block

2024-11
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13.2.3.Clear Event Code in PDO Block and Clear Event After Hold Time Process-PDO
Block First

This illustrates clearing the event code in the PDO block and clearing the event after the hold time process with
the PDO block first.

PLC I0-Link Master 10-Link Device

» &

Device Reports Event

Event code included in PDI block

Active Event Hold Time
Event code included in PDO block

Event code cleared in PDI block

Event code cleared in PDO block fleaEvant ol fxns

e — — —
— — ——
—_ —

Next event code can now be
included in PDI block.
Event code cleared until next
event.

Clear Event Code In PDO Block and
Clear Event After Hold Time
- PDO Block Clears Event First

2024-11
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Event Handling

13.2.4.Clear Event Code in PDO Block and Clear Event After Hold Time Process-Hold
Time Expires

This illustrates clearing the event code in the PDO block and clearing the event after the hold time process with
the hold time expired.

PLC 10-Link Master 10-Link Device

» 9

Device Reports Event

Event code included in PDI block

Active Event Hold Time

Event code cleared in PDI block

i E

T e
PDO Event Code Event code included in PDO block

Was Late or
Never Sent

Clear Event Hold Time

Event code cleared in PDO block

Next event code can now be
included in PDI block.
Event code cleared until next
event.

Clear Event Code In PDO Block and
Clear Event After Hold Time
- Hold Time Expires and Clears Event

2024-11

I PEPPERL+FUCHS 183



2024-11

13.3.I1SDU Handling

The ISDU interface contains the following:

* AnISDU request may contain one or multiple individual ISDU read and/or write commands.
* Individual ISDU command based byte swapping capabilities.
e Variable sized command structures to allow access to wide range of ISDU block sizes.

* Asingle ISDU request may contain as many ISDU read and/or write commands as allowed by the industrial
protocol payload. For example, if an industrial protocol provides up to 500 byte read/write payloads, then an
ISDU request may contain multiple commands of various lengths that can total up to 500 bytes in length.

13.3.1.ISDU Request/Response Structure

ISDU requests may contain a single command or multiple, nested commands. This subsection discusses the

following:
e Single ISDU Command Request

*  Multiple ISDU Command Structure on Page 185

13.3.1.1. Single ISDU Command Request

This illustrates a single ISDU command request.

1SDU Command Header
- ByteSwap, Type, Control,
Index, Subindex, Data Length

130U Request
Data

ISDU Request

Request and response
have same length

1SDU Command Header
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

ISDU Response
Data

ISDU Response

Single Command ISDU Request/Response
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ISDU Handling

13.3.1.2. Multiple ISDU Command Structure

ISDU requests with multiple commands may consist of commands of the same data size or commands with

different data sizes. Multiple Command ISDU Request/Response of Different Data Lengths

ISDU Command Header 1
- , Type, Control,
Index, Subindex, Data Length

I1SDU Request
Data 1
{8 byte data area)

ISDU Command Header 2
- Type, Control,
Index, Subindex, Data Length

1SOU Request
Data 2
{16 byte data area)

ISDU Command Header 3
- Type, Control,
Index, Subindex, Data Length

I1SDU Request
Data 3 (4 byte data area)

ISDU Command Header 4
- Type, Control,
Index, Subindex, Data Length

130U Request

(32 byte data area)

ISDU Request with
Nested Commands

A

Request and response
must have same
length and format

1SDU Response Header 1
- Status, ByteSwap, Type,
Contral, Index, Subindex, Data
Length

150U Response
Data 1

{8 byte data area)

1SDU Response Header 2
- Status, ByteSwap, Type,
Contral, Index, Subindex, Data
Length

15DU Response
Data 2
(16 byte data area)

1SDU Response Header 3
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

150U Response
Data 3 (4 byle data area)

1SDU Response Header 4
- Status, p. Type,
Control, Index, Subindex, Data
Length

15DU Response
Data 4
(32 byte data area)

ISDU Response with
Nested Responses

Example - Multiple Command ISDU Request/Response
of Different Data Area Lengths
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13.3.2.ISDU Request Message Format-From PLC to I0-Link master

Write and read ISDU commands have the same message data format. Each ISDU request message is
comprised of one or more commands. The command(s) can consist of either a series of nested commands or a
single command.

A list of nested ISDU commands is terminated with either a control field of 0, (single/last operation), or the end
of the message data.

In the following tables, these are the common choices for each field, which should illustrate a simple ISDU:

Byte Swapping — set this entire byte to 0

RdWrControlType — use a 1 or 2 for the lower nibble and a 0 for the upper nibble
Index — whichever you would like to use

Subindex — whichever you would like to use

Datalength — however many bytes you want to write or expect to read

13.3.2.1. Integer (16-Bit Word) ISDU Request Command Format

This table shows an integer (16 bit word) ISDU request command format with Modbus/TCP.

Name Data Type Parameter Description

Provides the control, type and byte swapping of ISDU command
Bits 0-3, Type Field:

0 = NOP (No operation)
1 = Read operation

2 = Write operation

3 = Read/Write “OR”

4 = Read/Write “AND”

Bits 4-7, Control Field:

0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command - fixed 4 byte data area
Byte Swapping / UINT 2 = Nested batch command - fixed 8 byte data area
RdWrControlType 3 = Nested batch command - fixed 16 byte data area
4 = Nested batch command - fixed 32 byte data area
5 = Nested batch command - fixed 64 byte data area
6 = Nested batch command - fixed 128 byte data area
7 = Nested batch command - fixed 232 byte data area
Bits 8-11:
0= No byte swapping.
1= 16-bit (INT) byte swapping of ISDU data.
2= 32-bit (DINT) byte swapping of ISDU data.
Bits 12-15:
Set to zero. Unused.
Index UINT The parameter address of the data object in the 10-Link device.
Subindex UINT The data element address of a structured parameter of the data

object in the 10-Link device.
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Name Data Type Parameter Description
Length of data to read or write.
Datalength UINT For nested batch commands, the data length can vary from 1 to the
fixed data area size.
Array of Size of array is determined by the Control field in
Dat USINTs, RdWrControlType.
ata UINTs, or T ,
UDINTs. Note: Data is valid only for write commands.

13.3.3.ISDU Response Message Format

The ISDU responses have the same data format as requests with the only exception being the returned
command status. Each ISDU response message is comprised of one or more responses to the single and/or
nested command(s) received in the request.

13.3.3.1. Integer (16-Bit Word) ISDU Response Command Format

The following table shows an integer (16-bit word) ISDU response command format with Modbus/TCP.

Name

Status,
Byte-Swapping,
RdWrControlType

Data Type

UINT

Parameter Descriptions

Indicates the control, type, byte swapping and status of the ISDU
command.

Bits 0-3, Type Field:

0 = NOP (No operation)

1 = Read operation

2 = Write operation

3 = Read/Write “OR”

4 = Read/Write “AND”

Bits 4-7, Control Field:

0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command - fixed 4 byte data area

2 = Nested batch command - fixed 8 byte data area

3 = Nested batch command - fixed 16 byte data area
4 = Nested batch command - fixed 32 byte data area
5 = Nested batch command - fixed 64 byte data area
6 = Nested batch command - fixed 128 byte data area
7 = Nested batch command - fixed 232 byte data area

Byte swapping, bits 8-11:

0= No byte swapping.
1= 16-bit (INT) byte swapping of TX/RX ISDU data.
2= 32-bit (DINT) byte swapping of TX/RX ISDU data.

Status, bits 12-15:

0 = NOP (No operation)

1 = In process (Only valid for non-blocking requests)
2 = Success

3 = Failure: IO-Link device rejected the request.

4 =Timed out: I0-Link device did not respond

Index

UINT

The parameter address of the data object in the 10-Link device
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ISDU Handling

Name Data Type Parameter Descriptions

. The data element address of a structured parameter of the data
Subindex UINT object in the 10-Link device.

Length of data that was read or written.

Datalength UINT For nested batch commands, the data length can vary from 1 to
fixed data area size.

Data returned for read commands. Contains the data of a write

Array of command.
Data BIS,\wST Sér The size of the array is determined by the Control field in
UDINTs RdWrControlType.

Note: Data field not required for single NOP commands.

2024-11
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14. OPC UA Supporting Information

14.1. OPC UA Server

The 10-Link master is an OPC UA Server, which can support up to 8 connected clients. Client examples
include:

* Inductive Automation Ignition

*  Kepware KEPServerEX

*  GE Proficy Operation Hub

*  PTC ThingWorx

e Corporate MES systems

e Custom programs like python, C++, C#, etc.

Enabling the server connection in the 10-Link master web interface allows the connected clients to read PDI
data from all ports and send PDO data to any port and read / write ISDU parameter data to any port. Writing
PDO data has to be enabled on a per port basis and ISDU writes have to be enabled per protocol.

* Limitations on the OPC UA connection are 8 sessions and 16 instances

*  Maximum Sampling Rate is 50ms

e Supported Authentication includes Anonymous, Username/Password and certificate

*  Supported Security includes None, Basic256, Basic256Sha256 with sign, sign & encrypt

A client has to be setup to communicate to an OPC UA server —in general terms the client must first connect to
the 1/0 block OPC UA endpoint which is the IP address and port number (if a non-standard port is used). The
IO-Link master uses the standard port of 4840. Using Anonymous authentication and None for security is the
simplest type of connection.

Having the respective I0DD file loaded for an IO-Link device the process data (PDI and PDO) is parsed based
on the I0DD file and these variables are made available to OPC UA clients instead of just the raw data.

e Server Certificate Source: None, Default Web Server Certificate, Custom Certificate Below
*  Server Certificate: Allows a user to load a X509 certificate for the ICE2/3 OPC UA server
e Server Private Key: Allows a user to load the private key for the ICE OPC UA server

e Client Authentication Certificate #1 and #2: Allows a user to load 2 separate client authentication
certificates

Note: OPC UA Settings are the same for PROFINET 10 and EtherNet/IP.
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OPC UA Server

[&LBIENI-LLLE Advanced Attached Devices Support Logout

PPERL+FUCHS Home

IO-LINK PROFINET IO MODBUS/TCP | OPCUA | MQTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

OPC UA Settings @

OPC UA PORT CONFIG B PORT1 B PORT2 B PORT 3 B PORT 4 B PORTS B PORTG B PORT7 B PORTS8
EDIT EDIT EDIT EDIT EDIT EDIT EDIT

Allow OPC UA clients to write PDO data disable disable disable disable disable disable disable disable

OPC UA CONFIGURATION EDIT

OPC UA Server Enable enable

Work-around for faulty OPC UA clients that require unique browsenames disable

Node ID bad character set

Node ID bad character replacement

Show only currently selected process data groups disable
Allow OPC UA dlients to write ISDU data disable
ApplicationName

ApplicationURT

Username

Password [password empty]

Server Certificate Source None [encryption disabled]
Server Certificate [empty]

Server Private Key [empty]

Client Authentication Certificate #1 [empty]

Client Authentication Certificate #2 [empty]

Welco

Refer to OPC UA Settings Configuration Page on Page 96 for more information.

2024-11

I PEPPERL+FUCHS 190



. |O-Link master PROFINET 10O (PNIO) and Modbus/TCP User Guide

OPC UA Server

14.1.1.PDI Data

I &3 PDIBytecount L

[ @ PDI Data Byte Array

I 2 PDI Data Byte String

I & PDIData Unsigned32

&% PDI Fields
[ &3 PDIValid
Field Description

PDI Valid Is true when a device PDI data is valid
PDI Byte Count The number of PDI bytes from the device
PDI Data Byte Array PDI data in a Byte Array data type [1 to 32 bytes]
PDI Data Byte String PDI data in a Byte String data type [1 to 32 bytes]
PDI Data Unsigned32 PDI data in a Unsigned32 data type [1 to 8 bytes (LSB)]
PDI Fields Nodes will be populated based on the Process Data section of the IODD

14.1.2.PDO Data

[= & PUO Bytecount

[» & PDO Data Boolean

> @ PDO Data Byte Array

I & PDO Data Byte String

I 8 PDO Data Unsigned32
> % PDO Fields

Field Description

PDO Valid Is true when a protocol is controlling the PDO to the device

PDO Byte Count The number of PDO bytes sent to the device

PDO Data Byte Array | PDO data in a Byte Array data type [1 to 32 bytes]

PDO Data Byte String | PDO data in a Byte String data type [1 to 32 bytes]

LPJEsCi)gErzgzjasz PDO data in a Unsigned32 data type [1 to 8 bytes (LSB)]

PDO Fields Nodes will be populated based on the Process Data section of the IODD

2024-11
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14.2. Data Model

Dynamic Nodes (e.g. IOLM/Port 1/Attached Devices/PDI Fields and IOLM/Port 1/Attached Devices/PDO
Fields) are generated automatically and depend on specific IODD implementation, which cannot be

generalized.
Read /
Identifier (string) Description Data Type Write

Access
Model 1 "JOLM/Model" 10 Link Master type String RO
Serial 1 "JOLM/Serial" 'ra'r{;g‘é‘r'\"as‘er serial String RO
Manufacturer | 1 "I[OLM/Manufacturer” Ir‘r?a-\hmgclt\{ll?:rter String RO
Version 1 "IOLM/Version" {g;ls‘iigrlﬁ Master firmware String RO
Hostname 1 "IOLM/Hostname" Ir%-slij“n;(ml\gaster String RO
Uptime 1 "JOLM/Uptime" g;'—rg‘t'i‘o"rf:ﬁtifnre (ng | Uni32 RO

2024-11
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Identifier (string)

Description

|O-Link master PROFINET 10O (PNIO) and Modbus/TCP User Guide
Data Model

Data Type

Read /
Write
Access

Port
Name "[OLM/Port 1/Name" gas;reconfigured port String RO
Aux Input "IOLM/Port 1/Aux Input" State of AUX input (Pin2) | Boolean R/W [4]
Uptime "JOLM/Port 1/Uptime" {f?n'é'zﬁ 2)0” operational | ;35 RO
SIO Input "IOLM/Port 1/SIO Input" SIO Input state Boolean RO
SIO Output "I[OLM/Port 1/SIO Output" | SIO Output state Boolean RO
" Allow protocol
Erlil)gmléock éﬁ;‘g\féfort 1/PDO Lock applications to lock PDO | Boolean RO
ownership
" PDO ownership is
PDO Locked Llé)cli(l\éléli’ort 1/PDO locked by protocol Boolean RO
application
Mode “IOLM/Port 1/Mode" Port I/0 mode String RO
Status "[OLM/Port 1/Status" Port connection status String RO
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Read /

Identifier (string) Description Data Type Write
Access
Attached Device
. "IOLM/Port 1/Attached Attached device serial .
Serial 1 Device/Serial" number String RO
"IOLM/Port 1/Attached Attached device vendor
Vendor ID 1 Device/Vendor ID" ID number Ulnt32 RO
Vendor 1 "IOLM/Port 1/Attached Attached device vendor Strin RO
Name Device/Vendor Name" name 9
. "IOLM/Port 1/Attached Attached devicee ID
Device ID 1 Device/Device ID" number Ulnt32 RO
Product 1 "IOLM/Port 1/Attached Attached device product Strin RO
Name Device/Product Name" name 9
IOLink 1 "IOLM/Port 1/Attached Attached device protocol Strin RO
Version Device/IOLink Version" version 9
. "IOLM/Port 1/Attached Attached device .
HW Version 1 Device/HW Version" hardware version String RO
. "IOLM/Port 1/Attached Attached device .
FW Version 1 Device/FW Version" firmware version String RO
ISDU "IOLM/Port 1/Attached Attached device is ISDU
Capable 1 Device/ISDU Capable" capable Boolean RO
"IOLM/Port 1/Attached Attached device is Data-
DS Capable 1 Device/DS Capable" Storage capable Boolean RO
PDI 1 "IOLM/Port 1/Attached Attached device PDlI size Ulnt32 RO
Bytecount Device/PDI Bytecount" in bytes
PDO 1 "IOLM/Port 1/Attached Attached device PDO Ulnt32 RO
Bytecount Device/PDO Bytecount" size in bytes
"IOLM/Port 1/Attached
?lctual Cycle 1 Device/Actual Cycle IO-Link cycle time in ps Uint32 RO
Ime T n
ime
Device "IOLM/Port 1/Attached . .
Minimum 1 Device/Device Minimum {iOm-Iélir;]k r2|n|mum cycle Uint32 RO
Cycle Time Cycle Time" H
"IOLM/Port 1/Attached .
PDI Data - PDI data from 10O-Link .
Byte String 1 [S)t?;/r:g?/ PDI Data Byte device as byte string Byte String RO
PDI Data "IOLM/Port 1/Attached PDI data from 10-Link
Unsigned32 1 Device/PDI Data device as unsigned 32- UInt32 RO
9 Unsigned32" bit integer
"IOLM/Port 1/Attached :
PDI Data : PDI data from 10O-Link
Byte Array 1 Erer‘é'y(z.e/ PDI Data Byte device as array of bytes Byte Array RO
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Identifier (string)

"IOLM/Port 1/Attached

Description

PDI data valid flag from

Data Type

Read /
Write
Access

PDI Valid Device/PDI Valid" IO-Link device Boolean RO
P00 Deta ﬁ%%%% PDO datafrom 0Lk gyre Suing | R/
[po Data DooaPBO b Hovaas er?sr%ln%_dl'g\; Uint32 R/W [1]
nsigned32 Unsigned32" bit integer
£0O Pate Deves b0 Databyie | SEOSIAIONOLIK  eytearay | AWy
il e T U D LT
Queue Event
Unread Cll(alég/cla/ /Ii’Jor:’;Jégl\l/ent Unread event count Uint32 RO
Counter C!)(al(;t'}/g %gb;{g;’..em Event counter Uint32 RO
Overflow "cl)aéﬂ/g /%)Jé:f{g\/ﬁm Event overflow count UInt32 RO
Coumerack |1 OLMRotiERn | Eventcouner oz A
Evsetg;[] ce gﬁéﬂlg /Fé?/ggt/ E]\getga ce" Event instance value Ulnt32 RO
Event Mode C!)(alég/zla/ /Fé?/rér}t/ I'\Eﬂvggé“ Event mode value Uint32 RO
Event Type Cll(alég/cla/ /Fé?/rér}t/ %’sgt Event type value Ulnt32 RO
Event Code Cll(além:‘/ /Flé?/gr}t/ E\(’)%n;.. Event code value Uint32 RO
Event Local gﬁéﬂlg /Fé?/gr:t/ Eggg}.. Event local flag Uint32 RO
Event Pdvalid C'J(aél'}’g ot 1/Event Event pdvalid flag Uint32 RO
Event String "IOLM/Port 1/Event Event String String RO

Queue/Event String"
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Data Model

Read /
Identifier (string) Description Data Type Write
Access

ISDU

Status 1 HIOLMﬁPO” 1/1SDU/ ISDU read/write status Uint32 RO
Status

Index 1 “IOLM/Port 1/ISDU/Index" | ISDU index Ulnt32 R/W

. "IOLM/Port 1/ISDU/ .

Subindex 1 Subindex" ISDU subindex Uint32 R/W
"IOLM/Port 1/ISDU/ :

Request 1 Requ estgr ISDU read/write request | UInt32 R/W[2]
"IOLM/Port 1/ISDU/ :

Data08 1 Dataoe” ISDU data uint8 Ulnts R/WI2]
"IOLM/Port 1/ISDU/ :

Datal6 1 Data1ee ISDU data uint16 Ulnt16 R/WI[2]
"IOLM/Port 1/ISDU/ :

Data32 1 Datasoe ISDU data uint32 Ulnt32 R/W[2]

Data 1 "IOLM/Port 1/ISDU/Data" | ISDU data bytestring Byte String R/W [2]

[1] Allow OPC UA clients to write PDO data - must be enabled for the port to write PDO

[2] Allow OPC UA clients to write ISDU data - must be enabled to write ISDUs

[3] Allow OPC UA clients to write ISDU data - must be enabled to be visible and write ISDUs

[4] A write to a port that does not support Auxiliary Output will return

UA_STATUSCODE_BADNOTWRITABLE error.
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Functions

14.3. Functions

Name

Identifier

Input

Output

space (string) Arguments Arguments Description
Send an ISDU
ISDU Read 1 "lOLM/Port 1/ Index (UInt16) Read Data read request to
ISDU Read" Subindex (Byte) (ByteString) the attached
device
Send an ISDU
ISDU Write ] "IOLM/Port 1/ Index (UInt16) Write Data write request to
[3] ISDU Write" Subindex (Byte) (ByteString) the attached
device
Event Instance
(Byte)
Event Mode
(Byte)
Event Type
(Byte)
" Event PDValid Read event from
Event Read 1 |OLM/Port J/ (Boolean) port's event
Event Read ueue
Event Local q
(Boolean)
Event Code
(UInt16)
Event
Description
(String)

[1] Allow OPC UA clients to write PDO data - must be enabled for the port to write PDO
[2] Allow OPC UA clients to write ISDU data - must be enabled to write ISDUs
[3] Allow OPC UA clients to write ISDU data - must be enabled to be visible and write ISDUs

[4] A write to a port that does not support Auxiliary Output will return
UA_STATUSCODE_BADNOTWRITABLE error.
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15. MQTT Supporting Information

The following topics are discussed in the upcoming subsections:
*  Process Data Publish Interval on Page 199

e Topics and Payloads on Page 199

*  ISDU Read/Write on Page 203

e ISDU Request Payload on Page 204

* ISDU Response Payload on Page 204

*  PDO Write on Page 206

15.1. Overview

MQTT support is available with application base 1.5.42 or higher and provides a way to publish various data to
an MQTT broker. MQTT is a simple publish-subscribe messaging protocol that is becoming popular for use in
Internet of Things (loT) type applications:

* http://mqtt.org/

e https://en.wikipedia.org/wiki/MQTT/

The MQTT standard does not define any format for the published messages, but JSON has been almost

universally adopted by the MQTT implementation in the IoT area, so JSON is the format chosen for use by the
IO-Link master MQTT implementation.

Note: AlllIO-Link master units are shipped from the factory with identical configurations. They all have the
identical, self-signed, Pepperl+Fuchs Server RSA Certificates, Server RSA Keys, Server DH Keys, and
no Client Authentication Certificates. For maximum data and access security, you should configure all
10-Link master units with custom certificates and keys.

Refer to MQTT Settings Configuration Page on Page 99 for information about the MQTT Settings Configuration
Page.

Note: MQTT Settings are the same for PROFINET 10 and EtherNet/IP.

;PEPPERL-I-FUCHS Home Diagnostics NeGlgillellyll Advanced Attached Devices Support Logout EB

IO-LINK PROFINET IO MODBUS/TCP  OPCUA |MOTT NETWORK MISC LOAD/SAVE CLEAR SETTINGS

MQTT Settings @

MQTT PORT CONFIG B PORT1 | PORT2 | PORT3 [ PORT4 [ PORTS [ PORT6 [ PORT7 [l PORTS

EDIT EDIT EDIT EDIT EDIT EDIT EDIT EDIT
Process Data Publish Interval Min (100 - 999939) 1000 ms 1000 ms 1000 ms 1000 ms 1000 ms 1000 ms 1000 ms 1000 ms
Process Data Publish Interval Max (0 - 999993) 0s 0s 0s 0s 0s 0s 0s Os
PDO Write Enable enable dizable disable disable disable dizable disable disable
MQTT CONFIGURATION CANCEL SA‘“'E 2

MQTT Client Enable | enable v |

Server Name/IP | |

Server Port (0 - 65535) [18s3 |

Use S5U/TLS [false v

Note: MQTT is disabled by default.
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15.2. Process Data Publish Interval

The PD Interval Min/Max configuration values control how often a PDI/PDO message is published. With the
default configuration (min=1000ms max=0s), a value will be published when it has changed and at least 1
second has elapsed since the previous message was published. With max=0, a value will never be published
unless it changes (except for once on startup).

If Interval Max is configured to a non-zero value, then PD messages will always be published after the
configured interval even when the data is unchanged.

For example, with a configuration of min=5000ms max=60s, a changing value will only be published once every
5 seconds regardless of how often it changes, and a non-changing value will be published once every 60
seconds even when it has not changed.

15.3. Topics and Payloads

All published payloads are JSON objects. The initial set of published paths and data are listed below.

15.3.1. MqttTopicBase/clientinfo

A summary of information about the 10-Link master is published once each time the MQTT client starts.
Example payload:

{
"hostname" : "grant-ice2",
"manufacturer" : "Pepperl-Fuchs Comtrol, Inc.",
"model" : "ICE2-8I0L-K45P-DIN",
"serial" : "9710-000064",
"version" : "EtherNet/IP 1.5.0.201",
"numdioports" : 0,
"numiolinkports" : 8

15.3.2. MqttTopicBasel/clientstatus

A periodic message containing 10-Link master status is published under the "clientstatus" topic at a user-
configured interval. The publishing period is user-configurable and can be disabled completely. An example
payload is shown below.

{

"uptime": 3464,

"ports": [

{
port": 1,
"mode": "SIOInput",
"status": "Operational",
"state": "None",
"pd_retries": 0,
"pd_errors": 0,
"pdi_valid": true,
"pdo_valid": false

b
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15.3.3. MqttTopicBase/port/n/deviceinfo

"port": 2,

"mode": "IOLinkinput",
"status": "Operational",
"state": "Operate",
"pd_retries": 1,
"pd_errors": 0,
"pdi_valid": false,
"pdo_valid": false

b

{

"port": 3,

"mode": "Reset",
"status": "Inactive",
"state": "None",
"pd_retries": 0,
"pd_errors": 0,
"pdi_valid": true,
"pdo_valid": false

}7

"port": 8,

"mode": "IOLinkInput",
"status": "Inactive",
"state": "Init",
"pd_retries": 0,
"pd_errors": 0,
"pdi_valid": true,
"pdo_valid": false

A port deviceinfo object is published each time the communication to an IO-Link device is established

successfully. Example payloads:

{

"port": 4,

"vendorid": 1,

"deviceid": 1120516,
"functionid": 0,

"vendname": "Pepperl+Fuchs",

"vendtext": "www.pepperl-fuchs.com/io-link",
"prodname": "OMT300-R200-2EP-1O-V1",

"prodid": "295670-100140",
"prodtext": "Distance sensor",
"serial": "40000077249691",
"hwvers": "HW01.00",
"fwvers": "FW01.02",

"apptag": "Your automation, our passion.",
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Topics and Payloads

"functag": "R200 series",
"loctag": "***",
"pdibytes": 4,
"pdobytes": 1,
"isducapable": true,
"dscapable": true,
"dslength": 213,
"jolinkvers": "11"

15.3.4. MqttTopicBase/port/n/status

A port status object is published on startup and each time the port changes state. Example payloads:

{
"port":2,
“mode":"IOLinkinput”,
"status":"Operational, PDI Valid",
"state":"Operate"

}

{
"port":5,
“mode":"IOLinkinput”,
"status":"Inactive",
"state":"Init"

}

{
"port":3,
"mode":"Reset",
"status":"Inactive",
"state":"None"

}

{
"port":1,
"mode":"SIOO0utput",
"status":"Operational”,
"state":"Reset"

}

15.3.5. MqttTopicBase/port/n/event

An event data object is published each time an event occurs for any port. Example payload:

{
"port" : 1,
"instance" : 3,
"mode" : 1,
"type" : 1,
"pdvalid" : 0,
"local" : 1,

2024-11

I PEPPERL+FUCHS 201



2024-11

"code" : 36,
"description" : "inst=AL mode=SINGLE type=MESSAGE pd=INVALID local=ff code=0x0024:M_PREOPER-
ATE"

15.3.6. MqttTopicBase/port/n/pdi

PDI values are published when they change, Raw byte array data is always present. If PDI length is 4 or less, an
unsigned integer version is also present. If an IODD file is present, dissected field values will be present for the
configured process data group as defined by the IODD. If enabled, the process data field names will be
"sanitized" so that they are legal JavaScript identifiers by replacing illegal characters with underscores.

Example payloads:

{
"port" : 2,
"valid" : 1,
"uint" : 366,
"raw" : [1,137]
}
{
"port" : 4,
"valid" : 1,
"raw" : [9,124,9,79,9,127,0,0]
}
{
"port": 1,
"valid": 1,
"V_PdT": {
“Temperature": 0,
"Switch status [OUT1].": 0
}!
“raw": [9,140,9,136,9,90,0,0]
}
{
"port": 1,
"valid": 1,
"V_PdT": {
“Temperature": 0,
"Switch_status__ OUT1__": 0
}!

"raw": [9,140,9,136,9,90,0,0]
}
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15.3.7. MqttTopicBase/port/n/pdo

PDO values are published when they change (subject to the minimum publish interval setting) or periodically
according to the maximum publish interval setting. Raw byte array data is always present. If PDO length is 4 or
less, an unsigned integer version is also present. If an IODD file is present, dissected field values will be present
for the configured process data group as defined by the IODD. If enabled, the process data field names will be
“sanitized” so that they are legal Java-script identifiers by replacing illegal characters with underscores.

{
"port" : 1,
"valid" : 1,
"uint" : 252,
"raw" : [252]

15.3.8. MqttTopicBase/port/n/auxin

IO-Link port DI (auxilliary input) pin values will be published when they change (subject to minimum publish
interval setting) or periodically according to the maximum publish interval setting. The payload comprises the
port number and a single "value" field having an integer value of O or 1.

{
"port": 2,
"value": 0

15.4. ISDU Read/Write

Since MQTT lacks intrinsic support for request/response semantics, ISDU read/write requests and responses
are handled via a pair of topics:

* MaqttTopicBase/port/n/isdu/request/client_transaction_id
*  MaqttTopicBase/port/n/isdu/response/client_transaction_id

Requests for ISDU read/write are published by other clients to the "request" topic shown above. The
client_transaction_id is an arbitrary string chosen by the requesting client and should be chosen to be unique.
After the ISDU operation is completed, the 10-Link master will publish the response to the corresponding
"response" topic (with the same client_transaction_id as the request).
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15.5. ISDU Request Payload

The ISDU request payload is a JSON object with the fields described below.

Name Type Description
op string Required — must be "read" or "write"
index integer |Required

subindex |integer | Optional (defaults to 0 if not provided)
Fields specific to read requests:

Optional — if present, it determines the format of the returned read data in the
format string response. Should be one of "str" "raw" "uint". If not provided, read data will be
returned in all formats.

Fields specific to write requests (exactly one of uint, raw, or str must be present):

raw array Array of integer byte values (decimal)

uint interger |Integer data value (requires len field)

str string UTF-8 data string (len field is optional)

len integer  |Required for uint data, optional for str data. Controls number of data bytes written.

In a write request with str data and a len field, the string will be NULL-padded to the requested length before
being written to the device.

15.6. ISDU Response Payload

The ISDU response payload is a JSON object with the fields described below:

Name Type Description
op string "op" value from request
index integer "index" value from request
subindex |integer "subindex" value from request (if present and non-zero)
status string "OK" if the request was successful, otherwise an error message.
Fields specific to read response (one or more of raw, str, uint may be present:
raw array Array of integer byte values (decimal)
uint integer Unsigned integer value
str string UTF-8 string data
len integer Number of bytes read

If no format is specified in the read request, then the read response will contain data in all three formats when
len<4.If len > 4, only raw and str formats will be returned. If the read operation fails, no len value or data values
will be returned.

In a read response, the strvalue will have any trailing NULL bytes removed. The len field will always indicate the
total number of bytes read (including any trailing NULL bytes for string values)

I PEPPERL+FUCHS 204



2024-11

Below is an example of a write-string request/response followed by a read-string request/response and a read-
raw request/response where the topic base path is IOLM:

IOLM/port/1/isdu/request/66b127b7-f39d-40e7-b786-1cffc8d344a0

{

"op": "write",

"index": 24,

"str": "hi there"
}
IOLM/port/1/isdu/response/66b127b7-f39d-40e7-b786-1cffc8d344a0
{

PDO Write

"op": "write",

"index": 24,

"status": "OK"
}
IOLM/port/1/isdu/request/2ee5141e-335b-4e33-bf4e-dedf01a0ff7b
{

"op": "read",

"index": 24,

"format": "str"
}
IOLM/port/1/isdu/response/2ee5141e-335b-4e33-bf4e-dedf01a0ff7b
{

"op": "read",

"index": 24,

"str": "hi there",

"len": 16,

"status": "OK"
}
IOLM/port/1/isdu/request/1c510d4d-151e-49b3-bbad-0847a272812e
{

"op": "read",

"index": 24,

"format": "raw"
}
IOLM/port/1/isdu/response/1c510d4d-151e-49b3-bbad-0847a272812e
{

"op": "read",

"index": 24,

"raw":[104,105,32,116,104,101,114,101,0,0,0,0,0,0,0,0],

"len": 16,

"status": "OK"
}

iolm1/port/3/isdu/request/1234
{

||°p||: "I‘ead",
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"index": 15,
"format": "str"

}

iolm1/port/3/isdu/response/1234
Example: negative response ‘Index not available

{

"op": "read",

"index": 15,

"status": "Error",
"errormsg": "index invalid",
"errortype": {

"status": 1,

"code": 128,

"addcode": 17

}

15.7. PDO Write

PDO values may be written by publishing to MqttTopicBase/port/n/pdo/wr. The payload may contain PDO data
fields in one of two formats: raw or uint. Data in raw format must match the PDO length exactly. Data in uint
format is supported only for PDO lengths of 4 bytes or less. If an IODD file is present that defines Process Data
groups and fields, then those may be used to write to individual field values. The available groups/fields are
shown on the MQTT diagnostics page as "PDGroups" in the MQTT Port Status table. The published object may
also contain a boolean valid flag.

Example payloads:
IOLM/port/5/pdo/wr

{
"uint": 349718

}

IOLM/port/1/pdo/wr
{

"raw": [1,254,75]
}

IOLM/port/1/pdo/wr
{
"uint": 15,
"valid": true

}

IOLM/port/5/pdo/wr

{
"raw":[1, 243,79,103, 253,12],
"valid": true

}

IOLM/port/3/wr
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{
"PDOut": {

"LevelSetpoint": 119.34
b

"valid": true

}

IOLM/port/1/pdo/wr
{

"valid": true

}

IOLM/port/8/pdo/wr
{

"valid": false

}

2024-11
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16. REST API - HTTP API

The REST API is available starting with application base 1.5.37 for either PROFINET IO or EtherNet/IP.

In addition to providing a browser-based user-interface, there is an HTTP-based interface designed for use by
external programs such as PortVision DX. The general goal was to follow RESTful design principles as much as
is practical considering the underlying functionality and typical use cases.

* http://en.wikipedia.org/wiki/Representational state transfer
e http://developer.ibm.com/articles/ws-restful

16.1. Authentication

Authentication is handled via standard HTTP protocol methods using the same username/password settings as
those used by the browser-based Ul.

The user and operator usernames have read-only access to all configuration, status, firmware, and log
information. The admin username has full access to read/write/clear/set-to-default configuration and status
information, all actions, and firmware upload/update operations.

16.2. Paths

The API URL paths all start with /api and are organized into nine trees:
lapi/config
lapi/status
lapi/logs
lapi/action
lapi/firmware
lapil/iodd
lapilisdu
lapi/datastorage
lapi/security
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16.3. Configuration

Accessing/manipulating configuration data is done via the /api/config namespace which contains three
different sub-trees:

[/ api/config/data Use to read/write configuration data itself.

/ api/config/clear Use to reset configuration data to factory default values.

[ api/config/verify Use to verify proposed configuration data without writing.

Use to obtain meta-information about the configuration data tree

[ api/config/directory structure

16.3.1.Configuration Data Read/Write

Configuration data values are accessed by using the data namespace:
lapi/config/data[/<sub-tree>]

The <subtree> element is optional. If no sub-tree is present in the request, the entire configuration data tree is
accessed. Example URLs:

http://<host>/api/config/data

http://<host>/api/config/data/network

http://<host>/api/config/data/network/hostname

The following HTTP requests are implemented for the configuration data namespace:

Returns the specified configuration data tree as a JSON file.

Writes the supplied JSON data to the specified configuration data tree. The structure of the
supplied JSON file must match the existing configuration data structure exactly. The JSON data
sent with the request must not contain any extra fields and must not omit any fields. If the
supplied JSON tree does not match, or if any of the data values are invalid, the request will be
rejected and an error status and message will be returned.

Writes the supplied JSON data to the specified configuration data tree. The supplied data may
be sparse (it may omit fields that are to be left unchanged). If any of the supplied data values
are invalid, the entire request will be rejected and an error status/message will be returned. If
the supplied data contains extra fields, they will be discarded, the remaining data (if it is valid)
will be written, and a warning message will be returned.

Causes the specified data tree to be reset to default values. [Identical to sending a GET request
in the clear namespace.]

16.3.2.Configuration Reset

The clear namespace can be used reset the specified data to default values.
lapi/config/clear[/<sub-tree>]

A GET request will reset the specified data to factory settings. This is identical to sending a DELETE command
in the data namespace.
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16.3.3.Configuration Verify

The verify namespace can be used to do a verify-only PUT or POST request.
lapi/config/verify[/<sub-tree>]

The PUT and POST actions/replies are the same as for the /api/config/data resource name above, except that
after the tree/data is checked, no data is actually written.

16.3.4.Configuration Directory

A JSON representation of the device's configuration data tree structure can be obtained by sending a GET
request to the following resource path.

| api/ config/ directory [/<depth>] [/<sub-tree>]

If present, the sub-tree element specifies the root of sub-tree to be returned. If it is not present, the directory will
begin at the root of the configuration data tree.

If the depth element is present, it will be a decimal number specifying the depth of the tree to be returned. No
depth value or a value of 0 will return the entire tree. A depth value of 1 will return a single-level list of elements
that are the immediate children of the specified sub-tree.

Examples:

/api/ config/ directory Returns the entire configuration data tree structure.

Returns a two-level list of the top-level elements in the
configuration data tree and their immediate children.

[ api/config/ directory/ 2

A Te YT e i e TG [T (T ARG SATTe T4 [ Returns the entire configuration data under network.

Returns a single-level directory of the elements immediately

[/ api/config/ directory/1/network under network.

16.4. Status and Diagnostics

Status and diagnostic data are accessed in a manner similar to configuration data using the /api/status
namespace which contains the following namespaces:

[/ api/status/ data Use to read or clear status and diagnostic data.

lapi/status/clear Use to clear status/diagnostic data.

lapi/status/ directory Use to obtain meta-information about the status data tree structure.

16.4.1.Status and Diagnostics Data

Status and diagnostics data values are accessed by using the data namespace:
lapi/status/data[/<sub-tree>]

The <subtree> element is optional. Info sub-tree is present in the request, the entire status/diagnostics data tree
is accessed. Example URLs:

lapi/status/data
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lapi/status/data/system
lapi/status/data/system/MacAddress

For clear operations exactly one top level tree must be specified:

/api/status/data/system

/api/status/clear/iolink

/api/status/clear/system

/api/status/clear/iolink

The following HTTP request is implemented for the status data namespace:

GET Returns the specified status/diagnostics data tree as a JSON file.

Resets/clears any resettable status/diagnostic values in the specified top-level tree. Only a
single top-level tree is supported (the <sub-tree> element is required and can only contain
0] SRS =8 single name. Not all status/diagnostic values are resettable. Values reflecting current-state
will not be altered, but counters, error messages, sticky flags, etc. will be reset/cleared.
[Identical to using the GET command within the clear namespace.]

16.4.2.Status and Diagnostics Clear

Status and diagnostic data can be reset/cleared using the clear namespace:
lapi/status/clear/<subsystem>

Sending a GET request to the clear namespace will reset/clear status/diagnostic values within the specified
subsystem. This is identical to send the DELETE command within the data namespace. The clear operation
can only be applied to a single top-level tree.

16.4.3.Status and Diagnostics Directory

A JSON representation of the device's status data tree structure can be obtained by sending a GET request to
the following resource path.

lapi/config/directory [/<depth>][/<sub-tree>]
For additional details see Configuration Directory on Page 210.

16.5. Log Files

System log files (e.g. syslog, dmesg, etc.) can be accessed using the /api/logs namespace which is organized
into the following sub-trees:

api/logs/file/ <filename> Use to read/clear system log files.

Use to clear system log files.

api/logs/clear/ <filename>|

Use to obtain a list of available log files.
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16.5.1.Log File Access

The actual log files are accessed using the file namespace:
/api/logs/file/<filename>

The <filename> element is required, and must be one of the available log files (e.g. syslog, dmesg, eventlog,

ps, top). The following HTTP request types are implemented:

Returns the specified log file as an ASCII text file. The file format varies depending on
which file is requested.

GET

Clears the specified log file. This operation is not implemented for some files (e.g. ps and
p]SE = dmesg), and will have no effect when specified for such files. [Identical to using a GET
command within the clear namespace.]

16.5.2.Log File Clear

Log file(s) may be cleared by using the clear namespace:
lapi/logs/clear/<filename>

Sending a GET request to the clear namespace will reset/clear the specified file. The <filename> element is

required and must be one of the supported filenames.

16.5.3.Log File Directory

A list of available log files can be obtained using the directory namespace:
lapi/logs/directory
The following HTTP requests are implemented:

(c]=) ] Returns a JSON array containing the names of available log files.
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16.6.10DD Files

The iodd namespace provides access to the areas of the filesystem that contain IO-Link IODD files and

associated data. These files exist into two separate areas: config and std.

The config iodd file area is empty when units are shipped from the factory and contains files (and derived data)
loaded by the user. The con.fig iodd file area also contains JSON and language files generated by the Web Ul

code from the IODD .xml files found in the stdiodd file area.

The std iodd area contains the I0ODD files defined by the 10-Link standard which are shipped as part of the
application base image. It should generally be considered read-only.

The paths for these two areas are:

lapi/iodd/config
lapi/iodd/std

Each of these two paths can be treated much like a file system containing a tree of files/directories.

16.6.1.Config IODD Area

At the top level of the config area are the following:

*  Numerical directories. Each of the numerical directory names is the decmial vendor id of one or more IODD
files that have been loaded by the user. Within each of the vendor id directories, there is another level of
numerical directories whose names correspond to the decimal device ids for the loaded I0DD files. Within

each device id directory are the uploaded IODD XML file, the graphical image files, a config.json file

generated from the .xml file, and PHP language dictionaries generated from uploaded IODD language files.

* The ioddfile.json file. This is a catalog file listing some basic characteristics about each of the user-loaded
IODD files found under the numeric directories mentioned above.

* The language directory. This directory contains PHP language dictionaries generated from the std IODD

files.

* The JSON files generated from each of the standard I0ODD files found in the std area.

Note that though .xml files can be displayed by the Web Ul, the webui only uses the JSON and PHP files during

routine operation. The XML files are only parsed once when they are uploaded.

16.6.2.STD IODD Area

The std iodd area contains only the standard 10-Link .xml files. For example:

fapificdd/std

|

|-- IODD-StandardDefinitionsl.
|-- IODD-StandardDefinitionsl.

|-- IODD-StandardDefinitionsl.
|-- IODD-StandardDefinitionsal.

D.1-
0.1-

|-- IODD-StandardDefinitionsl.d.l.
1-de.
1-

fr

| == I0ODD=-StandardDefinitionsl.l.um

| == I0DD=-StandardUnitDefinitionsl.
| == I0DD=-StandardUnitDefinitcionsl.

| == I0DD=-StandardUnitDefinitcionsl.
| == I0DD=-StandardUnitDefinicionsl.
|-- ICDD-StandardUnitDefinitionsl.
"—- IODD-StandardUnitDefinitieonsl.

dE xml
r.xml
1

=xml

=ml

1
0,1=de.xml
0,1=fr xml
0,1,xml
1-dlg, xml
1-fr.xml
1.xml

These files should normally be considered as read-only and should be updated as part of the application base.
These files are parsed on an as-needed basis, and corresponding JSON and PHP files are generated in the

config area.
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16.6.3.0perations

The following operations are defined for the iodd areas:

An HTTP GET request for a path that ends in /. dir will return a JSON array listing for the

Directory directory/file specified by the request path preceding the trailing / .dir.

An HTTP GET request for a path that ends in /. rdir will return a recursive JSON array
listing for the directory/file specified by the request path preceding the trailing
/ . rdir. An rdir request on a file will behave the same as a dir request on afile.

Recursive
Directory

An HTTP GET request for a path that ends in /.size will return a single line of ascii text
containing a decimal number representing the disk usage (in units of K bytes) for the file
or directory specified by the request path preceding the trailing /.size. The size of a
directory will include disk space used by all contents under that directory.

An HTTP GET request for a path (excluding those with special suffixes described above)
that specifies an existing file will return the requested file. The response content-type will
be set according to the filename suffix if it is recognized (e.g. application/json,
application/xml, image/png, image/gif, etc.).

An HTTP GET request for a path that specifies a directory will return an archive of the
contents of the specified directory. The type of archive will be determined by the
eI request's HTTP Accept: header. The currently supported values are: application/zip,
application/x-tar, application/x-tar-gz. If no Accept: header is found in the request, or if it
has a value of*/*, then application/zip will be assumed.

An HTTP PUT or POST request with a content-type of application/zip, application/x-
tar, or application/x-tar-gz will create a directory (if needed) with the specified path
VATV (creating parent directories as needed). The request data content will be treated as an
archive and will be uncompressed/unpacked within the specified directory. Existing files
will be overwritten as needed.

An HTTP PUT or POST request with a content-type other than the those listed above will
create a file with the specified path (creating parent directories as needed) and the
request data will be written to that file. Any existing file with that path will be overwritten.

Size

An HTTP DELETE request will remove the file or directory (and all contents) specified by
the specified path.

Note: Using the above APl it is possible to create and delete files/directories named . dir, .rdir, and .size.
Directory listings will show such files/directories. Such files will be returned as part of a get archive
request on a parent directory. But, it will not be possible to retrieve such files directly since a GET
request on such a path will be interpreted a request for meta-information about the parent path.

16.6.4.Curl Examples

Here is an example showing how to back up the user-loaded IODD files as a zip file (default format for GET is a
zip archive):

$ curl http://10.0.0.99/api/iodd/config >user-iodd.zip
Writing those files back to the IO-Link master device requires that you specify a content-type:
$ curl -H Expect: -H Content-Type:application/zip -T user-iodd.zip http://10.0.0.99/api/iodd/config

If you want to get the files in a format other than a zip archive, you must specify an Accept: header in the GET
request:

$ curl -H Accept:application/x-tar-gz http://10.0.0.99/api/iodd/config >user-iodd.tar.gz
When writing them back, you must again specify the format:

$ curl -H Expect: -H Content-Type:application/x-tar-gz -T user-iodd.tar.gz http://10.0.0.99/api/iodd/con-
fig
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16.6.5.Path Restrictions

Although the iodd server code has been designed to prevent any special treatment or shell evaluation of any
characters/strings found in file paths, the following characters are not permitted because they can cause
security issues when interpreted by a shell:

e tilde:~

*  backslash:\
e star*

e dollar: $

e parent directory strings: ../or/..

16.7. Actions

The action namespace can be used to perform a variety of miscellaneous operations on the device. All require
admin privileges.

lapi/action/reboot
Sending the data string 1 with a PUT request will cause the device to reboot after replying to the message.
/ api/action/ identify

Sending the data string on or off, with a PUT request will turn identify (flash LED) mode on or off. A GET request
will return the data string on or off.

16.8. Firmware

The firmware namespace can be used to list, install, or update device firmware. There are two categories of
firmware: images and packages. Each has its own namespace:

/api/firmware/image
lapi/firmware/package

16.8.1.Images

An image is a block of opaque binary data - usually with a uimage header to allow identification and integrity
checking. An image is copied (either with or without the ulmage header) directly into a raw NANO flash
partition. It could be a file system image, a kernel+ rootfs image, U-Boot executable image, bootstrap
executable image, etc.

The following image paths are supported:

A GET request will return a text file containing a list of flash

apl/firmware/image/ directory partitions and version numbers of installed images

A PUT request will install the accompanying file in the
specified partition. The <partition> specification can be a
partition device name such as mtd3 or it can be a partition
label such as U-Boot-Code or uimage-Primary.

api/firmware/image/<partition>|

api/firmware/image/<partition>| A DELETE request will erase the specified flash partition.

Here is an example of using the curl utility to update the OS/rootfs partition image:
curl -H Expect: -T system-1.00.uimage http://10.0.0.99/api/firmware/image/uimage-Primary
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The -H Expect: option is required to tell curl to send the data file without waiting for the web server to send a
100-continue response after receiving the initial part of the post.

A similar command can be used to update the application base:
curl -H Expect: -T application-base-eip-1.4.2.uimage http://10.0.0.99/api/firmware/image/apps
A force option can be appended to the path to override restrictions based on model number, vendor, etc:
curl -H Expect: -T system-1.00.uimage http://10.0.0.99/api/firmware/image/uimage-Primary/force
or
curl -H Expect: -T application-base-eip-1.4.2.uimage http://10.0.0.99/api/firmware/image/apps/force

16.8.2.Packages

A package is a bundle of files for use with the ipkg package management utility (a derivative of Debian's dpkg
)- The following package paths are supported:

api/firmware/ package/ A GET request will return a text file containing a list of installed
directory packages and their versions.

api/firmware/package A PUT request will install/update the accompanying .ipk package file.

api/firmware/package/

<package-name> A DELETE request will uninstall the named package.

Here is an example of using the curl utility to update/install a package:
curl -H Expect: -T iolink-driver 1.2.1.1 arm.ipk http://10.0.0.99/api/firmware/package

A force option can be appended to the path to override restrictions based on model number, version number,
vendor, etc:

curl -H Expect: -T iolink-driver 1.2.1.1 arm.ipk http://10.0.0.99/api/firmware/package/force
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16.9.1SDU

The isdu namespace can be used to perform IOLink ISDU read and write operations on the devices. Requests
are sent as a JSON data array to the path below:

lapi/isdu/request

The response will either be an HTTP error and associated mesage text if the request was not recognized as
valid JSON, or a JSON array in the case where the request was valid JSON.

16.9.1.Request Format

The request must consist of a single JSON array. Each element in the array is a JSON object containing a
single read or write request. Required fields for both read and write request objects:

req The req field must be a string with value of either read or write.

The port field must be an integer ranging from 0-3 for a four-port 10-Link master unit or 0-7
for an eight-port 10-Link master unit.

The index field is the ISDU index and is an integer from 0-65535. Different 10-Link devices
index implement different sets of indexes. In general, only index 0 and index 1 are guaranteed to
work for all 10-Link devices. Optional field for both read and write request objects.

port

The subindex field is an optional integer value. If none is provided, a subindex of 0 will be

subindex used in the request sent to the 10-Link device. Required field for write request objects.

The data field is a string containing one or more white-space delimited hexadecimal byte

data values.
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16.9.2.Example Requests

The example below shows a request array containing a number of read and write requests:

‘req': 'read',
'‘port’: 0O,
index's 0

‘req': 'read',
‘port’: 0,
‘index": 0,
'subindex’: 3

‘req': 'read',
‘port’: 0,
"index 1 24

'req': "write,
‘port’: 0O,
Yindex': 24,

‘data' : "31 32 33 34 35 36 37

‘req®: read',
‘port': 0,
'index" : 24

‘req': "write',

‘port; 0,
‘index': 24,
‘subindex’ : 4,
‘data': ‘44’

b

' ‘req': 'read”,
‘port': 0,
index': 24

16.9.3.Response Format

The response consists of a JSON array containing a response object for each request object that was present
in the request array.

If any of the request objects contained invalid data or was missing a required field, then the entire array of
requests is rejected and none of the requests will be executed. The response objects corresponding to
erroneous request objects contain a single status field containing an error message. The response objects
corresponding to valid request objects are empty.

reqg': 'read',
fport’: 0,
"indax': 0

'rag': 'gclear',
'port": 0,
"index"': 0,

faubindex': 3
IJ
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ISDU

It generates the following response array:

[
{
be
{
Yatatus'": "Misaing or invalid 'reg' value"
}
]

The first, valid, read request was not executed, so there is no error message or response status/data. The follow
request contains two valid requests:

It generates a response that looks like this:

"req™: "read”,

"port™: 0,

“index": 0O,

"subindex™: 0,

"code": 16,

Tatmtus": “ORE",

"data™: "00 28 19 21 11 41 00 Q01 36 00 01 as OO0 QO QO QO™

"req”: "read”,
"port™: 0,
Tindex": 3,
“subindex™: 0,
"code™: 36,
"status"r SOKS,

.

Request objects that were executed will have req, port, index, subindex, code, and status fields. Read requests
may also have a data field. If the request was successful, the code field will be an integer telling how many bytes
were read or written, and the status field will be the string OK.

If the request object was executed but failed, then the code field will contain a negative number and the status
field will contain an error message. Responses to failed read requests will not contain a data field.

For example, both of the read request object below are valid, and get executed, but one is rejected by the
device and fails:

'lmql= 'l'ﬂld',-
‘porct: 0,
*index": 0

i“ql: l“‘df’

tpore’: 0,

Tindex': 33
1.
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Response:
[

"regq": "read",

"port": 0,

"index": 0,

"subindex™: 0,

"code™: 16,

"atatus": "OK",

"data™: "00 28 19 21 11 41 00 01 36 00 01 a% 00 OO0 Q0 QO™

Treg": "read",

"port™: 0,

®index™: 33,

"gubindex™: 0,

"code®: =2122317807,

"status": "status=0x0l: protocol error OxB0: device application errcr Ox1l -- index invalid"™

1

Likewise, write responses will contain status and code fields, but no data field.

'reqg': 'write',

'part’: 0,

‘index": 24,

*data': "41 42 43 44 45 46 47!

'reg': 'coad',
'part': 0O,
‘index": 24

"Peg': "write!,
'‘poct': O,
findex"': 24,
'subindex': 3,
'data': '55¢

1.

Response:

2024-11
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rreg®: “write",
Toort”: 0,
rindexT: 24,
"aubindax": 0,
"amda ?..
ratatug™: “OK*

“reg”: “read”,

Tport”: 0,

rindexr: 24,

raubindax": 0,

raodar: 7,

ratatus™: “OKY,

*data”: 41 42 43 44 45 46 47"

Tragt: “wcite™,

Tport™”: 0,

rindex": 24,

"aubindax"™: 3,

Tonde*: =2122317806,

atatus™: “status-0x01: protocol error 0x80: device application error 0xl2 == subindex inwalid®

16.10. Data Storage

The datastorage namespace can be used to read, write, and delete the files used by the IOLink Data Storage
subsystem for storage of IO-Link device configuration data. The path used is

/api/datastorage/data
Operations are the same as for IODD files.

HTTP GET on /api/datastorage/data will return an archive (by default a zip file) containing all of the data
storage files.] There are typically one to eight files which are named port1 through port N. Each file will contain
an opaque blob of binary data sized from a few tens of bytes to a several hundred bytes. There are typically no
subdirectories.
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16.11. Security

The security tree can be used to write or delete the various certificate and key files used by protocols that
support encryption and authentication.lt can not be used to read certificates or keys from the I0-Link master.

File Format Description
web/cert_key PEM cert+key ?::\\,/:rr certificate and privite key used by the web
opcua/server_cert PEM/DER cert  |Server certificate used by OPC UA server
opcua/server_key PEM/DER key Private key for OPC UA server certificate above

: Certificate used by OPC UA server to authenticate
opcua/client_auth_cert1 PEM/DER cert client connections and sessions

PEM/DER cert Certificate used by OPC UA server to authenticate

opcua/client_auth_cert2 client connections and sessions

magqtt/client_cert PEM cert Certificate used by MQTI client to authenticate itself
mqtt/client_key PEM key Certificate used by MQTI client to authenticate itself
matt/server_auth_cert PEM cert Certificate used to authenticate MQTI server

These files are write/delete only.
They can be written via a PUT or POST to the file namespace:

PUT /apifsecurity/file/opcua/server_cert
POST /apifsecurity/file/opcua/server_cert

They can be deleted via a DELETE request on the .file namespace, or via a GET request on the clear
namespace.

CELETE /api/security/file/epeua/server_cert
GET Japifsecurity/clear/opcua/secver cert

A JSON array containing the currently supported paths can be read via a GET request to the directory
namespace:

GET Japi/security/directory

2024-11
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16.12. Summary of Operations

The table below summarizes the available namespaces and HTTP operations.

Namespace HTTP Requests
/ api/config/data[/ <sub-tree>] GET,PUT,POST,DELETE
/ api/config/clear[/sub-tree>] GET
/ api/config/verify PUT, POST
/ api/config/directory[/ <depth>][/ <sub-tree>] |GET
/ api/status/data[/<sub-tree>] GET,DELETE
/ api/status/ clear[/ <tree>] GET
/ api/status/directory[/ <depth>][/ <sub-tree>] |GET
/ api/logs/file/ <filename> GET,DELETE
/ api/logs/ directory GET
/ api/action/reset PUT
/ api/action/identify GET,PUT
/ api/firmware/image/directory GET
/ api/firmware/image/ <partition> PUT, DELETE
/ api/firmware/package/directory GET
/ api/firmware/package PUT
/ api/firmware/package/ <package> DELETE
/ api/iodd/ config GET,PUT,POST,DELETE
/ api/iodd/std GET,PUT,POST,DELETE
/ api/isdu/request PUT,POST
/ api/datastorage/data GET,PUT,POST,DELETE
/ api/security/file PUT,POST,DELETE
/ api/security/clear GET
/ api/security/directory GET
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17. Troubleshooting

This chapter provides the following information:

Troubleshooting
10-Link master LEDs on Page 225
Using Log Files on Page 231

17.1. Troubleshooting

Before contacting Technical Support, you may want to try the following:

I PEPPERL+FUCHS

Check to make sure LEDs are not reporting an issue using /O-Link master LEDs on Page 225.

Verify that the network IP address, subnet mask, and gateway are correct and appropriate for the network.
Make sure that the IP address programmed into the 10-Link master matches the unique reserved IP
configured address assigned by the system administrator.

- If using DHCP, the host system needs to provide the subnet mask. The gateway is optional and is not
required for a purely local network.

- Remember that if the rotary switches on the ICE3-8I0L-G65L-V1D or ICE3-8I0L1-G65L-V1D are set to
a non-default position, the rotary switches override the lower 3 digits (8 bits) of the static IP address
configured in the Network page.

- Verify that the Ethernet hub and any other network devices between the system and the 10-Link master
are powered up and operating.

Verify that you are using the correct types of cables on the correct connectors and that all cables are
connected securely.

Disconnect and re-connect the IO-Link device, or optionally, use the Configuration | 10-Link page to
Reset the port, and then set the Port Mode back to IOLink.

Reboot or power cycle the 10-Link master. Use the Advanced | Software page to reboot the 10-Link
master.

Verify that the Port Mode matches the device, for example: IO-Link, Digital In, Digital Out, or Reset (port is
disabled).

If you are receiving an error that indicates a hardware fault, check the Configuration | I0-Link page for the
port experiencing the fault.

- Check the settings for the Automatic Upload Enable and Automatic Download Enable options. If
the Vendor ID or Device ID of the attached device does not match, a hardware fault is generated.

- Make sure if the port contains data storage that the Vendor ID and Device ID match the device attached
to the port. If it does not, CLEAR the data storage or move the device to another port.

- Check the Device Validation and Data Validation settings. If the attached device does not meet these
settings, a hardware fault is issued.

Open the 10-Link master web interface and review the following pages to see if you can locate a problem:
- 1O-Link Diagnostics

- PROFINET IO Diagnostics

- Modbus/TCP Diagnostics

- OPC UA Diagnostics

- MQTT Diagnostics
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I0-Link master LEDs

- ICES3-8I0L1-G65L-V1D only: Power Diagnostics
e If you have a spare 10-Link master, try replacing the 10-Link master.

17.2. 10-Link master LEDs

The following tables provide LED descriptions.
* ICE3-8I0L-G65L-V1D LEDs on Page 225

* ICE3-8I0L1-G65L-V1D LEDs on Page 227
* ICE3-8I0L-K45P-RJ45 LEDs on Page 229
° |CE3-8I0L-K455-RJ45 LEDs on Page 230

17.2.1.ICE3-8I0L-G65L-V1D LEDs

The ICE3-8I0L-G65L-V1D (8-port IP67 model with an L-coded power connector) provides these LEDs.

LED Activity During Power On Sequence - ICE3-8l0L-G65L-V1D

The US LED lights.

The ETH1/ETH2 LED lights on the connected port.

The MOD and NET LEDs are lit.

The I0-Link LEDs flash (if no 10-Link device attached) or are lit if an 10-Link device is attached.
a PLC is connected, the NET LED is lit and green.

=5~ 0N -

ICE3-8I0L-G65L-V1D LEDs

The US LED provides the following information:
us *  Green solid = The IO-Link master is powered.
* Red solid = Power input voltage below 18V DC.

The UA LED provides the following information:
UA e Green solid = The |O-Link master is powered.
* Red solid = Power input voltage below 18V DC.

The MOD LED provides the following information:
e Off =No errors

MOD * Red flashing = One or more errors detected
(Module .
Status) * Red solid:

- Maintenance required or demanded
- Fatal error when NET is red solid.

2024-11
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ICE3-8I0L-G65L-V1D LEDs (Continued)

The NET LED provides the following information:
NET * Off =No PLC connection

(Network) | «  Green solid = PLC connection established

* Red solid = Fatal error when MOD is also solid

The ETH1/ETH2 LEDs provide the following information:
E;ny *  Green solid = Link
*  Green flashing = Activity

Ports This LED provides the following information about the 10-Link port.
1-8 e Off = SIO mode - signal is low or disabled
e *  Yellow = SIO mode - signal is high

* Red flashing = Hardware fault - make sure that configured 10-Link settings on the port
do not conflict with the device that is attached:

- Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.

e Solid red = PDI of the attached IO-Link device is invalid.

*  Green solid = An I0-Link device is connected and communicating

e Green flashing = Searching for |O-Link devices

The DI LED indicates auxiliary input on Pin 2.
e Of =Dl signal is low or disconnected
* Yellow = DI signal is high

Ports 1-8
DI

2024-11
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I0-Link master LEDs

17.2.2.1CE3-8I10L1-G65L-V1D LEDs

The ICE3-8I0L1-G65L-V1D (8-port IP67 model with an L-coded power connector and four Class B ports)
provides these LEDs.

LED Activity During Power On Sequence - ICE3-8I0L1-G65L-V1D

1. The US LED lights.
2. The PWR Out UA LED lights, if the Actuator Supply is valid.

Note: Actuator power (UA) is not required for the ICE3-8I0OL1-G65L-V1D start-up but is required
for Class B operation.

3. The ETH1/ETH2 LED lights on the connected port.

4. The MOD and NET LEDs are lit.

5. The lO-Link LEDs flash (if no IO-Link device attached) or are lit if an 10-Link device is attached.
If a PLC is connected, the NET LED is lit and green.

ICE3-8I0L1-G65L-V1D LEDs

The US LED provides the following information:
us e Green solid = The I0-Link master is powered.
* Red solid = Power input voltage below 18V DC.

The UA LED provides the following information:
UA *  Green solid = Pins 2/5 are powered.
* Red solid = Power input voltage below 18V DC.

The MOD (Module Status) LED provides the following information:
* Off =No errors
* Red flashing: One or more errors detected

MOD
* Red solid:
- Maintenance required or demanded
- Fatal error when NET is red solid
The NET LED provides the following information:
o ff = No PL nnection
NET O o PLC connectio

e Green solid = PLC connection established
¢ Red solid = Fatal error when MOD is also red solid.
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I0-Link master LEDs

ICE3-8I0L1-G65L-V1D LEDs (Continued)

Ports The 10-Link LED provides the following information about the I0-Link port.
1-8 e Off = SIO mode - signal is low or disabled
10-Link *  Yellow = SIO mode - signal is high
A * Red flashing = Hardware fault - make sure that configured IO-Link settings on
the port do not conflict with the device that is attached:
- Automatic Upload and/or Download is enabled and it is not the same
device.
- Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.
* Solid red = PDI of the attached IO-Link device is invalid.
* Green solid = An IO-Link device is connected and communicating
*  Green flashing = Searching for 10-Link devices
Ports 1-4 The UA LED indicates power supply output (Ua) through Pin 2.
UA *  Green solid = A Class B IO-Link device is connected and communicating
* Red solid = Class B fault
Ports5-8 The DI/ DO LED indicates digital input or digital output on DIO (Pin 2).
DI/ DO e Off: DI signal is low or disconnected
*  Yellow: DI signal is high
The ETH1/ETH2 LEDs provide the following information:
E;ﬂ;’ * Green solid = Link
*  Green flashing = Activity

I3 PEPPERL+FUCHS
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17.2.3.1CE3-8I0L-K45P-RJ45 LEDs

The ICE3-8I0L-K45P-RJ45 (8-port IP20 DIN rail model with pluggable, removable connectors) provides these
LEDs.

LED Activity During Power On Sequence - ICE3-8l0L-K45P-RJ45

1. The E/M1/E2 LED lights on the connected port.

2. The MOD and NET LEDs are lit.

3. The lO-Link LEDs flash (if no IO-Link device attached) or are lit if an IO-Link device is attached.
If a PLC is connected, the NET LED is lit and green.

ICE3-8I0L-K45P-RJ45 LEDs

The MOD LED provides the following information:
e Off =No errors

MOD Red flashing = One or more errors detected
(Module .
Status) * Redsolid:

- Maintenance required or demanded
- Fatal error when NET is red solid.

The NET LED provides the following information:
NET * Off =No PLC connection

(Network) »  Green solid = PLC connection established

* Red solid = Fatal error when MOD is also solid

This LED provides the following information about the 10-Link port.
e Of = SIO mode - signal is low or disabled
*  Yellow = SIO mode - signal is high

* Red flashing = Hardware fault - make sure that configured 10-Link settings on the port
do not conflict with the device that is attached:

Ports - Automatic Upload and/or Download is enabled and it is not the same device.
18 - Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.

* Red solid = PDI of the attached IO-Link device is invalid.

* Green solid = An 10-Link device is connected and communicating

*  Green flashing = Searching for 10-Link devices

The DI LED indicates digital input on Pin 3.
Ports 1-8 . . ;
DI e Off =Dl signal is low or disconnected

* Yellow = DI signal is high

The Ethernet LEDs provide the following information:
e Green solid = Link
*  Yellow solid = Activity

Dual Ethernet
Ports

2024-11
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17.2.4.1CE3-810L-K45S-RJ45 LEDs

The ICE3-8I0L-K45S-RJ45 (8-port IP20 DIN rail model with pluggable, removable connectors) provides these
LEDs.

LED Activity During Power On Sequence - ICE3-8I0L-K45S-RJ45

1. The E1/E2 LED lights on the connected port.

2. The MOD and NET LEDs are lit.

3. The lO-Link LEDs flash (if no 10-Link device attached) or are lit if an 10-Link device is attached.
If a PLC is connected, the NET LED is lit and green.

ICE3-8I0L-K45S-RJ45 LEDs

The MOD LED provides the following information:
e Off =No errors

MOD *  Red flashing = One or more errors detected
(Module .
Status) * Red solid:

- Maintenance required or demanded
- Fatal error when NET is red solid.

The NET LED provides the following information:
NET * Off =No PLC connection

(Network) | «  Green solid = PLC connection established

* Red solid = Fatal error when MOD is also solid

This LED provides the following information about the IO-Link port.
e Of =SIO mode - signal is low or disabled
*  Yellow = SIO mode - signal is high

* Red flashing = Hardware fault - make sure that configured IO-Link settings on the port
do not conflict with the device that is attached:

Ports1-8 - Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.

* Red solid = PDI of the attached IO-Link device is invalid.

* Green solid = An IO-Link device is connected and communicating

* Green flashing = Searching for I0-Link devices

The DI LED indicates digital input on Pin 3.

Ports 1-8 . . .
DI e Off =Dl signal is low or disconnected
* Yellow = DI signal is high
Dual The Ethernet LEDs provide the following information:

Ethernet e Green solid = Link
Ports « Yellow solid = Activity
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17.3. Using Log Files

The 10-Link master provides different log files that you can view, export, or clear:

* syslog (system log) displays line-by-line activity records

* dmesg displays Linux kernel messages

e top displays which programs are using most of the memory and CPU

e ps displays the running programs

e opcua displays OPC UA activity

* maqtt displays MQTT activity

* pnio displays PROFINET IO activity

All log files start up automatically during the startup cycle. Each log file has a size limit of 100KB.
Note: Typically, log files are intended to be used by Technical Support in the event there is a problem.
You can use the following procedures to:

* Viewa Log File

e Cleara Log File on Page 232

* Exporta Log File on Page 232

17.3.1.View a Log File

Use this procedure to view a log file.

1. Open your browser and enter the IP address of the IO-Link master.
2. Click Advanced and then LOG FILES.

3. Select the log file type from the drop-list.

T-EPEPPEHL-I-FUCHS Home Diagnostics Configuration iNVERE-l Attached Devices Support Logout EH

SOFTWARE ACCOUNTS | LOG FILES | LICENSES

Log Files @ select log fle (=== ]

© Papperl+Fuchs

Welcome Admin

4. Optionally, click the REFRESH button to get the latest information.
5. Optionally, export the log file.
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17.3.2.Export a Log File

Use the following procedure to export a log file.

1. Open your browser and enter the IP address of the IO-Link master.
Click Advanced and then LOG FILES.

Select the log file type from the drop-list.

Click the EXPORT button.

Click the Save button drop-list and click Save to save it to your user folder or Save as to browse to or
create a new folder in which to place the log file.

ok wDn

i'::, PEPPERL+FUCHS Home Diagnostics Configuration JEGIELGELE Attached Devi

SOFTWARE ACCOUNTS | LOG FILES LICENSES

————1
Log Files @ select log ﬁlelsysk)g ~ I
: e e _ 1 I
Opening syslog_1971_04_28_0208.txt *
You have chosen to open:
; syslog_1971_04_28_0208.txt
3 { which is: Text Document (120 KB) mal exit with status 16
g g from: http://10.8.11.170 mzl exit with status 16
; g pal exit with status 16
é E What should Firefox do with this file? mal exit with status 16
- E O Open with | Notepad (default) G mal exit with status 1§
T { .
g (@) Save File mal exit with status 16
i3 g [] Do this gutomatically for files like this from now on. mal exit with status 16
r g mal exit with status 16
x ( hal exit with status 16
; § OK% mal exit with status 16
= EE—————— . .. ______ .. <
, e : LECT S o o ———— L
6. Depending on your browser, you may need to close the pop-up window.
17.3.3.Clear a Log File
Use this procedure to clear a log file.
1. Open your browser and enter the IP address of the IO-Link master.
2. Click Advanced and then LOG FILES.
3. Optionally, export the log file.
4. Select the log file type from the drop-list.
3
N
=]
«
232
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Using Log Files

5. Click the CLEAR button.

Configuration

Advanced Support

EPEPPERL+FUCHS Home Diagnos

SOFTWARE ACCOUNTS

LICENSES

Log Files @ select log file %

dmesg

£3:121 bounce:0

Hormal free:6088kB min:1016kKB low:12628kB high:1524kB active_ancon:10280kB inactive anon:10820kB active_file:52kB inactive file:2028
lowmem reserve[]: 0 O

Normal: 206*4kB 110*8kB 267*16kB 2*32KkB 1*64kB 0*128kKB 0*256kB 0*512kB 0*1024kB 0*2048kB 0*4096kB = §104kB

6921 total pagecache pages
16384 pages of RAM

1741 free pages

969 reserved pages

1208 s3lab pages

5688 pages shared

0 pages swap cached
fw_printenv: page allocation ilure. order:5, mode:0xd0

[1" {(unwind backtrace+0x0/0xcc) from [] alloc pages_nodemask+Oxdbc/0x524)

[1 (__alloc pages_nodemask+0Oxdbc/0x524) om [] {(cache alloc £il11+0x2cd/0x5bc)
[] {cache_alloc £311
[1
[1
[1

efill+0 4/0x5bc) from [] {_  ¥malloc+0x90/0xec)
{__ImaTloc+0x ead+0x78/0x200)
{mtd read+0 ! 0
{vis_read+0Oxac/0xl44)
[1 (sy3s_read+0x3c/0x68) £
Mem-info:
Normal per-cpu: v
s R ST Y (R T S P -

< >

The log file automatically starts logging the latest information.
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