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1. Introduction

This manual provides detailed information about the following topics:
*  Programming Interface on Page 12

*  Configuration Overview on Page 28

e Serial Menus on Page 38

e Ethernet Menus on Page 55

*  Network Menus on Page 72

* Diagnostic Menus on Page 78

e System Menus on Page 90

The ICDM-RX Hardware Installation and Configuration Manual provides the
e Connecting the hardware and devices

*  Programming the ICDM-RX/MOD IP address,

* Uploading Modbus/TCP firmware

The ICDM-RX/MOD Modbus/TCP Quick Start provides embedded web page configuration procedures if you

following information:

have read-only or read/write devices, which provides procedures for your devices.

1.1. Audience

The primary audience of this document is the person responsible for installing the ICDM-RX/MOD and
programming the PLC. This manual assumes you are familiar with the following topics:

*  Windows operating system
e Modbus/TCP
e Modbus/TCP, Modbus/RTU, and/or Modbus/ASCII

e APLC, SCADA System, or OPC Server that communicates with Modbus/TCP, Modbus/RTU, or Modbus/

ASCII

- Raw/ASCII devices such as barcode scanners, weigh scales, and printers

- Modbus/RTU and/or Modbus/ASCII slave devices

1.2. Locating the Latest Software and Documents

Download software or documentation from: https://www.pepperl-fuchs.com.
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1.3. Pepperl+Fuchs Modbus Solutions

If you ordered ICDM-RX/MOD, Modbus Router is loaded on the ICDM-RX/MOD by default. You may want to
review our other Modbus solutions to make sure that the feature rich Modbus/TCP application is what you need
to use before uploading the Modbus/TCP firmware. Optionally, Modbus Router or Modbus Server may by more
effective for your particular environment.

You can contact the Pepperl+Fuchs technical support team for information about the differences between the
three Modbus solutions and download the Modbus/TCP firmware.

1.4. Product Overview

The ICDM-RX/MOD has Modbus Router firmware loaded at the factory by default. You must upload the
Modbus/TCP firmware. Contact Pepperl+Fuchs for the latest version of the firmware.

The ICDM-RX/MOD operates as a highly versatile Modbus gateway when the Modbus/TCP firmware is
uploaded to the ICDM-RX/MOD. The ICDM-RX/MOD provides Modbus/TCP, Modbus/RTU, Modbus/ASCII,
and Ethernet TCP/IP controller interfaces to both serial and Ethernet TCP/IP raw/ASCII devices, and both
Modbus/RTU and Modbus/ASCII slave devices.

e ICDM-RX/MOD 1-port models provide Modbus/TCP support for one raw/ASCII or Modbus/RTU serial
device and one raw/ASCII Ethernet device for a total of two devices.

* ICDM-RX/MOD 2-port models provide Modbus/TCP support for two raw/ASCIl or Modbus/RTU serial
device and two raw/ASCII Ethernet device for a total of four devices.

*  The ICDM-RX/MOD 4-port provides Modbus/TCP support for four raw/ASCIl or Modbus/RTU serial
devices and four raw/ASCII Ethernet devices for a total of eight devices.

You can connect any application, such as a configuration, database, or control application, via the application
socket port to raw/ASCII serial and/or Ethernet devices while the device(s) are attached to the PLC via Modbus/
TCP.

1.5. Modbus/TCP Multi-Mode Connectivity

The Modbus/TCP firmware 7.x supports the following Modbus/TCP communication modes:
e PLC Master/ICDM-BX/MQOD Slave Mode on Page 8

e PLC Slave/ICDM-RX/MOD Master Mode on Page 8

e Dual Master (Virtual Peer-to-Peer) - Write Mode on Page 9

e Dual Master (Virtual Peer-to-Peer) - Read Mode (Dual Polling) on Page 9

e  Filtering and Data Extraction Functionality on Page 10
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1.5.1. PLC Master/ICDM-RX/MOD Slave Mode

PLC Master/ICDM-
RX/MOD Slave mode: | serial: Raw/ASCII,
Modbus/RTU sl ICDM-RXJMOD
e Standard Modbus Mzdbﬁmsufjgjfé;’r Modbus Serial
master to slave Ethernet: Raw/ASCII e gl = Master
device method of | devices only bbbyt e
communication. , : \
All read and write Tx/Rx Data Write/Read Responses L I
messages are -
initiated by the
Modbus/TCP
Modbus master. Rx Data = Read Messages z'lasLE:rfsj
° Raw/ASCII, Tx Data = Wrile Messages -
Modbus/RTU ~ W[ "l
slave, and Write/Read Responses 1

Modbus/ASCII
slave devices are
supported in this mode.

e For raw/ASCII mode, the Receive Transfer mode and Transmit Transfer mode are both set to Slave (In
Modbus/RTU-to-Slaves and Modbus/ASCII-to-Slaves mode, the ICDM-RX/MOD port only operates in To-
Slave mode.

1.5.2. PLC Slave/ICDM-RX/MOD Master Mode

PLC slave/ICDM-RX/ -
MOD master mode: ICDM-RX/MOD Modfsﬂfasvﬁeﬂal
e The |ICDM-RX/MOD Raw/ASCIl Serial or gl Rx Data = Write Messages
initiates all read and Ethemet Device Tx Data = Read Messages
write messages. — - _ —|
Tx/Rx Data Write/Read Responses
e
e The ICDM-RX/MOD {OR)
writes received
. Modbus/TCP
serial and/orl Rx Data = Write Messages Dds;ie
Ethernet device data Tx Data = Read Messages L
directly into PLC > | i{
memory with Write/Read Responses

minimal latency.
e The ICDM-RX/MOD polls the PLC for transmit data for serial and/or Ethernet devices.

e PLC programs can be simplified to eliminate both polling for received data and sending of write messages
to transmit data.

¢ Only raw/ASCII devices are supported in this mode.
e The ICDM-RX/MOD Receive Transfer mode and Transmit Transfer mode are both set to Master.
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1.5.3. Dual Master (Virtual Peer-to-Peer) - Write Mode

Dual master (virtual
peer-to-peer) - write

mode:

The ICDM-RX/MOD
and PLC initiate only
write messages to
each other.

The ICDM-RX/MOD
writes received serial
and/or Ethernet
device data directly
into PLC memory
with minimal latency.

Raw/ASCIl Sarial or
Ethernet Device

. TwRx Data
-

ICDM-RXIMOD

Rx Data = Write Messages
Tx Write Rasponsas

Modbus Serial
PLC

-

Tx Data = Write Messages
Rx Write Responses

Rx Data = Write Messages
Tx Write Responseas

&l
(OR)

Modbus/TCP
PLC

Tx Data = Write Messages
Rx Write Responses

3l

The PLC can write to serial and/or Ethernet devices through the ICDM-RX/MOD with minimal latency.

This mode provides the lowest possible Ethernet bandwidth usage and most efficient usage of PLC and
ICDM-RX/MOQOD processing power.

Only raw/ASCII devices are supported in this mode.
The ICDM-RX/MOD Receive Transfer mode is set to Master and Transmit Transfer mode is set to Slave.

1.5.4. Dual Master (Virtual Peer-to-Peer) - Read Mode (Dual Polling)

Dual master (virtual
peer-to-peer) - read
mode (dual polling):

e Thisis provided for
programmers who
strongly prefer
polling.

e ThelCDM-RX/MOD
and PLC initiate only

read messages to
each other.

¢ The PLC polls for
received serial and/

Raw/ASCI Serial or
Ethernet Device

' Tx/Rx Data
B

|||:DM-H><muD

Rx Data = Read Messages
Tx Read Responses

Modbus Serial
PLC

Tx Data = Read Messages
Rx Read Responses

Rx Data = Read Messages
Tx Read Responses

i
(OR)

ModbusTCP
PLC

Tx Data = Read Messages
Rx Read Responses

S L

or Ethernet device data.
e The ICDM-RX/MOD polls for transmit data to serial and/or Ethernet devices.

e This mode requires the highest possible Ethernet bandwidth usage and provides the least efficient usage
of PLC and ICDM-RX/MOQOD processing power.

¢ Only raw/ASCII devices are supported in this mode.
¢ The ICDM-RX/MOD Receive Transfer mode is set to Slave and Transmit Transfer mode is set to Master.
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1.5.5. Filtering and Data Extraction Functionality

The ICDM-RX/MOD provides the following filtering and data extraction functionality.

/
Ra‘s”é'::c" Ethernet PLC
Device ICDM-RXSMOD Switch {Filtered
(fany “ w4 Ethemet and/or Messages)
gl Modbus/TCP T ' t
Serial H Q Modbus/TCP T ‘1{
—
|
/
RE;;?;“ e Many (Filtered
Bt p Messages) Messages) Application
T -
*.
Ethernet TCP/IP Ethernet TCP/IP :
-—7= Physical Connection
-+ — — = Ethemet Socket Connection

* Filtering:
- String Filtering of up to 128 bytes of raw/ASCII data to both the PLC and/or application.
- RFID filtering of EPCglobal formatted RFID tag data to both the PLC and/or application.
- Barcode filtering of all UPC/EAN formatted barcodes data to both the PLC and/or application.
- Simplifies PLC and application programming tasks.
e Data Extraction:

- RFID data extraction extracts all parameters, such as company code, product code, and serial
numbers, from any or all of the 43 EPCglobal tag formats. It then transfers the data to the PLC and/or
application in a consistent and simple format.

- Barcode data extraction extracts the company, product, and numbering codes from UPC/EAN
formatted barcodes. It then transfers the data to the PLC and/or application in a consistent and simple
format.

- Simplifies PLC and application programming tasks.
e Environment specific support:
Support for multiple RFID reader tag formats.
RFID antenna grouping.
Aging of filtered string/RFID/barcode entries.
Discarding of unrecognized RFID and barcode messages.

For detailed information about filtering and data extraction, see the ICDM-RX/EN and ICDM-RX/MQOD with
Modbus/TCP Filtering and Data Extraction Manual.

1.6. Definitions and Terms

This section describes the Modbus/TCP definitions and terms included in the Modbus/TCP interface and
supported by the ICDM-RX/MOD.
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1.6.1. Data Type Definitions

1.6.2. Glossary

The following list defines the available data types.

Data Type Definition
BYTE Bit String (8-bits)
DINT Signed Double Integer (32-bits)
DWORD Bit String (32-bits)
INT Signed Integer (16-bits)
STRING Character String (1-byte per character)
UDINT Unsigned Double Integer (32-bits)
USINT Unsigned Short Integer (8-bits)
WORD Unsigned Integer (16-bits)

The following list defines terms associated with Modbus/TCP.

Term

Definition

Alias Device ID

The device ID that the original received ID is changed to when an Alias Device ID is
configured.

Device ID

The address of the slave device and the term is identical to Unit Identifier and Slave
Address.

Ethernet Device

A device that communicates through an Ethernet TCP/IP connection.

Master Device

A device that transmits Modbus/TCP messages to slave devices and receives the
corresponding responses.

An application layer messaging protocol that provides client/server communications

Modbus between devices connected on different types of buses.
Modbus Serial The Modbus protocol over a serial connection.
Modbus Serial in ASCII format. This form of Modbus communication requires two
Modbus/ASCII characters for each byte.
Modbus/RTU Modbus Serial in binary format.
Modbus/TCP The Modbus protocol over an Ethernet TCP/IP connection, also known as Modbus over

Ethernet.

Raw Serial Device

A common serial device that communicates over serial ports through plain byte or ASCII

data messages.

Slave Address

The address of the slave device. This term is identical to Unit Identifier and Device ID.

Slave Device

A device that only responds to Modbus messages.

Socket Port

The Ethernet socket port that is used to communicate to an Ethernet device.

Unit Identifier

The address of the slave device and the term is identical to Device ID and Slave Address.

I PEPPERL+FUCHS
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2. Programming Interface

2.1. Overview

The ICDM-RX/MOD provides highly flexible Modbus connectivity.

*  Modbus masters supported include Modbus/TCP and Modbus/RTU and Modbus/ASCII serial masters.
*  Both serial Modbus/RTU and Modbus/ASCII slave devices are supported.

*  All Modbus masters can communicate with all Modbus slave devices.

*  The Modbus/RTU and Modbus/ASCII Protocol Interface is defined in (Modbus/RTU and Modbus/ASCII To-
Slaves Protocol Interface on Page 24).

The ICDM-RX/MOD provides highly advanced raw/ASCII device functionality:
* Both serial and Ethernet TCP/IP devices are supported.

* Modbus interfaces include Modbus/TCP masters, Modbus/TCP slaves, and both Modbus/RTU and
Modbus/ASCII serial masters.

* Up to six Ethernet TCP/IP Application connections per serial or Ethernet TCP/IP device.
*  The raw/ASCII interface is defined in (Raw Data Interface on Page 14).
You must configure the ICDM-RX/MOD through its embedded web pages discussed in the following chapters.

The ICDM-RX/MOD uses normal Modbus addressing conventions and provides receive, transmit, and
statistical data.

Programming the PLC via Concept on Page 97 describes the Concept™ PLC programming examples
provided with the ICDM-RX/MOD. It describes how to configure the ICDM-RX/MOD for raw serial data and start
running the example programs using the embedded web pages and the example PLC program code.

Note: While the Concept PLC example programs directly apply only to the Schneider Electric Momentum,
Quantum, and Compact PLCs, they can be used as a guide for programming other PLCs.

2.1.1. Modbus Master Requirements

Modbus Masters (Modbus/TCP, Modbus/RTU serial, and Modbus/ASCII) must meet these requirements:
*  The Modbus Master must support the corresponding protocol.

e For raw/ASCII data, the Modbus Master must support the Read Holding Registers and Write Multiple
Registers commands or, alternatively, the Read/Write Multiple Registers command.

* The Modbus Master must be able to write enough data in one message to handle the maximum sized
messages required for the serial or Ethernet device.

12 FJ PEPPERL+FUCHS
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2.1.2. What is Modbus/RTU?

Modbus/RTU is native Modbus in hexadecimal format. These are the base Modbus messages that contain
simple read and write requests. The format is as follows:

1 Byle 1 Byte (Length dependent on message) 2 Bytes
Device ID Function Message specific parameters CRC
Code
Modbus/RTU Message Format

Where:

*  The terms Master or Client are used to identify the sender of the message.

* The terms Slave or Server are used to identify the devices responding to the message.
Modbus/RTU is used primarily for:

e Serial port connectivity. RS-485 is the most common serial mode, but RS-232 and RS-422 are also widely
used. Commonly used by both Master and Slave devices.

»  Ethernet TCP/IP socket connections. This is not the same as Modbus/TCP (please see section on Modbus/
TCP), but does provide a very simple method of interfacing to remote devices. It is used by many
applications and some OPC servers.

Note: This communication method typically is not supported by PLCs.

2.1.3. What is Modbus/ASCII?

Modbus/ASCII is native Modbus in ASCII format. This protocol is used primarily by legacy devices and is no
longer supported as widely as Modbus/RTU.

Like Modbus/RTU, Modbus/ASCII contains the base Modbus messages that contain simple read and write
requests. The differences between Modbus/ASCIl and Modbus/RTU are:

1. The message data is sent in ASCII format, so the message length is twice as long. It requires two ASCII
characters for each byte of data.

2. An 8 bit LRC is attached to verify the message instead of a 16 bit CRC. The LRC is transmitted in ASCII
format.

3. There are defined starting and ending characters to determine a Modbus/ASCIl messages.
The format is as follows:
1 Start

Char 2 Chars 2 Chars (Length dependent on message) 2 Chars 2 Stop Chars
Device ID Ft::n::t‘::n Message specific parameters LRC CR, LF

Modbus/ASCI Message Format

Where:

* The terms Master or Client are used to identify the sender of the message.

e The terms Slave or Server are used to identify the devices responding to the message.
Modbus/ASCII is used primarily for:

e Serial port connectivity. RS-485 is the most common serial mode, but RS-232 and RS-422 are also used.
Used primarily by legacy Slave devices.

e Ethernet TCP/IP socket connections. This is not the same as Modbus/TCP (please see section on Modbus/
TCP), but does provide a very simple method of interfacing to remote devices. It is used by some
applications and some OPC servers.

Note: This communication method typically is not supported by PLCs.

I PEPPERL+FUCHS 13
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2.1.4. What is Modbus/TCP?

Modbus/TCP is an Ethernet network based protocol that contains a Modbus/RTU message, with the exception
of the 2 byte CRC. The Modbus/TCP message contains a header with information designed to provide
message identification and routing information. The format is as follows:

2 Bytes 2 Bytes 2 Bytes 1 Byte 1 Byle {Length dependent on message)
Message Function .
Transfer ID Protocol ID Length Device 1D Code Modbus Message specific parameters
i (Modbus TCP header) | {Modbus/RTU message - no CRC) ———————————————
Modbus TCP Message Format

Where:

*  The terms Master or Client are used to identify the sender of the message.

* The terms Slave or Server are used to identify the devices responding to the message.

*  Modbus TCP messages are typically sent to and received on a defined Ethernet TCP/IP socket of 502.

*  Modbus TCP implementations provide more capability, but also require more processing than simpler
Modbus/RTU implementations.

Modbus TCP is used for connecting advanced Ethernet based devices, such as PLCs, HMIs, SCADA Systems,
and most OPC Servers to:

e Other Ethernet devices supporting Modbus TCP.

*  Serial Modbus/RTU and/or Modbus/ASCII devices through gateways (such as the ICDM-RX/MOD running
the Modbus/TCP or Modbus Router applications).

e Serial or Ethernet TCP/IP raw/ASCII devices (barcode scanners, printers, RFID readers, visions systems,
etc) through a gateway (such as the ICDM-RX/MOD running the Modbus/TCP application).

2.2. Raw Data Interface

This subsection contains the following topics:

*  Supported Modbus Messages on Page 15

e Serial Port Raw/ASCII Interface on Page 15

*  Ethernet Device Raw/ASCII Interface on Page 16

*  Receive Data Message (Raw Data) on Page 18

*  Transmit Data Message (Raw Data) on Page 20

*  Sequence Number Messages (Raw Data) on Page 22

14 FJ PEPPERL+FUCHS
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2.2.1.

Supported Modbus Messages

ICDM-RX/MOD supports the following Modbus messages over Modbus/TCP for raw data transfer.

Message Type Function Code | Maximum Message Size Maximum Serial Packet Size
Read Holding
Registers 3 250 BYTEs (125 WORDs)  [246 BYTEs (123 WORDs)
Write Multipl
R;b%teﬁs Ipie 16 (10 hex) 240 BYTEs (120 WORDs)  [236 BYTEs (118 WORDs)
Eggids/t‘évrgte Multiple 153 (17 hex) 236 BYTEs (118 WORDs)  |232 BYTEs (116 WORDs)

Note: Your PLC programming software may not allow maximum size serial packets.

2.2.2. Serial Port Raw/ASCII Interface

Serial Port Raw/
ASCII Serial Port 1 Serial Port 2 | Serial Port 3 Serial Port 4 | Access Rule
Addressing

Unit ID 255 (FF hex) 255 (FF hex) 255 (FF hex) 255 (FF hex) N/A
Receive Data 1000 (Base 0) |2000 (Base 0) |3000 (Base 0) {4000 (Base 0) Read Onl
Address 1001 (Base 1) |2001 (Base 1) |3001 (Base 1) (4001 (Base 1) y
Receive Data

1256 (Base 0 |2256 (Base 0) |3256 (Base 0) (4256 (Base 0) ;
sequenceNumber | 1557 (Base 1) (2257 (Base 1) |3257 (Base 1) |4257 (Base1) |Head/Write
Transmit Data 1300 (Base 0) |2300 (Base 0) |3300 (Base 0) (4300 (Base 0) Read/Write
Address 1301 (Base 1) |2301 (Base 1) |3301 (Base 1) [4301 (Base 1)
Transmit Data

1556 (Base 0) |2556 (Base 0) |3556 (Base 0) (4556 (Base 0) ;
S Read/Writ
Nurbar Address | 1557 (Base 1) |2557 (Base 1) |3557 (Base 1) (4557 (Base 1)  |"ooc /e

L 1600 (Base 0) |2600 (Base 0) |3600 (Base 0) (4600 (Base 0) ;

Statistics Address | 1651 (Bage 1) |2601 (Base 1) |3601 (Base 1) |4601 (Base 1) | ead/Write

I PEPPERL+FUCHS
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2.2.3. Ethernet Device Raw/ASCII Interface

Socket Port Raw
Data Addressing Socket Port 1 | Socket Port 2 | Socket Port 3 | Socket Port 4 | Access Rule
Unit ID 254 (FE hex) |254 (FEhex) |254 (FE hex) |254 (FE hex) N/A
Receive Data 1000 (Base 0) |2000 (Base 0) (3000 (Base 0) |4000 (Base 0) Read Onl
Address 1001 (Base 1) |2001 (Base 1) [3001 (Base 1) |4001 (Base 1) y
Receive Data
1256 (Base 0 |2256 (Base O (3256 (Base 0 |4256 (Base 0 :
aoquence NUmber 11257 (Base 1) |2257 (Base 1) |3257 (Base 1) |4257 (Base1) |Head/Write
Transmit Data 1300 (Base 0) |2300 (Base 0) |3300 (Base 0) |4300 (Base 0) Read/Write
Address 1301 (Base 1) |2301 (Base 1) [3301 (Base 1) |4301 (Base 1)
Transmit Data
1556 (Base 0) |2556 (Base 0) [3556 (Base 0) |4556 (Base 0) :
Egg?gsnsce Number 1557 (Base 1) |2557 (Base 1) |3557 (Base 1) |4557 (Base 1) Read/Write

2.2.4. Raw/ASCII Transfer Modes

The ICDM-RX/MOD supports two different raw/ASCIl message transfer modes. The default Data-Stream mode
is the traditional transfer mode that asynchronously transmits messages and returns received data/responses.
The Command/Response mode provides a synchronous transfer mode for sending and returning responses.

2.2.41.

Data-Stream Transfer Mode

The Data-Stream transfer mode is the default transfer mode that asynchronously transmits messages from all
Modbus and Application interfaces and returns received data/responses to all Modbus and Application
interfaces. This mode is typically used in installations that utilize only one controller and for receive-only devices
such as barcode scanners, RFID readers, weigh scales, and position encoders.

Raw/asCll
Device

ICDM-RXJMOD

Asynchronous Tx
Messages and Rx
Data/Responses

_—
-

Serial or Ethernet
TCPIP

WLhi
-

All Rx Data/Responses
—_——

Modbus Serial

Master(s)

Tx Massages

All Bx Data/Responses
B —

Serial

- |

-.—
Tx Messages

All Rx Data’/Responses
—_—

Modbus/TCP
-

Ethemet TCR/IF
-

~

Modbus/TCP
Master(s) or
Slave

e

Application{s)

Tx Messages

i |
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2.2.4.2. Command/Response Mode

The Command/Response mode provides the following functionality:

* A synchronous transfer mode for sending and returning responses from all Modbus and Application
Ethernet TCP/IP interfaces to serial and Ethernet TCP/IP devices.

e Only one command message is transmitted at a time. Command messages are queued if a command
message is active.

* Responses are routed only to the message sender.

* Responses are timed out and old responses, (ones not requested within a certain time frame), destined for
the Modbus interface are discarded.

* The expected response count is configurable. While this is typically one, some devices may return multiple
responses per message.

The Command/Response transfer mode is typically required in installations that require multiple controllers
sending raw/ASCIlI messages with expected responses, and it is desired that each controller only receive its
own responses.

11/4/20

ICDM-RXIMOD Modbus Sarial
Raw/AsCll . Only Rx Responses to Master(s)
Device s This Controdler's Tx
Synchranous Tx _ Messages
IMeszage and Rx = -
i eria |
Response Handling Tx Messages "\\
Seral or Ethernet
TCP/IP i
Modbus/TCP
Only Rx Responses (o Master(s) or
This Contraller's Tx Slave
crrca i Modbus/TCP :{
|
-—
Tx Messages
Only Ry Responses to Application(s)
This Coniroller's Tx =
Messages Ethernet TCR/IP
-
Tx Messages _ i

I3 PEPPERL+FUCHS

17



[ ]

2.2.5. Receive Data Message (Raw Data)

The following topics are discussed:

Format on Page 18
Communication Methodology (Receive Raw Data in Slave Mode) on Page 19
Communication Methodology (Receive Data Master Mode) on Page 19

2.2.5.1. Format

The Receive Data message for raw data contains a simple protocol including a sequence number, length and
serial data fields. The Modbus standard requires a WORD format.

The following table displays the format of the Receive Data message.

Name Data Type Data Value(s) Access Rule
Receive (ICDM-RX/MOD to PLC) message data Read only
Structure of:
Produced data sequence WORD 0-65535 (FFFF hex)
Data length (in bytes) WORD 0-246 (slave Rx mode)
Data array Array of WORD 1-1024 (serial Rx master)
1-2048 (Ethernet Rx master)

Receive messages have the following characteristics:

18

It returns all data in WORDs.
The ICDM-RX/MOD increments the sequence number when it returns new data.

The message received from the PLC determines the actual length of the Modbus message returned to the
PLC. (This is often greater than the length of the actual number of valid bytes in the Receive Data
Message.)

All unused bytes in a Modbus message returned to the PLC are filled with zeros.

The default order of the bytes is Least Significant Byte First. However, you can select the Rx MS Byte First
option in the web page to return bytes by Most Significant Byte First. For more information, see Rx MS
Byte First under Port Modbus Configuration (Raw/ASCII Only) Page on Page 45.
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2.2.,5.2. Communication Methodology (Receive Raw Data in Slave Mode)

Raw serial and/or
EtherNet device data is
returned in the response
to the Read Holding

Modbus Serial

RawfASCI Serial andior
Ethernet devices
Ry Data = Read Messages

Master

Registers message or,
optionally, the Read/
Write Multiple Register

{And/OR)

Rx Data Lo ,=. Read Responses E ! I
" ICDM-RX/MOD

message. The data is Modbus/TCP
requested by accessing Master(s)
the corresponding Rx Data = Read Messages

receive data address for

the desired port. Read Responses 5 al {

The following restrictions

apply to this method:
*  The Device Index must be 255 (FF hex) for raw/ASCII serial data and 254 (FE hex) for raw/ASCI| Ethernet
device data.

* The variable to receive the data on the PLC must be:
- Inthe 40xxxx address range. (For Modicon type PLCs.)
- An array of 16 bit words.

- Of sufficient size to contain the sequence number, length, and data field associated with the received
data structure. For more information, see the Receive Data Message (Raw Data) definition on Page 18.

* New data is indicated with an incremented sequence number.

The same data may be returned more than once. However, the same data packet is also return the same
sequence number.

* No data is indicated with a length of zero.

2.2.5.3. Communication Methodology (Receive Data Master Mode)

Raw serial and/or ,
Ethernet device data is ICDM-RX/MOD Modbus Serial
written to the PLC at the Raw/ASCI Serial andfor % = Slave
fi d add Ethernet devices i
configured address. ! Rx Data = Write Messages Fi
The following restrictions _ ! , —H|
apply to this method: Rules. . & Write Responses
. = (OR)
e The Device Index
must be configured Madst:;;i;rCP
for the target PLC. Rx Data = Write Messages - :
*  The variable to — ol {
receive the data on Write Responses I

the PLC must be:
- Inthe 40xxxx. (For Modicon type PLCs.)
- An array of 16 bit words.

- Of sufficient size to contain the sequence number, length, and data field associated with the received
data structure.

* New data is indicated with an incremented sequence number.
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2.2.6. Transmit Data Message (Raw Data)

The following topics are discussed:

Format on Page 20
Communication Methodology (Transmit Raw Data Slave Mode) on Page 21
Communication Methodology (Transmit Data Master Mode) on Page 21

2.2.6.1. Format

The Transmit Data message for raw data contains a simple protocol including a sequence number, length and
serial data fields. The Modbus standard requires a WORD format.

The following table displays the format of the Transmit Data message.

Name Data Type Data Value(s) Access Rule
Transmit (PLC to ICDM-RX/MOD) message data Read/Write
Structure of:
Produced data sequence WORD 0-65535 (FFFF hex)
Data length (in bytes) WORD 1-236 (Slave Tx Mode)
1-246 (Master Tx Mode)
Data array Array of WORD |0-65535

Transmit messages have the following characteristics:

It transfers all data in WORDs.

If the Disable Tx Sequence Number Check option is not selected, the sequence number must be
incremented when there is new data to transmit.

The data length field indicates the number of valid bytes contained in the message.
The actual length of a message received from the PLC may contain extra, unused data.
It ignores all unused bytes in a Modbus message.

The default order of the bytes is Least Significant Byte First. However, you can select the Tx MS Byte
First option in the web page to transmit bytes by Most Significant Byte First. For more information, see Tx
MS Byte First under Port Modbus Configuration (Raw/ASCII Only) Page on Page 45.

A request for the Transmit data returns the last transmit data message.
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2.2.6.2. Communication Methodology (Transmit Raw Data Slave Mode)

Raw serial and/or
EtherNet device data is
sent in the Write Multiple
Registers message or,
optionally, the Read/
Write Multiple Register
message. The data is
requested by accessing
the corresponding
transmit data address for
the desired port.

The following restrictions
apply to this method:

Raw/ASCI Serial andfor
Ethernet devices

ICDM-RXIMOD

Tx Data = Write Messages

Modbus Serial
Master

Wrile Responses

W o Tx Data

Tx Data = Write Messages

L

(And/OR)

Modbus/TCP
Master({s)

Write Responses

= sk

*  The Device Index must be 255 (FF hex) for raw/ASCII serial data and 254 (FE hex) for raw/ASCII Ethernet

device data.

e The variable to transmit the data on the PLC must be:
- Inthe 40xxxx address range. (For Modicon type PLCs.)

- Anarray of words.

- Of sufficient size to contain the sequence number, length, and data field associated with the transmit
data structure, typically 128 words. See Transmit Data Message (Raw Data) on Page 20 for more

information.

* Ifthe Disable Tx Sequence Number Check option is not selected, the sequence number must be
incremented when there is new data to transmit. The same transmit data message may be sent to the
ICDM-RX/MOD more than once. However, the data packet is only transmitted when a new sequence

number is received.

2.2.6.3. Communication Methodology (Transmit Data Master Mode)

Raw serial and/or
Ethernet transmit data is
polled from the PLC at
the configured address
and, when the ICDM-RX/
MOD receives a transmit
message with an
updated sequence
number, the data is
transmitted to the serial
or Ethernet device.

*  The following
restrictions apply to
this method:

, : ICDM-RX/MOD
Raw/ASCII Serial andlor 2 .

Ethernet devices
Tx Data = Read Messages

Modbus Serial
Slave

Read Responses

W e Tx Data

Tx Data = Read Messages

N

(OR)

Modbus/TCP
Slave

Read Responses

- ‘W{

e The Device Index must be configured for the target PLC.
e The variable to receive the data on the PLC must be:

- Inthe 40xxxx. (For Modicon type PLCs.)

- Anarray of 16 bit words.

- Of sufficient size to contain the sequence number, length, and data field associated with the transmit

data structure.

* The PLC indicates new data to transmit with an incremented sequence number. (The Disable Tx
Sequence Number Check option does not apply to fransmit data master mode.)

* The length indicates the number of bytes to transmit.
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*  The ICDM-RX/MOD expects the length parameter and data to transmit to be updated before the transmit
sequence number is incremented. Therefore, as soon as the ICDM-RX/MOD receives an incremented
transmit number, it transmits the data to the serial or Ethernet device.

2.2.7. Sequence Number Messages (Raw Data)

Read Holding Registers and Write Multiple Register messages can read and modify both receive and transmit
produced data sequence numbers. These are the same sequence numbers returned to the PLC in the Receive
Data Message and sent to the ICDM-RX/MOD in the Transmit Data message. Access to these sequence
numbers are provided primarily for initialization purposes at the start of the PLC program when you may want to
initialize the sequence numbers on the PLC, ICDM-RX/MOD or both.

2.3.1/0 Scanner (Raw Data)

The I/0O Scanner is an optional
PLC communications method  |Serial Device PLC
that is implemented on some Modbus/TCP

PLC programming software - ICOR MO

such as the Concept
programming package for use
with the Schneider Electric
Modicon PLCs. The I/O
Scanner provides a rather (Receive data
S|mp|e methOd that I’equu’eS returned in response
minimal programming effort. It Modbus/TCP IO Scanner Raw Data Flow Message?
automatically performs the
polling and transmitting of
data at set time intervals and typically utilizes the Read/Write multiple Registers message.

The following restrictions apply to this method:
* The Receive and Transmit mode for the serial and/or Ethernet device must both be set to Slave mode.

*  The Device Index must be 255 (FF hex) for raw/ASCII serial data and 254 (FE hex) for raw/ASCII Ethernet
device data.

* The variable to receive the data on the PLC must be:
- Inthe 40xxxx address range. (For Modicon type PLCs.)
- Anarray of words.

- Of sufficient size to contain the sequence number, length, and data field associated with the received
data structure, typically 128 words. For more information, see the Receive Data Message (Raw Data)
definition on Page 18.

* New received data is indicated with an incremented sequence number.

The same data may be returned more than once. However, the same data packet returns the same
sequence number.

* Noreceive data is indicated with a length of zero.

*  The variable to transmit the data on the PLC must be:
- Inthe 40xxxx address range. (For Modicon PLCs.)
- Anarray of words.

- Of sufficient size to contain the sequence number, length, and data field associated with the transmit
data structure, typically 128 words. See Transmit Data Message (Raw Data) on Page 20 for more
information.

(Data transmitted in
ReadAAfrite Multiple
Registers Message)

Serial Data

(Receive
Asynchronously)

74
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ICDM-RX/MOD Modbus/TCP Manual
Programming Interface

* If the Disable Tx Sequence Number Check option is not selected, the sequence number must be
incremented when there is new data to transmit.

The same transmit data message may be sent to the ICDM-RX/MOD more than once. However, the data
packet is only transmitted when a new sequence number is received.

*  The ICDM-RX/MOD should be reset before starting a PLC program using the I/O Scanner due to PLC
program execution scheduling. If the ICDM-RX/MOD is not reset, the sequence numbers may be out of
sync. This may result in receiving outdated serial data as well as an unexpected transmission of serial data.
A Transmit Unexpected Sequence Number error may also occur.

The following depicts a typical I/O Scanner screen.

Bl Fthernet / 1/0 Scanner
£3% Internet Address: [10.0.0.18 il Subnet biask: |265.255.0.0
" Use Bootp Serves i W
" Disable Ethermet i -
110 Scanner Configuration:
Master Madule (Slot), [171 CCC 960 30-/EC vI Copy | Cut | Paste | Import |
Health Block [1:/3x]: 300001 - 300004 Dete | Eil o | el |
I Diagnostic: Block [24/45]
Slave IP Address Unit 1D Health Timeout | Rep Rate Link Type Read Ref Masterl Head Ref Slave | Aead Length Last Value “wirite Fef Masterl Wwiite Ref Slave | Wirite: Lengthl Descnpm;‘
[ms) [mg] [Input] _[
[T fwaniz  [w] 25 w0 0Newa [v| @0 a@0m  f00RoHlat [v] 000 o0 100 wilelesdDeeeh
2 - - i = i
z ...... z . — z ............. i st z ............................
EH = S e e = L S R : 57 S S— — —
£ il [ [
B el [ [l
— - ;. ............ .;. ................ .; ................................ S —
— - ;. ............... I [ I N R _—
1 = [ [ . S [ N S S
I = I N SO ;. ..................... = I S I R
A i i T —— G R e L S
Om oF
ok Cancel Help
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2.4. Modbus/RTU and Modbus/ASCII To-Slaves Protocol Interface

The ICDM-RX/MOD provides access to serial Modbus/RTU and Modbus/ASCII slave devices via Modbus/TCP,
serial Modbus/RTU masters, and serial Modbus/ASCII masters. Modbus master messages are translated to
Modbus/RTU or Modbus/ASCIlI messages, devices are automatically located, and appropriate Modbus
responses are returned to the Modbus masters.

2.4.1. Communication Methodology

The ICDM-RX/MQOD translates Modbus master messages into Modbus/RTU or Modbus/ASCIl messages and
forwards them to slave devices attached to the Modbus/RTU or Modbus/ASCII slave serial ports. Each Modbus
message is transmitted and a response is expected. The ICDM-RX/MOD times out the Modbus/RTU or
Modbus/ASCIl messages if there is no response returned within the configured timeout period.

The following diagram displays the Modbus message transfer.

ICDM-RXIMOD
- Modbus/RTU
Modbus/ASCII t 1 Modbus Requests _ Master
Slave(s) ; -~ Serial ;ﬁ
Modbus Requests ] _— -
- Modbus Responses -\\\\
{or) Modbus Responses (or} Modbus/ASCI

b Master
Modbus/RTU G ﬁ i
Slave(s)
Modbus/TCP
LT -—— Modbus R e
ts
S —— Modbus/TCP ‘F i

—_—
Modbus Responses

The following apply to Modbus slaves serial ports.

e Allvalid Modbus master messages are translated to Modbus slave messages for serial port transmission.
*  Modbus slave devices are automatically located on a ICDM-RX/MOD 2-port or 4-port.

* Messages are timed out if no response is returned within the configured timeout period.

*  Appropriate Modbus responses are returned to the Modbus master.

* Broadcast Modbus messages, those with a unit identifier of zero, are transmitted out all Modbus slave
serial ports on the ICDM-RX/MQOD.

The following restrictions apply to the Modbus slave interface:

*  The ICDM-RX/MOD serves as a slave Modbus/TCP device, a master on Modbus To-Slaves serial ports,
and a slave on Modbus To-master serial ports.

e All Modbus slave devices attached to a ICDM-RX/MOD gateway (1, 2, or 4-port) must have unique Unit
Identifiers. Valid Unit Identifiers are 1 to 247 and the Broadcast Identifier is zero.

To communicate to Modbus slave device(s) through a ICDM-RX/MOD, perform the following steps.
1. Using the embedded web page, select the appropriate Port.

2. Under Serial Configuration, configure the serial port parameters such as the Mode, Baud rate, Data Bits,
and so forth.

3. Under General Protocol Settings, set the Select Serial Port Protocol to Modbus slave.
4. Under Modbus Slave Protocol Settings, set the Device Response Timeout to the desired value.
Note: 2- and 4-Port only: set the Lost Device Search Enable setting. For a discussion on this setting,
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see Modbus Slave Device Search Methodology on Page 25.

5. Inthe PLC program, address messages to the Modbus slave device using the IP Address of the ICDM-RX/
MOD and the Unit Identifier of the slave device(s).

2.4.2. Modbus Slave Device Search Methodology

Locating a Modbus slave device on a ICDM-RX/MOD 1-port is relatively simple. Either the Modbus slave device
is connected to the port or it is not. However, if more than one port is configured for Modbus slave on a ICDM-
RX/MOD 2- or 4-port, the device must be found. The following is an explanation of how the search algorithm
works on a ICDM-RX/MQOD 2- or 4-port.

Locating a Modbus slave device after a reboot or port reset:

When the ICDM-RX/MOD receives a message for a Modbus slave device for the first time since reboot or port
initialization, it transmits the Modbus slave message out all Modbus slave serial ports and wait for a response to
be returned. Once the response is returned, the device port is known and all messages sent to the device are
routed through the serial port.

Lost Devices:

Lost devices, or devices that time out, are a special case. The ICDM-RX/MOD provides two methods for
handling lost devices via the Lost Device Search Enable option on the web page.

* Disabling this option on a Modbus slave port:
- Prevents the ICDM-RX/MOD from searching for a lost device on other Modbus slave ports.
- Prevents lost devices known to have been on other ports from being searched for on this port.

Note: This is the recommended setting whenever it is desired to prevent timeout delays on other Modbus
slave ports in the event that a device times out.

*  Enabling this option on a Modbus slave port:

- Allows the ICDM-RX/MOD to search for lost devices on all Modbus slave ports with the Lost Device
Search Enable option turned on.

Note: This can be useful for locating devices if a device has been moved onto another port by moving
the serial cable or, perhaps, by moving the device onto a different Modbus slave serial loop.

- This causes timeout delays on all Modbus slave ports with the Device Search Enable option turned
on until the device is found.

2.5. Retrieve Statistics Message

The data returned from the Retrieve Statistics message contains various counters. The Retrieve Statistics
message formats the data into 32-bit integers and returns data in an array of WORDs. The first WORD contains
the most significant word and the second WORD contains the least significant word.

ICDM-RX/MOD
Stgtci’gtriﬁzsl\lllngdfl?l:stpr%P Serial Port 1 | Serial Port 2 | Serial Port 3 | Serial Port 4 Ag%?:s
Messages
Unit ID 255 (FF hex) |255 (FF hex) |255 (FFhex) |255 (FFhex) [N/A
L 1600 (Base 1) [2600 (Base 1) 3600 (Base 1) |4600 (Base 1)
Statistics Address Read Only
1599 (Base 0) (2599 (Base 0) (3599 (Base 0) |4599 (Base 0)

Note: Some Modicon PLC programming software, such as Concept, requires one to be added to the address
offset. This is because their address range begins at 40001, while the address range on the ICDM-RX/

MOD begins at zero.
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The following table displays the format of the Retrieve Statistics message.

Index Name Data Type | Data Value(s) Access Rule
1 Receive Byte Count UDINT  |O=default Read only
2 Receive Packet Count UDINT  |O=default Read only
3 |Transmit Byte Count UDINT  |O=default Read only
4 Transmit Packet Count UDINT  |[O=default Read only
5 Dropped Packet Count to PLC UDINT  |[O=default Read only
6 Parity Error Count UDINT  |[O=default Read only
7 Framing Error Count UDINT  |O=default Read only
8 Overrun Error Count UDINT  |O=default Read only
9 Unexpected Transmit Sequence Number errors UDINT  |O=default Read only
10 [Invalid Modbus/RTU Device Responses UDINT  |O=default Read only
11 |Modbus/RTU Device Timeouts UDINT  |O=default Read only
12 |Reserved UDINT |0 Read only

The Retrieve Statistics messages have the following characteristics.

Retrieve Statistics Message Description

Receive Byte Count

This attribute counts the number of bytes received on the serial port.

Receive Packet Count

This attribute counts the number of packets received on the serial port.

Transmit Byte Count

This attribute counts the number of bytes transmitted on the serial port.

Transmit Packet Count

This attribute counts the number of packets transmitted on the serial port.

Dropped Packet Count to PLC

This attribute counts the number of dropped receive packets on the serial
port intended for the PLC due to:

*  No STX byte(s) found

*  No ETX byte(s) found

e Time-outs

e Too large of packet

* Receive buffer queue overflows

Parity Error Count

This attribute counts the number of packets with parity errors received on
the serial port.

Framing Error Count

This attribute counts the number of packets with framing errors received
on the serial port.

Overrun Error Count

This attribute counts the number of packets with overrun type errors
received on the serial port.

Unexpected Transmit Sequence
Number Error Count

This attribute counts the number of Unexpected Transmit Sequence
Number errors. The ICDM-RX/MOD increments this number when it
receives a raw data transmit message with a sequence number that is not
equal to either the previous sequence number or the previous sequence
number plus one. (The ICDM-RX/MOD expects this sequence number to
be incremented by one with each new transmit message.)
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Programming Interface

Retrieve Statistics Message Description (Continued)

The number of invalid messages returned from Modbus/RTU devices on
this port. Such invalid responses could be the result of any or all of the
following:

Invalid Modbus/RTU Device * Invalid CRC

Responses e Invalid returned function code
* Invalid Unit Identifier

*  Duplicate Unit Identifier

; : The number of messages that timed out waiting for a response from a
Modbus/RTU Device Timeouts Modbus/RTU device on this port.

11/4/20
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3. Configuration Overview

The latest Modbus/TCP firmware should be installed before you configure network or serial/socket port
characteristics. For firmware installation and setup information, see the ICDM-RX Hardware Installation and
Configuration Manual or the PortVision DX help system.

Note: Modbus Router is loaded on the ICDM-RX/MOD by default. If necessary, contact Pepperl+Fuchs
Technical Support for the firmwatre.

Use the ICDM-RX/MOD Quick Start to locate detailed configuration procedures for your site. Use the following
chapters as a reference if you need information about specific fields. The ICDM-BRX/MOD Modbus/TCP Quick
Start is intended to provide you with a way to quickly configure the ICDM-RX/MOD for your devices.

3.1. Home Page

If you have not configured the network information into the ICDM-RX/MOD during initial setup, you must
configure the network information before configuring serial/socket port characteristics. Refer to the PortVision
DX help system for help configuring the network settings.

From PortVision DX, highlight the ICDM-RX/MOD that you want to configure and click Webpage or enter the IP
address of the ICDM-RX/MOD in the Address box of your web browser. The Home page displays.

COMTROL UGN Serial Ethernet Modbus MNetwork Diagnostics System Logout
ForpeisFadks

ICDM-RX Info

Firmware: Modbus/TCP 7.08
Device Name:
Type Code: ICDM-RX/MOD-2DB9/2R145
Article Number: 701000
Serial Number: 9560-065530
MAC Address: 00:c0:4e:47:ff:fa
System Uptime: 151 days 01:09:07

IP Config: Static
Address: 10.8.41.24
Netmask: 255.254.0.0
Gateway: 0.0.0.0

© Pepperl+Fuchs Comtrol, Inc.

Modbus/TCP Home Page

Firmware Modbus/TCP firmware version currently running on the ICDM-RX/MOD.

Device Name E}olg fcizgllr:jenter a Device Name in the Network | Configuration page, which will display in
Type Code This is the model name, which is also displayed at the top right of every page.

Article Number This is the part number of this ICDM-RX/MOD.
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Configuration Overview

Modbus/TCP Home Page (Continued)

Serial Number The ICDM-RX/MOD serial number.

This is the MAC address of this ICDM-RX/MOD, which is located on the compliance
MAC Address label on the ICDM-RX/MOD.
System Uptime Displays how long this ICDM-RX/MOD has been on-line since powered on or rebooted.
IP Config Type of IP configuration currently in use (static or DHCP).
IP Address, IP
Netmask, IP IP address, netmask, and gateway configured in the ICDM-RX/MOD.
Gateway

Use the appropriate chapter as a reference for the configuration options.

e Serial Menus on Page 38

*  Ethernet Menus on Page 55

*  Modbus Menus on Page 66

You can review the configuration pages and basic procedures in the following subsections.
e Serial Port - Configuration Overview

*  Ethernet Device - Configuration Overview on Page 34

11/4/20
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3.2. Serial Port - Configuration Overview

Use the following steps to access the serial port configuration pages.
1. Open the ICDM-RX/MOD web page using the IP address in your browser or PortVision DX.
2. Click the Serial menu. The Serial Port Overview page displays.

COMTROL

FapgorsFachs

Home [EUEINM Ethernet Modbus Network Diagnostics System Logout

Overview Port 1 Port 2

Serial Port Overview

This is the current configuration of the serial port(s). Select a serial port from the menu above to change the configuration.

Serial Port Settings
Port Name:
Port Mode:
Baud Rate:
Parity:
Data Bits:
Stop Bits:
Flow Control:
RS-485 Terminating Resistor:
DTR Mode:
Rx Timeout Between Packets (ms):
Discard Messages With Errors:
General Protocol Settings
Serial Port Protocol:
Modbus Slave and Raw/ASCII Data Device Settings
Response Timeout (ms):
Modbus Slave Settings
Lost Device Search Enable:
Raw/ASCII Data Control
Raw/ASCII Data Message Transfer Mode:
Cmd/Resp Age Time, Discard Responses After (sec):
Cmd/Resp Expected Responses Per Command:

Cmd/Resp Mode Response To Modbus/TCP Based On:

Serial Packet ID Settings
STX Rx Detect:
STX Rx (dec):
ETX Rx Detect:
ETX Rx (dec):

PLC Specific Settings
STX Tx Append:
STX Tx (dec):

Port 1

R5-232
230400
none

g

1

none
off

off
200

yes
Raw-Data
N/A

N/A
Data-Stream
N/A

N/A

N/A

none

none

none

Port 2

R5-232
9600
none

g

1

none
off

off
200

yes
Raw-Data
N/A

N/A
Data-Stream
N/A

N/A

N/A

one byte

2

one byte
3

none

© Pepperl+Fuchs Comtrol, Inc.
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Configuration Overview

3. Click the port number that you want to configure and the Serial Settings | Port Configuration page appears.

EEGEIN Ethernet Modbus  Network Diagnostics System Logout

Overview | Port 1| Port 2

Senzl Settings  Raw/ASCII Settings Modbus Settings  Filtering  Application Interface

Port 1 Serial Configuration

Serial Configuration General Protocol Settings
Port Name: I:I Serial Port Protocol: ‘ Raw-Data v|
Port Mode: ; ;

ort Mode Modbus Slave and Raw/ASCII Data Device Settings
Baud Rate: 230400 ~
Parity: Response Timeout (ms):
Data Bits: Modbus Slave Settings
Stop Bits:

g Lost Device Search Enable: []

Flow Control:

ES
<

RS-485 Terminating Resistor:
DTR Mode:

E
<

Rx Timeout Between Packets (ms): | 200
Discard Rx Pkts With Errors:

-I

— oo
[ clone settings to all serial ports

© Pepper+Fuchs Comtrol, Inc.

4. Change the serial port configuration properties (Page 38) as required for your site.
5. Click the Save button.
6. If desired, click the Raw/ASCII Settings menu (Page 42) and configure the settings for your site.

QQMTHOL EELEIN Ethernet Modbus Network Diagnostics System Logout

Overview | Port 1 Port 2

Serial Settings  Raw/ASCII Settings  Modbus Settings  Filtering  Application Interface

Port 1 Raw /ASCII Configuration

Raw/ASCII Data Control Serial Packet Identification

Raw/ASCII Data Message Transfer Mode: Data-Stream ~ STX (Start of Transmission) Rx Detect: Byte l:lil Byte 2:@ (dec)
Cmd/Resp Age Time, Discard Responses After (sec): ETX (End of Transmission) Rx Detect: Byte l:El Byte Z:D (dec)
Cmd/Resp Expected Responses Per Command: PLC Spedific Settings

Cmd/Resp Mode Response To Modbus/TCP Based On: | IP-Address ~
STX (Start of Transmission) Tx Append: Byte l:lil Byte 2:@ (dec)
ETX (End of Transmission) Tx Append: Byte l:lzl Byte 2:@ (dec)

Strip Rx STX/ETX:
Application Specific Settings

STX (Start of Transmission) Tx Append: Byte I:D Byte 2:@ (dec)
ETX (End of Transmission) Tx Append: Byte l:lil Byte 2:@ (dec)

Strip Rx STX/ETX: O

[J clone settings to all serial ports

@© PeppertFuchs Comtrol, Inc.

7. Click the Save button.

11/4/20
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Configuration Overview

8. Click Modbus Settings (Page 45) to configure Modbus for this ICDM-RX/MOD.

COM_TROL Home [ESGEIM Ethernet Modbus MNetwork Diagnostics System Logout

Overview

Port 1 Modbus Configuration (Raw/ASCII Only)

Serial Modbus Master and Modbus/TCP Interface Settings Modbus/TCP Master Rx/Tx Settings

Rx (To PLC) Transfer Mode: |Slave (PLC Polls) v| PLC IP Address:
Tx (From PLC) Transfer Mode: Slave (PLC Writes)  ~ PLC Device ID:

Maximum Rx Data Packet Size: 246 Disable Sequence Number/Length Header: []

Oversized Rx Packet Handling: Master Rx Mode Only

Rx MS Byte First: O

Tx MS Byte First: O PLC Rx Data Address (Base 1):

Disable Non-Filtered To PLC Rx Queue: [] Maximum PLC Update Rate (msec):

Disable Tx Sequence Number Check: [] Use Maximum Sized Modbus Messages: []

Master Tx Mode Only

PLC Tx Data Address (Base 1):
PLC Tx Poll Rate (msec): 100

PLC Tx Poll Message Length (bytes): D
Tx Sequence Number Syncing Enable: |

PLC Tx Consumed Seq Nbr Address (Base 1):

@© Pepperl+Fuchs Comtrol, Inc.

9. Make the changes for your site and click the Save button.

11/4/20
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10. If required for your site, click Filtering and change the filtering configuration (Page 48) to meet your needs.

COMTROL Home BEELEIN Ethernet Modbus Network Diagnostics System
PargotsFacha

Overview | Port 1 Port 2

Serial Settings  Raw/ASCII Settings Modbus Settings  Filtering  Application Interface

Port 1 Filtering/Data Extraction Configuration (Raw/ASCII Only)

Advanced Configuration

O serial Number
[ Encoding/Numbering

[ serial Number

To PLC Filter Mode: [off ~|

To PLC Filter Options (RFID Only): [ Antenna I Filter value

To PLC Filter Options (RFID/Barcode): O company [ product/Location
To Application Filter Mode: |DfF v|

To Application Filter Options (RFID Only): O antenna O Filter value

To Application Filter Options (RFID/Barcode): [ company [ Product/Location
RFID Antenna Grouping:
RFID Reader Interface Type:
Barcode UPC/EAN Standard 12-14 Digit Format: |N0ne v|
Barcode UPC/EAN Eight Digit Format: |N0ne v|
Filter Age Time (Time filtered after last read): |D | (min) |D | (sec) |1DD
Discard Unrecognized Data (RFID/Barcode): Off v

[ Encoding/Numbering

Save

11. Click the Save button when you have completed the changes.

© Pepper+Fuchs Comtrol, Inc.

12. If required for your site, click Application Interface and change the configuration (Page 52) to meet your

needs.

COMTROL Home REUEIR Ethernet Modbus Network Diagnostics System

Overview  Port 1 Port 2

Serial Settings Raw/ASCII Settings Modbus Settings Filtering  Application Interface

Port 1 Application TCP Configuration (Raw/ASCII Only)

Advanced Configuration Application Rx Packet ID Settings

Enable: O Rx Timeout Between Packets (ms): D

Listen: O STX (Start of Transmission) Rx Detect: | none |Byte 2:[0 | (dec)
Listen Part: 8200 ETX (End of Transmission) Rx Detect: |none |Byte 2:[0 | (dec)

Connect To Mode:
Connect Port:

Connect IP Address:
Disconnect Mode:

Idle Timeout (ms): D

Save

13. Click the Save button when you have completed the changes.

I3 PEPPERL+FUCHS
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3.3. Ethernet Device - Configuration Overview

Use the following overview to configure an Ethernet device.
Click the Ethernet menu. The Ethernet Device Overview page displays.

1.

COMTROL Home Serial ESGEIGEIE Modbus
Poppoaraa
Overview  Device 1 Device 2

Network Diagnostics

System

Logout

Ethernet Device Overview

This is the current configuration of the Ethernet device socket ports. Select an Ethernet device from the menu above to change the

configuration.

Device TCP Connection Configuration
Device Name:
Enabled:
Listen:
Listen Port:
Connect To Mode:
Connect Port
Connect to IP address:
Disconnect Mode:
Idle timeout (ms):
RX timeout between packets (ms):
Raw /ASCII Data Control
Raw/ASCII Data Message Transfer Mode:
Cmd/Resp Age Time, Discard Responses After (sec):
Cmd/Resp Expected Responses Per Command:

Cmd/Resp Mode Response To Modbus/TCP Based On:

Socket Packet ID Settings
STX Rx Detect:
STX Rx (dec):
ETX Rx Detect:
ETX Rx (dec):
PLC Specific Settings
STX Tx Append:
STX Tx (dec):
ETX Tx Append:
ETX Tx (dec):
Strip Rx STX/ETX chars:

Serial Modbus Master and Modbus/TCP Interface Settings

Rx (To PLC) Transfer Mode:
Tx (From PLC) Transfer Mode:

Mavimnm Ry Nata Pacrket Siza-

Device 1

no
no
8000
Newver
8010
0.0.0.0
Newver

Data-Stream
N/A
N/A
N/A

none

none

none
none

no

Slave (PLC Polls)

Slave (PLC Writes)
4R

Device 2

no
no
8001
Newver
8011
0.0.0.0
Never

Data-Stream

N/A
N/A
N/A

none

none

none

none

no

Slave (PLC Polls)
Slave (PLC Writes)

4R

© Pepperl+Fuchs Comtrol, Inc.

2. Click the appropriate Device number to access the Device Interface Configuration page for that port.
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Configuration Overview

3. Change the socket configuration properties (Page 56) as required for you site.

COM (0] Home Serial QSGEGEE Modbus Network Diagnosti System Logout

Overview | Dewice 1 Device 2

Device 1 Interface Configuration

Socket Configuration

Device Name:

Enable:
Listen:
Listen Port: 8000
Connect To Mode: Never
Connect Port: 8010

Connect IP Address:
Disconnect Mode:
Idle Timer {ms):

Rx Timeout Between Packets (ms):

ﬂﬂiillltI DH
8|2

<

il ‘

Save

© Pepperl+Fuchs Comtrol, Inc.

4. Click the Save button after completing the changes.
5. If necessary, click Raw/ASCII Settings.

COMTROL Home Serial JSOBPNENE Modbus Network Diagnostics Logout

Overview | Device 1 Device 2

Socket Connection  Raw/ASCII Setfings Modbus/TCP Settings  Filtering  Application Interface

Device 1 Raw/ASCII Configuration

Raw/ASCII Data Control Device Socket Packet ID Settings

Raw/ASCII Data Message Transfer Mode: Data-Stream ~ STX (Start of Transmission) Rx Detect: Byte I:D Byte 2:@ (dec)
Cmd/Resp Response Timeout (ms): 200 ETX (End of Transmission) Rx Detect: Byte I:D Byte 2:|E| (dec)
Cmd/Resp Age Time, Discard Responses After (sec):

PLC Specific Settings
Cmd/Resp Expected Responses Per Command:

Cmd/Resp Mode Response To Modbus/TCP Based On: | IP-Address ~ STX (Start of Transmission) Tx Append: Byte 11@ Byte Z:EI (dec)
ETX (End of Transmission) Tx Append: Byte I:El Byte Z:El (dec)

Strip Rx STX/ETX Chars: O
Application Specific Settings

STX (Start of Transmission) Tx Append: Byte I:El Byte Z:El (dec)
ETX (End of Transmission) Tx Append: Byte I:D Byte 2:@ (dec)

Strip Rx STX/ETX: ]

- -
[ Clone settings to all Ethernet devices

@ Pepper+Fuchs Comtrol, Inc.

6. Update the settings (Page 58) to meet your site requirements.
7. Click the Save button after completing the changes.
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Configuration Overview

8. Click Modbus/TCP Settings to configure Modbus/TCP for this ICDM-RX/MOD.

COMTROL Home Serial [EROEGEE Modbus Network Diagnostics System Logout

Overview Device 2

Device 1 Modbus Configuration

Serial Modbus Master and Modbus/TCP Interface Settings Modbus/TCP Master Rx/Tx Settings

Rx (To PLC) Transfer Mode: Slave (PLC Polls) ~ PLC IP Address: 0.0.0.0
Tx (From PLC) Transfer Mode: Slave (PLC Writes)  ~ PLC Device 1ID:
Maximum Rx Data Packet Size: 246 Disable Sequence Number/Length Header: []
Oversized Rx Packet Handling: Master Rx Mode Only

Rx MS Byte First: O

Tx MS Byte First: 0 PLC Rx Data Address (Base 1):
Disable Non-Filtered To PLC Rx Queue: [] Maximum PLC Update Rate (msec):
Disable Tx Sequence Number Check: [] Use Maximum Sized Modbus Messages: []

Master Tx Mode Only

PLC Tx Data Address (Base 1):
PLC Tx Poll Rate (msec): 100

PLC Tx Poll Message Length (bytes): D
Tx Sequence Number Syncing Enable: O

PLC Tx Consumed Seq Nbr Address (Base 1):

© Pepper+Fuchs Comtrol, Inc.

9. Make the necessary changes (Page 61) for your environment and then click Save.
10. If required for your site, click the Filtering menu.

11/4/20
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Configuration Overview

11. Change the parameters (Page 64) to meet your needs.

Home Serial QSGEGEIE Modbus Logout

Overview | Device 1 Device 2

Socket Connection  Raw/ASCII Settings  Modbus/TCP Settings  Filtering  Application Interface

Device 1 Modbus Configuration

Serial Modbus Master and Modbus/TCP Interface Settings Modbus/TCP Master Rx/Tx Settings

Rx {To PLC) Transfer Mode: Slave (PLC Polls) ~ PLC IP Address: 0.0.0.0
Tx (From PLC) Transfer Mode: Slave (PLC Writes) PLC Device ID:
Maximum Rx Data Packet Size: 246 Disable Sequence Number/Length Header: [
Oversized Rx Packet Handling: Master Rx Mode Only

Rx MS Byte First: (]

Tx MS Byte First: O PLC Rx Datz Address (Base 1):
Disable Non-Filtered To PLC Rx Queue: [] Maximum PLC Update Rate (msec):
Disable Tx Sequence Number Check: [] Use Maximum Sized Modbus Messages: []

Master Tx Mode Only

PLC Tx Data Address (Base 1):
PLC Tx Poll Rate {msec): 100

PLC Tx Poll Message Length (bytes): D
Tx Sequence Number Syncing Enable: O

PLC Tx Consumed Seq Nbr Address (Base 1):
En

© Pepperl+Fuchs Comtrol, Inc.

12. Click the Save button.
13. If required, click the Application Interface option.
14. Make the necessary changes (Page 65) for your site.

QQM_TROL Home Senal E=RoEGEid Modbus Network Diagnostics Logout

Overview | Device 1 | Device 2

Socket Connection Raw/ASCII Settings Modbus/TCP Settings  Filtering  Application Interface

Device 1 Application TCP Configuration

Advanced Configuration Application Rx Packet ID Settings

Enable: O Rx Timeout Between Packets (ms): D

Listen: O STX (Start of Transmission) Rx Detect: [none ~|Byte 1:[0 | Byte 2:0 | (dec)
Listen Port: 8100 ETX (End of Transmission) Rx Detect: |none v|Byte 1:[0 |Byte 2:[0 | (dec)
e

Connect Port:

Connect IP Address:
Disconnect Mode:

Idle Timeout {ms): D

e

© Pepper+Fuchs Comtrol, Inc.

15. Click the Save button.
16. Repeat the previous steps for each serial port and Ethernet device.
17. Go to Programming the PLC via Concept on Page 97 to complete the ICDM-RX/MOD installation.
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4,

Serial Menus

This chapter provides detailed information about the following web serial configuration pages:

Serial Port Overview Page on Page 39

Port Serial Configuration Page on Page 40

Port Raw/ASCII Configuration Page on Page 42

Port Modbus Configuration (Raw/ASCII Only) Page on Page 45

Port Filtering/Data Extraction Configuration (Raw/ASCII Only) Page on Page 48
Application TCP Configuration (Raw/ASCII Only) Page on Page 52

Note: The Diagnostics menu is discussed in Diagnostic Menus on Page 78.
The latest Modbus/TCP firmware must be installed before you should configure serial port characteristics.

Use the ICDM-RX/MOD Modbus/TCP Quick Start to locate configuration procedures for your site and use this
chapter as a reference if you need information about specific fields. The Quick Start is intended to provide you
with a way to quickly configure ICDM-RX/MOD for your devices.
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Serial Menus

4.1. Serial Port Overview Page

You can access the Serial Port Overview page by clicking the Serial menu. This page provides an overview of
all of the serial settings on the serial configuration pages.

Home [EUEINM Ethernet Modbus Network Diagnostics System Logout

Port 1 Port 2

Serial Port Overview

This is the current configuration of the serial port(s). Select a serial port from the menu above to change the configuration.

11/4/20

Serial Port Settings Port 1 Port 2
Port Name:
Port Mode: R5-232 R5-232
Baud Rate: 230400 9600
Parity: none none
Data Bits: 8 8
Stop Bits: 1 1
Flow Control: none none
RS-485 Terminating Resistor: off off
DTR Mode: off off
Rx Timeout Between Packets (ms): 200 200
Discard Messages With Errors: yes yes
General Protocol Settings
Serial Port Protocol: Raw-Data Raw-Data
Modbus Slave and Raw/ASCII Data Device Settings
Response Timeout (ms): N/A N/A
Modbus Slave Settings
Lost Device Search Enable: N/A N/ A

Raw/ASCII Data Control
Raw/ASCII Data Message Transfer Mode:

Data-Stream

Data-Stream

Cmd/Resp Age Time, Discard Responses After (sec): N/A N/A
Cmd/Resp Expected Responses Per Command: N/ A N/A
Cmd/Resp Mode Response To Modbus/TCP Based On: N/A N/A
Serial Packet ID Settings
STX Rx Detect: none one byte
STX Rx (dec): 2
ETX Rx Detect: none one byte
ETX Rx (dec): 3
PLC Specific Settings
STX Tx Append: none none
STX Tx (dec): i

I3 PEPPERL+FUCHS
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4.2. Port Serial Configuration Page

Access the Port Serial Configuration page by clicking Serial IPort | Serial Settings to configure serial port
characteristics for the device that you plan on connecting to the port.

COMTROL

Home [RSEUEIN Ethernet Modbus Network Diagnostics System Logout

Overview | Port 1 Port 2

Serial Settings

Raw/ASCII Settings Modbus Settings  Filtering  Application Interface

Port 1 Serial Configuration

Serial Configuration General Protocol Settings

Port Name:
Port Mode:
Baud Rate:
Parity:
Data Bits:
Stop Bits:

Flow Control:

RS-485 Terminating Resistor:

DTR Mode:

Serial Port Protocol: | Raw-Data ~

R5-232 Modbus Slave and Raw/ASCII Data Device Settings

230400 ~

none ~ Response Timeout (ms):

Modbus Slave Settings

Lost Device Search Enable: []
none ~

off ~

b I I
‘ <«
<

Rx Timeout Between Packets (ms):

Discard Rx Pkts With Errors:

- . 5o
[ clone settings to all serial ports

© Pepperl+Fuchs Comtrol, Inc.

Port Serial Configuration Page
Up to 80 character ASCII string. A user definable string used to describe the serial

Port Name interface. Valid characters include a-z, A-Z, 0-9, underscores, spaces and dashes. All

other characters are discarded. The default name is blank.

Port Mode Select the communications mode for the serial device that you are connecting to the port.

The available modes are RS-232, RS-422, and RS-485.
Baud Rate Select a baud rate from the list. The baud rate that you select determines how fast
information is transferred through a port.
Select a method for error checking.
* None - When the parity is set to none, there is no parity bit, and ICDM-RX/MOD does
not perform parity checking.

Parity * 0Odd - Indicates that the sum of all the 1-bits in the byte plus the parity bit must be odd.
When the total is odd, the parity bit is set to zero, when it is even, the parity bit is set to
one.

* Even - When the sum of all the 1-bits is even, the parity bit must be set to zero; when it
is odd, the parity bit must be set to one.

Data Bits Select the number of bits that make up the data. Choose from 5, 6, 7 or 8-bits.

Stop Bits Select the number of bits to mark the end of data transmission.

40
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Port Serial Configuration Page (Continued)

Specifies the ability to start and stop the flow of data without the loss of bytes. Select a
method for controlling the flow of data from the following list:

* None - Indicates flow control is not in affect.
° RTS/CTS - Request To Send (RTS) tells the receiving device that the sending device

Flow Control has data that is ready to send and Clear To Send (CTS) indicates the device is ready
to accept data.
*  XON/XOFF - When selected, applies the standard method of controlling data flow
between two modems.
e Half Duplex - Transmits data in half-duplex mode.
Select the state of Data Terminal Ready (DTR).
* on-Enables DTR.
DTR Mode .
e off - Disables DTR.
* WhenEnabled - Select this option when enabling the serial port through the PLC.
Specifies the following information, once the start of a packet is received:
Rx Timeout *  How long the ICDM-RX/MOD should wait (in milliseconds) before timing-out, if the

Between Packets
(ms)

ETX Rx Detect length is one byte or two bytes and the ETX byte(s) are not received.

*  The time to wait in milliseconds between serial packets if the ETX Rx Detect length is
set to none.

Discard Rx Pkts
with Errors

By default, this box is checked and the ICDM-RX/MOD discards serial packets with
errors. Clear the check box when you need to receive a serial packet with errors to
troubleshoot an issue.

Clone settings to
all ports

Selecting this option before selecting Save applies these settings to all of the serial ports.

General Protocol Settings

Serial Port
Protocol

This is the serial port protocol.
* If you select Raw-Data, the port receives raw/ASCII type data.

e Ifyouselect Modbus/RTU-to-Slaves, the serial port operates in Modbus/RTU slave(s)
mode.

* If you select Modbus/ASCII-to-Slaves, the serial port operates in to Modbus/ASCII
slave(s) mode.

* If you select Modbus/RTU-to-Master, the serial port operates in to Modbus/RTU
master mode.

e If you select Modbus/ASCII-to-Master, the serial port operates in to Modbus/ASCII
master mode.

Modbus Slave and Raw/ASCII Data Device Settings

Response
Timeout (Ms)

Modbus Slave and Raw-Data Command/Response mode timeout setting. The ICDM-RX/
MOD waits for the response(s) until this time has elapsed before transmitting another
message. The default is 250 ms.

Modbus Slave Settings

Lost Device
Search Enable
(2- and 4-port,
only)

If this is set, lost devices that were on this Modbus to-slave port is searched for on other
Modbus to-slave ports that also have this option set. For a discussion of this setting, see
Modbus Slave Device Search Methodology on Page 25.

I PEPPERL+FUCHS

41



4.3. Port Raw/ASCII Configuration Page

Access the Port Raw/ASCII Configuration page by clicking Serial | Port | Raw/ASCII Settings.

COMTROL Home JEEUEN Ethernet Modbus Network Diagnostics System Logout
et

Overview | Port 1| Port 2

Serial Settings  Raw/ASCII Settings Modbus Settings  Filtering  Application Interface

Port 1 Raw/ASCII Configuration

Raw/ASCII Data Control Serial Packet Identification

Raw/ASCII Data Message Transfer Mode: STX (Start of Transmission) Rx Detect: Byte I:D Byte Z:D (dec)
Cmd/Resp Age Time, Discard Responses After (sec): ETX (End of Transmission) Rx Detect: Byte I:D Byte Z:D (dec)
Cmd/Resp Expected Responses Per Command: PLC Specific Settings

Cmd/Resp Mode Response To Modbus/TCP Based On: | IP-Address v
STX (Start of Transmission) Tx Append: Byte I:D Byte Z:El (dec)
ETX (End of Transmission) Tx Append: Byte I:E Byte 2:@ (dec)

Strip Rx STX/ETX:

Application Specific Settings

STX (Start of Transmission) Tx Append: Byte I:D Byte Z:El (dec)
ETX (End of Transmission) Tx Append: Byte I:E Byte 2:@ (dec)

Strip Rx STX/ETX: O

—
[0 cClone settings to all serial ports

© PepperH+Fuchs Comtrol, Inc.

Port Raw/ASCII Configuration Page

Raw/ASCII Data Control

If you select Data-Stream (default), the serial port operates in Data-Stream mode, see

Raw-Data Data-Stream Transfer Mode on Page 16.
Message Transfer ) ,
Mode If you select Command/Response, the serial port operates in Command/Response

mode, see Command/Response Mode on Page 17.

Cmd/Resp Age The Age Time, or elapsed time, when responses destined for Modbus interface(s) are

Time, Discard discarded. This typically occurs when a Modbus controller stops communicating and
Responses After |leaves a response in the response queues.
(seconds) The default is 10 seconds.
Cmd/Resp
Expected The number of responses expected for each transmitted command. The default is 1
Responses Per P P ) '
Command

Method or returning responses to Modbus/TCP interfaces.

e If you select IP-Address (default), all responses are returned to the IP-Address of
Cmd/Resp Mode the original command was received from. This may the same or different TCP
Response TO ConneCtion.
Modbus/TCP * If you select TCP-Connection, all responses are returned to the same TCP
Based On connection the original command was received from.

Note: TCP-Connection is typically required when multiple controllers are

communicating from the same PLC or computer.
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Port Raw/ASCII Configuration Page (Continued)

Serial Packet Identification

STX (Start of
Transmission)
Rx Detect

When enabled, the ICDM-RX/MOD detects an STX (start of transmission) byte
sequence which is configured as one byte or two bytes when it receives a serial
packet.

The length indicates the number of STX bytes, valid values for length are:

* none - Disables this function and the ICDM-RX/MOD accepts the first byte received
after the last ETX byte(s) as the start of the next data packet.

* one byte - Scans serial data for one STX byte and when the ICDM-RX/MOD finds
an STX byte it collects the data. If the first byte is not the STX byte, it discards the
byte. The ICDM-RX/MOD continues to discard the bytes until it finds an STX byte.

¢ two bytes - Scans serial data for two STX bytes and when the ICDM-RX/MOD finds
two STX bytes it collects the data. If the STX bytes cannot be found, it discards the
bytes. The ICDM-RX/MOD continues to discard the bytes until it finds the two STX
bytes.

Byte 1 - Specifies the character that represents the first STX byte. The ICDM-RX/MOD
looks for this character in the first STX byte, if the length is one byte or two bytes. You
can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the character that represents the second STX byte. The ICDM-RX/
MOD looks for this character in the second STX byte, only if the length is two bytes.
You can specify a value between 0 and 255 in decimal format.

ETX (End of
Transmission)
Rx Detect

When enabled, the ICDM-RX/MOD detects an ETX (end of transmission) byte
sequence that is configured as one byte or two bytes marking the end of the serial
packet.

The length indicates the number of ETX bytes, valid values for length are:

* none - Disables this function and the ICDM-RX/MOD uses the Rx Timeout Between
Packets to indicate the end of data packet.

e one byte - Scans serial data for one ETX byte and when the ICDM-RX/MOD finds
the ETX byte, it identifies the data as a serial packet.

¢ two bytes - Scans serial data for two ETX bytes and when the ICDM-RX/MOD finds
the ETX bytes, it identifies the data as a serial packet.

Byte 1 - Specifies the character to scan for in the first ETX byte, if the length is one byte
or two bytes. You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the character to scan for in the second ETX byte, if the length is two
bytes. You can specify a value between 0 and 255 in decimal format.

Discard Rx Pkts
with Errors

By default, this box is checked and the ICDM-RX/MOD discards serial packets with
errors. Clear the check box when you need to receive a serial packet with errors to
troubleshoot an issue.
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Port Raw/ASCII Configuration Page (Continued)

PLC Specific Settings and Application Specific Settings Options
When enabled, the ICDM-RX/MOD appends an STX (start of transmission) byte
sequence which is configured as one byte or two bytes to the beginning of the serial
packet before it is sent.
The length indicates the number of STX bytes, values for length are:
° none - Disables this function.

STX Tx Append one byte - Inserts one STX byte before the data.
* two bytes - Inserts two STX bytes before the data.
Byte 1 - Specifies the transmit character associated with the first STX byte, if the length
is one byte or two bytes. You can specify a value between 0 and 255 in decimal
format.
Byte 2 - Specifies the transmit character associated with the second STX byte, if the
length is two bytes. You can specify a value between 0 and 255 in decimal format.
When enabled, the ICDM-RX/MOD appends an ETX (end of transmission) byte
sequence which is configured as one byte or two bytes to the end of the serial packet
before it is sent.
The length indicates the number of ETX bytes, valid values for length are:
° none - Disables this function.

ETX Tx Append one byte - Inserts one ETX byte at the end of the data.
* two bytes - Inserts two ETX bytes at the end of the data.
Byte 1 - Specifies the transmit character associated with the first ETX byte, if the length
is set to one byte or two bytes. You can specify a value between 0 and 255 in decimal
format.
Byte 2 - Specifies the transmit character associated with the second ETX byte, if the
length is two bytes. You can specify a value between 0 and 255 in decimal format.
When you select this check box, the ICDM-RX/MQOD strips STX/ETX characters from
received serial packets. Clear the check box when you do not want the ICDM-RX/MOD
to strip STX/ETX characters from received serial packets.

Strip Rx STX/ETX |Serial Packets sent from the PLC or application to the ICDM-RX/MOD (over Ethernet),
and then sent out the serial port, are not checked for STX/ETX.
No STX/ETX character stripping occurs in these serial packets, and framing/parity/
overrun error checking does not apply.
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4.4. Port Modbus Configuration (Raw/ASCII Only) Page

Access the Port Modbus Configuration (Raw/ASCII Only) page by clicking Serial | Port | Modbus Settings.

: OMTROL Home RECELEM Ethernet Modbus MNetwork Diagnostics System Logout
o

reetsFuchs
Overview | Port 1 Port 2

Serial Settings Raw/ASCII Settings Modbus Settings  Filtering  Application Interface

Port 1 Modbus Configuration (Raw/ASCII Only)

Serial Modbus Master and Modbus/TCP Interface Settings Modbus/TCP Master Rx/Tx Settings

Rx (To PLC) Transfer Mode: Slave (PLC Polls) ~ PLC IP Address: 0.0.0.0
Tx (From PLC) Transfer Mode: Slave (PLC Writes)  ~ PLC Device ID:
Maximum Rx Data Packet Size: 246 Disable Sequence Number/Length Header: []
Oversized Rx Packet Handling: Master Rx Mode Only

Rx MS Byte First: O

Tx MS Byte First: O PLC Rx Data Address (Base 1):
Disable Non-Filtered To PLC Rx Queue: [] Maximum PLC Update Rate (msec):
Disable Tx Sequence Number Check: [] Use Maximum Sized Modbus Messages: []

Master Tx Mode Only

PLC Tx Data Address (Base 1):
PLC Tx Poll Rate (msec): 100

PLC Tx Poll Message Length (bytes): D
Tx Sequence Number Syncing Enable: O

PLC Tx Consumed Seq Nbr Address (Base 1):
e

© Pepper+Fuchs Comtrol, Inc.

The following table also provides supporting information for the Device Modbus Configuration page that is
found under Ethernet | Device | Modbus/TCP Settings.

Note: (Raw-Data Only) displays on the serial version of the Modbus configuration pages.

Port Modbus Configuration (Raw/ASCII Only) Page

Serial Modbus Master and Modbus/TCP Interface Settings

Specifies the Modbus/TCP raw-data receive data transfer mode to the PLC. There
are three possible settings.

* Slave (PLC Polls) — The PLC polls the ICDM-RX/MOQOD for received data by
sending read requests on a continual basis.

Master (Write to PLC) — The ICDM-RX/MOD writes received data into the
specified PLC address using write messages.

e  Off — Received data is not sent to the PLC.
The default is Slave Mode.

Rx (To PLC) Transfer
Mode

Note: Slave (PLC Polls) must be selected to interface to serial Modbus masters.
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Port Modbus Configuration (Raw/ASCIl Only) Page (Continued)

Tx (From PLC) Transfer
Mode

Specifies the Modbus/TCP raw-data transmit data transfer mode to the PLC. There
are three possible settings.

* Slave (PLC Writes) — The PLC sends write messages to transmit data. A
message received with an incremented sequence number indicates new data

to send, unless the Disable Tx Sequence Number Check option is selected.

Master (Poll the PLC) — The ICDM-RX/MOD sends read messages to poll
the PLC at the specified address, rate, and message length. A message
received with an incremented sequence number indicates new data to send,
unless the Disable Tx Sequence Number Check option is selected.

e Off — Transmit data is not accepted from the PLC.
The default is Slave Mode.

Note: Slave (PLC Writes) must be selected to interface to serial Modbus masters.

Maximum Rx Data Packet
Size

Specifies the maximum acceptable size of a received serial or Ethernet packet.
Default is 246 bytes. Maximums, Slave Receive mode = 246, Serial receive master
mode=1518, Ethernet receive master mode = 2048.

Oversized Rx Packet
Handling

Specifies how to process oversized received packets.

* Truncate - truncate the packet to the Maximum Rx Data Packet Size.
*  Drop —drop the packet.

Default = Truncate

Rx MS Byte First

When you select this check box, the ICDM-RX/MOD receives the Most Significant
(MS) byte of a WORD first. This check box is clear by default. Clear the check box
when you need to receive the Least Significant (LS) byte of a WORD first.

Tx MS Byte First

This check box is clear by default. When you select this check box, ICDM-RX/
MOD transmits the Most Significant (MS) byte of a WORD first. Clear the check
box when you need to transmit the Least Significant (LS) byte of a WORD first.

Disable Non-Filtered To
PLC Rx Queue

If filtering is disabled, only the last message received is sent to the PLC.
This box is clear by default.

Disable Tx Sequence
Number Check

Controls the transmit sequence number checking.

* |If selected, the transmit sequence number checking is disabled. All transmit
messages are transmitted if the sequence number has been incremented or
not.

* If not selected, the sequence number is checked and the message only is
transmitted if the sequence number has been updated.

Default is Not selected.

Modbus/TCP Master Rx/Tx Settings

PLC IP Address

Specifies the PLC IP Address of the PLC for operating in either Receive or
Transmit Master mode.

PLC Device ID

Specifies the PLC Device ID of the PLC for operating in either Receive or Transmit
Master mode. The default is 1.

Disable Sequence
Number/Length Header

The data is transmitted without the 4 byte header (sequence number and data
length).
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Port Modbus Configuration (Raw/ASCIlI Only) Page (Continued)

Master Rx Mode Only

PLC Rx Data Address

Specifies the PLC address to write the received data at while operating in the
Master Receive Transfer mode. The data area must be comprised of 16 bit words
and large enough to contain the largest possible received message plus two 16 bit
words for the sequence and length parameters.

The address is base 1. Therefore, if your address scheme starts at zero, you need
to add one to your address.

Maximum PLC Update
Rate

The maximum rate (or minimum time interval) in milliseconds that messages are
sent to the PLC in the Master Receive Transfer mode. This setting configures the
ICDM-RX/MOD to space the messages to the PLC in order to prevent overrunning
of data before the PLC can process it.

Use Maximum Sized
Modbus Messages

Controls the size of Modbus/TCP messages used to write to the Modbus/TCP
slave device.

* If selected, maximum sized Modbus messages of 242 bytes per message.
* If not selected, Modbus messages of no more than 200 bytes are used.
The default is Not selected.

Note: This option only takes affect when large messages are received. Selecting
this option may decrease the number of messages sent to the Modbus/
TCP slave, thereby reducing network traffic and latency. However, not all
Modbus/TCP slaves support maximum sized Modbus messages. So, this
setting must be tested with the Modbus/TCP slave to ensure operability

Master Tx Mode Only

PLC Tx Data Address

Specifies the PLC address to request transmit data messages while operating in
the Master Transmit Transfer mode. The data area must be comprised of 16 bit

words and contain a sequence number, length, and data to transmit. An updated
sequence number indicates new data to transmit. Therefore, the length and data
must be written to the transmit data area before updating the sequence number.

The address is base 1. Therefore, if your address scheme starts at zero, you need
to add one to your address.

PLC Tx Poll Rate

Specifies the rate, in milliseconds, that the ICDM-RX/MOD polls the PLC for
transmit data. The default is 100ms

PLC TX Poll Message
Length (bytes)

Specifies the length, in bytes, of the transmit message the ICDM-RX/MOD
requests from the PLC. This must be large enough to contain the largest size data
packet plus four bytes for the sequence number and length fields. Any extra bytes
received from the PLC are ignored. The default is 250 bytes

Tx Sequence Number
Syncing Enable

If the Tx (From PLC) Transfer Mode is operating in Master (Poll the PLC); this
specifies whether or not to enable synchronizing transmit data messages between
the PLC and the ICDM-RX/MOD. This setting is clear by default.

PLC Tx Consumed
Sequence Number
Address

Specifies the PLC memory address at which the ICDM-RX/MOD writes the
transmit consumed sequence number. This memory address must point to a 16-bit
word and, like the other address definitions, is base 1. When the Tx Produced
Sequence Number (at the PLC Tx Data Address) and this consumed sequence
number are equal, the ICDM-RX/MOD has transmitted the last message and is
ready for the next transmit message.
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4.5. Port Filtering/Data Extraction Configuration (Raw/ASCII Only) Page

Access the Port Filtering/Data Extraction Configuration (Raw/ASCII Only) page by clicking Serial | Port | Filter
or Ethernet | Device | Filter.

The options on this page are the same as the Device Filtering/Data Extraction Configuration page that is
accessed by clicking Ethernet | Device | Filtering.

COMTROL Home BEELEIM Ethernet Modbus Network Diagnostics System Logout

Overview  Port 1 Port 2

Serial Settings  Raw/ASCII Settings Modbus Settings  Filtering  Application Interface

Port 1 Filtering/Data Extraction Configuration (Raw/ASCII Only)

Advanced Configuration

To PLC Filter Mode: [off ~|
To PLC Filter Options (RFID Only): [ antenna [ Filter value [ serial Number
To PLC Filter Options (RFID/Barcode): O company [ Product/Location [ Encoding/Numbering
To Application Filter Mode: |OfF v|
To Application Filter Options (RFID Only): [ antenna O Filter value [ serial Number
To Application Filter Options (RFID/Barcode): [] company [ Product/Location [ Encoding/Numbering
RFID Antenna Grouping:
RFID Reader Interface Type:
Barcode UPC/EAN Standard 12-14 Digit Format: |N0ne v|
Barcode UPC/EAN Eight Digit Format: |N0ne v|
Filter Age Time (Time filtered after last read): |D | (min) |D | (sec) |1DD | (msec)
Discard Unrecognized Data (RFID/Barcode): Off ~

Save

© Pepperl+Fuchs Comtrol, Inc.

Port Filtering/Data Extraction Configuration (Raw/ASCII Only)

Defines the filter/data extraction mode to be employed on data to be sent to
the PLC.

*  Off

*  String (128 char max) - Raw/ASCII data is filtered up to 128 characters
(or bytes) in length.

* RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats
is filtered, the associated parameters are extracted, and the extracted
data and RFID tag are sent to the PLC in a specified format.

° Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN
formats is filtered, the associated parameters are extracted, and the
extracted data and barcode are sent to the PLC in a specified format.

To PLC Filter Mode
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Port Filtering/Data Extraction Configuration (Raw/ASCIl Only) (Continued)

To PLC Filtering Options (RFID
Only)

Defines the RFID filtering criteria to the PLC. If an option is enabled, it is
used to decide when an RFID tag can be filtered or sent to the PLC.

* Antenna - Include the antenna number in the filtering criteria. This is data
from the RFID reader and not from the RFID tag itself.

*  Filter Value - Include the filter value in the filtering criteria, which is part
of the RFID tag data.

* Serial Number - Include the serial number in the filtering criteria, which is
part of the RFID tag data.

To PLC Filtering Options
(RFID/Barcode)

Defines the RFID filtering criteria and the barcode filtering criteria to the
application. If an option is enabled, it is used to decide when a valid RFID tag
or barcode can be filtered or sent to the PLC.

* Company - Include the company code in the filtering criteria, which is
part of the RFID tag or barcode data.

* Product/Location - Include the product/location code in the filtering
criteria, which is part of the RFID tag or barcode data.

* Encoding/Numbering - Include the encoding/numbering code in the
filtering criteria, which is part of the RFID tag or barcode data.

To Application Filter Mode

The filter/data extraction mode to be employed on data to be sent to the
application.

e Off

e String (128 char max) - Raw/ASCII data is filtered up to 128 characters
(or bytes) in length.

* RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats
are filtered, the associated parameters are extracted, and the extracted
data and RFID tag are sent to the application in a specified format.

* Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN
formats is filtered, the associated parameters are extracted, and the
extracted data and barcode are sent to the application in a specified
format.

Note: The application filter mode can be set independently of the PLC
filtering mode. The only exceptions are:

e Ifthe PLC filter mode is set to RFID, the application filter mode
cannot be set to Barcode.

e Ifthe PLC filter mode is set to Barcode, the application filter mode
cannot be set to RFID.

To Application Filtering Options
(RFID Only)

Defines the RFID filtering criteria to the application. If an option is enabled, it
is used to decide when an RFID tag can be filtered or sent to the PLC.

* Antenna - Include the antenna number in the filtering criteria. This is data
from the RFID reader and not part of the RFID tag.

*  Filter Value - Include the filter value in the filtering criteria, which is part
of the RFID tag data.

e Serial Number - Include the serial number in the filtering criteria, which is
part of the RFID tag data.
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Port Filtering/Data Extraction Configuration (Raw/ASCIl Only) (Continued)

To Application Filtering Options
(RFID/Barcode)

Defines the barcode filtering criteria and part of the RFID filtering criteria to
the application. If an option is enabled, it is used to decide when a valid RFID
tag or barcode can be filtered or sent to the application.

* Company - Include the company code in the filtering criteria, which is
part of the RFID tag or barcode data.

°  Product/Location - Include the product/location code in the filtering
criteria, which is part of the RFID tag or barcode data.

* Encoding/Numbering - Include the encoding/numbering code in the
filtering criteria, which is part of the RFID tag or barcode data.

RFID Antenna Grouping

This setting is applicable only to RFID filtering and only if the antenna filtering
option is enabled. It allows the ICDM-RX/MOD to filter RFID tags based on
antenna groupings. The possible groupings are:

Setting Group 1 Group 2 Group 3 Group N
Antennas Antennas Antennas Antennas

None 1 2 3 4

Groups of Twos 1,2 3,4 5,6 Etc.
Groups of Threes 1,2,3 4,5,6 7,8,9 Etc.
Groups of Fours 1,2,3,4 5,6,7,8 9,10,11,12 Etc.

First Two Only 1,2 3 4 N+1

First Three Only 1,2,3 4 5 N+2

RFID Reader Interface Type

Defines the expected RFID data format to be used while operating in the
RFID filtering mode. Each Reader Interface Type is unique and pertains to
the RFID reader manufacturer. If a different RFID reader is to be used and it
provides a similar format to any of the RFID readers listed below, it can also
be used in the RFID filtering mode.

* Unspecified - The ICDM-RX/MOD assumes a HEX ASCII format and
attempts to locate the antenna number.

* Alien (Text Mode) - Specifies the Alien RFID reader Text Mode.
* Alien (Terse Mode) - Specifies the Alien RFID reader Terse Mode.

* Intermec (Hex ASCII Mode) - Specifies the Intermec reader returning
data in the Hex ASCII Mode.

See the ICDM-RX/EN and ICDM-RX/MOD with Modbus/TCP Filtering and
Data Extraction Reference Manual (https://www.pepperl-fuchs.com) for
further details.
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Port Filtering/Data Extraction Configuration (Raw/ASCIl Only) (Continued)

Barcode Formats:

UPC/EAN Standard 12-14 Digit

UPD/EAN Eight Digit

Defines barcode format to be used for both standard and eight digit UPC
labels. The term standard refers to UPC-A, EAN-13, JAN, and EAN-14
barcodes which all have ten company/product digits.

The standard and eight digit formats are selected independently and each
operates independently. Barcode filtering/data extraction does not function if
no format is selected.

Format Numbering Company Product Check
Standard Formats
None N/A N/A N/A N/A
Company-5/ Product-5 1-3 5 5 1
Company-6/ Product-4 1-3 6 4 1
Company-7/ Product-3 1-3 7 3 1
Company-8/ Product-2 1-3 8 2 1
mpany-9/ Pr t-1 1-3 9 1 1
Eight Digit F [
EAN-8 Number-2/Product 5 2 0 5 1
EAN-8 Number-3/Product 4 3 0 4 1

UPC-E

See the ICDM-RX/EN and ICDM-RX/MOD with Modbus/TCP Filtering and
Data Extraction Reference Manual (https://www.pepperl-fuchs.com) for
further details.

Filter Age Time (Time filtered
after last read)

Defines the time a filter string, RFID tag, or barcode continues to be filtered
after the last time it was received.

If an entry is received before the Filter Age Time has passed, the entry is
filtered and the data is not sent to the PLC and/or application. However, if the
Filter Age Time has passed, it passes filtering and be sent to the PLC and/or
application.

Discard Unrecognized Data
(RFID/Barcode)

Specifies what to do with unrecognized RFID or barcode data.
e Off - Sends unrecognized data to the PLC and/or application.

* To-PLC - Discards unrecognized data to the PLC. Allows sending of
unrecognized data to the application.

* To-Application - Discards unrecognized data to the application. Allows
sending of unrecognized data to the PLC.

* To-PLC/Application - Discards unrecognized data to both the PLC and
application.
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4.6. Application TCP Configuration (Raw/ASCIl Only) Page

Access the Port Application TCP Configuration (Raw/ASCII Only) page by clicking Serial | Port | Application
Interface.

The options on the Device Application TCP Configuration page that is accessed by clicking Ethernet | Device |
Application Interface are the same.

COMTROL Home EEEUEIM Ethernet Modbus Network Diagnostics System Logout

Overview  Port 1 Port 2

Serial Settings  Raw/ASCII Settings Modbus Settings  Filtering  Application Interface

Port 1 Application TCP Configuration (Raw/ASCII Only)

Advanced Configuration Application Rx Packet ID Settings

Enable: O Rx Timeout Between Packets (ms): D

Listen: O STX (Start of Transmission) Rx Detect: [none ~|Byte 1[0 | Byte 2:[0 | (dec)
Listen Port: ETX (End of Transmission) Rx Detect: |none ~|Byte 1:[0 | Byte 2:[0 | (dec)

Connect To Mode:
Connect Port:

Connect IP Address:
Disconnect Mode:

Idle Timeout (ms): EI

Save

© PepperH+Fuchs Comtrol, Inc.

Note: The following image shows both Serial device and Ethernet device connections to an application.

Port Application TCP Configuration (Raw/ASCII Only) Page

Enables/disables the Application Socket Interface. Enabling this function allows an
application to be connected to the device serial/socket port.

If both the PLC an
a;&icatign a?ea d serialor ICDM-RXIMOD PLC

connected to the Ethernet Device o e
device serial/ t o 10 4
socket port, both "'——"

Enable can transmit to and Serialor

receive data from Ethernet TCF/IF
the serial/socket

port. However, the :
PLC and P
application cannot

I |

Ethemeal TCP/IP

communicate ' ﬂ'g»‘_'
directly to each

other.

Enabling this setting allows the application to connect to the ICDM-RX/MOD via an
Ethernet TCP/IP socket.

* Not selected - Disables listening and the ICDM-RX/MOD does not accept
connection attempts.

* Selected - Enables listening and the ICDM-RX/MOD accepts connection
attempts from the specified Listen Port.

Listen

52 F3 PEPPERL+FUCHS

11/4/20



11/4/20

Port Application TCP Configuration (Raw/ASCIlI Only) Page (Continued)

Listen Port

The socket port number on the ICDM-RX/MOD the application connects to if the
Application Listen Enable is selected.

Connect To Mode

Specifies if and how the ICDM-RX/MOD attempts to connect to the application at the
specified Connect IP Address and Connect Port.

* Never - The ICDM-RX/MOD does not attempt to connect to the application.

* Connect-Always - The ICDM-RX/MOD attempts to connect to the application
until a connection is made.

* Connect-On-Data - The ICDM-RX/MOD does not attempt to connect to the
application until there is data to send to the application. Once data is received from
the serial/socket device, the ICDM-RX/MOD attempts to connect to the
application until a connection is made.

Connect Port

The application socket port number the ICDM-RX/MOD connects to if the Application
Connect To Mode is set to either Connect-Always or Connect-On-Data.

Connect IP Address

The application IP address the ICDM-RX/MOD connects to if the Application
Connect To Mode is set to either Connect-Always or Connect-On-Data.

Disconnect Mode

Controls if and how the ICDM-RX/MOD disconnects from an application.
* Never - The ICDM-RX/MOD does not disconnect from the application.

* Idle - The ICDM-RX/MOD disconnects when there has been no transmit or
received data between the serial/socket device and application for a specified Idle
Timer period.

Idle Timer

The idle timeout period in milliseconds that is used if the application Disconnect Mode
is set to Idle.

Application Rx Packet ID Settings

Rx Timeout Between
Packets

Specifies the following information, once the start of the packet is received:

*  How long the ICDM-RX/MOD should wait (in milliseconds) before timing-out, if the
ETX Rx Detect length is one byte or two bytes and the ETX byte(s) are not
received.

e The time to wait in milliseconds between Ethernet packets if the ETX Rx Detect
length is set to none.

STX (Start of
Transmission) Rx
Detect

When enabled, the ICDM-RX/MOD detects an STX (start of transmission) byte
sequence which is configured as one byte or two bytes when it receives an Ethernet
packet. The length indicates the number of STX bytes, valid values for length are:

* none - Disables this function and the ICDM-RX/MOD accepts the first byte
received after the last ETX byte(s) as the start of the next Ethernet packet.

* one byte - Scans Ethernet data for one STX byte and when the ICDM-RX/MOD
finds an STX byte it collects the data. If the first byte is not the STX byte, it discards
the byte. The ICDM-RX/MOD continues to discard the bytes until it finds an STX
byte.

* two bytes - Scans Ethernet data for two STX bytes and when the ICDM-RX/MOD
finds two STX bytes it collects the data. If the STX bytes cannot be found, it
discards the bytes. The ICDM-RX/MOD continues to discard the bytes until it finds
the two STX bytes.

Byte 1 - Specifies the character that represents the first STX byte. The ICDM-RX/
MOD looks for this character in the first STX byte, if the length is one byte or two
bytes. You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the character that represents the second STX byte. The ICDM-RX/
MOD looks for this character in the second STX byte, only if the length is two bytes.
You can specify a value between 0 and 255 in decimal format.
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Port Application TCP Configuration (Raw/ASCII Only) Page (Continued)

When enabled, the ICDM-RX/MOD detects an ETX (end of transmission) byte
sequence that is configured as one byte or two bytes marking the end of the Ethernet
packet. The length indicates the number of ETX bytes, valid values for length are:

* none - Disables this function and the ICDM-RX/MOD uses the Rx Timeout
Between Packets to indicate the end of data packet.

ETX (End of * one byte - Scans Ethernet data for one ETX byte and when the ICDM-RX/MOD

Transmission) Rx finds the ETX byte, it identifies the data as an Ethernet packet.

Detect »  two bytes - Scans Ethernet data for two ETX bytes and when the ICDM-RX/MOD

finds the ETX bytes, it identifies the data as an Ethernet packet.
Byte 1 - Specifies the character to scan for in the first ETX byte, if the length is one byte
or two bytes. You can specify a value between 0 and 255 in decimal format.
Byte 2 - Specifies the character to scan for in the second ETX byte, if the length is two
bytes. You can specify a value between 0 and 255 in decimal format.
54
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5. Ethernet Menus

The following Ethernet menus are discussed in this chapter.

e Ethernet Device Overview Page on Page 55
*  Device Interface Configuration Page on Page 56

e Device Raw/ASCII Configuration Page on Page 58

*  Device Modbus Configuration Page on Page 61

*  Device Filtering/Data Extraction Configuration Page on Page 64

*  Application TCP Configuration on Page 65

5.1. Ethernet Device Overview Page

When you select the Ethernet menu, the Ethernet Device Overview page displays, which displays the

configured Ethernet settings.

: COMTROL Home Serial BSGEGEE Modbus Network Diagnostics System Logout
PorcetiFaia

Overview | Device 1 Device 2

Ethernet Device Overview

This is the current configuration of the Ethernet device socket ports. Select an Ethernet device from the menu above to change the

configuration.

Device TCP Connection Configuration
Device Name:
Enabled:
Listen:
Listen Port:
Connect To Mode:
Connect Port
Connect to IP address:
Disconnect Mode:
Idle timeout (ms):
RX timeout between packets (ms):
Raw /ASCII Data Control
Raw/ASCII Data Message Transfer Mode:
Cmd/Resp Age Time, Discard Responses After (sec):
Cmd/Resp Expected Responses Per Command:
Cmd/Resp Mode Response To Modbus/TCP Based On:
Socket Packet ID Settings
STX Rx Detect:
STX Rx (dec):
ETX Rx Detect:
ETX Rx (dec):
PLC Specific Settings
STX Tx Append:
STX Tx (dec):
ETX Tx Append:
ETX Tx (dec):
Strip Rx STX/ETX chars:
Serial Modbus Master and Modbus/TCP Interface Settings
Rx (To PLC) Transfer Mode:
Tx (From PLC) Transfer Mode:

Maximum R¥ Nata Packet Size-

I3 PEPPERL+FUCHS

Device 1

no

no
8000
Mever
8010
0.0.0.0
Mever
0

0

Data-Stream
N/A
N/A
N/A

none

none

none
none

no

Slave (PLC Polls)

Slave [PLC Writes)
246

Device 2

no

no
8001
MNever
8011
0.0.0.0
Mever
0

0

Data-Stream
N/A
N/A
N/A

none

none

none
none

no

Slave (PLC Polls)

Slave (PLC Writes)
246 d
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5.2. Device Interface Configuration Page

Access the Device Interface Configuration page by clicking Ethernet | Device | Socket Connection.
The following table provides information about the options on this page.

Q‘QMTROL Home

Serial PSGEGETE Modbus MNetwork Diagnostics System Logout

Overview Device 1 Device 2

Socket Connection  Raw/ASCII Settings  Modbus/TCP Settings  Filtering  Application Interface

Device 1 Interface Configuration

Socket Configuration

Device Name:
Enable:

Listen:

Listen Port:
Connect To Mode:
Connect Port:
Connect IP Address:
Disconnect Mode:
Idle Timer (ms):

Rx Timeout Between Packets (ms):

8000
Never
8010
0.0.0.0

Never -

Save

TR
Rl

© Pepper+Fuchs Comtrol, Inc.

Device Interface Configuration Page

Device Name

A user definable string used to describe the serial interface. Valid characters
include a-z, A-Z, 0-9, underscores, spaces and dashes. All other characters are
discarded. Up to 80 character ASCII string. The default is blank.

This setting enables/disables the Device Ethernet Device. Enabling this function
allows an Ethernet TCP/IP device to be connected to a PLC and/or application. If
both the PLC and application are connected to the device, both can transmit to
and receive data from the device socket port. However, the PLC and application
cannot communicate directly to each other.

Raw/ASCII Ethernet MadbusTCP PLC
Device ICDM-RE/MOD  10dbus/RTU Serial Master(s)
Ethemst TOPAP - we Modbus/ASCI Senal Master(s) " ; .
Enable =y E - -
Application(s)
Ethernet TCP/IP

SEEES
L ruigrn |
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Device Interface Configuration Page (Continued)

Enabling this setting allows the device to connect to the ICDM-RX/MOD via an
Ethernet TCP/IP socket.

* Not selected - Disables listening; the ICDM-RX/MOD does not accept

Listen connection attempts.
* Selected - Enables listening; the ICDM-RX/MOD accepts connection
attempts from the specified Listen Port.
Listen Port This is the socket port number on the ICDM-RX/MOD the application connects to if

the Device Listen Enable is selected.

Connect To Mode

This setting specifies if and how the ICDM-RX/MOD attempts to connect to the
device at the specified Connect IP Address and Connect Port.

* Never - The ICDM-RX/MOD does not attempt to connect to the device.

e Connect-Always - The ICDM-RX/MOD attempts to connect to the device
until a connection is made.

* Connect-On-Data - The ICDM-RX/MOD does not attempt to connect to the
device until there is data to send to the device. Once data is received for the
device, the ICDM-RX/MOD attempts to connect to the device until a
connection is made.

Connect Port

The device socket port number the ICDM-RX/MOD connects to if the Device
Connect To Mode is set to either Connect-Always or Connect-On-Data.

Connect IP Address

The device IP address the ICDM-RX/MOD connects to if the Device Connect To
Mode is set to either Connect-Always or Connect-On-Data.

Disconnect Mode

This setting specifies if and how the ICDM-RX/MOD disconnects from the device.
* Never - The ICDM-RX/MOD does not disconnect from the device.

e Idle - The ICDM-RX/MOD disconnects when there has been no transmit or
received data between the device and PLC/application for a specified Idle
Timer period.

Idle Timer

The idle timeout period in milliseconds that is used if the Device Disconnect
Mode is set to Idle.

Rx Timeout Between
Packets

Specifies the following information, once the start of a packet is received:

*  How long the ICDM-RX/MOD should wait (in milliseconds) before timing-out, if
the ETX Rx Detect length is one byte or two bytes and the ETX byte(s) are not
received.

e The time to wait in milliseconds between Ethernet packets if the ETX Rx
Detect length is set to none.
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5.3. Device Raw/ASCII Configuration Page

Access the Device Raw/ASCII Configuration page by clicking Ethernet | Device | Raw ASCII Settings.

3 COMTROL Home Serial BSOEGEIE Modbus Network Diagnostics System Logout
FomporFacks

Overview [Dewice 1 Device 2

Socket Connection  Raw/ASCII Settings  Modbus/TCP Settings  Filtering  Application Interface

Device 1 Raw/ASCII Configuration

Raw/ASCII Data Control Device Socket Packet ID Settings

Raw/ASCII Data Message Transfer Mode: Data-Stream ~ STX (Start of Transmission) Rx Detect: Byte I:D Byte Z:D (dec)

Cmd/Resp Response Timeout (ms): 200 ETX (End of Transmission) Rx Detect: Byte I:D Byte 2:@ (dec)

Cmd/Resp Age Time, Discard Responses After (sec): PLC Specific Settings

Cmd/Resp Expected Responses Per Command:

Cmd/Resp Mode Response To Modbus/TCP Based On: | IP-Address ~ STX (Start of Transmission) Tx Append: Byte 1:D Byte 2:D (dec)
ETX (End of Transmission) Tx Append: Byte 1:@ Byte 2:@ (dec)
Strip Rx STX/ETX Chars: (]

Application Specific Settings

STX (Start of Transmission) Tx Append: Byte 1:@ Byte 2:@ (dec)
ETX (End of Transmission) Tx Append: Byte 1:E| Byte 2:E| (dec)

Strip Rx STX/ETX: O

.
[J clone settings to all Ethernet devices

@© Pepperl+Fuchs Comtrol, Inc.

The following table discusses options on this page.

Device Raw/ASCII Configuration Page

Raw/ASCII Data Control

If you select Data-Stream (default), the serial port operates in Data-Stream
Raw-Data Message mode, see Data-Stream Transfer Mode on Page 16.

Transfer Mode If you select Command/Response, the serial port operates in Command/
Response mode, see Command/Response Mode on Page 17.

The Command/Response mode response timeout setting. The ICDM-RX/
Cmd/Resp Response MOD waits for the response(s) until this time has elapsed before transmitting
Timeout another message.

The default is 200 msec.
The Age Time, or elapsed time, when responses destined for Modbus

girgge/lqudesR%sAgc?n-giens]?&fter interface(s) are discarded. This typically occurs when a Modbus controller stops
P communicating and leaves a response in the response queues. The defaultis 10
(seconds) seconds.
Cmd/Resp Expected ;
Responses Per ;I;h1e number of responses expected for each transmitted command. The default
Command )
58
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Device Raw/ASCII Configuration Page (Continued)

Cmd/Resp Response To
Modbus/TCP Based On

Method for returning responses to Modbus/TCP interfaces.

e Ifyou select IP-Address (default), all responses are returned to the IP-
Address the original command was received from. This may the same or
different TCP connection.

* If you select TCP-Connection, all responses are returned to the same TCP
connection the original command was received from.

Note: TCP-Connection is typically required when multiple controllers are
communicating from the same PLC or computer.

Device Socket Packet ID Settings

STX (Start of
Transmission) Rx Detect

When enabled, the ICDM-RX/MOD detects an STX (start of transmission) byte
sequence which is configured as one byte or two bytes when it receives an
Ethernet packet. The length indicates the number of STX bytes, valid values for
length are:

* none - Disables this function and the ICDM-RX/MOD accepts the first byte
received after the last ETX byte(s) as the start of the next Ethernet packet.

* one byte - Scans Ethernet data for one STX byte and when the ICDM-RX/
MOD finds an STX byte it collects the data. If the first byte is not the STX
byte, it discards the byte. The ICDM-RX/MOD continues to discard the bytes
until it finds an STX byte.

* two bytes - Scans Ethernet data for two STX bytes and when the ICDM-RX/
MOD finds two STX bytes it collects the data. If the STX bytes cannot be
found, it discards the bytes. The ICDM-RX/MOD continues to discard the
bytes until it finds the two STX bytes.

Byte 1 - Specifies the character that represents the first STX byte. The ICDM-
RX/MOD looks for this character in the first STX byte, if the length is one byte or
two bytes. You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the character that represents the second STX byte. The
ICDM-RX/MOD looks for this character in the second STX byte, only if the length
is two bytes. You can specify a value between 0 and 255 in decimal format.

ETX (End of
Transmission) Rx Detect

When enabled, the ICDM-RX/MOD detects an ETX (end of transmission) byte
sequence that is configured as one byte or two bytes marking the end of the
Ethernet packet. The length indicates the number of ETX bytes, valid values for
length are:

* none - Disables this function and the ICDM-RX/MOD uses the Rx Timeout
Between Packets to indicate the end of data packet.

* one byte - Scans Ethernet data for one ETX byte and when the ICDM-RX/
MOD finds the ETX byte, it identifies the data as an Ethernet packet.

* two bytes - Scans Ethernet data for two ETX bytes and when the ICDM-RX/
MOD finds the ETX bytes, it identifies the data as an Ethernet packet.

Byte 1 - Specifies the character to scan for in the first ETX byte, if the length is
one byte or two bytes. You can specify a value between 0 and 255 in decimal
format.

Byte 2 - Specifies the character to scan for in the second ETX byte, if the length
is two bytes. You can specify a value between 0 and 255 in decimal format.
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Device Raw/ASCII Configuration Page (Continued)

PLC Specific Settings and Application Specific Settings

When enabled, the ICDM-RX/MOD appends an STX (start of transmission) byte
sequence which is configured as one byte or two bytes to the beginning of the
Ethernet packet before it is sent. The length indicates the number of STX bytes,
values for length are:

° none - Disables this function.
* one byte - Inserts one STX byte before the data.

STXTx Append «  two bytes - Inserts two STX bytes before the data.
Byte 1 - Specifies the transmit character associated with the first STX byte, if the
length is one byte or two bytes. You can specify a value between 0 and 255 in
decimal format.
Byte 2 - Specifies the transmit character associated with the second STX byte, if
the length is two bytes. You can specify a value between 0 and 255 in decimal
format.
When enabled, the ICDM-RX/MOD appends an ETX (end of transmission) byte
sequence which is configured as one byte or two bytes to the end of the
Ethernet packet before it is sent. The length indicates the number of ETX bytes,
valid values for length are:
° none - Disables this function.
* one byte - Inserts one ETX byte at the end of the data.

ETX Tx Append » two bytes - Inserts two ETX bytes at the end of the data.

Byte 1 - Specifies the transmit character associated with the first ETX byte, if the
length is set to one byte or two bytes. You can specify a value between 0 and
255 in decimal format.

Byte 2 - Specifies the transmit character associated with the second ETX byte, if
the length is two bytes. You can specify a value between 0 and 255 in decimal
format.

Strip Rx STX/ETX

When you select this check box, the ICDM-RX/MOD strips STX/ETX characters
from received Ethernet packets. Clear the check box when you do not want the
ICDM-RX/MOD to strip STX/ETX characters from received Ethernet packets.

Packets sent from the PLC to the ICDM-RX/MOD (over Ethernet), and then sent
out the Ethernet port, are not checked for STX/ETX. No STX/ETX character
stripping occurs in these Ethernet packets.
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5.4. Device Modbus Configuration Page

Access the Device Modbus Configuration page by clicking Ethernet | Device | Modbus Settings.

QQMTROL Home

Serial PSGEGEIE Modbus Metwork Diagnostics System Logout

Overview | Device 1 Device 2

Socket Connection  Raw/ASCII Settings Modbus/TCP Settings  Filtering  Application Interface

Device 1 Modbus Configuration

Serial Modbus Master and Modbus/TCP Interface Settings Modbus/TCP Master Rx/Tx Settings

Rx (To PLC) Transfer Mode: Slave (PLC Polls) ~ PLC IP Address: 0.0.0.0
Tx (From PLC) Transfer Mode: Slave (PLC Writes) PLC Device ID:
Maximum Rx Data Packet Size: 246 Disable Sequence Number/Length Header: []
Oversized Rx Packet Handling: Master Rx Mode Only

Rx MS Byte First: [

Tx MS Byte First: O PLC Rx Data Address (Base 1):
Disable Non-Filtered To PLC Rx Queue: [] Maximum PLC Update Rate (msec):
Disable Tx Sequence Number Check: [] Use Maximum Sized Modbus Messages: []

Master Tx Mode Only

PLC Tx Data Address (Base 1):
PLC Tx Poll Rate (msec): 100

PLC Tx Poll Message Length (bytes): D
Tx Sequence Number Syncing Enable: O

PLC Tx Consumed Seq Nbr Address (Base 1):

Save

© Pepperl+Fuchs Comtrol, Inc.

The following table provides information about the options on this page.

Device Modbus Configuration Page

Serial Modbus Master and Modbus/TCP Interface Settings

Rx (To PLC) Transfer
Mode

Specifies the Modbus/TCP raw-data receive data transfer mode to the PLC. There
are three possible settings.

e Slave (PLC Polis) — The PLC polls the ICDM-RX/MOD for received data by
sending read requests on a continual basis.

* Master (Write to PLC) — The ICDM-RX/MOD writes received data into the
specified PLC address using write messages.

*  Off — Received data is not sent to the PLC.
The default is Slave Mode.
Note: Slave (PLC Polls) must be selected to interface to serial Modbus masters.
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Device Modbus Configuration Page (Continued)

Tx (From PLC) Transfer
Mode

Specifies the Modbus/TCP raw-data transmit data transfer mode to the PLC. There
are three possible settings.

* Slave (PLC Writes) — The PLC sends write messages to transmit data. A
message received with an incremented sequence number indicates new data to
send, unless the Disable Tx Sequence Number Check option is selected.

Master (Poll the PLC) — The ICDM-RX/MOD sends read messages to poll the
PLC at the specified address, rate, and message length. A message received

with an incremented sequence number indicates new data to send, unless the

Disable Tx Sequence Number Check option is selected.

e Off - Transmit data is not accepted from the PLC.
The default is Slave Mode.
Note: Slave (PLC Writes) must be selected to interface to serial Modbus masters.

Maximum Rx Data Packet
Size

Specifies the maximum acceptable size of a received serial or Ethernet packet.
Default is 246 bytes. Maximums, Slave Receive mode = 246, Serial receive master
mode=1518, Ethernet receive master mode = 2048.

Oversize Rx Packet
Handling

Specifies how to process oversized received packets.

e Truncate - truncate the packet to the Maximum Rx Data Packet Size.
*  Drop - drop the packet.

Default = Truncate

Rx MS Byte First

When you select this check box, the ICDM-RX/MOD receives the Most Significant
(MS) byte of a WORD first. This check box is clear by default. Clear the check box
when you need to receive the Least Significant (LS) byte of a WORD first.

Tx MS Byte First

This check box is clear by default. When you select this check box, ICDM-RX/MOD
transmits the Most Significant (MS) byte of a WORD first. Clear the check box when
you need to transmit the Least Significant (LS) byte of a WORD first.

Disable Non-Filtered To
PLC Rx Queue

If filtering is disabled, only the last message received is sent to the PLC.
This box is clear by default.

Disable Tx Sequence
Number Check

Controls the transmit sequence number checking.
* If selected, the transmit sequence number checking is disabled. All transmit

messages are transmitted if the sequence number has been incremented or not.

* If not selected, the sequence number is checked and the message only is
transmitted if the sequence number has been updated.

Default is Not selected.

Modbus/TCP Master Rx/Tx Settings

PLC IP Address

Specifies the PLC IP Address of the PLC for operating in either Receive or Transmit
Master mode.

PLC Device ID

Specifies the PLC Device ID of the PLC for operating in either Receive or Transmit
Master mode. The defaultis 1.

Disable Sequence
Number/Length Header

The data is transmitted without the 4 byte header (sequence number and data
length).
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Device Modbus Configuration Page (Continued)

Master Tx Mode Only

PLC Rx Data Address

Specifies the PLC address to write the received data at while operating in the Master
Receive Transfer mode. The data area must be comprised of 16 bit words and large
enough to contain the largest possible received message plus two 16 bit words for
the sequence and length parameters.

The address is base 1. Therefore, if your address scheme starts at zero, you need to
add one to your address.

Maximum PLC Update
Rate

The maximum rate (or minimum time interval) in milliseconds that messages are
sent to the PLC in the Master Receive Transfer mode. This setting configures the
ICDM-RX/MOD to space the messages to the PLC in order to prevent overrunning of
data before the PLC can process it.

Use Maximum Sized
Modbus Messages

Controls the size of Modbus/TCP messages used to write to the Modbus/TCP slave
device.

* If selected, maximum sized Modbus messages of 242 bytes per message.
* If not selected, Modbus messages of no more than 200 bytes are used.
The default is Not selected.

Note: This option only takes affect when large messages are received. Selecting
this option may decrease the number of messages sent to the Modbus/TCP
slave, thereby reducing network traffic and latency. However, not all
Modbus/TCP slaves support maximum sized Modbus messages. So, this
setting must be tested with the Modbus/TCP slave to ensure operability

Master Tx Mode Only

PLC Tx Data Address
(Base 1)

Specifies the PLC address to request transmit data messages while operating in the
Master Transmit Transfer mode. The data area must be comprised of 16 bit words
and contain a sequence number, length, and data to transmit. An updated sequence
number indicates new data to transmit. Therefore, the length and data must be
written to the transmit data area before updating the sequence number.

The address is base 1. Therefore, if your address scheme starts at zero, you need to
add one to your address.

PLC Tx Poll Rate (msec)

Specifies the rate, in milliseconds, that the ICDM-RX/MOD polls the PLC for transmit
data. The default is 100ms

PLC TX Poll Message
Length (bytes)

Specifies the length, in bytes, of the transmit message the ICDM-RX/MOD requests
from the PLC. This must be large enough to contain the largest size data packet plus
four bytes for the sequence number and length fields. Any extra bytes received from
the PLC are ignored. The default is 250 bytes

Tx Sequence Number
Syncing Enable

If the Tx (From PLC) Transfer Mode is operating in Master (Poll the PLC); this
specifies whether or not to enable synchronizing transmit data messages between
the PLC and the ICDM-RX/MOD. This setting is clear by default.

PLC Tx Consumed Seq
Nbr Address (Base 1)

Specifies the PLC memory address at which the ICDM-RX/MOD writes the transmit
consumed sequence number. This memory address must point to a 16-bit word
and, like the other address definitions, is base 1. When the Tx Produced Sequence
Number (at the PLC Tx Data Address) and this consumed sequence number are
equal, the ICDM-RX/MOD has transmitted the last message and is ready for the
next transmit message.
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. ICDM-RX/MOD Modbus/TCP Quick Start

Ethernet Menus

5.5. Device Filtering/Data Extraction Configuration Page

Access the Device Filtering/Data Extraction Configuration page by clicking Ethernet | Device | Filtering.

The options on this page have the same meaning as the Port Filtering/Data Extraction Configuration page
accessed by clicking Serial | Port | Filtering.

ome Seria erne Modbus MNetwork Diagnostics System ogout
COMTROL H Serial UL Modbus Network Diagnostics Syst Logout

Overview | Device 1 Device 2

Device 1 Filtering/Data Extraction Configuration

Advanced Configuration

To PLC Filter Mode: [off ~|
To PLC Filter Options (RFID Only): [0 antenna [ Filter value [ serial Number
To PLC Filter Options (RFID/Barcode): O company [ Product/Location [ Encoding/Numbering
To Application Filter Mode: |Df’f v|
To Application Filter Options (RFID Only): [0 antenna [ Filter value [ serial Number
To Application Filter Options (RFID/Barcode): [ company [0 Product/Location [ Encoding/Numbering
RFID Antenna Grouping:
RFID Reader Interface Type:
Barcode UPC/EAN Standard 12- 14 Digit Format: |None v|
Barcode UPC/EAN Eight Digit Format: |None v|
Filter Age Time (Time filtered after last read): |0 | (min) |0 | (sec) |100 | (msec)
Discard Unrecognized Data (RFID/Barcode): Off ~

oo

© Pepperl+Fuchs Comtrol, Inc.

See Port Filtering/Data Extraction Configuration (Raw/ASCII Only) Page on Page 48 for information about these

options.
8
s
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. ICDM-RX/MOD Modbus/TCP Quick Start

Ethernet Menus

5.6. Application TCP Configuration

Access the Device Application TCP Configuration page by clicking Ethernet | Device | Application Interface.

The options on this page have the same meaning as the Port Application TCP Configuration page accessed by
clicking Serial | Port | Application Interface.

See Application TCP Configuration (Raw/ASCII Only) Page on Page 52 for information about these options.

COMTROL Home Serial ESGEGEIE Modbus Metwork Diagnostics  System Logout
et g Y g

= 1 Device 2

Overview | [

Device 1 Application TCP Configuration

Advanced Configuration Application Rx Packet ID Settings

Enable: | Rx Timeout Between Packets (ms): D

Listen: O STX (Start of Transmission) Rx Detect: | none ~|Byte 1:[0 | Byte 2:[0 | (dec)
Listen Port: ETX (End of Transmission) Rx Detect: |none ~|Byte 1:[0 | Byte 2:[0 | (dec)

Connect To Mode:
Connect Port:

Connect IP Address:
Disconnect Mode:

Idle Timeout {ms): D

Ex
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6. Modbus Menus

This chapter discusses the following Modbus web pages:
*  Known Modbus Slave Devices List Page

*  Alias Device ID Functionality Overview on Page 67

*  Modbus Alias Statistics Page on Page 69

*  Modbus Alias Configuration Page on Page 70

6.1. Known Modbus Slave Devices List Page

You can access the Known Modbus Slave Device List page by clicking Modbus | Modbus Devices.

Use the Known Modbus Slave Device List page to monitor any Modbus slave devices connected to the ICDM-
RX/MOD. This page is updated every 20 seconds.

COMTROL Home Serial Ethernet QULLLIEE Network Diagnostics System Logout
PapgarsFacka

Modbus Devices  Alias Diagnostics  Alias Configuration

Known Modbus Slave Device List

Reset Statistics

Port 1 Raw Data:
N/A
Port 2 Modbus/ASCII Slave(s):

Device = = Tx Rx Invalid fast hvg phn Raax
Id Active? Requests Responses limeouts Responses Rsp Rsp Rsp Rsp
Time Time Time Time
1 yes 438 438 0 0 0.04 0.04 0.03 0.07
sec sec sec sec
5 yes 429 429 0 0 0.04 0.04 0.03 0.05
sec sec sec sec
3 yes 429 479 0 0 0.03 0.04 0.03 0.08
sec sec sec sec
21 yes 429 429 0 0 0 g0t 0.0s A
sec sec sec sec
37 yes 429 479 0 0 0.04 0.04 0.03 0.05
sec sec sec sec
43 yes 429 429 0 0 008 o 0203 R0s
sec sec sec sec

Port 32 Modbus/RTU Slave(s):
Device - Tx Rx Invalid Lasy Avg . Max
Id Actives Requests Responses Timeouts Responses Rsp Rsp Rsp Rsp
Time Time Time Time
16 yes 397 397 0 0 0.04 0.03 0.03 0.04
sec sec sec sec

Port 4 Modbus/RTU Master:
N/A

© Pepperl+Fuchs Comtrol, Inc.
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Known Modbus Slave Device List Page

Device Id Unit identifier associated with this device.

Status of device.
Active? * Yes means that the last request did not time out.
* No means that the last request timed out.

Tx Requests Number of Modbus requests transmitted to this device.

Rx Responses Number of Modbus responses received from this device.
Timeouts Number of response timeouts associated with this device.
Last Rsp Time The last response time from Modbus slave device.

Avg Rsp Time The average response time from Modbus slave device.
Min Rsp Time The minimum response time from Modbus slave device.
Max Rsp Time The maximum response time from Modbus slave device.
Tx Broadcasts Number of broadcast messages transmitted to this device.

Invalid Responses |Number of invalid responses received from this device.

6.2. Alias Device ID Functionality Overview

One of the most common challenges people face when setting up Modbus systems are problems caused by
the limited device ID range. The Alias Device ID functionality has been developed to help solve those problems.

The Modbus specification has the following limitations:
* Requires all devices attached to the gateway to be addressed by a device ID.
*  Allows only 256 device IDs with a range of 0 to 255.
* Not all device IDs can be used for addressing devices.
- Device ID 0 is reserved for broadcast messages
- 1-247 are for device addressing

- 248to 255 are reserved for such things as gateway functions. The Modbus/TCP firmware reserves
device ID 254 for Ethernet TCP/IP raw/ASCII devices and 255 for serial raw/ASCII devices.

The following are common problems that can occur as a result of the device ID limitations:

* A gateway must route Modbus messages based on the device ID. Therefore, it cannot route to multiple
Modbus devices with the same device ID.

* It not always possible or practical to change the device ID of serial Modbus slave devices.

* Itis not always possible or practical to modify the device IDs on existing Modbus master programs. This is
often true when adding a SCADA system to an existing PLC controlled system.

* A Modbus master with one connection, such as serial PLC, requires connectivity to multiple Modbus slave
devices with the same device ID and one or more of the slave devices are connected remotely to different
gateways.

Note: The Modbus Router firmware has been designed to provide network-wide Modbus connectivity for
serial Modbus masters.

The Alias Modbus Device ID functionality allows modification of device IDs only when messages are received
from Modbus masters. When configured, a Modbus message from a master with the specified device ID is
converted to the alias device ID, the message is then routed internally using the alias device ID. All responses
are returned to the master with the original received message device ID.
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The following table demonstrates several device ID aliasing examples:

Received Alias Routed Message -
Device ID | Device ID |  Device ID DO
1 10 10 Convert messages with received device ID 1to 10.
Route message with device ID 10.
50 5 5 Convert messages with received device ID 50 to 5.
Route message with device ID 5.
Convert messages with received device ID 100 to
100 254 254 254. Route message with device ID 254.
10 10 10 Invalid configuration attempt. No change to device
ID is performed.

The functionality is described in the following diagram:

ICDM-RX/MOD with Modbus/TCP

Mot o Modbus
Modbus/TCP ole Alias 1D Alias 1D e RTWASCI
Masterns) Handler — +» Handler Senal
Mot 2 Mote 2 Masters)
Modbus
RawlASCll over Mote 5 RTUASCII
Modbus .
Ethernat TCP/IP Mate 3 : P Seral
Application port to = - ® Message Routing Slaveis)
q Handler
Serial or Ethemet o
Devices = - g Serial Raw/ASCH
Davicas
Modbus/TCP Mol Note 7
Slaves(s) > -] - o - Ethernet TCR/IP
{Raw/ASCIl data) Raw/ASCI| Devices
Alias Device ID Functionality
Note 1: These are the originally received Modbus messages. All responses are returned with the original

Note 2:

Note 3:

Note 4:

Note 5:

Note 6:

Note 7:
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device ID.

Modbus messages sent to and responses received from Modbus Message Routing Handler.
Depending on the Alias Device ID configuration, these messages may contain the originally received
device ID or the alias device ID.

The Alias Device ID functionality does not apply to raw/ASCII data received from Ethernet TCP/IP
application connections.

The Alias Device ID functionality does not apply to Modbus/TCP slaves when a raw/ASCII serial or
Ethernet TCP/IP device is set to Master Rx and/or Tx mode. This is when the ICDM-RX/MOD is writing
or reading raw/ASCII data from the Modbus/TCP slave device’s memory.

Modbus messages received from the Modbus Message Routing Handler and sent to Modbus slaves.
Depending on the Alias ID configuration, these messages may contain the originally received device
ID from the Modbus master or the alias device ID. All responses contain the device ID as received
from the Modbus Message Routing Handler.

Serial raw/ASCII devices must be addressed with a device ID of 255. The device ID of 255 may be
either in the original message or derived from the alias device ID configuration.

Ethernet TCP/IP raw/ASCII devices must be addressed with a device ID of 254. The device ID of 254
may be either in the original message or derived from the alias device ID configuration.
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6.3. Modbus Alias Statistics Page

Access the Modbus Alias Statistics page by clicking Modbus | Alias Diagnostics.

Q‘QMTROL Home

Serial Ethernet QULLLIEN MNetwork Diagnostics System Logout

Modbus Devices | Alias Diagnostics  Alias Configuration

Modbus Alias Statistics

Reset Statistics

Rx Device ID Alias Device ID

101
102
103

Modbus/TCP Modbus Serial Modbus/TCP Modbus Serial

Master Master Count Count
91 yes no 279 0
92 yes no 279 0
25 no yes 0 94

© Pepperl+Fuchs Comtrol, Inc.

The following table explains the fields in the Alias Modbus Device ID Configuration/Status page.

Modbus Alias Statistics Page

Rx Device ID The device ID of the received message from a master.
Alias Device ID The received device ID is converted to the Alias device ID.
Modbus/TCP Master  |Alias applied to Modbus/TCP master messages if set to Yes.

Modbus Serial Master

Alias applied to serial Modbus master messages if set to Yes.

Modbus/TCP Count

The number of Alias conversions performed for this configuration to
messages received from Modbus/TCP masters.

Modbus Serial Count

The number of Alias conversions performed for this configuration to
messages received from serial Modbus masters.

I3 PEPPERL+FUCHS
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6.4. Modbus Alias Configuration Page

Access the Modbus Alias Configuration page by clicking Modbus | Alias Configuration.

COMTROL Home Serial Ethernet QULLLIEE Network Diagnostics System Logout

Modbus Devices Alias Diagnostics | Alias Configuration

Modbus Alias Configuration

Add Alias Configuration

Rx Device ID Alias Device ID Modbus/TCP Hadbus Senal

Delete

Master Master
101 O O
102 O O
103 O O
Delete All O

Save

© Pepperl+Fuchs Comtrol, Inc.

The following configuration options apply:

Modbus Alias Configuration Page

; The device ID (also often called the unit ID) of the received message from a
Rx Device ID master. The range is from 1 to 247.

The alias device ID to convert the received device ID to. These values are

Alias Device ID permitted: 1-247,254,255.

If selected, applies the alias device ID configuration to messages received
Modbus/TCP Master from Modbus/TCP masters.

Modbus RTU/ASCII Serial If selected, applies the alias device ID configuration to messages received
Master from serial Modbus masters.
70
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7. Network Menus

This section discusses the pages under the Network menu, which includes:
*  Network Configuration Page on Page 72

*  Password Page on Page 74

e Security Page on Page 75

*  Key and Certificate Management Page on Page 76

7.1. Network Configuration Page

You can use the Network Configuration page to change the ICDM-RX/MOD network configuration after using
PortVision DX for initial network configuration.

Click the Network tab to access this page.

ome Seria thernet Modbus etwor diagnostics  System ogout
COMTROL H Serial Ett t Modbus ENCIMGRE Diagnost Syst Logout

on  Password Security Keys/Certs

Network Configuration

General IP Configuration (IPv4)
TCP Keepalive: - @ Use static configuration below:
S — < IP Address: 10.8.41.24

Subnet Mask: 255.254.0.0
Default Gateway: l:l

NOTE: Changing these options will cause the gateway to reboot.

oo

© Pepperl+Fuchs Comtrol, Inc.
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The following table provides information about the Network Configuration fields.

Network Configuration Page

General

Device Name

You can enter a 16-character Device Name to identify this ICDM-RX/MOD on the Home
page.

TCP Keepalive
Default = 60

The TCP protocol has a keepalive feature where the two network stacks periodically ping
each other to make sure the connection is still up.

Upon loss of a TCP/IP connection, the network stack starts a timer. If the TCP/IP
connection is still lost after the number of seconds set by the TCP Keepalive value, then
the ICDM-RX/MOD closes the connection and frees all the ports associated with the
connection.

If the ICDM-RX/MOD was the originator of the first connection, it will then try to re-connect
the TCP/IP connection. This allows the ICDM-RX/MOD to be connected and ready to
send/receive data even after a network disturbance.

For most networks the default value should not need to be changed.

Boot Timeout
Default =15

Allows you to change the bootloader time-out value before the default application,
Modbus Router loads.

You may need to increase this time-out value to 45 for compatibility with spanning tree
devices (normally switches). If you change the time-out value to 0, this prevents Modbus
Router from loading.

IP Configuration

(IPv4)

Configures the ICDM-RX/MOD to use DHCPv4 mode.
If you select Use DHCP, the IPv4 Address field below is disabled and set to 0.0.0.0.

Use DHCP
See your System Administrator to acquire a unique reserved IPv4 address if you are using
DHCP. They will need the MAC address of the unit to provide you with an IPv4 address.
Configures the ICDM-RX/MOD with the static IPv4 address information that you provide in
the IPv4 Address, IPv4 Netmask, and IPv4 Gateway fields below.

; The ICDM-RX/MOD is shipped from the factory with the following default IPv4 network

Use static settings:

configuration gs:

below * |IPv4 address = 192.168.250.250

* |Pv4 Netmask = 255.255.0.0
* |Pv4 Gateway address = 192.168.250.1

I PEPPERL+FUCHS
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7.2. Password Page

You can easily set up a password to secure the ICDM-RX/MOD.

There is no password set from the factory.

Use the following information to configure a password for this ICDM-RX/MOD.
1. If necessary, click Network | Password.

2. If changing an existing password, enter that password in the Old Password field.
3. Enter a new password.

4. Enter the password in the Confirm New Password field.

5. Click the Save button.

COMTROL Home Serial Ethernet Modbus QNEISIE Diagnostics System Logout

Configuration ntéﬁ Security Keys/Certs

Password Configuration

Confirm New Password: l:l

oo

© Pepperl+Fuchs Comtrol, Inc.

To log into the ICDM-RX/MOD, you must enter the following:
* admin for the username
*  The configured password for the password

11/4/20
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7.3. Security Page

This table discusses Security Settings options.

COMTROL

Home Serial Ethernet Modbus ENEULIGE Diagnostics System Logout

Configuration Password = Security  Keys/Certs

Security Settings

Enable Secure Config Mode: O

Enable Telnet/ssh:

Enable SNMP:

|

Minimum Allowed SSL/TLS Version: | 55Lv3.0 ~

Save

© Pepperl+Fuchs Comtrol, Inc.

Security Settings Page

Enable Secure Config ‘

Mode

If Secure Config mode is enabled, unencrypted access to administrative and
diagnostic functions is disabled. Secure Config mode changes ICDM-RX/MOD
behavior as follows:

e Telnet access to administrative and diagnostic functions is disabled. SSH
access is still allowed.

Unencrypted access to the web server via port 80 (http:// URLS) is disabled.
Encrypted access to the web server via port 443 (https:// URLSs) is still allowed.

e Administrative commands that change configuration or operating state which are
received using the Pepperl+Fuchs proprietary TCP driver protocol on TCP port
4606 are ignored.

* Administrative commands that change configuration or operating state that are
received using the Pepperl+Fuchs MAC mode proprietary Ethernet protocol
number Ox11FE are ignored.

Enable Telnet/ssh

This option enables or disables the telnet security feature after you click Save and
the ICDM-RX/MOD has been rebooted. This option is enabled by default.

Enable SNMP

This option enables or disables the SNMP security feature after you click Save and
the ICDM-RX/MOD has been rebooted. This option is enabled by default.

Minimum Allowed
SSL/TLS Version

You can select the appropriate version for your environment.

e SSLv3.0
°  TLSv1.0 (default)
e TLSv1.1
e TLSv1.2

Use the following steps to change security settings in the ICDM-RX/MOD.

1.

2.
3.
4

subsection.

Click the Network | Security.

Click the appropriate check boxes in the Security Settings page to enable or disable security accordingly.
After making changes, you must click Save.

You may need to configure security keys or certificates depending on your choices using the next
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7.4. Key and Certificate Management Page

For secure operation, the ICDM-RX/MOD uses a set of three keys and certificates. These keys and certificates

are user configurable.
Note: AllICDM-RX/MOD units are shipped from the factory with identical configurations. They all have the

identical self-signed, Pepperl+Fuchs Server RSA Certificates, Server RSA Keys, and Server DH Keys.

For maximum data and access security, you should configure all ICDM-RX/MOD units with custom

certificates and keys.

COMTROL Home Serial Ethernet Modbus EIULIGE Diagnostics System Logout

Configuration Password Security | Keys/Certs

Key and Certificate Management

RSA Key pair used by SSL and SSH servers: Fa::tor\,-r
RSA Server Certificate used by SSL servers: Factor\,-r

DH Key pair used by SSL servers: Fa::tor\,-r
ooe

Note
Key and certificate changes will take effect after a reboot.
Files must be in DER format.

The RSA key and RSA certificate are used together by clients to authenticate
the identity of the server. If you update one without updating the other,
clients will be unable to authenticate the server and you will receive warnings
from the web browser and other SSL clients.

© Pepperl+Fuchs Comtrol, Inc.

Key and Certificate Management Page

RSA Key pair used by SSL
and SSH servers

encryption during handshaking.

pose as the ICDM-RX/MOD.

certificate.

This is a private/public key pair that is used for two purposes:

e ltis used by some cipher suites to encrypt the SSL/TLS handshaking
messages. Possession of the private portion of this key pair allows an
eavesdropper to both decrypt traffic on SSL/TLS connections that use RSA

It is used to sign the Server RSA Certificate in order to verify that the ICDM-
RX/MOD is authorized to use the server RSA identity certificate.

Note: Possession of the private portion of this key pair allows somebody to

If the Server RSA Key is to be replaced, a corresponding RSA identity certificate
must also be generated and uploaded or clients are not able to verify the identity

76
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Key and Certificate Management Page (Continued)

RSA Server Certificate
used by SSL servers

This is the RSA identity certificate that the ICDM-RX/MOD uses during SSL/TLS
handshaking to identify itself. It is used most frequently by SSL server code in
the ICDM-RX/MOD when clients open connections to the ICDM-RX/MOD's
secure web server or other secure TCP ports.

If a ICDM-RX/MOD serial port configuration is set up to open (as a client) a TCP
connection to another server device, the ICDM-RX/MOD also uses this
certificate to identify itself as an SSL client if requested by the server.

In order to function properly, this certificate must be signed using the Server
RSA Key. This means that the server RSA certificate and server RSA key must
be replaced as a pair.

DH Key pair used by SSL
servers

This is a private/public key pair that is used by some cipher suites to encrypt the
SSL/TLS handshaking messages.

Note: Possession of the private portion of the key pair allows an eavesdropper
to decrypt traffic on SSL/TLS connections that use DH encryption during
handshaking.

Use the following steps to update security keys and certificates in the ICDM-RX/MOD.
1. Click the Network | Keys/Cert.
2. Click Browse to locate the key or certificate file, highlight the file, and click Open.
3. Click Upload when you return to the Key and Certificate Management page.
The key or certificate notation changes from factory or none to User when the ICDM-RX/MOD is secure.

Note: You do not need to click Save, but changes will not take effect until the ICDM-RX/MOD is rebooted.
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8. Diagnostic Menus

You can access the following diagnostic and statistics pages from the Diagnostics menu:
This section discusses the following pages:

*  Serial Communication Statistics Page on Page 79

*  Ethernet Device Statistics Page on Page 82

*  Modbus/TCP and Serial Modbus Master Statistics on Page 84

»  Serial Interface Logs on Page 86

e Ethernet Device Logs on Page 88

*  System Log on Page 89

11/4/20
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8.1. Serial Communication Statistics Page

The default Diagnostics menu page is the Serial Communication Statistics page.

COMTROL Home Serial Ethernet Modbus Network EMERGLETIE System Logout

Senal Stabistics  Ethernet Statistics PLC Diagnostics  Serial Logs Ethernet Logs System Log

Serial Communication Statistics

Reset Statistics
Serial Interface Port 1 Port 2 Port 3 Port 4

Tx Byte Count: 0 55471 3456 6257
Tx Pkt Count: 0 3263 432 a7
Rx Byte Count: 4524 424375 25980 776
Rx Pkt Count: 136 3241 402 97
Parity Error Count: 0 0 0 0
Framing Error Count: 3 0 0 0
Overrun error count: 0 0 0 0
To PLC Dropped Packet Count: 114 N/A N/A N/A
To PLC Truncated Packet Count: 0 N/A N/ A N/ A
Tx Unexpected Seq Errors: 0 N/ A N/A N/A
Invalid Modbus Message /Response Count: N/A 1 0 0
Device Timeouts: N/A 0 0 N/ A
Cmd/Resp Mode Response Discard: N/ A N/ A N/ A N/A

Filtering Statistics
Valid Data Items Sent to PLC Interface: 2 N/A N/A N/ A
Valid Data Items Filtered From PLC: 0 N/A N/A N/A
Invalid Data Items Discarded From PLC: 0 N/A N/ A N/ A
Valid Data Items Sent to App Interface: 0 N/ A N/A N/A
Valid Data Items Filtered From App: 0 N/ A N/ A N/ A
Invalid Data Items Discarded From App: 0 N/ A N/A N/ A
RFID Tags With Unknown Formats: 0 N/ A N/ A N/A

© Pepperl+Fuchs Comtrol, Inc.

Note: This screen shot is not displaying Application Connection Statistics, which only display
if it is configured.

Serial Communications Statistics Page

Reset Statistics This button clears the serial port statistics, which sets the value to 0 for all ports.

Serial Interface

Tx Byte Count Displays the number of bytes sent out of the serial port.

Tx Pkt Count Displays the number of serial packets sent out of the serial port.
Rx Byte Count Displays the number of bytes received over the serial port.

Rx Pkt Count Displays the number of packets received over the serial port.

Parity Error Count |Displays the number of received serial packets dropped due to parity errors.

Framing Error

Count Displays the number of received serial packets dropped due to framing errors.

11/4/20
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Serial Communications Statistics Page (Continued)

Overrun Error
Count

Displays the number of received serial packets dropped due to overrun error incidents.

To PLC Dropped
Packet Count

Displays the number of received serial packets intended for the PLC dropped:
*  No STX byte(s) found

*  No ETX byte(s) found

* Time-outs

° Packettolarge

* Receive buffer queue overflows

To PLC Truncated
Packet Count

Displays the number of received packets that were truncated before being sent to the
PLC.

Tx Unexpected
Seq Errors

Displays the number of Unexpected Transmit Sequence Number errors. The ICDM-RX/
MOD increments this number when the ICDM-RX/MOD receives a transmit message
with a sequence number that is not equal to either the previous transmit sequence
number or the previous transmit sequence number plus one. (If the Disable Tx
Sequence Number Check option is not selected, the ICDM-RX/MOD expects this
sequence number to be incremented by one with each new transmit message.)

Invalid Modbus
Message/
Response Count

Displays the number of invalid Modbus To-Master messages or Modbus To-Slaves
responses that were received on this port.

Device Timeouts

The number of Command/Response or Modbus To-Slaves messages that timed out
waiting for a response.

Cmd/Resp Mode

Displays the number of raw-data Command/Response mode responses that were
discarded as a result of either:

Response R -
Discards The connection to the controller was closed.

* The response timed out after the Age Time had been reached.

Note: Filtering Statistics are only displayed if filtering is enabled on or more serial ports.

Filtering Statistics
Valid Data Items Sent to PLC Interface:

Filtering Validrzata Items Filtt.ared :rc:lm PLC: .
Statistics Invalid Data Items Discarded From PLC:

Valid Data Items Sent to App Interface:
Valid Data Items Filtered From App:
Invalid Data Items Discarded From App:
RFID Tags With Unknown Formats:

o O o o o o o
(=T o I o B o [ o I o I = |
(===l R - R -
[ = I = R = s s Y s

Valid Data ltems
SentTo PLC
Interface

Displays the number of valid string, RFID, or barcode data sent to the PLC. Applies when
filtering is enabled.

Valid Data ltems
Filtered From PLC

Displays the number of valid string, RFID, or barcode data filtered from (not sent) to the
PLC. Applies when filtering is enabled.

Invalid Data ltems
Discarded From
PLC

Displays the number of invalid RFID or barcode data not sent to the PLC. Applies when
RFID or barcode filtering is enabled.

Valid Data ltems
Sent To App
Interface

Displays the number of valid string, RFID, or barcode data sent to the application.
Applies when filtering is enabled.

Valid Data Items
Filtered From App

Displays the number of valid string, RFID, or barcode data filtered from (not sent) to the
application. Applies when filtering is enabled.
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Serial Communications Statistics Page (Continued)

Invalid Data ltems
Discarded From

App

Displays the number of invalid RFID or barcode data not sent to the PLC. Applies when
RFID or barcode filtering is enabled.

RFID Tags With
Unknown Formats

Data received that was in the general form of 64 or 96 bit RFID tags, but was not in any of
the EPCglobal formats. Applies only when RFID filtering is enabled.

Application
Connection
Statistics

Note: Application Connection Statistics are only displayed if an application connection
is enable on one or more serial ports.

Application Connection Statistics
TX Byte Count:
TX Pkt Count:
To Application Dropped Packet Count:
RX Byte Count:
RX Pkt Count:
To Device Dropped Packet Count:

[T o T s TR s T s Y o |
(=T = I o I o i o Y = |
(=R ==l - -]
[ s R o s Y s

TX Byte Count

Displays the number of bytes sent out the application socket port.

TX Pkt Count

Displays the number of packets sent out the application socket port.

To Application
Dropped Packet
Count

Displays the number of received serial or Ethernet device packets intended for the
application dropped:

*  No STX byte(s) found

*  No ETX byte(s) found
Time-outs

* Packettolarge

* Receive buffer queue overflows

e Application connection is off line

To PLC Truncated
Packet Count

Displays the number of received packets that were truncated before being sent to the
PLC.

RX Byte Count Displays the number of bytes received over the application socket port.
RX Pkt Count Displays the number of packets received over the application socket port.
To Device Dropped

Packet Count

Displays the number of dropped packets that were intended for the device.
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8.2. Ethernet Device Statistics Page

Access the Ethernet Device Statistics page by clicking Diagnostics | Ethernet Statistics.

WEIVLIIE Diagnostics [ESEIEN Logout

COMTROL Home Serial Ethernet Modbus
FoppersFacts
Serial Statistics = Ethernet Statistics  PLC Diagnostics  Serial Logs Ethernet Logs System Log
Ethernet Device Statistics
Reset Statistics
Ethernet Interface Device 1 Device 2 Device 3 Device 4
Remote Connection Status: 10.8.40.12:41212 10.8.40.12:41216 10.8.40.13:41220 10.8.40.14:41224
Tx Byte Count: 0 0 0 0
Tx Pkt Count: 0 0 0 0
Rx Byte Count: 11507 11863 11783 45281
Rx Pkt Count: 354 363 361 868
To PLC Dropped Packet 344 353 351 asa
Count:
To PLC Truncated Packet 0 0 0 0
Count:
Tx Unexpected Seq Errors: 0 0 0 0
Cmd/Resp Mode Device
0 0 0 0

Timeouts:
Cmd/Resp Mode Response 0 0 0 0

Discards:

© Pepperl+Fuchs Comtrol, Inc.

Ethernet Device Statistics Page

Reset Statistics

This button clears the socket port statistics, which sets the value to 0 for all
ports.

Ethernet Interface

Remote Connection Status

Displays the connected Ethernet device IP address and port.

Tx Byte Count

Displays the number of bytes sent out the device socket port.

Tx Pkt Count Displays the number of packets sent out the device socket port.
Rx Byte Count Displays the number of bytes received over the device socket port.
Rx Pkt Count Displays the number of packets received over the device socket port.

To PLC Dropped Packet
Count

Displays the number of dropped packets that were intended for the PLC.

To PLC Truncated Packet
Count

Displays the number of received packets that were truncated before being sent
to the PLC.

Tx Unexpected Sequence
Errors

Same as the serial port statistics (Page 80).

Cmd/Resp Mode Device
Timeouts

The number of Command/Response messages that timed out waiting for a
response.
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Ethernet Device Statistics Page (Continued)

Cmd/Resp Mode
Response Discards

Displays the number of Command/Response mode responses that were
discarded as a result of either:

The connection to the controller was closed.
The response timed out after the Age Time had been reached.

Filtering Statistics

Note: Filtering Statistics are only displayed if filtering is enabled on one or
more Ethernet device interface.

Valid Data ltems Sent To
PLC Interface

Displays the number of valid string, RFID, or barcode data sent to the PLC.
Applies when filtering is enabled.

Valid Data ltems Filtered
From PLC

Displays the number of valid string, RFID, or barcode data filtered from (not
sent) to the PLC. Applies when filtering is enabled.

Invalid Data ltems
Discarded From PLC

Displays the number of invalid RFID or barcode data not sent to the PLC.
Applies when RFID or barcode filtering is enabled.

Valid Data ltems Sent To
App Interface

Displays the number of valid string, RFID, or barcode data sent to the
application. Applies when filtering is enabled.

Valid Data ltems Filtered
From App

Displays the number of valid string, RFID, or barcode data filtered from (not
sent) to the application. Applies when filtering is enabled.

Invalid Data Items
Discarded From
Application

Displays the number of invalid RFID or barcode data not sent to the PLC.
Applies when RFID or barcode filtering is enabled.

RFID Tags With Unknown
Formats

Data received that was in the general form of 64 or 96 bit RFID tags, but was not
in any of the EPCglobal formats. Applies only when RFID filtering is enabled.

Application Connection
Statistics

Note: Application Connection Statistics are only displayed if an Application
connection is enabled on or more Ethernet device interfaces.

TX Byte Count

Displays the number of bytes sent out the application socket port.

TX Pkt Count

Displays the number of packets sent out the application socket port.

To Application Dropped
Packet Count

Displays the number of received serial or Ethernet device packets intended for
the application dropped:

*  No STX byte(s) found
No ETX byte(s) found
e Time-outs
* Packetto large
* Receive buffer queue overflows
e Application connection is offline

To PLC Truncated Packet
Count

Displays the number of received packets that were truncated before being sent
to the PLC.

RX Byte Count

Displays the number of bytes received over the application socket port.

RX Pkt Count

Displays the number of packets received over the application socket port.

To Device Dropped Packet
Count

Displays the number of dropped packets that were intended for the device.
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8.3. Modbus/TCP and Serial Modbus Master Statistics

Access the Modbus/TCP and Serial Modbus Master Statistics page by clicking Diagnostics | PLC
Diagnostics. It is intended to help with debugging PLC programs, monitoring the PLC interface, and solving

configuration problems.

COMTROL Home Serial Ethernet Modbus Network EMELGLEITIE System Logout
PongataFucha

Serial Statistics Ethernet Statistics W PLC

Diagnostics  Serial Logs Ethernet Logs  System Log

Modbus/TCP and Serial Modbus

Reset Statistics

Master Statistics

Modbus/TCP Slave Mode Specific Statistics

Messages Received From PLC:
Responses Sent To PLC:

3567
3567

Raw Serial Port Data Messages Received From PLC: 0
Raw Socket Port Data Messages Received From PLC: 0
Modbus RTU/ASCII Messages Received From PLC: 3567

Modbus RTU/ASCII Broadcasts Received From PLC:

Invalid Command Lengths:
Invalid Message Data Errors:
Unknown Request Destination IDs:
Invalid Request Protocol Types:

Unsupported Modbus Function Codes:

o o oo oo

Modbus/TCP Master Mode Specific Statistics

Messages Sent To PLC:

Responses Received From PLC:
Invalid Response Data Errors:

Error Responses:

Unexpected Response Function Cod
Unknown Response Destination IDs:
Invalid Response Protocol Types:

Failed Modbus/TCP Connection Attempts:

Modbus/TCP Connection Problems:

No Available Modbus/TCP Connection Errors:

es:

[=Ri=Ri=RieRiehleRehlehlehfe]

Non-Mode Specific Statistics/Diagnostics

Oversized Received Data Packet Errors:

Improper Configuration Errors:
System Resource Errors:

Writes To Offline Ethernet Device On Socket 1

o o oo

© Pepperl+Fuchs Comtrol, Inc.

Modbus/TCP and Serial Modbus Master Statistics Page

Reset Statistics

Selecting this button clears the values displayed on this page.

Modbus/TCP Slave Mode Specific Statistics

Messages Received From PLC

Displays the total number of raw data and Modbus RTU/ASCII
messages received from the PLC.

Responses Sentto PLC

Displays the total number of raw data and Modbus RTU/ASCII
responses sent to the PLC.

Raw Serial Port Data Messages
Received From PLC

Displays the number of serial port raw data messages received.

Raw Socket Port Data Messages
Received From PLC

Displays the number of socket port raw data messages received.
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Modbus/TCP and Serial Modbus Master Statistics Page (Continued)

Modbus RTU/ASCII Messages
Received From PLC

Displays the number of Modbus RTU/ASCII device specific messages
received.

Modbus RTU/ASCII Broadcasts
Received From PLC

Displays the number of Modbus RTU/ASCII broadcast messages
received.

Invalid Command Lengths

Displays the number of messages received with invalid command
lengths.

Invalid Message Data Errors

Displays the number of messages received with invalid message data
errors. These errors occur when the ICDM-RX/MOD receives a
message that cannot be processed due to improper message data.

Unknown Request Destination IDs

Displays the number of messages received with unknown request
destination IDs.

Invalid Request Protocol Types

Displays the number of messages received with invalid protocol
errors. This occurs when a message is received with a protocol other
than the Modbus protocol value of zero.

Unsupported Modbus Function Codes

Displays the number of messages received with unsupported function
codes.

Modbus/TCP Master Mode Specific

Statistics

Messages Sent To PLC

Displays the total number of raw data messages sent to the PLC.

Responses Received From PLC

Displays the total number of raw data responses received from the
PLC.

Invalid Response Data Errors

Displays the number of response data errors to polling requests
returned from the PLC. Possible causes include:

* Incorrectly formed transmit data memory format. (Possibly
missing the sequence number and/or length fields.)

* More data to transmit indicated via the length field than was
returned in the message.

*  Transmit sequence number error. Sequence number increased
by more than one. This could indicate an unsent transmit
message.

* Insufficient polling length configuration. ICDM-RX/MOD polling
length is to small.)

*  Attempting to transmit to large of message for a single Modbus/
TCP message. (More than 246 bytes of data.)

Error responses

Displays the number of responses received from the PLC with errors
indicated. This occurs when the PLC returns a response with an error
indication. This may be caused by such things as:

* Invalid PLC address configuration
* Improper PLC configuration

Unexpected Response Function
Codes

Displays the number of unexpected response function codes from
either a Master Receive or Master Transmit mode message. This
occurs when a response was received without an expected function
code.

Unknown Response Destination Ids

Displays the number of responses with unknown destination IDs. This
occurs when the PLC returns a response with an unknown destination
ID.

Invalid Response Protocol Types

Displays the number of responses with invalid protocol errors. This
occurs when a response is returned with a protocol other than the
Modbus protocol value of zero.

I PEPPERL+FUCHS
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Modbus/TCP and Serial Modbus Master Statistics Page (Continued)

Failed Modbus/TCP Connection Displays the number of failed Modbus/TCP connection attempts to
Attempts the specified PLC IP address.

Displays the number of Modbus/TCP connection attempt problems.
This occurs when the device responds and the connection is made,
but there are problems setting up the connection options.

Possible problems include:

*  Setting the TCP connection to TCP_NODELAY.

e Setting the socket connection to SO_OOBINLINE.
*  Setting the socket connection to SO_KEEPALIVE

Displays the number of connections aborted when there are no

- available Modbus/TCP connections. This error occurs when the

ggrﬁ,\;aé![?grl,eE'\ﬂggstS/T cP maximum number of 32 Modbus/TCP connections has been reached
and the ICDM-RX/MOD is attempting to form another Modbus/TCP

connection.

Modbus/TCP Connection Problems

Non-Mode Specific Statistics/Diagnostics

Oversized Received Data Packet Displays the number of received serial or Ethernet data packets that
Errors were larger than the configured maximum receive data packet.

Displays the number of improper configuration errors. These errors
Improper Configuration Errors occur when the ICDM-RX/MOD receives a message that cannot be
performed due to an invalid configuration.

Displays the number of system resource errors. These errors indicate
a system error on the ICDM-RX/MOD such as an inoperable serial
System Resource Errors port or a full transmit queue. These errors typically occur when the
PLC(s) are sending data to the ICDM-RX/MOD faster than the ICDM-
RX/MOD can process it.

Writes to Offline Ethernet Device on  |Displays the number of write attempts by a PLC to the Ethernet device

Socket N when the device was offline.
First Error Description Text description of the first error that occurred.
Last Error Description Text description of the last or most recent error that occurred.

8.4. Serial Interface Logs

Access the Serial Interface Logs page by clicking Diagnostics | Serial Logs.

The Serial Interface Logs page provides a log of received and transmitted serial port messages. Up to 128
bytes per message and up to 128 messages are logged. It is intended to help with debugging serial connectivity
problems, determining the proper start and end of transmission bytes, and diagnosing device problems.

The format is as follows:
Pkt(n): ddd:hh:mm:ss.ms Tx/Rx:<Data>
Where:
ddd - days since last system restart
hh - hours since last system restart
ms — minutes since last system restart
ss —seconds since last system restart
mm - milliseconds since last system restart
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<Data> - Data packet received.
* For Modbus slave data, all data bytes shown in hex (xxh) format.
*  For Raw/ASCIl and Modbus/ASCII data
* ASCIl characters displayed as characters
*  Non-ASCIl displayed in hex (xxh) format

COMTROL Home Serial Ethernet Modbus Network EMELQUEITSE System Logout

Serial Statistics Ethernet Statistics PLC Diagnostics | Senal Logs  Ethernet Logs System Log

Serial Interface Logs

Reset Log

Port 1 Rx/Tx Packets (first 128 packets, max of 128 bytes):
ddd
et hh:mm:ss:ms Ll Do
"#39%8& () *+,-./0123456789:;
<=>?@ABCDEFGHIIKLMNOPQRSTUVWXYZ[\]~_" abc

Port 2 Rx/Tx Packets (first 128 packets, max of 128 bytes):

1 000 03:50:01.958 Rx

Pkt ::d . Tx/Rx Data
IMMISSIMS
1 000 Tx (3Ah)(30h)(32h)(30h)(33h){30h){30h){30h){34h)({30h)(30h)({30n)(35h)(46h)
03:50:19.578 (32h)(0Dh){0AR)
000 (3Ah)(30h)(32h)(30h)(33h)(30h){41h){30n){32h)(30h){46h)(30N)(32h)(31h)
2 03:50:19.608 Rx (30h)(30h)(32h)(31h)(31h)(30h)(32h)(31h)(32h)(30h)(32h)(31h)(33h)(39h)
D (32h)(0Dh){0AR)
3 000 Tx (3Ah)(30h)(31h)({30n)(33h)({30h){30h){30n)(38h)(30n)(30h)(30N)(36h)(45h)
03:53:47.289 (45h)(0Dh){0AR)
000 (3Ah)(30h)(31h){30h)(33h){30h){43h)(30h)(31h){31h){34h)({30h){31h){31h)
4 03:53:47.328 R (35h)(30h)(31h)(31h)(36h)(30h)(31h)(31h)(37h)(30h)(31h)(31h)(38h)(30h)

(31h)(31h)(39h)(36h)(33h)(0Dh){0AR)
Port 3 Rx/Tx Packets (first 128 packets, max of 128 bytes):
ddd

PKU ph:mm:ss: Tx/Rx  Data
:mm:ss:ms
1 000 03:49:57.748 Tx (10h){03h)(00h)(04h)(D0h)(05h){C7h)({49h)
.49- {10h}{03h){0Aah){10h){FAh){10h){FBh){10h){FCh){10h){FDh}{10h})
2 000 03:49:57.788 Rx (FER)(63h)(A1h)
Port 4 Rx/Tx Packets (first 128 packets, max of 128 bytes):
B ::?mm:ss:ms Tx/Rx  Data
1 000 03:53:47.288 Rx (01h){03h)(00h)(08h)(D0h)(D6h)(44h)(0AR)
2 000 03:53:47.329  Tx Eféﬂ%%g;ﬂﬁggﬂ}m1”“‘”‘){“1”{15"){“”‘)“5“){“”‘){”“){“1“){13"){“”‘)

© Pepperl+Fuchs Comtrol, Inc.
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8.5. Ethernet Device Logs

The Ethernet Device Interface Logs page is accessed using the Display Ethernet Device Logs option, which
provides a log of received and transmitted Ethernet device messages. Up to 128 bytes per message and up to
128 messages are logged. It is intended to help with debugging Ethernet connectivity problems, determining
the proper start and end of transmission bytes, and diagnosing device problems.

The format is as follows: Pkt(n): ddd:hh:mm:ss.ms Tx/Rx:<Data>
Where:
ddd - days since last system restart
hh - hours since last system restart
mm - minutes since last system restart
ss —seconds since last system restart
ms — milliseconds since last system restart
<Data> - Data packet received.
*  ASCIl characters displayed as characters
*  Non-ASCIl displayed in hex (xxh) format

COMTROL Home Serial Ethernet Modbus Network EMERGIETSE System Logout

Serial Statistics Ethernet Statistics PLC Diagnostics Serial Logs @ Ethernet Logs  System Log

Ethernet Device Interface Logs

Reset Log

Device 1 Rx/Tx Packets (first 128 packets, max of 128 bytes):
Pkt ddd hh:mm:ss:ms Tx/Rx Data

1 000 03:42:51.148 Rx Socket port test
2 000 03:42:51.928 Rx Socket port test
3 000 03:42:52.588 Rx Socket port test
4 000 03:42:53.138 Rx Socket port test

Device 2 Rx/Tx Packets (first 128 packets, max of 128 bytes):
Pkt ddd hh:mm:ss:ms Tx/Rx Data
1 000 03:43:12.331 Rx Socket port 2 test
Device 3 Rx/Tx Packets (first 128 packets, max of 128 bytes):
Pkt ddd hh:mm:ss:ms Tx/Rx Data
1 000 03:43:26.449 Rx Socket port 3 test
2 000 03:43:27.009 Rx Socket port 3 test
Device 4 Rx/Tx Packets (first 128 packets, max of 128 bytes):
Pkt ddd hh:mm:ss:ms Tx/Rx Data
1 000 03:43:38.739 Rx Socket port 4 test

© Pepperl+Fuchs Comtrol, Inc.

88 F3 PEPPERL+FUCHS

11/4/20



. ICDM-RX/MOD Modbus/TCP Manual
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8.6. System Log

The System Log page provides system level information, which is updated every 10 seconds.

* Click the Refresh button to view the latest system log information.

e Click the Clear button to restart a new system log file.

* Click the Save Logfile button to save the system log file, if requested by Technical Support.

C_Q_M_TROL Home Serial Ethernet Modbus Network EMELGULEITSE System Logout

Serial Statistics Ethernet Statistics PLC Diagnostics Serial Logs Ethernet Logs

System Log

Refresh |l Clear [l Save Logfile
uiscuveErsSIv. UL Lul e

Saving config to 14760000 >
Flash write done.

Saving config to 14770000

Flash write done.

Ethernet Port 2: link down

Ethernet Port 2: link up 100M full

Ethernet Port 2: link down

nperl+Fuchs Comtrol, Inc.
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9.

System Menus

This section discusses the web pages under the System menu:

Update Firmware on Page 90
Configuration File Page on Page 91
System Snapshot Page on Page 93
Restore Defaults Page on Page 94
Reboot on Page 94

9.1. Update Firmware

You can upload firmware (Modbus/TCP or Bootloader) using the System | Update Firmware page. You must
first unpackage the firmware from the .zip file.

Note: Optionally, you can use PortVision DX to upload firmware after unpackaging the .zip file.
Use the following procedure to upload the latest firmware onto the ICDM-RX/MOD.

I

90

If necessary, download the firmware from https://www.pepperl-fuchs.com.

Unzip the file.

Open your web browser and enter the IP address of the ICDM-RX/MOD.

Click the System menu, which opens the Update Firmware page.

Click the Browse button, navigate to the file, select it and click the Open button.
Click the Update button.

- ICDM-RX/MOD X ICDM-FX/EN :
&« c o © £ 10.8.41.24/system-update-firmware.asp e o In @O ® =

COMTROL Home Serial Ethernet Modbus Metwork Diagnostics System

Update Firmware  Configuration File  System Snapshot Restore Defaults Reboot

Update Firmware

To update the firmware of this ICDM-RX, select the .cmtl firmware file and click "Update".

File: |icdm-modbustcp-7.08.cn @

© Pepperl+Fuchs Comtrol, Inc.

An Update In Progress pop up notifies you with the upload duration, not to reset or disconnect the device or
to close the page.
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System Menus

9.2. Configuration File Page

You can use the Save Configuration option to save a ICDM-RX/MOD configuration file for recovery purposes
or to quickly configure other ICDM-RX/MODs that require the same configuration using the Load
Configuration option.

Note: Optionally, you can use PortVision DX to save and load configuration files.

9.2.1. Saving a Configuration File

You can use this procedure to save a ICDM-RX/MOD configuration file.
1. Click System | Configuration File.

2. Click the Save Configuration button.

3. Save the configuration file following your browser prompts.

COMTROL Home Serial Ethernet Modbus Network Diagnostics System

Update Firmware | Configuration File | System Snapshot Restore Defaults Reboot

Configuration File

. Opening dm_10-8-41-41.d *
Save Configuration PEMRS S ]
To save this ICDM-RX's confi foiEhatechioesistizopen: DM-RX, select the file, select
your PC, click "Save Configur. 1 dm_10-8-41-41.ds ration".
which is: DS file :I
from: http://10.8.41.41
What should Firefox do with this file?
(O Open with | Applications\notepad.exe (default) e
@ESave File
| 1% | | Cancel ault gateway settings

T [0 General network settings ***

[ Security settings ***

*** These options will cause the gateway to reboot.

Load Configuration

© Pepperl+Fuchs Comtrol, Inc.
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System Menus

9.2.2. Loading a Configuration File

You can use this procedure to load a previously saved ICDM-RX/MOD configuration file.
1. Click System | Configuration File.
2. Click the Browse button, highlight the configuration file you want to load, and click the Open button.

3. Click the Load Configuration button.

Reboot

Ethernet Modbus Network

QOM__TROL Home Serial

Update Firmware L & System Snapshot Restore Defaults

Configuration File

Save Configuration Load Configuration
To save this ICDM-RX's configuration to a file on To load a configuration file to this ICDM-RX, select the file, select
your PC, click "Save Configuration”. options, and then click "Load Configuration”.

Save Configuration Configuration file: | dm_10-8-41-41.ds

[ Everything

Serial Port settings
[¥] Ethernet Device settings
Modbus settings

0 IP address, subnet mask, default gateway settings
ETT]

General network settings ***

Security settings ***

*%* These options will cause the gateway to reboot.

Load Caﬂ‘iguration

© Pepperl+Fuchs Comtrol, Inc.
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9.3. System Snapshot Page

You can use the System Snapshot page to download a snapshot of the device status, log, and configuration.
You may find the information can help you diagnose a problem with the ICDM-RX/MOD. In addition, this
information may be requested by technical support if you have called for assistance.

1. Open your browser and enter the IP address of the ICDM-RX/MOD.
2. Click System | System Snapshot.
3. Click the Device Snapshot button.

‘OMTROL Home Serial Ethernet Modbus Network Diagnostics System

shot | Restore Defaults  Reboot

Update Firmware Configuration File | System Sna

System Snapshot

Download a snapshot of ICDM-F Opening dm_10-8-41-41-snapshot.txt *

System Snapshot You have chosen to open:
dm_10-8-41-41-snapshot.txt

which is: Text Document
from: http://10.8.41.41

What should Firefox do with this file?

@ Open with | Notepad (default) =

(O Save File

[ Do this automatically for files like this from now on.

ok || Cancel

© Pepperl+Fuchs Comtrol, Inc.

4. Save the file using the method for your browser.
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9.4. Restore Defaults Page

You can easily some or all of your settings to factory defaults by using the procedure below.
1. Open your browser and enter the IP address of the ICDM-RX/MOD.
2. Click System | Restore Defaults.

COMTROL Home Serial Ethernet Modbus Network Diagnostics System

Update Firmware Configuration File System Snapshot @ Bestore Defaults | Reboot

Restore Defaults

Select the settings you would like to restore to factory defaults, then click
the 'Restore’ button. After the settings are restored to defaults, the ICDM-RX
will reboot and the browser will redirect to the home page.

[] Everything

Serial, Ethernet Device and Modbus settings
General network settings

Security settings, password, keys, and certificates
[] IP address, subnet mask, default gateway settings

© Pepperl+Fuchs Comtrol, Inc.

3. Select Everything or the specific setting or settings that you want to restore.
4. Click the Restore button.
5. The ICDM-RX/MOD reboots and re-opens the web interface.

9.5. Reboot

You can reboot the ICDM-RX/MOD remotely using the Reboot web page.
1. Click System | Reboot.
2. Click the Reboot Now button or wait the 10 seconds for it automatically reboot.

COMTROL Home Serial Ethernet Modbus Network Diagnostics S\,-'stem

Update Firmware Configuration File System Snapshot Restore Defaults = Reboot

Reboot

Rebooting will drop all connections, apply any pending settings, and restart
the ICDM-RX.

Reboot Nl“r

© Pepperl+Fuchs Comtrol, Inc.
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10. Troubleshooting and Technical Support

You should review the Troubleshooting chapter in the ICDM-RX Hardware Installation and Configuration Manual.
before calling Technical Support because they will request that you perform many of the procedures or
verifications before they can help you diagnose a problem.

e Troubleshooting Checklist on Page 95
e General Troubleshooting on Page 96
If you cannot diagnose the problem, you can contact Technical Support on Page 96.

10.1. Troubleshooting Checklist

The following checklist may help you diagnose your problem:

e Verify that you are using the correct types of cables on the correct connectors and that all cables are
connected securely.

Note: Most customer problems reported to Pepperl+Fuchs Technical Support are eventually traced to
cabling or network problems.

* Isolate the ICDM-RX/MQOD from the network by connecting the device directly to a NIC in a host system.

e Verify that the Ethernet hub and any other network devices between the system and the ICDM-RX/MQOD are
powered up and operating.

* Reset the power on the ICDM-RX/MOD and watch the PWR or Status light activity.

PWR or Status LED Description

5 sec. off, 3 flashes, 5 sec. off, 3 flashes... |RedBoot™ checksum failure.
5 sec. off, 4 flashes, 5 sec. off, 4 flashes... |SREC load failure.

* If the device has a power switch, turn the device’s power switch off and on, while watching the LED
diagnostics.

e If the ICDM-RX/MOD does not have a power switch, disconnect and reconnect the power cord.

*  Verify that the network IP address, subnet mask, and gateway is correct and appropriate for the network. If
IP addressing is being used, the system should be able to ping the ICDM-RX/MOD.

*  Verify that the IP address programmed into the ICDM-RX/MOD matches the unique reserved IP configured
address assigned by the system administrator.

* If using DHCP, the host system needs to provide the subnet mask and gateway.
* Reboot the system and the ICDM-RX/MOD.
* If you have a spare ICDM-RX/MOD, try replacing the device.

I PEPPERL+FUCHS 9%
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10.2. General Troubleshooting

This table illustrates some general troubleshooting tips.
Note: Make sure that you have reviewed the Troubleshooting Checklist on Page 95.

General Condition

Explanation/Action

PWR or Status LED flashing

Indicates that boot program has not downloaded to the unit.
1. Reboot the system.

2. Make sure that you have downloaded the most current firmware for
your protocol: https://www.pepperl-fuchs.com.

If the PWR or Status LED is still flashing, contact Technical Support.

PWR or Status LED not lit

Indicates that power has not been applied or there is a hardware failure.
Contact Technical Support.

Cannot ping the device through
Ethernet hub

Isolate the ICDM-RX/MQOD from the network. Connect the device
directly to the NIC in the host system (see Page 95).

Cannot ping or connect to the
ICDM-RX/MOD

The default IP address is often not accessible due to the subnet
masking from another network unless 192.168 is used in the network.

In most cases, it is necessary to program in an address that conforms to
your network.

ICDM-RX/MOD continuously
reboots when connected to some
Ethernet switches or routers

Invalid IP information may also cause the switch or router to check for a
gateway address. Lack of a gateway address is a common cause.

10.3. Technical Support

The ICDM-RX Hardware Installation and Configuration Manual contains troubleshooting procedures that you
should perform before contacting Technical Support since they will request that you perform, some or all of the
procedures before they will be able to help you diagnose your problem.

Worldwide Headquarters

Pepperl+Fuchs
68307 Mannheim, Germany
+49 621 766-0
info@de.pepperl-fuchs.com

USA Headquarters

Pepperl+Fuchs, Inc.
Twinsburg, Ohio 44087 - USA
+1 330 425 3555
sales@us.pepperl-fuchs.com

Asia Pacific Headquarters
Pepperl+Fuchs Pte Ltd.

Company Registration No. 199003130E

Singapore 139942
+65 67799091
sales@sg.pepperl-fuchs.com
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Appendix A. Programming the PLC via Concept

A.1. Overview

After reviewing Programming Interface on Page 12, you can use information in the Concept Program Screens
subsection on Page 98 to help set up your PLC and program the various messages.

A.1.1. What is Concept?

Concept is the PLC programming software package designed to support the Schneider Electric Momentum,
Quantum, and Compact PLCs. It does not support any other Schneider Electric PLC or any other manufacturers
PLC. However, the example PLC program and installation process may be helpful when working with other PLCs

A.1.2. Requirements

The following requirements must be met to run the example programs.

*  The Modbus/TCP firmware must be installed on the ICDM-RX/MOD and configured as described in the ICDM-
RX Hardware Installation and Configuration Manual.

°  The ICDM-RX/MOD must be installed on the same Ethernet network segment as the PLC.
*  Concept must be installed on your computer.
* The instructions in this guide require that you have some familiarity with this programming application.

* Aloopback plug is required for the first port on the ICDM-RX/MOD when running an example PLC program. See
the ICDM-RX Hardware Installation and Configuration Manual for more information if you need to build loopback

plugs.

The PLC program examples (LPBKCNCP on Page 105 and SCANCNCP on Page 105) are optional. You can
download the latest program examples from the Internet.

A.1.3. Example Program Considerations (Raw Data)

The example programs are for raw data only.

*  While the receive and transmit sequence numbers are cleared on the ICDM-RX/MQOD at the start of the program,
the only requirement is that the sequence numbers be in sync between the PLC and ICDM-RX/MOD.

e  The ICDM-RX/MOD should be reset before starting SCANCNCP example program due to PLC program
execution scheduling. If the ICDM-RX/MOD is not reset, the sequence numbers may be out of sync. This may
result in receiving outdated serial data as well as an unexpected transmission of serial data. A Transmit
Unexpected Sequence Number error may also occur.

Statistics retrieval is not included in the example programs, but can be easily added by inserting a request statistics
message.

Overview ICDM-RX/MOD Modbus/TCP Manual: DOCT-6961 - 97
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A.2. Concept Program Screens

The following screens are intended to aid the PLC programmer in setting up their PLC and programming the
various messages.

A.2.1. Processor and Ethernet Setup

The Processor and Ethernet communications port needs to be set up properly in order for Modbus/TCP to
function. It is highly recommended to read and follow your PLC manufacturer’'s documentation.

The following documents are recommended for the Concept programming software.
e Concept User Manual - 840 USE 503 00
e Concept IEC Block Library Part: Comm — 840 USE 504 00

In addition to that information, it is recommended that the following settings be made to allow Modbus/TCP to
function properly on a Schneider Electric Momentum, Quantum, or Compact PLC.

1. Verify that the correct processor type has been selected.

2. Verify the proper memory is configured to interface to the

ICDM-RX/MOD. At least 256 registers must be available. PLC Farmily:
PLC Memory Partition E iy
: Proceszor, 1M Flash, Ethemet, [/0 Bus
b awiniunn State b emary: 15872 CPU/Esecutive: IEC -
State temory Used: 3808 171 CCC 7RO 10-984 | Burtime:
171 CCC 7RO 104EC  hiable
State Memony Uzage: 23% 171 CCC 790 10-334 | i J
171 CCC 780 104EC
-~ Dizcretes - 1 171 CCC 960 20-984 : iy [KE]
. — 171 CCC 960 30-984 -
fe 171 CCEC 960 30EC 3|4 i
Dizcrete Inputs [Txwes): a12 Memorny Size: Glabal Data [KB):
18 K logic £ 16 K stats [4 1 ﬁ
Registers
Iput registers [Sxxes) 45 R Fa T HE D - TR |
Holding registers [duxss]: 3000 [ Enab [ J J

0K | Cancel | Help I Ot ] e ‘ Help ‘

3. Select the proper extension for Modbus/TCP Ethernet. This is generally 1 for Momentum.

Select Extensions E

[ Data Pratection TCPAP Ethernet: -
I PeerCop 5 berme l__|

0k | Cancel | Help J

%8 F3 PEPPERL+FUCHS
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Set the Network Configuration. The following is recommended for this screen:
e Select the Specify IP Address option.

* Setthe Internet Address.

*  Setthe Subnet Mask.

* Setthe Gateway.

*  Optionally set a diagnostic block.

In this screen, the I/0O Scanner can be configured to directly access the serial port communications on the

ICDM-RX/MOD. For more information, see I/O Scanner (Raw Data) on Page 22.

H Fthernet / 1/O Scanner .EH
Ethemet Configuration:
* Eneciy|F Adiess Interrist Address: [10.0.0.13 Subnet Mask; [255.255.0.0
T Use Boatp Server Goteway: [00.00
" Disable Ethemnet = j
1/0 Scanner Configuration;
Master Module (Slotl 171 CCC 960 30HEC. | 3 | | e ‘

Health Block [1:<43<]: |300001 - 300004 | | ‘
I Diagnostic Block (35745

Slave |P Addiess Unit 1L

Link Type: | Read Rief Master | Read Ref Slave | Read Length '-a[f:‘;ﬁ']“a wite Ref Master | Wite Ret Slave | Wiite Length

Health Timeout
[ms

Rep Rate
[ms)

Descrptic™

[l

=1

(<L Ll e L[]
EIEIEI K B EHEAEA EAE
el E T

|

L|

aK Cancel Help

A.2.2. Message Screens

The following message screens are discussed in the upcoming subsections.

Read Serial Data via Read Holding Registers Message on Page 100

Transmit Serial Data via Write Multiple Registers Message on Page 101

Set Receive Sequence Number via Write Multiple Registers Message on Page 101
Set Transmit Sequence Number via Write Multiple Registers Message on Page 102
Read Serial Port Statistics via Read Holding Registers Message on Page 103
Modbus/TCP Slot/Index and ICDM-RX/MOD IP Address Definition on Page 104

I3 PEPPERL+FUCHS
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A.2.2.1. Read Serial Data via Read Holding Registers Message

The following screen depicts a Read Holding Registers message used to receive raw serial data in ladder logic.

" FBI1 284
READ_RED

EN END —

REQ NOR —>=Com1_Rx_Done
1001 [=——{ $LAVEREG ERROR [—>=Com1_Rx_Emor

100 [=——| NO_REG REG_READ |—{==Com1_Rx_Destfddr[1]

DewicehBstar |P_Addr[=—— AddrFid 5TATUS —==Com1_Rux_5tatus

Where:
SLAVEREG |Refers to the port receive data address (+1 for use with Concept).
NO REG The maximum receive message size in 16 bit words. The maximum size of 100 includes two
- words for the sequence number and length and then up to 196 bytes of serial data.
NDR The done flag.
ERROR |The error flag.
REG_READ |The destination address to place the received data.
STATUS |The message status word.
AddrFid |This contains the PLC Modbus/TCP slot/index and IP address of the ICDM-RX/MOD.
100
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A.2.2.2. Transmit Serial Data via Write Multiple Registers Message

The following screen depicts a Write Multiple Registers message used to transmit raw serial data in ladder logic.

" OFBI 1 424

WRITE_REG

1301 [——

100 [=—— HWO_REG

Comi_Te_Reg_Wiite[1][==—— REG_WRIT

DevicehBster [P_Addri=—— AddrFid

EM EMO [—
REQ DONE ——=Com1_Tx_Daone

SLAVEREG ERROR —=Comi1_Tx_Emor

STATUS ——=Com1_Tx_5tatus

Where:
SLAVEREG |Refers to the port transmit data address (+1 for use with Concept).
NO REG The maximum receive message size in 16 bit words. The maximum size of 100 includes two
- words for the sequence number and length and then up to 196 bytes of serial data.
REG WRIT The memory location where the data message to transmit resides on the PLC. (This includes
- the sequence number, length in bytes, and serial data to transmit.)
DONE The done flag.
ERROR The error flag.
STATUS |The message status word.
AddrFid |This contains the PLC Modbus/TCP slot/index and IP address of the ICDM-RX/MOD.

A.2.2.3. Set Receive Sequence Number via Write Multiple Registers Message

The following screen depicts a Write Multiple Registers message used to initialize the receive data sequence
number in ladder logic.

I PEPPERL+FUCHS

" FBI_1_252

WRITE_REG
EMN EMO
REQ OOME

1257 [>—— SL“EREG ERROR

1[==—— MO REG

Com1_Rx_DestAddr[1] [=—— REG_WRIT

Devicehfaster |IP_addri=—— AddrFid

STATUS

—=Com1_%etRx SeqhizgDone

—==Com1_%etRx Seqhizg Bmor

F—I=Com1_SetRxSeqhizgStatus

101



[ ]

Where:

SLAVEREG |Refers to the port receive sequence number address (+1 for use with Concept).

NO_REG |[Setto 1.

REG_WRIT |The memory location where the receive sequence number resides on the PLC.

DONE The done flag.

ERROR The error flag.

STATUS |The message status word.

AddrFid This contains the PLC Modbus/TCP slot/index and IP address of the ICDM-RX/MOD.

A.2.2.4. Set Transmit Sequence Number via Write Multiple Registers Message

The following screen depicts a Write Multiple Registers message used to initialize the transmit data sequence
number in ladder logic.

" FBI1 3T
WRITE_REG
EH EHNO [—
REOQ OONE —==Com1_%5etTu SeqhtsgDone

1867 [=—— SLAVEREG ERROR —=Comi1_SetTx SeqhtsgEmor
1 [=—— HO_REG

Com1_Tx_Reg_Wirte[1][>=——/ REG_WRIT

Devicehdaster |P_sddr==——] AddrFid STATUS —=Com1_S5etTxSeqhisgStatus

Where:

SLAVEREG |Refers to the port transmit sequence number address (+1 for use with Concept).

NO_REG |[Setto 1.

REG_WRIT |The memory location where the transmit sequence number resides on the PLC.

DONE The done flag.

ERROR |The error flag.

STATUS |The message status word.

AddrFid This contains the PLC Modbus/TCP slot/index and IP address of the ICDM-RX/MOD.
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A.2.2.5. Read Serial Port Statistics via Read Holding Registers Message

The following screen depicts a Read Holding Registers message used to retrieve the serial port statistics in

ladder logic.
FBI_4_14
READ_RE®
EM EHO
REQ NDR

1601 [—— SLAWERE® ERROR

24[—— HO_RE% REG_READ

F—==Com1_GetStatisticsLione
F—=Com1_GetStatisticsErrar

I [=Comd_Stats[1]

Devicehdaster_|P_Addr[=——/ AddrFId STATUS

F—=Com1_GetStatsStatus

Where:

SLAVEREG |Refers to the serial port statistics address on the ICDM-RX/MOD (+1 for use with Concept).

NO_REG |(Setto 24 (size of statistics data in words).

NDR The done flag.

ERROR |The error flag.

REG_READ length.)

The destination address on the PLC to place the statistics data. (Must be at least 24 words in

STATUS |The message status word.

AddrFld |This contains the PLC Modbus/TCP slot/index and IP address of the ICDM-RX/MOD.
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A.2.2.6. Modbus/TCP Slot/Index and ICDM-RX/MOD IP Address Definition

The following screen displays the AddrFid used in all Concept Modbus/TCP messages.

B Definition WordArr5
Devicetd agter_|P_addr
Name | Type Yalue Comment
DeviceMaster_IP_Addr WordArrS
DeviceMaster_IP_Addr[1] WORD 51
DeviceMaster_IP_Addr[2 | WORD 10
DeviceMaster_IP_Addr[3 | WORD o
DeviceMaster_IP_Addr[4 | WORD o
DeviceMaster_IP_Addr[5  WORD 102
0K | Cancel | Help |

Where: |The first entry (511 or 1FF hex) denotes the following:

* LS byte must be 255 (FF hex) to indicate to the ICDM-RX/MOD that this is raw/ASCII
serial data.

Byte1 |* MS byte:Momentum PLC =1
*  Quantum PLC = Slot number of Ethernet card
e Compact PLC = Slot number of Ethernet card

Byte 2 |MS byte of IP Address.

Byte 3 |Second byte of IP Address.

Byte 4 |Third byte of IP Address.

Byte 5 |LS byte of IP Address.

A.2.3. Concept Example Programs

Disclaimer: Comtrol supplies example PLC programs for demonstration purposes only.
They are intended for the sole purpose of an example loop-back demonstration in a
controlled lab environment. They are not intended for use in a production environment and

aution 'Mmay not function correctly on all PLCs. Comtrol does not warrant these example programs
or any part thereof. The user assumes all liability for any modification to and use of a
modified example program.

The following PLC programs have been included with the released binary. They are designed to interface to a
ICDM-RX/MOD 1-port or port one of a ICDM-RX/MOD 2- or 4-port. Additional programming is required to
interface to additional ports on a ICDM-RX/MOD 2- or 4-port.

Note: The following example programs were developed with version 2.6 of Concept and a Schneider Electric
Momentum PLC.
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A.2.3.1. LPBKCNCP

This example program demonstrates a loop-back PLC program using Read Holding Registers and Write
Multiple Registers messages in a standard polling type receive method. This program initializes receive and
transmit data sequence numbers at startup and then loops raw data via a loop-back plug on the serial port. The
data is transmitted and received and the sequence numbers are incremented.

The following files apply:

e LPBKCNCP.SEC - Ladder logic and variable definitions in Concept programming format.
* LPBKCNCP.CCF - Configuration file.

e LPBKEXPL.RDF - Reference data template file.

See LPBKCNCP Example Program on Page 114 for more information.

A.2.3.2. SCANCNCP

This example program demonstrates a loop-back PLC program using the I/O Scanner utility on the Concept
PLC programming software. This program uses the I/O Scanner to send and receive serial data at a predefined
rate. The data is transmitted and received and the sequence numbers are incremented.

The following files apply:

e SCANCNCP.SEC - Ladder logic and variable definitions in Concept programming format
*  SCANCNCP.CCF - Configuration file

e LPBKEXPL.RDF - Reference data template file.

Note: The ICDM-RX/MOD should be reset before starting a PLC program using the I/O Scanner due to PLC
program execution scheduling. If the ICDM-RX/MQOD is not reset, the sequence numbers may be out of
sync. This may result in receiving outdated raw serial data as well as an unexpected transmission of
serial data. A Transmit Unexpected Sequence Number error may also occur.

See SCANCNCP Example Program on Page 120 for more information.

A.2.3.3. Setting up and Running the Concept Example Programs

The following steps are required to set up and run the Concept example programs.

If you have not done so, configure the ICDM-RX/MOD by setting the IP address, mask, and gateway for your
network and load the Modbus/TCP binary file.

1. Attach the loop-back plug on the serial port.
a. Attach the PLC and ICDM-RX/MOD to the same Ethernet subnet.

2. Open the Serial Configuration web page by entering the ICDM-RX/MOD IP address in your web browser to
configure the ICDM-RX/MOQOD serial port.

3. Set the following Serial Port Settings:
*  Mode: RS-232
° Baud: 57600
e Parity: none
* Data Bits: 8

° Stop Bits: 1
*  Flow Control: none
e DTR: off

* Rx Timeout Between Packets: 200
4. Set the following General Protocol Settings:
e Serial Port Protocol: Raw-Data

I3 PEPPERL+FUCHS 105



[ ]

* Discard Rx Packets With Errors: Enable
5. Set the following Raw-Data Settings:
° STX Rx Detect: one byte, Byte 1 =2
e ETX Rx Detect: one byte, Byte 1 =3
* STXTx Append: one byte, Byte 1 =2
e ETXTx Append: one byte, Byte 1 =3
*  Strip Rx Stx/ETX: Enable
* Rx MS Byte First: Optional
*  Tx MS Byte First: Optional
Select Enable for the Reset Port option.
Select the Save option.

. Open Concept.
. Open a new project by selecting File->New Project.

42 © © N

- O

Choose either the loop-back (LPBKCNCP) or /O Scanner (SCANCNCP) example programs.
Load the .SEC, .CCF, and .RDF files into the desired directory.

a. Inthe Create a new project database pane, enter a file name under File name.

b. Navigate to the directory where you wish to place the new project.

c. Select OK.
12. Import the configuration by selecting File->Import...

a. Inthe Select Source File Format pane, select Configuration.

b. Select OK.

c. Inthe Configuration Import pane, select the .CCF file.
d. Select OK.

e. Select OK in the Configuration Import completed pane.

Configuration Import EH
File name: Folders:
|LF'BKENCF'.ECF c:h.exampl™ 1\ oopback

Cancel
= ch J Q
(== HERB Metwork....
(= MODBUS™
(= EXAMPL™
@, laaphack [ Read only
Lizt files af bype: Drives:
|E0ncept Config [*.ccf] :J I = ﬂ

13. Import the program sections by selecting File->Import...

a. Inthe Select Source File Format pane, select Program
Section(s).

b. Select OK.
c. Inthe select section_file pane, select the .SEC file.

106

Select Source File Format E

Wariahles: Test delimited
Wariables: Factom Link,
Program: [EC text
Program: Section|s

Ok | Cancel Help

Select Source File Format E

Yariables; Text delimited
Wariables: Factary Link
Frogram; [EC text
Frodqrani: Section(z]

Configuration

QK | Cancel Help
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d. Select OK.
select section_file
File name: Folders: oK
ILF'BKENCF'.SEE c:h.exampl ™1\ oopback _
Cancel
- = ch ;I —l
(== HERB Metwork...
(= MODBUS™ —l
(== EXAMPL™A
#= loopback _I
Lisgt files of type: Dirives:
IFiIe [* zec) ;I I G j

e. Select YES when asked whether to save project file first.
f.  Inthe Replacement pane, select OK.

Replacement

11/4/20

- Instance Mames Replacement list :
Replace : | Addss I ;I
I Bemove << |
By:
I Remoyve all |
-~ dddress Shift
Reqizter 0= by : |D hit[z]
Fegister 1 by |D bit[=]
Reqizter 3% by : |D ward[s]
Feqister 4= by : |U word(z)
-~ File Access %
Load List . | < | 3
&l oK. | Cancel | Help |

g. Select OK in the status window.

I3 PEPPERL+FUCHS
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14. Modify the configuration for your PLC.
Select Project->Configurator.

108

a.

In the PLC Selection pane:

® oo

[fi] PLC Configuration

“PLC
B i "[gga 171 CIOF 360 AEC J‘?Eai:jh\e Lsugic frsa i
FLC Memory Pariion E2 Ny ERes =
Loadables ~PLC Memoty Partiion Loadable
B Specials Coils: 000001 001536 Number nstalled i
& Config Extensions Diserete Inputs: 100001 100512
t B Select Extensions Input Fiegisters 300001 300048
B Ethernst/ /O Scanner || | Holding Registers 400001 403000
110 Map
E Segment Scheduler
Modbus Port Setiings ~Special Seament Scheduler
B ASCI Battery Cail Segments: 32
Timer Fregister i
Tirme of Day: 400007
1~ Config Extensian: rASCIF
Diats Protectior: Disahiad Mumbet of Messages i
Peer Cop: Disabled Message Area Size i
?f;;:“;:db” : 7 Muiribiet of Ports i
Profibus DP; &

\=| Open Dialog

Select your PLC Family.
Select your CPU/Executive.
Select your Memory Size.

Select OK.

PLC Selection

PLC Earnily:

Processor, T Flazh, Ethernet, 170 Buz

LCPU/E secutive;

171 CCC 760 10-324
171 CCC Ye010-EC
171 CCC 780 10-324
171 CCC 780 10-EC
171 CCC 360 20-324
171 CCC 560 20-354
171 CCC 560 30-EC

i

temory Size:
. T

PLE Memamny Defragmentation

[~ Enable

~IEC
Buntirne:

I Enable ;I

1EC Memon (KB
EEE
Global Data [KE):

ol |

EEB Memany [EB]:

[

[ ox ]

Cancel |
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15. In the PLC Memory Partition pane:

PLC Memory Partition

bd &wirnurn State bMemaony: 15872
State Memary Used: 3a08
State Memary Usage: 23%
-~ Discretes

Coils [Dumem]:

Dizcrete Inputs [Taxms):

— Reaisters

|51 2
Input registers [Juwm)]; |48
Halding reqisters [fumem]: 3000

QK I Cancel | Help |

a. Verify that your PLC has sufficient memory. The example program requires 3000 holding registers.
b. Select OK.

16. In the Config Extensions->Ethernet/ IO Scanner pane:

a. Select your method of specifying an IP address.
If you are specifying an IP Address:
e Enter the PLC IP Address under Internet Address.
e Enter the Gateway address.
¢ Enter the Subnet Mask.
Verify the Master Module is configured properly.

Select OK.
B Ethernet / 1/O Scanner
i fiess Internet Address: {10.0.0.19 Go Subnet Mask: | 265 265.0.0
" Lise Bootp Server
Gat :
© Disable Ethemet S
i~ 1/0 Scanner Configuration:
Master Module [Slot): |171 CCC 980 30MEC. = e | e | I | T |
Health Block [1:<43<]: |300001 - 200004 =
Diglete Eill Dot Export
[ Diagrostic Block [3</4%): | | |
Slave P Address Uit 1D HE&“T”TiTE'jm HEFWHS]a‘E | Link Type Read Ref Master | Read Ref Slave | Read Length! L‘a[ls;;fljlra ‘wite Fef Master | Write Ref Slawve | ‘Wiite Lengthl Descrlpllr:ll
1 - - - i i
[ 2] =] =] [=] |
L /8 = R E———— =
] - = | -
=8 = i S o =
B | ] L]
B Lol =) =)
= 54 OO | | N = o
9 - - i -
11 - - - =
<] | o
oK I Cancel Help
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17. Modify the ICDM-RX/MOD IP Address in the DeviceMaster_IP_Addr array:
a. Select Project->Variable Declarations...
b. Click the DeviceMaster_IP_Addr->Set... variable, which is the slot/device index number.
For the Schneider Electric Momentum PLC, the first word does not change.

For the Schneider Electric Quantum or Compact PLC, set the upper eight bits to the slot number of the
Ethernet module.

c. WORDS two through five contain the IP address in the standard 255.255.255.255 mask format.

B Definition WordArr5 _ o] x]
Devicetd agter_|P_addr
Name 1 Type | Yalue 1 Comment
DeviceMaster_IP_Addr WordArrS )
DeviceMaster_IP_Addi[1] WORD 51
DeviceMaster_IP_Addi[2 WORD 10
DeviceMaster_IP_Addr[3 WORD o
DeviceMaster_IP_Addr[4 WORD o
DeviceMaster_IP_Addr[5  WORD 102
0K Cancel Help

18. Forthe SCANCNCP example program only, modify the ICDM-RX/MOD IP address in the 1/0O scanner
window. Change the default 10.0.0.102 IP address to that of your ICDM-RX/MOD.

Ethemet Configuration:

* Gnecifi I Addess Interniet Address: [10.0.0.19 o Subnet Mask: [265.255.0.0
" Use Bootp Server ’7
" Disable Ethemet Geteway: |0.00.0
1#0 Scanner Configuration:
Master Module (Slot]: |171 CEC 960 304EC = ; | | : | Topen |

Health Block [1:/3<); 300001 - 300004 | i | |
[ Diagnostic Block [3x/45]

Slave |P Address Unit 1D HEaItTnLI;nEout HBleziale Link Type | ReadRef Master| Read Ref Slave | Read Length L‘a[lsr:;flilre ‘white Fief Master | ‘wirite Ref Slave | WWrite Length Descriptic—
1T [00010z - 255 5000 250 Mamal hd 401000 401001 100 Hold Last | « 401300 4mz0 100 wiite/Read DevicaMs
z - - -
Ia = = =
= = = =
Eo = = )
ISR = = =
5| L= = &%)
LEgE] = = =
| 3 | I = =
ISl = = =
i L= L= L= )
4 - e
akK | Cancel | Help ‘

19. Analyze the program by selecting Project->Analyze Program.
a. There should be no errors.
b. There may be a few Multi-assignment warnings, but these can be ignored.
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20. Connect to the PLC by selecting Online->Connect....
Configure the Connect to PLC pane.
a. Under Protocol Type, select TCP/IP.
b. Under IP Address or DNS host name, enter the PLC IP address.
c. Select Change Configuration.

d. Select OK.
Connect to PLC E
Praotocal bype: .
Tiodbie ~ Protocol settingz: TCRAP
Modbus Plus P address or DNS host narme: Bridge MB+ index
IEC Sirmulator (32-5 {10001 = |
—access Level————— List of nodes an Modbz Flus retimrk:
£ Maritor anly _I
" Change Data
¢ Change Program
Hozt adapter
k. I Cancel | Hescan | ¢ Previous | et Help |

21. Download the PLC program by selecting Online->Download...
In the Download Controller pane:
a. Select ALL.
b. Select Download...
22. Set up the program monitoring:
a. Select the Open Reference Data Template button on I¥ Configuration

the menu.
Inthe O Ref, Data Te lat A ¥ |EC program sections
nthe Open Hererence Data | emplate pane: {bios Lipload informetion]

* Locate and select the LPBKEXPL.RDF template file I~ 584 adder loais

supplied with the example files. §= 450l eseants
* Select OK. IV State FAM + Iniial values
Note: There may be warnings when loading the I Initial values only
reference template file and running the [ State RiaM only
SCANCNCP example program. These warnings =
can be Ignored. | Estended memarng

Select partz to download, then prezs <Download:

Lownload Cloze Help

11/4/20
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Variable Name | Data Type ‘ Address | Value | Set Value ‘ Format Disable | Cyclic Set J Animation Status Bl

_1 |Com1_ReadData BOOL off Bool - B H | =
_ 2 |Coml_TransmitData BOOL off Bool |+ | o a
_3 |Coml_RxProdSeqNum |UINT 0 UnsDed = | . H
_4 |Com1_RxConSeqNum |UINT 0 UnsDed = | . [
_5 |Coml_TxProdSeqNum UDINT 0 UnsDed = | . H
_ 6 |Coml_RxTotalMsgs UDINT 0 Uns Deq = | £ ol
_ T |Coml_Rx_Error_Cnt DINT 0 Dec [32 I~ = H
8 |Com1_Tx_Error_Cnmt  [DINT 0 Dec(32|~| = o
g | SystemTimerln TIME 1s Time |+ | =
10| SystemTimerQut TIME 0s Time |- | o =
1| -] = &
12 |Com1_Rx_DestAddr{l] ' WORD 1000 0 Hex [=| = ]
13| 00000 0 Dee [~ | = =
14| 01002 0 Dee [~ | = g
15| 101003 0 Dee [~ | = =
16| 101004 0 Dee [~ | = g
7| 101005 0 Dee [~ | = =
18| 101006 0 Dee [~ | = g
19| 01007 0 Dee [~ | = =
a0 | 101008 0 Dee [~ | = g
2 | 101009 0 Dee [~ | = =
22| 01010 0 Dee [~ | = g
. 23| 00011 0 Dee [~ | = =
|_24] 0012 0 Dee [~ | = g
25| 003 0 Dee [~ | = =
26| 01014 0 Dee [~ | = g

<?|? AN1N15 n Der > 1 1 5 '___

b. Animate the reference template by clicking once on the template and then selecting Online->Animate.
c. Click once on the RxTxDataSection section. Select Online->Animate Booleans.
23. Start the processor by selecting Online->Online Control Panel...

Online Control Panel E

Controller Executive 1D is 833, Yersion 0111, |EC 0260,

Time of Day clock
Start controller...

clock not configured

Clear contraller... :
= Conztant sweep settings

register for target scan time -
target scan bime (ms] e

Invoke conztant sweep...

Invoke single sweep...

zingle sweep time baze [mz) 0
sweep tigger count 1

Irvoke optimized solve

Flash program...

| Single sweep settings

Set PLC passward...

Help
In the Online Control Panel, select Invoke Constant

Sweep... Constant Sweep Settings E

a. Verify the 4x register is 2999. (This is an unused : :
register.) 4w reqgigter for target scan time [1-2999]  4u

Verify the sweep rate is 10 msec. ekt (1 ]

Select OK.
QK. | Cancel Help
Select Start Controller. ‘
e. Select Close.
24. Observe the data being transmitted and received.

e oo
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Appendix B. LPBKCNCP Example Program

The following is the ladder logic for the LPBKCNCP example program:

DISCLAMER

Comtrol suppiles example PLC programs for demonstration purposes only .

This PLC program is intended for the sole purpoze of an example loop-back demonstration
in @ controlled lab environment. This example PLC program is not intended to be used in a
production enviroment and may not function comectly on all PLCs. Comtrol does not wamant
this example program or any part thereof. The uzer assumes all liability for any modification
to and uze of @ modified example program.

Thig iz the loop-back timer. k controls how fast data is transmitted and received.

FBI 1 32
TOMN

Run " ClockEnatle
_| |—| |— IN 0 —{==ClockTickTrue

SystemTimerin [=—— PT  ET (—{=SystemTimerOut

Timer handling: Re-enable clock after resetting to restart.

Run " ClockEnable  ClockEnable

— 06—

Initilization: Clear the Fx produced zeq number on the Devicehaster UP. i ¥ d ©OFBI 1 25T
WRITE_REG
Run
} EN END
Run " ClockTickTrue Com]_SetRxSedNum ’ Mg Aetive ’ heg Aetive ’ ’ ’
I | | /1 g RED DonE

1267[>— SLAVEREG ERROR
1[=— NO_REG

Com1_Fx_DestAddr[{] [==—{ REG WRIT

Devicehiaster_|P_Addr=— AddrFld STATUS

—I=Com1 SetFxSeqhtzqDone

—==Com1_Set Rx Seqhisg Emor

F—=Com1_SetRx Seqhisg Status

Initialization: Clear the Tw produced seq number on the Dewvicehts: up.
FRI_1_371
WRITE_REG
Run
f EN END
Run " ClockTickTrue ComI_SethSeq.Num ’ hzg Petive ’ heg Aetive ’ ’ ’
f | | I /1 S REQ DONE

1857 [=— SLAWEREG ERROR
1[z=—— NO_REG

Com1_Tx_Reg_Wirte[1][=—— REG_WRIT

—==Com1_Set T Saqhizg Done

—i==Com1_SetTx SeqhtsgEmar

Devicehiaster_|P_Addrl=— AddrFid STATUS

F—=Comi_SetTx Seqhisg Status

ICDM-RX/MOD Modbus/TCP Manual: DOCT-6961
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Operational loop: Read the [atest data from port 1 on the Devicehbster LP.

nual

FBI 1 324
READ_REG
Run
} EN ENO —
Run ClockTickTrue Coml ReadData  hkglctive hsnfotive
I I I I I I I ey RED NOR |—{==Com1_Rx_Daone
1001 [=—— SLAMEREG ERROR |—=Com1_Rx_Bmor
100 [=—— HO_REG REG_READ —~=Com1_Rx_DestAddr[1]
Devicehtaster_|P_addr [=— AddrFld STATUS —==Comi_Rx_Status

Operational loop: Check for new data received here. |f new data is received, the sequence number (first 16 bt word) will hawe been incremented.

RIS 1432
WMORO_TO_UINT ME_UINT
Run
EM END EH EMNO

"

Comi_Rx_DestiAddr[1] [=—(

—=Com1_RxProd SeqHum

Com1_RxProdSeqhum [=—]

—=Com1_RxMewData

Com1_RxConSeqHum [—

Operational loop: If the new data flag is set, process new data here (Just bumping a total message counter as example)

Run
|

1433 1403
. ) MOVE ADD_UDINT
Com1 RxMNewData Com1_RxMNewData
| E EN ENO EN END —

Com1_RxProdSeqMum [=—/(

—==Comi_RxConSequm

Operational loop: If there iz new data to transmit, load the data into the message (starting at the third w
then increment the Transmit Sequence number.

RunI Com Transmit Data Msuﬂctli\re

Comi_RxTatalhdsgs [=—7f —=Comi_RxTotalhisgs

Clockl'l'lc:che il i
I . 11 . 11 . 3 I/I

Com1_TxProd $eqNum [2——1

—=Com1_TxProdSeqNum

1=

11/4/20
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1 [=—
ord), and
1481
ADD_UDINT
1482
EM END

UDINT_TO_WORD

EN END

R

Com1_TxProd $eqNum [=—

—L==Com1_Tx_Reg_iiirita[1]
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Operational loop:Handle rollower of 16 bit integer transmit sequence number,

1484
) . ) ) WORD_TO_UDINT

RunI Clockl'l'lc:che ComII_TiznsmitData Msglﬂctli\re

I - 11 - 11 - - 171 — BN FRO2

Com1_Tw_Reg_irite[1](=—- —==Com1_TxProdSeqMum
Operational loop:Transmit data if transmit dat flag iz set. E = i i " OFBI 1 424
WRITE_REG

Run

f EN ENO —
Run " ClockTickTrue ComI_Tmnsmthata ’ heg Petive ’ Mg Aetive ’ ’

f | { | /1 [E) REQ DONE ——{==Com1_Tx_Done

1301 [c=— $LAWEREG ERROR [—=Com1_Tx_Emor
100 [=—— NO REG

Com1_Tx_Reg_Wirte[1][=——/{ REG_WRIT

Devicehtaster_|P_addrlz=—— AddrFld STATUS ——=Comi_Tx_Status

Operational loop: Wiait for active messages to complete hers.

Run ’ heg Petive ’ Com]_SetRxSedNum ’ ComI_SetRxSeciMsgDone " comt SetRxSedNum " Comi SethSeq‘Num ’ heg Aetive
| | 1 i (i
L 1 e Mepees T R T R
Com1_%et Rx Seqhisg Bmar Com1_%SetRx Seqhum Com1_SetTwSeqMum hzg Aetive
I R E) R
Run " Measctive  Comi SetTxSeabum " Comi SetTxSeahbaDone " Com1_SetTxSeqhum " Com1_TransmitData " Measgtive
| | | || || @ @ A
I 3 ! 3 L] 2 E [ E 5 : 3 7 2
Com1_SetTxSeqhdzg Bmor Com1_SetTSeqMum Com1_Transmit Data heg fetive
[ ® & ®—

RunI ’ Msglﬂctli\re ’ Com;_l’«ieadData‘ ’ Com]I_Rix_Done. Comi_ReadData Comi_TransmitData ’ hzg Aetive © o306
f - 1 - 1 - - 1T - R - 2 - ——®&— [ soo_omr
Com1 Rx Eror  Coml_ReadData Coml_TransmitData hsnAotive
1 R s &) EN  ENO —
Com1_Rx_Emor_Cnt [=— ——=Com1_Rx_Emor_Cnt
1 [=—
RunI g Msglﬂctlive " Comi_TransmitData " Comi_Tx_Done  Comi_TransmitData " Coml_ReadData Msgictive 1283
| | 1
T ) 1 — | ) ) 1T ) E ) ) S - R | aoo_oint
Com1_Tw_Emor Com1_Transmit Data Com1_ReadData  hisglctive
|| & 5 F EN ENO [—
Com1_Tx_Emor_Crit [=— ——I=Com1_T«_Emor_Crt
1 [=—o

Reset timer to keep operational loop running.

Fun ’ ClookTiekTrue " ClockEnatle
T - 1
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tion Import

File name: Folders:
ILpB KCMCP.CCF i vexampl™1 4loopback,
- B oy ;l Cancel |
%HMES[?BUS"‘] Metwaorl... |
%ﬁ?::;:lc_: I Read only

5 =l
Ligt files of type: Dirives:
Il:oncept Config [*.ccf] ;I I i3 j

The following screens depict the variables for the LPBKCNCP example program.

cTpe Search/Paste |
@ Variables " Constants Searcha"ﬂeplacel
I Exp I ‘ariable MName Data Type I Address I It alue Use;l
1 | ® | BOOL | | i )
3 | I |Coml_ReadData BOOL | 0 1B
s | Carnl_RxCanSeqhum JUINT | [
5 | 50 |Comi_RsNewData BOOL n E=a
: T
2 |UDINT o [
8 | | [ Wordtur128 401000 Set.. k]
5 | |BooL | ] iz
10 [BOOL o iz
T [DINT | 0 [
12 | [WORD | 0 [ 1|
13 | |BooL o =
14 [BOOL o iz
15 | WIORD | o 7 |
15 | | Coml_SetRxSeqtum |BoOL | 1 T+
17 | -Eom‘l-_-SethSeE]MsgDone |pooL 0 2]
13 v |BOOL | ii] T
13 | Coml_SetT«SeqMsgStatus  |'WORD | o jiii
0 | | Camnl_SetT «5 eqtum |poOL | i [
bea | :Eom‘l-_-Transmit[_)-ata |BooL 0 B
22 | UDINT o iz
FE BOOL | 0 =
4 || |BOOL 0 [z
5 || [DINT | [ [
% || [Wordar28 EET Set.. 4
7 | _Tw WORD | 0 1|
28 | DeviceMaster_IP_Addr worddr 4001 il | Sel... 4
a || dsghctive BOOL , 0 22
W | | o Run BOOL | B e
Kl | stemTimerln I TIME | HH500r [
32 | Z  SystemTimerDut. ITIME | 1 |
B | = | | =] | i
) | : . =0
e il s .~
< >
ak. I Cancel | Help. |

11/4/20
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Bl Definition WordArr128

Coml_Rx DestAddr
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Name Type Yalue Ci |
Coml_Rxz_DestAddr WordArrizg _I
Coml_Rxz_DestAddr[1] WORD o
Coml_Rz_DestAddr[2] WORD o
Coml_Rz_DestAddr[3] WORD o
Coml_Rz_DestAddr[4] WORD o
Coml_Rz_DestAddr[5] WORD o
Coml_Rz_DestAddr[6] WORD o
Coml_Rz_DestAddr[7] WORD o
Coml_Rz_DestAddr[£] WORD o
Coml_Rz_DestAddr[9] WORD o
Coml_Rz_DestAddr[10] WORD o
Coml_Rz_DestAddr[i1] WORD o
Coml_Rz_DestAddr[12] WORD o
Coml_Rz_DestAddr[13] WORD o
Coml_Rz_DestAddr[14] WORD o
Coml_Rz_DestAddr[15] WORD o
Coml_Rz_DestAddr[16] WORD o
Coml_Rz_DestAddr[17] WORD o
Coml_Rz_DestAddr[18] WORD o
Coml_Rz_DestAddr[19] WORD o
Coml_Rz_DestAddr[20] WORD o
Coml_Rz_DestAddr[21] WORD o
Coml_Rz_DestAddr[22] WORD o
Com1_Rz_DestAddr[23] VORD o =
<] ;IJ
QK | Cancel | Help |

Note: There is no valid data in this variable array until received data is requested from the ICDM-RX/MOD.

Where:

Bl Definition WordArr128

Coml_Tx Reg ‘Wiite

Name Type Yalue I Ci & |
Coml_Tx_Reg Write WordArri2g | _|
Coml_Tz_Reg_Write[1] WORD o E
Coml_Tz_Reg_Write[2] WORD we
Coml_Tz_Reg_Write[3] WORD 4370
Coml_Tz_Reg_Write[4] WORD 4834
Coml_Tz_Reg_Write[5] WORD 5398
Coml_Tz_Reg_Write[6] WORD ss12
Coml_Tz_Reg_Write[7] WORD 6426
Coml_Tz_Reg_Write[£] WORD 6340
Coml_Tz_Reg_Write[9] WORD 7454
Coml_Tz_Reg_Write[10] WORD 7968
Coml_Tz_Reg_Write[11] WORD 8482
Coml_Tz_Reg_Write[12] WORD gs9s
Coml_Tz_Reg Write[13] WORD ss0 000
Coml_Tz_Reg Write[14] WORD 10024
Coml_Tz_Reg_Write[15] WORD 10538
Coml_Tz_Reg_Write[16] WORD 43
Coml_Tz_Reg_ Write[17] WORD [ T
Coml_Tz_Reg Write[18] WORD [ T
Coml_Tz_Reg_Write[19] WORD [ T
Coml_Tz_Reg_Write[20] WORD [ T
Coml_Tz_Reg_Write[21] WORD [ T
Coml_Tz_Reg_Write[22] WORD [ T
Com1_Tz_Reg_Write[23] VORD o =
<] ;IJ
QK | Cancel | Help

*  The first word contains the sequence number starting at zero.

* The second word contains the length that is set to the maximum number of bytes transmitted by the
Concept software package. (100 words = 200 bytes. 196 bytes maximum transmit data size.)

¢ Words three to 100 contain transmit data.
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| B Definition WordArr5

DeviceMaster_IP_Addr

Name Type Yalue Comn
DeviceMaster_IP_Addr WordAmrrS

DeviceMaster_IP_Addr[1] WORD
DeviceMaster_IP_Addr[2] WORD
DeviceMaster_IP_Addr[3] WORD
DeviceMaster_IP_Addr[4] WORD

WORD

DeviceMaster_IP_Addr[5]

S |

oK Cancel Help

11/4/20
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Appendix C. SCANCNCP Example Program

The following is the ladder logic for the SCANCNCP example program.

‘DISCLAIMER
Comtrol suppiles example PLC programs for demonstration purposes only.

This PLE program is intended for the sole purpose of an example loop-back demonstration
in @ controlled lab environment. This example PLC program is not intended to be used in a
production enviroment and may not function comectly on all PLCs. Comtrol does not wamant
this example program or any part thereof. The uzer assumes all liability for any modification

‘to and use of a modified example program.

"MOTE: The Devicehdaster UP must be reset before starting this example program or any other
PLC program that utilizes the PLC Y0 scanner utility to communicate to the DevicehBster UP.

"This i the loop-back timer. It controls how fast the transmit data message will be updated

so that new serial data is transmitted and received.
FBI_1 322
TOHN

Run " ClockEnatle
_| |—| |— IN 0 —==ClockTickTrue

SystemTimerin [=—— PT  ET [—{==%ystemTimerOut

"Re-enable clock after resetting to restart.

Run " ClockEnable Clock Enable

—

—=Com1_SetRx Seqhtzg Done

= Com1_Set Rx Seqhtzg Emor

Initialization: Clear the Rx produced sequence number on the Devicebdster UP. FBI 1 472
WRITE_REG
Run
f EN END |-
Run ’ ’ Com]_SetRxSedNum hzg Petive heg Aetive
I || 1 2]
f - - | | 1/t = REQ DONE
1257 [=— SLMEREG ERROR
NO REG

Initialization: Clear the Tx produced sequence number on the Devicehbster UP.

Comi_Rx_DestAddr[1] [=—/(

Devicehiaster_|P_Addr [=—— AddrFld STATUS

1=—

REG_WRIT

—==Comi_SetRx Seqhdsg Status

FBI 1 371

Fun ' ' Comi et SaqHum

Msulﬂcti\re

hsnAotive
{5

I/I

Comi_Tx_Reg_itrite[1] [=—/

1557 [=——

11—

WRITE_REG

EN END

REQ DONE

SLAVEREG ERROR

NO_REG

REG_WRIT

—1==Com1_%etTx SeqhitzgDone

—1==Com1_SetTxSeqhisg Emor

Devicehiaster_|P_Addr [— AddrFid STATUS

= Comi_SetTeSeqhisg Status

ICDM-RX/MOD Modbus/TCP Manual: DOCT-6961
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Operational loop: Check for new data received here. If new data is received, the sequence number (first 16 bt word) will hawve been incremented.

.43
WORD_TO_UINT

Run

1432

EN END

P

Com1_Rx_DestAddr[1] [=—/

—=Com1_RxProd SeqMum

Com1_|

Com1_RxProdSeqhum [=—]

FRix Con Seq Mum [=—

NE_UINT

EN ENOD

—=Com1_RxMewData

Operational loop: If the new received data flag is set, process new received data here (Just bumping a total message counter as example)

Run

1433 1403
) ) MOVE ADD_UDINT
Com1 RxMNewData Com1_RxMNewData
f | EN ENO EN  ENO

I 3 11 s : R

Operational loop: If there iz new data to transmit, load the data into the
then increment the Transmit Sequence number.

Com1_RxProdSeqMum [=—-/(

meszage (starting at the third word), and

F—==Comi_RxConSeqhum

1481
s ADD_UDINT
Run Cloch Tick True Com1_Transmit Data Ms%ﬂcti\re
I 1T [} 1/} S

Com1_RxTatalbdsgs [=—r7(

—=Comi_RxTotalhisgs

1[=——

1.452

R

UDINT_TO_WORD

Com1_TwProd SeqHum [=—/{ F—==Com1_TxProdSeqMum EM END —
1= Com1_TxProd $eqNum [=— —=Com1_Tx_Reg_Wirte[1]
Operational loop: Handle rollover of 16 bit integer sequence number.
1484
) WMORD_TO_UDINT
Run Cloch Tick True Com1_Transmit Data hisg Active
| | 1 |1 | /] fri
I : 11 7 11 n 1/ £ ENG
Com1_Tx_Reqg_iiite [1][=— —1==Com1_T«ProdSeqMum
Operational loop: Wiait for active messages to complete here.
(Initialization meszages only for this example program.)
Run Measetive Com] SetRxSeahum Com! SetRxSeahtsaDons Com1_SetRxSeahum Com1_SetTxSeaNum Measetive
| N ] | & )
’ ’ W ’ ComI_SetRxSeciMngrmr Com1 SetRxSedNum Com1 SethSeq‘Num hzg Aetive
W & & 3
- 10
RunI Msglﬂctli\re ComII_SethSeq.Num Com]I_SethSeqi\ntsgDone Com1 SethSeq‘Num Com1_TransmitData hzg Aetive
e A e B — _ £ _ = . R
Com1 SetTxSeqhdsgBEmor Com1_SetTx SeqNum Com1_TransmitData hsaAotive
| | () 5 R
[
Reset timer.
Run ClockTick True Clock Enable
| || B
I - 11 -
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The I/O Scanner screen displays.

i~ Ethernet Canfiguration:

 Bpeciy ] Internet Address: [10.0.0.13 Go Subnet Mask: [255.255.0.0
" Use Bootp Server Bateway: [0.000
1 Disable Ethermet i .

~ 140 Scanner Configuration:

Master Module [Slot): 171 CCC 960 304EC -~

Health Block [1=/3]: |300001 - 300004 Delete | Fill Diauary | Export |
I™ Diagnostic Black [3=/4X) B § -

[ I = |

Slove IP Addiess Unipip | Hedlth Tmeout| RepRate | oy 100 | Road Rof Master | Rioad Rief Slove | Read Length| 539 Y38 | i ot Master | Wirte Rief Slave | Wite Length Descnpm_l
(ms| [ms) (Input) ,_I
1 [1000702 [~ 755 5000 0 Nomal |~ | 07000 0001 100 Hod Last [ = | 07300 ERED] 100 “write/Fread D eviceM
2 - i - : % - :
|7 E i § [l N i I B R B
3 - - -
| | [~ I~ | 3
Bl Il Lz | Il
a = = =
| 3 hal Bl hal
10 = = =
11 - - - -
4 | 25 »

o
S

Cancel | Help I

The variable definitions are the same as for the LPBKSCAN program in Appendix B. LPBKCNCP Example
Program on Page 114.
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