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D ICDM-RX/MOD Modbus Solution Examples

1 Introduction

This document includes a number of Modbus connectivity examples which are intended to help the
system integrator or plant engineer determine how to set up installations. These examples include
information such as the recommended chassis and Modbus firmware for each configuration.
Information on how to configure the functionality for each particular ICDM-RX/MOD Modbus
application is left to the User Manuals.

Due to flexibility of the ICDM-RX/MOD Modbus firmware applications, it is not possible to show every
possible Modbus solution. The Modbus Router and Modbus/TCP firmware applications provide the
ability to create either very simple or very complex Modbus installations. For instance, you can combine
more than one of these connectivity solutions onto one gateway or use several gateways to build a
Modbus network. (A Modbus network typically involves multiple gateways providing communication
between Modbus controller(s) and device(s) on a network.)

When setting up your Modbus installation, please keep the following in mind:

e When using either Modbus Router or Modbus/TCP firmware, all Modbus masters can
communicate to all public slave devices. For example, you can have multiple serial and
Modbus/TCP masters communicating to the same or different slave(s) at one time.

e When using Modbus/TCP firmware, both Modbus controllers and applications can communicate
to a single raw/ASCII device at the same time.

e Modbus messages are automatically converted from one format to another. For instance, you
can connect Modbus/RTU masters to Modbus/TCP or Modbus/ASCII slaves and the gateway
automatically performs all conversions and message verification.

e Each serial port or Ethernet TCP/IP device interface is individually configurable. That allows:

o For Modbus/TCP and Modbus Router firmware, multiple serial master or slave devices
of either the same or different Modbus type can be attached to the same gateway.

o For Modbus/TCP firmware, each raw/ASCII serial port or Ethernet TCP/IP device
interface can operate in different receive and transmit modes. (that is, one can operate
in master mode while others operate slave or master/slave mode.)

e An ICDM-RX/MOD gateway is required to run both the Modbus Router and Modbus/TCP
firmware applications.

To find the Modbus Solution for your installation, please follow the solution outline.

F3PEPPERL+FUCHS



2 Modbus Controller to Raw/ASCII and Modbus RTU/ASCII Device
Environments

2.1 Modbus/TCP Master Controller

This typically includes such controllers as PLCs, OPC Servers, SCADA Systems, HMlIs and applications that
communicate as a master via Modbus/TCP.

2.1.1 Serial Modbus/RTU Slave(s)

Recommended Firmware: Modbus Router
Alternate Firmware: Modbus/TCP
Modous/iRTU

ModbusiTCP Master Elhernet EDTﬁox:tmD Slave(s)

ModbusTCP ModousMCP  'E | ‘

-— ii i'-l—h- . RS-485 |_> U
PLC, HMI,

ICOM-RXMoOD COR ICDM-RX/MOD
SCADA,
QPC Server, 2-Port 4-Port

eftc. e
q i

Modbus/ TCP Master to Serial Modbus/RTU Slave(s)
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2.1.2 Serial Modbus/ASCII Slave(s)

Recommended Firmware: Modbus Router
Alternate Firmware: Modbus/TCP

ModousTCP Master Ethernet EDT:F)N[ 0

Network

ModbusTCP M odbusTCP l - I n
- RS-485 |_>
OR

- w"q—p
o ‘
PLC, HMI,

SCADA, ICDM-RXMOD ICDM-RXIMOD
OFC Server, 2-Port 4-Port

etc. - -I

Modbus/ TCP Master to Serial Modbus/ASCII Slave(s)

ModousiASCl
Slave(s)

2.1.3 Serial Raw/ASCII Device(s)

Firmware: Modbus/TCP

I 3 Raw/ASCI

ModbusTCP Master Ethernet 1:p0|-[ S

Network B
ModousTCP ModbusTCP I - -
B E— F ’ - = RS-232

Sl Barcode S
arcode scanner
PLC, HMI, ICDM-RXIMOD ICDM-RX/MOD Prirter '

SCADA, 2.Port 4Port Weigh Scale,

OPC Server
' Vision System,

etc. _F '
l I Display, etc.

Modbus/ TCP Master to Serial RawiASCIl Device(s)
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2.1.4 Ethernet Raw/ASCII Device(s)

. -4—= Eihernet Connections
Firmware: Modbus/TCP < - - -» Ethemet TCPAP Connections
ModousTCF Master Ethernet ED“‘II:IEOFI 3
Network
ModousTCP ModbusTCP I I e
1—.-
& OR
PLC, HMI,
SCADA, Ethernet ICDM-RXIMOD
OPC Server, TCPAP / 2 Port
etc. » re -
Barcode Scanner, » l
Printer, [ ’;;\, Raw/ASCII 2
Weigh Scale, r Device
Vision System,
RFIC Reader, etc.
Modbus/ TCP Master to Ethernet TCP/IP Raw/ASCII Device(s)
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2.2 Modbus/TCP Slave Controller

This typically includes such controllers as PLCs, OPC Servers, SCADA Systems, HMlIs and applications that
communicate as a slave via Modbus/TCP.

Due to the nature of master/slave connectivity, the functionality for Modbus/TCP slave controllers is
limited to communicating to raw/ASCII devices.

2.2.1 Raw/ASCII Serial Device(s)

Firmware: ModbusTCP

Raw/ASCII
Modbus/TCP Slave Ethernet 'ED"::EO";“DD Device
Network i
ModbusTCP ) ' ModbusTCP l il .
- oy “+—» @ RS-232
OR
FRE, BRI ICDM-RX/MOD ICDM-RX/MOD Eﬁ;ﬁzrde SR
EEED;QNH i TPt Weigh IScale,
' Vision System,
Display, etc.

etc. ‘II E.

Modbus/TCP Slave to Serial RawiASCII Device(s)
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2.2.2 Raw/ASCII Ethernet Device(s)

-— FCthermnet Connections

STt RS -4~ — — = FEthernet TCPIP Connections
M odbusiTCP Slave Ethernet m"{ﬁfﬁm
Network
M odbusTCP ModbusTCP I I Eﬂtﬁoxran
oOR
PLC, HMI,
SCADA, Ethernet ICDM-RX/MOD
£ e wornp 2~ 2Port
eic. ~ b
Barcode Scanner, ‘,f ' I
Printer,
Weigh Scale, w R%"’;‘:?g” o
Yision System,
Display, etc.

Modbus/ TCP Slave to Ethernet TCP/IP Raw/A SCIl Device(s)

F3PEPPERL+FUCHS
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2.3 Modbus/TCP Master/Slave Controller

This typically includes full-featured controllers such as PLCs, OPC Servers, SCADA Systems, HMls and
applications that can communicate simultaneously as a master and a slave via Modbus/TCP. Utilizing

Master/Slave functionality allows the controller and the ICDM-RX to operate as peers.

Due to the nature of master/slave connectivity, the functionality for Modbus/TCP master/slave

controllers is limited to communicating to raw/ASCII devices.

2.3.1 Raw/ASCII Serial Device(s)

Firmware: ModbusTCP

ModbusTCP ICDM-RX/MOD
Master/Slave Ethernet 1-Port

RawiaSCll
Device

ModbusiTCP Network ModousiTCP
(Peer-to-Peer) S (Peer-to-Peer) l I

-«-—p P’
y ’ RS-232
PLC, HMI
- R, ICDM-RX/MOD ICDN-RX/MOD
SCADA, 2-Port 4 Port
OPC Server,

"-.

et l .
= By

Modbus/ TCP Master/Slave to Serial Raw/ASCIl Device(s)

-

Barcode Scanner,
Printer,

Weigh Scale,
Yision System,
Display, etc.
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2.3.2 Raw/ASCII Ethernet Device(s)

-— FCthermnet Connections

Firmware: Modbus/TCP < - - -» Ethemnet TCPIP Connections
ModbusTCP H:DM Rmn
Master/Slave Ethernet
% ModbusTCP Network ModbusTCP ICDM.RX/MOD
(Peer-to-Peer) (Peer-to-Peer) 4 Port
i i ' I I OR
OR

PLC, HMI,
SCﬁDﬁ, Ethernet ICDN-RX/MOD
OPC Server, TCPIP / 2-Port
etc. ~ e

Barcode Scanner, ‘./

E— Raw/ASCII l

Weigh Scale, S =t

Vision System,

Display, etc.

Modbus/ TCP Master/ Slave to Ethernet TCP/IP Raw/ASCIl Device(s)

F3PEPPERL+FUCHS
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2.4 Modbus/RTU or Modbus/ASCII Serial Master Controller

This typically includes such controllers as PLCs, SCADA Systems, HMlIs and applications that
communicate as a master via Modbus/RTU or Modbus/ASCII over a serial or COM port.

2.4.1 Serial Modbus/RTU Slave(s)

Recommended Firmware: Modbus Router
Alternate Firmware: Modbus/TCP

ICDM.RX/MOD
ICDM-RX/MOD 2-Port

Modbus/RTL
Serial Slave(s)

4-Port Gl |_" ‘

. -

“ OR II RS-485 |_> n
-

ModousRTU or
Modous/ASCIH Master

-
FLC, HMI,

SCADA,
etc.

RS-232

Modbus Serial Master to Modbus/RTU Serial Slave(s)
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2.4.2 Serial Modbus/ASCII Slave(s)

Alternate Firmware: Modbus/TCP

ICDM.RX/MOD
ICDM-RX/MOD 2-Port

4-Port

Recommended Firmware: Modbus Router

ModbusiASCI
Serial Slave(s)

e -
'l OR
B

I—h
ad

R5-485
ModousRTU or
Modous/ASCIH Master
RS-232
!
FLC, HMI,
SCADA,

etc.

Modbus Serial Master to Modbus/ASCII Serial Slave(s)

2.4.3 Modbus/TCP Slaves

Firmware: Modbus Router

Ethernet
M ”S':l';‘:‘gfp Network ICDM-RX/MOD Modous/RTU or
o 1-Port Modous/ASCI Master
m ModousTCP ModbusTCP g RS-232
- l I - -
PLC, HMI,
PLC, HMI, o SCADA,
SCADA, etc.
OPC Server, OR
“arious devices ICDM-RXIMOD ICDM-RX/MOD
2-Port 4-Port

..-
i T
L |

Modbus Serial Master to Modbus/ TCP Slave(s)

F3PEPPERL+FUCHS
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2.4.4 Serial Raw/ASCII Device(s)

Firmware: Modbus/TCP

ICDM.RX/MOD R%"’;ﬁfg”
ICDM-RX/MOD 2-Port
4_POI1 - LIEL]
i - > < A
*«::'. OR I RS-232 . .
! 3 iiﬁg
L |
M odous/RTU or
M odbusfASCI Master
RS-232
>
PLC, HMI,
SCADA,

etc.

Modbus Serial Master to Serial Raw/ASCIl Device

2.4.5 Raw/ASCII Ethernet Device(s)

-4— Cthermnet Connections

Network Ethernet

@0 TCPIP RS-222
U j— - -
” > -
-
- OR

Ele_lrcode Scanner, e OR
Prirter, .
Weigh Scale, - ICDM-RX/MOD ICDM-RX/MOD
Vision System, a 2-Port 4-Port
Display, etc. o o
:!".
Raw/AsSCl l I l
Device - EL.

Modbus Serial Slave to Ethernet TCP/IP Raw/ASCII Device(s)

Firmware: Modbus/TCP - - — -» Ethernet TCPIP Connections
ICDM-RX/MOD
Ethernet 1.Port Modous/RTU or
Modbous/ASCH Slave

F3PEPPERL+FUCHS
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2.4.6 Remote Serial Modbus/RTU Slave(s)

Recommended Firmware: Modbus Router

Alternate Firmware: ModbusTCP Firmware: Modbus Router
ICDM-RX/MOD f‘"'f"': ICDM-RX/MOD Modbus/RTU or
1-Port 1-Port Modous/&SCI Master
Mmtw.rTcP . "‘ b2 uammrTCP < R

Remote ot
Modbus/RTU

Slave(s)

ICDM-RX/MOD ICDM-RX/MOD
Q*— oy

RS-485

-
-

Modbus Serial Master to Remote Modbus/RTU Slave(s)

2.4.7 Remote Modbus/ASCII Slave(s)

Recommended Firmware: Modbus Router

Alternate Firmware: ModbusTCP Firmware: Modbus Router
ICDM-RX/MOD e ICDMRX/MOD Modbus/RTU or
1-Port 1-Port Modbus/ASCIH Master
e M odousTCP ‘l‘r ModbusiTCP - g RS2
-— -

Remote l 4 l
M odbus/ASCI -

Slave(s)

ICDM-RX/MOD R ICDM-RX/MOD
m < 2-Port 4 Port

R5-485

Modbus Serial Master to Remote Modbus/A SCII Slave(s)
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2.4.8 Remote Raw/ASCII Serial Device(s)

Firmware: Modbus/TCP Firmware: Modbus Router
ICDNM-RX/MOD I'E'mi ICDM-RX/MOD Modbus/RTU or
1-Port 1-Port Modous/ASCI Master
_ B ModbusTCP ModbusiTCP RE230
e II -— -— II - T
Raw/ASCI = =

Device b
OR
|CDM-RXIMOD ICDM-RXMOD
RS-232 gl 4-Port

Modbus Serial Master to Remote Raw/ASCIl Slave(s)

FAPEPPERL+FUCHS Y



2.5 Modbus/RTU or Modbus/ASCII Serial Slave Controller

This typically includes such controllers as PLCs, SCADA Systems, HMIs and applications that
communicate only as a slave via Modbus/RTU or Modbus/ASCII over a serial or COM port.

Due to the nature of master/slave connectivity, the functionality for Modbus serial slave controllers is
limited to communicating to raw/ASCII devices.

2.5.1 Raw/ASCII Serial Device(s)

Firmware: Modbus/TCP

ICDM-RX/MOD = Rt |
ICDM-RX/MOD 2-Port Device
e
=7} '
OR I RS-232

Modbus/RTU or

Modbus/ASClH Slave
R5-232

-
PLC, HMI,

SCADA,
etc.

Modbus Serial Slave to Serial Raw/A SCIl Device

FAPEPPERL+FUCHS '8



2.5.2 Raw/ASCII Ethernet Device(s)

. 44— FCthermnet Connections
Firmware: Modbus/TCP < - - -» Ethemnet TCPIP Connections
ICDM-RX/IMOD
Ethernet 1-Port Modous/RTU or
Network . .. Modbus/ASCIl Slave
’ﬂ' ) TCPIP RE-232
| F - - o
&
_ - =
Elgrcode Scanner, - OR OR
Printer, -
- - IC DM-RX/MOD ICDM-RX/MOD
Weigh Scale, o
Vision System, o 2-Port 4-Port
Display, etc. - -
:!‘.
RawASCI l I !
Device = N
L
Modbus Serial Slave to Ethernet TCP/IP Raw/ASCII Device(s)

2.5.3 Remote Raw/ASCII Serial Device(s)

Firmware: Modbus/TCP Firmware: Modbus Router or Modbus/TCP

ICDM-RX/MOD v ICDMRX/MOD Modbus/RTU or
1-Port 1-Port Modbus/ASCII Slave
3 ModbusTCP '!"" ModbusiTCP -+ g RS 232
-— -— -—
Remoate l & l
RawlASCII = :

Device
OR
ICDM-RX/MOD ICDM-RX/MOD
RS2 2-port 4-Port
o o

Modbus Serial Slave to Remote Raw/A SCIl Slave(s)

F3PEPPERL+FUCHS
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2.6 Modbus/RTU or Modbus/ASCII over Ethernet TCP/IP Master

This typically includes such controllers as some OPC Servers, SCADA Systems, and applications that
communicate as a master via an Ethernet TCP/IP connection or, with the use of a serial port redirector, a
COM port.

2.6.1 Modbus/RTU Serial Slave(s)

Modbus/RTU or Firmware: Modbus Router
or Modbus Server (Modbus/RTU master onl
e { " womusrry
ICDM-RX/IMOD Slave(s)
Master Ethernet 1-Port
Network e
Ethernet TCF/IP ﬁ Ethernet TCP/IP l - |
- P i —p
p v 3 RS-485 | n
SIC;ADA OR
OPC Server ICDM-RX/MOD ICDM-RX/MOD
Application, ZPort fl.Porl Note: Modous
Bic. E ' Server can be
l used on al
; | DeviceMaster UP
- b and RTS models
Modbus over Ethernet TCP/IP Master to Serial Modbus/RTU Slave(s)

2.6.2 Modbus/ASCII Serial Slave(s)

Modous/BTU ar

ModbusiASCI over Firmware: Modbus Router Modbus/ASCI
odbu
Ethernet TCP/IP ICDM-RX/MOD Slave(s)
M aster Ethernet 1-Port

Network

Ethernet TCR/IP # Ethernet TCP/IP l - | ‘
e RES-485 | >
OR

- —————————— , -——————————
&/ S

SCADA,

ICDM-RX/MOD ICDM-RX/MOD
OPC Server,
Application, 2-Port 4-P0|1
etc. B

I !J

- L

Modbus over Ethernet TCP/IP Master to Serial Modbus/A SCIl Slave(s)
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2.6.3 Modbus/TCP Slaves

Modbus/RTU or ; ;
it e Firmware: Modbus Router
Ethernet TCR/IP IC DM-RXIMOD
Master Ethernet 1-Port
Network P ICDM-RX/MOD
Ethernet TCP/IP _ _ Ethernet TCP/IP A-Port
o -— {
" OR
| M odbus/TCP = I'
SCADA, 37|
OPC Server, e
SRISCEE ModbusTCP _"

Slave(s) . I

Modbus over Ethernet TCP/IP Master to Modbus/TCP Slave(s)

2.7 Application that Communicates via Raw/ASCII over Ethernet TCP/IP
Connection(s)

This typically includes control or data-base management applications that receive and/or transmit
raw/ASCIl data over an Ethernet TCP/IP connection or, with the use of a serial port redirector, a COM
port.

2.7.1 Raw/ASCII Serial Device(s)

Firmware: Modbus/TCP

Raw/ASCl over
RawAsSCll
Ethernet TCP/IP IC DM-RX/IMOD Device(s)
Caontroller Ethernet 1 Port
Network i
Ethernet TCR/IP Ethernet TCPIIP ﬁ;l ""
- .,' RE-232
4
OPC Server, ICDM-RXIMOD ICDM-RX/MOD
Application, 2-Port 4-Port
Data-Base, o

gic. . !

-

Raw/A SCIl over Ethernet TCP/IP Controller to Serial Raw/ASCII Device
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ICDM-RX/MOD Modbus Solution Examples

2.7.2 Raw/ASCII Ethernet Device(s)

Firmware: ModbusTCP -— FEthemet Connections

RawlASCI over - = FEthernet TCP/IP Connections
Ethernet TCR/IP ICDMR XIMOD
Controller Ethernet 1-Port ICDM-RXIMOD
Network 4 Port
Ethernet TCP/IP Ethernet TCRIIP I !
- - I
d B
,..» ICOM-RXIMOD
OPC Server, P 2-Port
Application, -~
Data-Base, -~
etc. r s I I
Barcode Scanner, B
Printer,
Weigh Scale, RawiASCll
Vision System, Device
Display, etc.

Raw/A SCIl over Ethernet TCP/IP Controller to Ethernet Raw/ASCIl Device

3 Modbus Controller to Controller Communication

Today’s Modbus installations are becoming increasingly complex. More and more installations are
requiring the use of multiple Modbus controllers and the need to share information between the
controllers is becoming increasingly important.

Sharing information between Modbus controllers can be relatively easy if one controller can
communicate as a master (or client) and the other as a slave (or server). The master controller simply
sends a message to the slave controller and the slave responds. But what do you do when both
controllers can only be configured as a master?

The ICDM-RX/MOD gateways provide two different methods of communication between Modbus
masters:

e Communication via Shared Memory - The Modbus Router firmware contains a Shared Memory
functionality that provides master-to-master controller communication.

e Communication via Queued Messages — The Modbus/TCP firmware provides a queued message
method that enables both master-to-master and slave-to-slave controller communication.
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D ICDM-RX/MOD Modbus Solution Examples

3.1 Modbus Router Firmware — Master-to-Master via Shared Memory

The ICDM-RX/MOD gateways, running with the Modbus Router firmware, provide master-to-master
connectivity using a configurable Shared Memory sub-system. ICDM-RX/MOD gateways are loaded
with Modbus Router at the factory.

e The Shared Memory interface contains eight 200 Holding Register blocks and eight 160 Coil
blocks.

e All Modbus masters, (Modbus/TCP, serial Modbus RTU/ASCII, and Modbus RTU/ASCII over
Ethernet TCP/IP), can read the contents of the Shared Memory blocks.

e Write access can be controlled to each Holding Register and Coil block. Each block can be
configured to provide all masters write access or be restricted to a port-specific serial master, a
Modbus/TCP master or an Ethernet TCP/IP master.

e The Shared Memory contents can be displayed and cleared via the embedded web pages.
e Diagnostics for each block include read, write and blocked write message counts.

e Blocked write messages are recorded in the Write Violation log.

Modbus/TCP Modbus Router
Master(s) Firmware on
ICDM-RX/MOD
Serial Master
| RES-232/485/422
- ﬁ
PLC
! Modbus RTUMSCH |
Ethernet Network <
' ModbusTCP T ”~ RS 4851422
| 7
OPC Server / - -
~ Y 7

/ PLC AirHandler Discrate 110
Serial i
HMISCADA Etnemet / N [ | Mastor Private Slaves
TCPAP \
Modbus RTU/ASCII \ ‘
over ’\ ‘
Ethernet TCPIP
Master(s) ICDM-RX/MOD
Shared Memory
Holding -
' Register Bfo(c.)'.lllm
i - — — - Blocks
- 1 1
2 2
. 3 3
A NOTE: All Masters
can communicate to © ©
each other via the 5 5
Shared Memory. & &
<+—— Physical connection i ¥
- — — —m Accessible via Modbus Messages ] a
— Contained in

Modbus Router Shared Memory Functionality
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D ICDM-RX/MOD Modbus Solution Examples

Multiple Modbus masters can communicate to each other through the Modbus Router Shared Memory.
Possible communication options include:

e Two Modbus masters communicating directly to each other through two separate Shared
Memory blocks.

e One Modbus master writing data to be read by one or more Modbus masters.
e Modbus/TCP, Modbus over Ethernet TCP/IP, and serial Modbus master communication.
e Communication from master(s) to a serial master with slave(s) on the same serial bus.

3.1.1 Using Shared Memory to Communicate Between Two Modbus Masters

3.1.1.1 Two Modbus/TCP and/or Ethernet TCP/IP Masters

As shown in the following diagram, two Modbus/TCP and/or Ethernet TCP/IP masters can communicate
to each other using the Shared Memory blocks.

Modbus/TCP andior Firmware: Modbus Router
Ethemet TCPIIP
Masters ICDM-RX/MOD
Ethernet J_Part
Metwiark
PLC
- -
W Modbus/TCP andior -
%, = Ethemet TCRIP Wodbus/TCP andfor _
N Ethemet TCR/P
N,
(To OPC Server) “, S (From
OPC S
2 erver) .
“ o ICDM-RX/MOD
b ™~ \ Shared Memory
. 5
ToPLC ~ H olding .
OPC - J “ - Registor Coil
Server = ., Blocks
-~ — 2. |>__Blocks
e |
- N 1 1
(Frc:mF‘LC] - I \ 5 5
3 3
4 4
-+——— Physical connection = =
————— B Modbus Wr Msgs g g
= Modbus Rd Msgs 7 7
————— Contained in 3 )

Communicating Between Two Modbus/TCP and/or
Ethernet TCP/IP Masters via Shared Memory
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3.1.1.2 Two Serial Modbus Masters
As shown in the following diagram, two serial Modbus masters can communicate to each other using
the Shared Memory blocks.

Firmware: Modbus Router

Modbus RTUASCI ICDM-RX/MOD Modbus RTUIASCI
Serial Master 2-Port Serial Master
. RS-232/485/427
-
RS-232/485/422 I
HMI - > I PLC
(Fromemy ¥ P
\ (To PLC) - S
A} s
Ny : <7
\ \ ICDM-RX/MOD P ~ A (To HMI)
(FomPLC) \ N\ Shared Memory s
Holding - ~
A\ s e
! 1 o 1
\ 2 r e 2
3 3
-4— Physical connection i i
----- = [odbus Wr Msgs = il
----- » Modbus Rd Msgs & 5
—® Contained in ; ;

Communicating Between Two Serial Masters
via Shared Memory

Note: Serial connections can also be made with a 4-Port ICDM-RX/MOD.
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3.1.2 Modbus/TCP, Ethernet TCP/IP and Serial Modbus Masters

As shown in the following diagram, multiple Modbus/TCP, Ethernet TCP/IP and serial Modbus masters
can communicate to each other using the Shared Memory Blocks. Please note that a serial bus
connecting both a Modbus master and Modbus slaves can also be connected to an ICDM-RX/MOD.

Modbus/TCP and/or Firmware: Modbus Router
Ethemet TCPIP
Masters ICDM-RX/IMOD
Ethernet 2_Port
Network ki
g R5-232/485/422
- > -
ModbusTCP and/ol < > - y;
“hEthemet TCPAP ModbusTCP andior _
- Ethemet TCP/IP RE485 {w
L7
Y-/ Modbus RTU/ASCII
- h
™ ~ J,// ! Serial Masters
~>~ ICDM-RX/MOD -2z /
X ~|_~ . Shared llemury/ R ‘; 4
- /]
NS e Hi < cail / Pl PLC
N il P
e ke W Rﬁ}ﬁn\ {' /'B y —Z == - =
_____ - . 2—— — ;-—:5.\ 5 f‘__ -
3 3 el
F y » h Air Handler

-+——— Physical connection 5 5
_____ » Modbus Wr Msgs 5 8 Private Slaves
————— = Modbus Rd Msgs 7 7
—® Contained in 8 8 BEEEE

Communicating Between Modbus/ TCP, Ethernet TCP/IP
and Serial Masters via Shared Memory

Note: Serial connections can also be made with a 4-Port ICDM-RX/MOD.
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3.1.3 Communicating Between Masters on Different Ethernet Subnets
As shown in the following diagrams, Modbus/TCP and Ethernet TCP/IP masters on different Ethernet
subnets can communicate to each other using the Shared Memory Blocks.

3.1.3.1 Using1 Port ICDM-RX/MOD Gateways
Firmware: Modbus Router
Ethernet EDT’F}O“:"HI'ICD EDT’gO“:"rtI'mD Ethernet
Subnet 1 paiicd pl Subnet2
(i.e. 192 168 20000 E E (ie 172 27 0000
O | I
ModbusRTU  Modbus/RTU w
Modbus/TCP and/or ‘ Slave Port Master Port
Ethemet TCP/IP
T ReadWrite Reguests T ModbusTCP andior
RE.232/285407 Ethemet TCR/P
—_ ICDM-RX/MOD i
rom
(To SCADA) _Shared Memory g Srmin
= Holding Cail ____..--__,:F
- -4 Register _ - —
- ~ —Blocks Blocks _ - - ’___;_.-
e i 1 F— " 1 - o™
Modbus/TCP andlor ™ ~ - - Modbu s/ TCP andior
Ethemet TCP/IP . 1+ 2 2 = o= NmPLE) Ethemet TCP/IP
Master & ~3 3 |+ - Master
e -_
(From SCADA} > N o - e PR
N 5 L 5 . . _
B B -«+——» Physical connection
e - 1! - = [Modbus Wr Msgs
3 T = Modbus Rd Msgs
—® Contained in

Communication Between Masters via Shared Memory
on Different Ethernet Subnets with 1 Port Gateways
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3.1.3.2 Using 2 Port ICDM-RX/MOD Gateways

Modbu s TCP and/or Modbu s TCP and/or
Ethemet TCPIIP Ethemet TCPIIP
Master Master
PLC SCADA
47
'
Ethernet ‘-‘K /! | —
Subnet 1 LI / | eme
fi.e. 192 168000108 VN Firmware: Modbus Router / I Subnet 2
~ / (i.e. 172270 X0 %x%)
il | N 8%
- \ N / d
\ \ 4
'y \ / 'y
\ N / |
\ s, (From SCADA) [FromPLC) |
N
ModbusTCP andior \ b .,"J | ModbusTCP andior
Ethemet TCR/IP \ (To SCADA) LY (ToPLC) | Ethemet TCPAP
\ ~ / |
!
\ ICDM-RX/MOD . ICDM-RX/MOD
/
\ 2-Port \ Y 2-Port |
----- \ o kR
\ E Modbus/RTU Master Rort /Modbus/RTU Slave Pori |
\ Read Requests > ¢ RS-232/485422 |
S % -

V= _ RS-232485422/ N ReadRequests = |

Modbus/RTU Slave P'?r";

-
T

-+——— Physical connection

————— » Modbu

s Wr Msgs

Madbus/iRTU Master Port

y

AN
ICDM-RX/IMOD ICDM-RX/MOD
Shared Memory Shared Memory
Holding = LT Coil
Register Register
Blocks Blocks Blocks Blocks
1 1 1 1
z 2 2 2
B 3 3 3
4 4 4 4
5 5 5 5
6 6 6 6
7 7 7 7
3 & & 3

———p= Modbus Rd Msgs
——= Contained in

Communication Between Masters via Shared Memory
on Different Ethernet Subnets with 2 Port Gateways
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3.2 Modbus/TCP Firmware — Master-to-Master and Slave-to-Slave via Queued
Messages

The ICDM-RX/MOD gateways, running with the Modbus/TCP firmware, can provide both master-to-
master and slave-to-slave controller connectivity. Bi-directional data paths can be created by
connecting serial ports and/or internal TCP/IP sockets together. The end result is an asynchronous,
gueued holding register interface which can allow multiple Modbus controllers to communicate to each
other.

You must upload Modbus/TCP firmware to the ICDM-RX/MOD as by default it is loaded with Modbus
Router. See the Pepperl+Fuchs web site or contact our Technical Support team for the firmware file.

3.2.1 Modbus Master-to-Master Connectivity
Multiple Modbus masters can communicate to each other through the ICDM-RX/MOD. Possible
communication options include:

e Two Modbus masters communicating directly to each other.
e One Modbus master sending messages to be received by multiple Modbus masters.
e Both Modbus/TCP and serial Modbus master communication.

3.2.1.1 Communicating Between Two Modbus Masters

3.2.1.1.1 Two Modbus/TCP Masters

As shown in the following diagram, two Modbus/TCP masters can communicate to each other using
either internal TCP/IP socket connections or connecting two serial ports.

Fimware: ModbusTCP

ICDM-RX/MOD
2-Port

==

M:xihu&fTCP

Serial Paort 1
-
ps23z | Connection 1

-
Serial Port 2

M odbusTCP
/ Ethernet
u Metwork

oPC
Server

(And'Qr)

TCOM-RXMOD
Internal TCP/IFP Socket 1
-

Connection 2

e
ICDM-RXMOD
Internal TCPAP Socket 2

Communicating between Two Modbus/ TCP Masters
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3.2.1.1.2 Two Serial Modbus Masters
As shown in the following diagram, two serial Modbus masters can communicate to each other using an
internal TCP/IP socket connection.

Firmware: ModbusTCP

IC DM-R X/MOD Modbus RTUASCH
2.Port Masters

ICDM-RXMOD

Internal TCP.-*IF' Socket 1 I Serial Bort 1 PLC

Cornnection RS-232/485/422

SCADA
ICDM-RWGD Serial Dot 2

Internal TCRAIP Socket 2

Communicating between Two Serial Masters

Note: Serial connections could be made with a 4-Port ICDM-RX/MOD.

3.2.1.1.3 Modbus/TCP and Serial Modbus Masters
As shown in the following diagram, Modbus/TCP and serial Modbus masters can communicate to each
other using an internal TCP/IP socket connection.

Fimware: ModbusTCP

ICDMRX/MOD Modbus RTUASCI
Modbus/TCP 2-Port Master
Master

. L Wodbus/TCP
H odbus/TCP ; I

Ethernet PLC
HM Netwark ICDM-RXMOD

Internal TCPAP Socket 1
B —

Connection

]
ICDM-RX/MOD
Internal TCP/AP Socket 2

Communicating between Modbus/ TCP and Serial Masters

Note: Serial connections could be made with a 4-Port ICDM-RX/MOD.
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3.2.1.2 One Modbus Master Communicating to Multiple Modbus Masters

As shown in the following diagram, one Modbus master can send messages to more than one other
Modbus master. The following diagram displays an example of communication from one master to
several other masters.

ICOM-RXMOD
Wiite Holding Registers 2-Port Modbus RTU/ASCH
Message fo send data l.;:rkzm
P ) S - > A = = i
T ModbusTCP -
ModbusTCP 14" : i
< -y - . RS-232/485/427
Ethernet - v e i |
Network -~ _ 7 -
- . :
-~ Read Holding Registers | PLC

- Message to request data

ICOM-RXMOD
Internal TCRIP Socket 1
e E—

Cornection

e f—
ICDM-RX/MOD

Internal TCRAP Socket 2

OPC
Server

Method of Operation (Example):

1. HMI sends data via a Write Holding Registers message.
2. All other Modbus masters send Read Holding Reqisters
message to request the data sent by the HMI.

Communicating from One Modbus Master to Multiple Masters
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3.2.2 Modbus Slave-to-Slave Controller Connectivity
Modbus slave controllers can communicate to each other through the ICDM-RX/MOD. Possible
communication options include:

e Two Modbus/TCP slaves communicating directly to each other.

e Two serial Modbus slaves communicating directly to each other

e Both Modbus/TCP and serial Modbus slave communication.

3.2.2.1 Two Modbus/TCP Slaves
As shown in the following diagram, two Modbus/TCP slaves can communicate to each other using either
internal TCP/IP socket connections or connecting two serial ports.

Fimrmware; Modbus/TCP

Modbus/TCP
Slaves ICDM-RX/MOD
2-Port

. | SerialPort 1 !

“#‘ | |

o \ 4 ’ Modbus/TCP l : RS337 Cannection 1 :

: 1

Modbus/TCP - > p- P a— '

| Serial Port 2 !

Ethernet | fAndror) i

Metwirk ! |

| ICDM-RXMOD l

I Internal TCPAP Socket 1 i

oPC M E— E

Server | Connection 2 |
1

| —— |

| [CDM-RX/MOD !

| Internal TCP/IP Socket 2 |

- !

Communicating between Two Modbus/ TCP Slaves
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3.2.2.1.1 Two Serial Modbus Slaves
As shown in the following diagram, two serial Modbus slaves can communicate to each other using an
internal TCP/IP socket connection.

Firmware: ModbusTCP

IC DM-R X/MOD Modbus RTUBASCI
2.Port Slaves
ICOM-RXMOD
Internal TCPAF Socket 1 e Serial Port 1 PLC

-
Connection I R3-232/485/422

— | - -
ICDM-RXMOD Serial Port 2
Internal TCPAF Socket 2

SCADA

Communicating between Two Serial Slaves

Note: Serial connections could be made with a 4-Port ICDM-RX/MOD.

3.2.2.2 Modbus/TCP and Serial Modbus Slaves
As shown in the following diagram, Modbus/TCP and serial Modbus slaves can communicate to each
other using an internal TCP/IP socket connection.

Firmware: ModousTCP

ICDMRX/MOD
ModbusTCP 2Port Modbus RTUASCH
Slave Slave

o~ Modbus/TCP .
Modbus/TCP
@ _ ,d—l- RS5-232/485/422

Ethernet PLC
HMI Metwark ICDM-RXMOD
Internal TCPAP Socket 1
-

Connection

e
ICDM-RXMOD
Internal TCP/P Socket 2

Communicating between Modbus/ TCP and Serial Slaves

Note: Serial connections could be made with a 4-Port ICDM-RX/MOD.
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4 Private Modbus Serial Buses

Security, visibility and extendibility are becoming increasingly important in today’s Modbus installations.
Engineers are being asked to provide more visibility to Modbus installations and, at the same time, are
also being asked to keep devices secure from unauthorized access and errant configuration changes. To
make things more challenging, they are also being asked to do more with existing equipment. And let us
not forget the all-too-common limited budgets and tight schedules.

So, how does one add a SCADA or HMI system to an existing Modbus network without compromising
the security of existing Modbus devices?

How does one design a Modbus installation that limits control of Modbus slave devices to a single
Modbus master and yet can provide status information from those same device(s)?

How does one add additional equipment quickly, easily and economically?
And how does one maintain such an installation once it is operational?

That is not easy — unless if ICDM-RX/MOD running Modbus Router.
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4.1 Private Modbus Serial Bus Definition

A private Modbus serial bus is one that:
1. Contains both a Modbus master and one or more Modbus slaves on the same serial bus.
2. Allows only the Modbus master the ability to communicate directly to the Modbus slaves.

3. May provide access from the Modbus master to public Modbus network(s) via an advanced
gateway, such as the ICDM-RX/MOD running Modbus Router firmware.

Firmware: Modbus Router

R5-232/485/422 | .
al Serial Master

PLC

ICDM-RX/MOD
4 Port

Modbus RTU/ASCH

R5-485/422

Public Serial Slaves

l
=

— Public Connection -
— Private Serial Bus Connection

VED Air Handler Generator

RS-485/422 Modbus RTU/ASCII
i Private l Private Private
Master \J Slave Slave Slave
L] - il
R

PLC Relay Air Handler Discrete 110

Private Serial Bus

Private Serial Bus Communication
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4.2 Private Serial Bus Capabilities

The Private Modbus serial bus functionality, combined with the many other Modbus Router features,
provides powerful capabilities to aid plant engineers and system integrators.

4.2.1 Provides Modbus Network Connectivity to Private Serial Bus Masters
A serial Modbus master can communicate to slaves on its’ own private serial bus as well as public slaves
and other Modbus masters on a Modbus network. The connectivity includes the following:

e Modbus RTU/ASCII slave(s) on its own serial bus.

e Public Modbus RTU/ASCII serial slave(s) connected to the same ICDM-RX/MOD.

e Modbus/TCP slaves.

e Remote Modbus RTU/ASCII serial slave(s) via an Ethernet attached Modbus gateway.

o All other Modbus master(s) on the Modbus network via the Shared Memory functionality
provided on every ICDM-RX/MOD running Modbus Router.

e The private master can provide data to/from its private slave(s) to the Modbus network, and
other Modbus masters, via the Shared Memory functionality.

Firmware: Modbus Router

ICDM-RX/MOD
Modbus/TCP 4.Port
Slave{s}) Ethernet Network m Serial Master
'I_D* l RS 2320485422
PLC
OIS Modbus RTU/ASCII
Generator Shared mly
Holding Coil
Register
Blocks Blocks
R5-485/422
™
Shared Memory - .
ICDM-RX/MOD l Tl : l Public Serial Slaves

Holding Coi

1 Regiter | Blocks E .
A
- - Air Handler Boiler
B
. _—l RS-485/422 Modbus RTUASCH

RS.485/422 Aif Handler P 1 € [T
A L y Private y Private ' Private
OBl rereesse—cccemmce—ciie e - \ Slave Slave  Slave
. . -l
ﬁ = Master m n :
Remote Modbus | =
Slaves VFD : PLC Relay Air Handler Discrete /0

—— Public Connection Private Serial Bus

——— Private Serial Bus
— — < Modbus Connectivity
— — -4 Contained In

Private Serial Bus Master Connectivity
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4.2.2 Provides Security for Private Modbus Slaves

The Modbus slaves on the serial bus are “private” to the master on that serial bus.

e The private slave device(s) are protected from all other Modbus masters on the Modbus
network.

e The private master has total control of communication to the slave(s) on its private serial bus.

Firmware: Modbus Router

Modbus/TCP
ICDM-RX/MOD
Eth t Network
mﬂr{s} ernet Networl - 4.Port
L F ' — . Serial Master
& RS-232/485422
ModbusTCP e
. ! PLC
HII . - :
i i Modbus RTUIASCI i
Ethernet TCF/IP
Modbus RTUIASCII '
over Ethemet TCP/IP RS5-485/472

Master(s)

Modbus Masters on network
oPC cannot communicate to
s Privare Slaves WFD Air Handler Boiler

RE-485/422 Modbus RTU/ASCH
i Private l ¢ Private Private
vy l' Slave \ Slave ‘i' Slave
Ll - S
Master m ‘ h .j%
——p= Public Connection -

——= Private Serial Bus Connection PLC Relay Air Handler Discrete 110
— — - Modbus Connectivity

Private Serial Bus

Private Serial Bus Security
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4.2.3 Simplifies Deployment
Deployment can be greatly simplified.

e An existing serial bus can be left intact, thusly reducing the rewiring effort.

e The only required wiring change is to attach the ICDM-RX/MOD to the serial bus anywhere there
is access.

Firmware: Modbus Router

ICDM-RX/MOD can attach to a private
serial bus wherever the bus is
accessible.

The existing private serial bus can be
left intact.

——= Private Serial Bus
— Ethernet Network Connection

Connecting to a Private Modbus Serial Bus
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4.2.4 Increased Fault Tolerance
Implementing Private Serial bus(s) can increase a communication systems’ fault-tolerance.

4.2.4.1 Private Serial Bus Loses Connection to ICDM-RX/MOD
In the event the private serial bus is accidentally disconnected from the ICDM-RX/MOD is accidentally
powered off, the master and slaves on the private serial bus can still communicate to each other.

Firmware: Modbus Router

ICDM-RX/MOD I h
2-Port Public Serial Slaves
VFD Air Handler Boiler

R5-485/422 Modbus RTUJASCI

Accidental broken
connection or power loss
to DeviceMaster

Modbus Master can still
communicate to Private l i - ]

Private Private Private

SFEVES M Slave v Slave '".' Slave

\AJ
. . - Master m n
———p Public Connection |
i PLC

——p= Private Serial Bus Connection Relay Air Handler Discrete 1/0

— — 4 Modbus Connectivity Private Serial B
rivate ial bus

Private Serial Bus with Lost Connection to DeviceMaster

Note: If the Modbus master and all Modbus slaves were attached to a Modbus gateway on separate serial
ports, accidental disconnection or loss of power to the gateway would result in the master losing
communication to all slaves. A private serial bus can eliminate such situations.
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ICDM-RX/MOD Modbus Solution Examples

4.2.4.2 Reduce Multiple Modbus Master Latency and Congestion Problems

In standard Modbus gateways, multiple Modbus masters communicating to Modbus slave device(s) can
cause increased response latency and, in extreme cases, can cause the gateway to become congested. The
main causes are:

1. Latency: By eliminating routing through the gateway, there is no added message latency between
the master and slave device(s). While routing Modbus messages through the ICDM-RX/MOD
adds minimal latency, that latency can become more significant if other Modbus masters are
attempting to read from the device(s) at the same time. This is especially true when
communicating to slow responding device(s).

2. Congestion: In worst-case scenarios, multiple Modbus masters sending requests to public slave
device(s) faster than they can respond may cause the gateway to become congested. This, in turn,
can force the gateway to reject some Modbus requests. By preventing other masters from
communicating to the slave devices on the serial bus, a private serial bus can eliminate possible
communication disruptions between the serial master and slaves caused by gateway congestion.

Firmware: Modbus Router

Modbus/TCP R v
Master(s) Ethernet Network
» _ - n B —
E * > I BB nsosoissem |
+ ModbusTCP R 4|
HMI
'Y PLC Serial Master
Ethernet TCF'”F' Modbus RTU/ASCIH
Modbus RTUIASCII
over Ethemet TCP/IP A S-485/477
Master(s)
+ ‘l, + Public Serial Slaves
d =
¥ - - K L=t
‘ With muitiple Modbus Masters, ] A *T* "
. . . L
OPC communication to Public Slaves w Al
Server can become slow or congested bl ot Soiler
——— Public Connection RE-485/422 Modbus RTU/ASCH
——p= Private Serial Bus Connection l l
e ivi Private Private Private
= Modbus Connectivity Y Y LJ bl Y bl ‘JL-. et

B

"
N
No added Iatency between  Master 3 I B - _:F
dewce;eor;;.,rgi:rfvare PLC Relay Air Handler Dizcrete /O

Private Serial Bus

A Private Serial Bus Can Eliminate Added Latency and Congestion
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4.3 Examples of Common Installations Using Private Serial Bus(s)

Private Serial bus connectivity can be used to solve many challenging installation requirements. The
following examples display a few of the many ways that Private Serial Bus technology can be used to
enhance and simplify installations.

4.3.1 Connecting Public Modbus Slaves to an Existing Modbus Serial Bus
4.3.1.1 Connect to Local Serial Slaves
Requirements:
e Aserial Modbus master on an existing serial bus requires communication to serial Modbus
devices that can be connected to the same gateway.
Solution:
e Use a 2-Port or 4-Port ICDM-RX/MOD to provide both the public and private serial connections.
Messages from the serial master will be forwarded to the public devices.

Firmware: Mod bus Router

—— Private Serial Bus
— — Modbus Communication
—— Public Serial Connection

Connecting Serial Modbus Master to Public Modbus Slaves
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4.3.1.2 Connect to Serial Slaves over Ethernet Network

Requirements:
e A serial Modbus master on an existing serial bus requires communication to Modbus devices
over an Ethernet network.
e The Modbus slave devices on its own serial bus must be secure from the rest of the Modbus
network.
Solution:
e Use the Ethernet network and two ICDM-RX/MOD gateways to connect the Modbus devices to
the serial master.

Firmware: Modbus Router

——+p= Private Serial Bus
— —p= Modbus Communication
—— Public Connection

Connecting Serial Modbus Master to Remote Modbus Slaves
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4.3.1.3 Connect to Modbus/TCP Slaves

Requirements:
e Aserial Modbus master on an existing serial bus requires communication to Modbus/TCP

devices.
e The Modbus slave devices on its own bus need to be secure from the rest of the Modbus
network.
Solution:
e Use an ICDM-RX/MOD to provide the communication from the private serial bus to the
Modbus/TCP devices.

Firmware: Modbus Router

——p Private Serial Bus
— — Modbus Communication
— Public Connection

Connecting Serial Modbus Master to Modbus/TCP Slaves

FAPEPPERL+FUCHS *



4.3.2 Providing Master-to-Master Communication
4.3.2.1 Communicate Between Serial Modbus Masters
Requirements:
e Communication is required between two serial Modbus masters residing on existing serial
buses.
e Existing serial Modbus slaves are to remain protected from the Modbus network.
Solution:
e Use a 2-Port or 4-Port ICDM-RX/MOD running Modbus Router:
o 2 serial ports configured to Private Loop mode (To-Master/Slaves)
o Shared Memory configured to allow the two masters to communicate to each other

Firmware: Modbus Router

——p= Private Serial Bus
— — b= Modbus Communication

Connecting Two Serial Masters via Shared Memory
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4.3.2.2 Ethernet Based Modbus Master(s) to Serial Modbus Masters
Requirements:
e Communication is required between Modbus/TCP and / or Modbus RTU/ASCII over Ethernet
master(s) to serial Modbus master(s) on existing serial buses.
e Existing serial Modbus slaves are to remain protected from the Modbus network.
Solution:
e Use an ICDM-RX/MOD running Modbus Router:
o Serial port(s) configured to Private Loop mode (To-Master/Slaves)
o Shared Memory configured to allow the Ethernet master(s) and serial master(s) to

communicate to each other
Firmware: Modbus Router

——» Private Serial Bus
— — = Modbus Communication
———p Network Connection

Connecting Ethernet Master to Serial Masters via Shared Memory
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4.3.3 Access to Remote Installations
Requirements:

e Communication is required between multiple installations. This may include Ethernet and/or

serial based masters combined with private serial buses.
e Modbus slave devices on each installation must be protected from other installation(s).

Solution:
e Use a series of ICDM-RX/MOD running Modbus Router:
o Serial port(s) configured to Private Loop mode (To-Master/Slaves)
o Shared Memory configured to allow the Ethernet master(s) and serial master(s) to

communicate to each other

Firmware: Modbus Router

Satellite Com Link

T »
$Q$% - T e
$ -
=/~
\\h s
'l-\ . / |
5 “\_‘\ B rd , corporaie
/ s / Control Center
s / f
d »
.7 Shared Memory |
/ "
‘ Holding ]
7 . Regiter | _CO1
\\ : - Blocks | Hocks B
| VA : I‘
Ve . I ‘ 1 .
\ e . | R A
n ¢ ~  Satellite Com Link ..% " : ;tﬁj’ﬁoustatus
L = Al “Information
. / R ] I\c*‘ H--'.-'
5 ! ICDM-RX/MOD II f‘r =
! _ K
K, Contral
f{-\ ivate Modbus
“ — A etwork(s)
! )
/ N, 3 Qil Platform
| | )
/ X
! 3
r
Shared Memory .‘\
T ontrol/Status
I;‘:gllﬂgzegr Coil e S
Blocks | Blocks - o “\.
I~ "

S -?& Satellite Com Link

l Control Room

g I M-RX/MOD

——= Private Serial Bus

nz =
Privat %—l b |'_‘”-l o
Networl g LIV L ! J —— :ﬁ:ldbus Ccommunlcallon
. | — Ethernet Connection
RSO | — —p Satellite Com Link

FAPEPPERL+FUCHS e



ICDM-RX/MOD Modbus Solution Examples

5 Read Only Modbus Protection

Two of the greatest challenges are providing increased access to device level data and the ever
increasing need for security. These two challenges are compounded because as access to data
increases, so do the security risks.

So, how does one solve these two conflicting challenges? Secure networks are a good solution for
tightly controlled installations. But what if your installation can no longer be tightly controlled? What if
your IT department now requires data for their new SCADA system? What if a government agency
wants to monitor the installation? And what if you have no direct control over those monitoring
systems and cannot prevent those systems from attempting to change device level configurations or
set-points? Then what?

In order to provide the required data and prevent unauthorized changes, the Read-Only serial ports
option was added to the Modbus Router firmware. This Disable Writes (Read Only) option affectively
creates Read-Only devices by rejecting all standard Modbus write messages. This allows monitoring
systems to retrieve the required data and prevents changes by blocking all write messages from being
transmitted to the serial devices. Write violations are also logged to help locate the source of the write
messages.

With an extensive set of connectivity options and the Read-Only Modbus message option, the Modbus
Router firmware application provides the connectivity and security options required for today’s
challenging installations.

F3PEPPERL+FUCHS
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5.1 Implementing the Disable Writes (Read Only) Option

The Disable Writes (Read Only) option has been developed to block all standard Modbus write messages
from being transmitted out a serial port. An entire gateway can be configured to be Read-Only by
selecting this option on all of its serial ports.

The Read-Only mode as compared to standard Read/Write mode is demonstrated in the following

diagram:
Firmware: Modbus Router Modbus RTUASCH
Serial Slave(s)
Modbus/TCP ICDM-RX/MOD
Master 2-Port Relay
‘== Serial Fort 1 Device ID =1
-

M u-l:lhus.fTCF‘ l M odbusTCP I

Ethernet Serial Port 2

Metwork
VFD
Read-Only Mode r’ ' Device D = 3
Write Messages.
Relay DevicelD 1: Allowed

LP- s & AHU
Device ID = 4
HMI Device ID 2: Allowed

VFD Device ID 3: Rejected (lllegal Function Code)
AHU  DevicelD 4: Rejected (lllegal Function Code)

Read/Write M ode | » m HM

Device ID = 2

Both Read/Write and Read-Only Modes on Same Gateway
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5.1.1 Web Page Configuration

The Disable Writes (Read Only) option is enabled using the serial port configuration page:

COMTROL Home RSEEIM Modbus MNetwork

Port2 Port3 Port4

Diagr

Port 1 Serial Configuration

Serial Configuration

Port Name: [ 1
Part Mode:
Baud Rate:

Parity:

Data Bits:

Stop Bits:

Flow Control:

DTR Mode:

Rx Timeout Between Packets (ms):

Discard Rx Pkts With Errors: I+

0 Clene settings to all serial ports

F3PEPPERL+FUCHS

Modbus Settings

Serial Port Protocol: | Modbus/RTU-to-Slaves v
Modbus To-Slaves Settings
Response Timeout (ms):

Lost Device Search Enable: O
Inactivity Wait Time Before Tx (ms):[0 |

Disable Writes (Read Only): =

Device 1D Offset: [0 ]

Modbus To-Master Settings
Discard Modbus Errors: E

T

|

Modbus Master/Slaves Settings
Forward Broadcasts From Master: [

Private Slave Device ID Range:  min: max: El

O Pepperl+Fuchs Comtral, Inc.
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5.2 Solutions for Read-Only Modbus Devices
5.2.1 Providing Access to Read-Only Modbus Devices

Requirements:

e A Modbus master needs to communicate to read-only devices and it is desired to block all write
messages.

Solution:

e Enable the Disable Write (Read Only) option for all serial ports on the ICDM-RX/MOD.

Firmware: Modbus Router ll'bdhl_l!: E'II;UJ:S;III
ICDM-RX/NMOD Seria VELS
Modbus/TCP 2 Port

Master Relay
'z Serial Port 1 |—> n Devicel =1
modbusTeP 7 ModbusTCP l *"R P

DevicelD =2
Ethernet Serial Port 2

Metwork
VFD
Read-Only Mode r" ' Device D =3

LP s = AHU
Device ID = 4

Write Messages:

Relay DevicelD 1: Rejected (lllegal Function Code)
HMI Device ID 2: Rejected (lllegal Function Code)
VFD Device ID 3: Rejected (lllegal Function Code)
AHU Device 1D 4: Rejected (lllegal Function Code)

All Serial Ports Operating In Read-Only Mode
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5.2.2 Accessing Read-Only and Read/Write Devices that have Two Serial Ports
Requirements:

e Read-Only access is required for a public network and Read/Write is required for a private,
secured network.

Solution:

e Use two ICDM-RX/MOD gateways, one connected to each device serial port, to provide the
desired connectivity.

e The Read-Only gateway is connected to the public network and the read/write gateway is
connected to the private, secure network.

Firmware: Modbus Router

Modbus RTUJASCH
i:gﬁll;net EDT-F‘-‘OK:'I“GD Serial Slavels)
us B )
Controller(s) 1 odbusTCP or . e Y o HVAC
M odbus over -#' ) - - Systemn
PLC Ethemet TCPAP == = - ."l Read-Cnly Mode
> - HVAC - Serial
Public R o
Ethernet
' Network ICDM-RX/MOD
e ReadWrite
14""- . M ode
= p- 7 A
Private, Secure iSee Note 1)
Ethernet Metwork
Ethernet
Modbus
oPC Controller(s)
Server, il
SCADA Modbus/TCP or H ,:'
M odbus ower SCADA
Ethemet TCP/IP opc
Note 1: e
Serial masters could also be suppored using e

2 or 4Port DeviceMaster gateway s.

Example of Providing both Read-Only and Read/Write
Support with Two Serial Ports
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5.2.3 Accessing Read-Only and Read/Write Devices that have One Serial Port and
One Ethernet Port

Requirements:

e Read-Only access is required for a public network and Read/Write is required for a private,
secured network.

Solution:

e Connect the Ethernet port to the private, secured network. Connect an ICDM-RX/MOD gateway

to the device’s serial Modbus port.
e The gateway is then connected to the public Ethernet network.

Firmware: Modbus Router

Ethernet ICDM.RX/MOD “ﬂ;‘::; gﬂ::f"
it bl HWAL - Serial
Controller(s) wodousTCF or lles Port . HVAC
M odbus owver -#' ) . - - System
¥, -
PLC Ethemet TCP/P , Feait-Only Mode
- HVAC -
i iSee Note 1) Ethemst Port
Public
Ethernet

Private, Secure w d  Readiwrite
Ethernet Network M ode

Device Dependent Ethernet
i - Ethemet Protocol Controller(s)
PLC,
HML
aPC SCADA,
Server, OPC Server,
SCADA Application
Note 1:

Serial masters could also be suppored using
2 or 4Port DeviceMaster gateway s.

Example of Providing both Read-Only and Read/Write
Support with One Serial Port
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6 Resolving Modbus Device ID Conflicts

Many of the most common challenges faced when configuring Modbus installations involve conflicts
arising from device ID assignments. Device ID reassignment is often required when deploying, updating
or reconfiguring installations and that is not always easy or possible.

In an ideal situation, device ID reassignment can be accomplished rather easily with a simple
configuration setting or setting a toggle switch. But all too often device IDs can be difficult or, in some
cases, impossible to reassign. Devices may be inaccessible or a system is already in operation and
changes to the existing installation are not allowed. Furthermore, reassigning device IDs almost always
requires changes to the controller logic and there could be problems or barriers to changing that as
well. Even when controller logic can be modified, doing so is often time consuming and expensive.
Compounding this are everyday problems such as limited project funding, engineering resource
availability, aggressive deployment schedules, system testing, and approval processes.

With the goal to solve these problems, Pepperl+Fuchs Comtrol has developed the Alias Device ID and
Device ID Offset functionality. This functionality has been designed to resolve even the most
challenging device ID conflicts. Modbus device IDs can be effectively reassigned without modifications
to controller logic or slave devices. All it takes is a few entries through logical and easy-to-use web
configuration pages. With this advanced functionality, system integrators and plant engineers can now
solve device ID conflicts in minutes instead of days, weeks, or months.

F3PEPPERL+FUCHS
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D ICDM-RX/MOD Modbus Solution Examples

6.1 Common Causes of Modbus Device ID Conflicts
6.1.1 Modbus Specification Limitations

Many device ID conflicts arise simply due to the limitations of the Modbus Specification. The Modbus
specification has the following limitations:

e Requires all devices attached to gateway to be addressed by a device ID.
e Allows only 256 device IDs with a range of 0 to 255.
e Not all device IDs can be used for addressing devices.

o Device ID 0 is reserved for broadcast messages

o 1-247 are for device addressing

o 248 1to 255 are reserved for such things as gateway functions. Depending on your
environment, these device IDs may or may not be available for assignment to devices.

6.1.2 Common Implementation Constraints
The following implementation constraints can also cause device ID conflicts:

e ltis not always possible or practical to change the device ID of serial Modbus slave devices.

e [tis not always possible or practical to modify the device IDs on existing Modbus master programs.

For instance, this is often true when adding a SCADA system to an existing PLC controlled system.

e A gateway must route Modbus messages based on the device ID. Therefore, it cannot route to
multiple Modbus devices with the same device ID.

e Modbus masters with only one available connection may need to access multiple devices with the
same device ID. Furthermore, these devices may be located locally or remotely.

The Alias Modbus Device ID and Device ID Offset functionality have been developed to resolve these
device ID conflicts.

F3PEPPERL+FUCHS
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6.2 Alias Modbus Device ID Functionality

Available on both the Modbus Router and Modbus/TCP firmware applications, the Alias Device ID
functionality has been developed primarily to help resolve device ID conflicts involving Modbus masters.
These conflicts arise from situations such as:

e A controller requiring connectivity to multiple devices with the same device ID located
locally and remotely

e Both controllers and slave devices that cannot be modified, but yet require connectivity

e Multiple controllers requiring access to the same device, but must use different device IDs
to access the device

e Single connection controllers, such as serial or Ethernet TCP/IP, that require full usage of
the Modbus device ID range

Device ID Aliasing involves:

e Modifying the received device ID to an “aliased” device ID immediately after the message is
received from a Modbus master

e The Modbus message is then routed throughout the Modbus gateway or network with the
aliased device ID.

e The response message is returned to the Modbus master with the original device ID.

e Modbus masters can communicate to slave devices through either the actual device ID or
through an Alias Device ID conversion.

The following web page displays Alias Modbus Device ID Configurations.

COMTROL Home Serial WALV MNetwork Diagnostics System Logout

Farg o Rare

TCH/IP Configuration  Modbus/TCP Configuration Remote Modbus Configuration © Alas Configuration . Shared Memory

Maodbus Alias Device Id Configuration

Add Alias Configuration

Del?u?ce DAe!:?ge Huﬂt:ggCP M;:r?alus cr'l:rgg ?’EFI"-' Delete
ID ID Master Master
Fi 5 of of
76 3] o =
7 T of of of
Delete All

£ Pepper+Fuchs Comtrol, Inc.
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6.3 Device ID Offset Functionality

Available on the Modbus Router firmware application, the Device ID Offset functionality has been
designed primarily to resolve device ID conflicts involving Modbus slave devices. These conflicts typically
arise when slave device IDs cannot be changed and it is desired that two or more slave devices with the
same device ID be attached to the same gateway.

The Device ID Offset functionality involves:

e Adding or subtracting an offset to the message device ID immediately before the messages are
transmitted out the serial port.

e The device ID, as seen by the Modbus gateway and/or network, is effectively reassigned without
any configuration changes to the slave devices.

e The responses, when received from the serial port interface, are immediately converted back to
the message device ID and routed back to the Modbus master on the Modbus network.

e The device ID offset is applied to all devices connected to the same serial port.

The Device ID Offset and Alias Device ID functionality can be used together to solve device ID conflicts.

Device ID Offset web page configuration options.

COMTROL Home [EENGIM Modbus Network Diagnostics  System Logout

Overview  Pofl Port2 Port3 Portd
Port 1 Serial Configuration
Serial Configuration Modbus Settings
Port Name: Serial Port Protocol: | Modbus/RTU-to-Slaves T
Port Mode: RS237 v Modbus To-Slaves Settings
Baud Rate: 38400 ¥ Response Timeout (ms): 1000
Parity- none ¥ Lost Device Search Enable:
Data Bits: 8 Inactivity Wait Time Before Tx {ms): | 0
Stop Bits: 1¥ Send Write Messages First
Flow Control: none  ¥| Disable Writes (Read Orily):
DTR Maode: |off ¥ | Device ID Offset Mode: [Off ¥
Rx Timeout Between Packets (ms): | 200 Device 1D Offsat 0
Discard Rx Pkts With Errors: o =
Discard Modbus Errors:
Modbus Master/Slaves Settings
Forward Broadcasts From Master:
Private Slave Device ID Range: min: | 1 max: | 1
Clone settings to all serial ports m

© Pepperl+Fuchs Comtrol, Inc.

Device ID Offset Mode options include: Off, Add-To-Msg-ID, Subtract-From-Msg-ID.
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6.4 Remote Modbus/TCP Device Connectivity

Available on the Modbus Router firmware application, the Remote Modbus/TCP Device ID functionality
provides connectivity to either Modbus/TCP slaves or serial Modbus slave devices connected to other
Modbus gateways. The Remote Device ID functionality can be used in conjunction with the Alias Device
ID and Device ID Offset functionality to provide network-wide Modbus connectivity solutions.

The following web page capture displays Remote Modbus/TCP Device Configurations.

Home Serial [l Metwork Diagnostics System Logout

TCPAP Configuration Modbus/TCP Configuration | Remote Modbus Configuration | Alias Configuration  Shared Memory

Remote Modbus/TCP Device Configuration

Add Remote Configuration

Deice | omote ModbusiTcp | Teout - Dedicated Wrtes | Brosdcast E?e"?mi':: Delete
Port First Messages Device ID
100 10.0.0.106 502 1000 El o o o 5]
101 10.0.0.106 502 1000 v [ w - [
102 10.0.0.103 502 1000 ) o ] B 5]
Delete Al i

© Pepper+Fuchs Comtral, Inc.
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6.5 Solutions to Common Device ID Confflicts
6.5.1 Modbus/TCP Master Communicating to Local Device(s) with Same Device ID

Requirements:

e A Modbus/TCP master needs to communicate to different devices on the same gateway with
the same device IDs. It is desired to connect all devices to the same gateway.

Solution:

e Use Device ID Offset to provide unique device IDs for each device.

Firmware: Modbus Router Modbus RTU/ASCH
Serial Slave(s)
Modbus/TCP IOLM-RX/MOD
Master 2-Port Relay
RE 485 |—P' Device ID =1
modbusep ¥ MogbusTCP .  —r—
o - > evice set= | » —
=, DevicelD =2
Ethernet Device ID t be changed.
) ) T— { ice IDs canno changed.)
Access devices with:
Relay: DEH'?DEID=1 Device ID Offset = VFD
HMI; Device ID =2 Subtract 10 | > Device ID =1
VFD: DevicelD=11

AHU: DevicelD =12

RS-485 [— Aty
b Device ID = 2

Modbus/ TCP Master to Modbus Serial Slave(s) with Same Device ID
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6.5.2 Modbus Serial Master Communicating to Local and Remote Devices with Same

Device IDs
Requirements:

Two are connected locally and two are connected remotely via
Solution:

e Use Remote Device Routing and Alias Device ID functionality to

both the remote devices.

A Modbus Serial Master needs to communicate to different devices with the same device IDs.

another gateway.

provide unique device IDs for

Firmware: Modbus Router

Devl::e ID=1 DevicelD =2

Nore 1: Note 2:
{1-Port G ateway Configuration)

i i . Remote Device ID Con
VFD:

AHU:

Configuration Option 1:

Device ID Offser = Subtract 10

No Alias Device 1D Configu ration
Configuration Option 2:

Device ID Offser=0

Alias Device ID Configuration:

Rx Device ID = 11; Alias Device ID =1
Rx Device ID =12, Alias Device ID =2

Device IDs

Modbus RTUIASCH
ICDM-RX/MOD ICDM-RX/MOD Serial Slaveis)
1-Port 2-Port [Devicelec:annotbec:hanged.l
(See Note 1) (See Note 2)
Relay
i Ethemet Network s Device D = 1
d RS-4851422 HME
ModbusTCP ModbusTCP = Device ID =2
R35-485/422 Modbus RTUJASCIH
Master
RS-232/485/422
+  Remote Modbus RTU/ -
ASCI Serial Slave(s)
(Device IDs cannot be changed.)
AHU

(2-Port G ateway Configuration)

Device ID = 11 on network 2, 1-Port G ateway
Device ID = 12 on network 2, 1-Port G ateway

Modbus Masters to Local and Remote Serial Slaves with Same

u ration:

F3PEPPERL+FUCHS

59



6.5.3 Modbus Serial Master Communicating to Two Remote Serial Raw/ASCII
Devices

Requirements:
e A Modbus Serial Master requires connectivity to two remotely located raw/ASCII devices.

Solution:

e Use one gateway to provide Modbus/TCP connectivity from the serial master to the Modbus
network.

e Use one gateway to provide communication to each remote raw/ASCII device.

o Use Remote Device Routing and Alias Device ID functionality to provide communication to the
serial raw/ASCII devices.

Barcode Scanner
ICDM-RXMOD ICDM-RXMOD Device ID = 255
1-Port— Gateway 1 1-Port - Gateway 2 (Device ID cannot be changed.)

i3ee Note 1) (‘See Note 2)

RS-232 o ModbusTCP w II R5-232 i

Modbus RTUASCI

i) r'?'!"' ]

Master
Access devices with:
Seemes M e Be ML Eth t -
Scanner; Device ID =255 oo ICDM.RX/MOD i ks
g DR CH = Hodburer P enote s’ (DeviceID cannot be changed.)
Note 1: d

. -

Gateway 1 Configu ration) l
Fimmware: Mobus Router p REZE
Remote Device |ID Configu ration:
Scanner Device ID = 255 on Gateway 2
Scale : Device ID = 200 on Gateway 3
Note 2 Note 3:
{Gateway 2 Configuration) {Gateway 3 Configu ration)
Firmware: Modbus/TCP Firmware: Modbus/TCP

No Alias Device ID Configu ration Alias Device ID Configuration:
Rx Device ID = 200; Alias Device ID = 255

Modbus Serial Master to Remote Raw/ASCIl Devices

F3PEPPERL+FUCHS

60




6.5.4 Merging Two Serial Modbus Networks

Requirements:

e Two serial Modbus networks, each with a controller and slave devices, need to be merged into
one.

e Each controller needs access to all of the slave devices.
e To limit the engineering effort, it is desired to limit the scope of the project by:
o Retaining the existing Modbus master program logic and slave device IDs.

o Limiting the project to only adding the additional connectivity and corresponding
control logic.

Solution:

e Place a 2-Port ICDM-RX/MOD with Modbus Router between each controller and its
corresponding slave devices.

e On each gateway, use Remote Device Routing and Alias Device ID functionality to provide access
to the devices attached to the other gateway.

e Each slave device will then be accessed locally using its assigned device ID and from the remote
controller using its aliased device ID.

Existing Systems:

Roags  Seral Slave(s)
Modbus/RTU
Master l
AHU 1 VFD1
(ID=1) (ID=2)
Modbus Network 2
Modbus/RTU
Serial Slave(s)
Modbus/RTU RE4Es
Master

Existing Implementation — Two Separate Modbus Serial Networks
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Merged System:

ICDM-RX/MOD
2-Port — Gateway 1
(See Note 1)

Firmware: Modous Router

ModbusiRTU
R3-435 Serial Slave{s)

l| = l
ModbusTCP .

AHU 1
(ID=1)

Ethernet
Metwiark

PLC

ModbusTCP

l
]

VFD1
(ID=2)

AHU 1: DevicelD =1

ModbusiRTU VFD 1: DevicelD=2

Master AHU 2: DevicelD=21
VFD 2. DevicelD = 22

Modbus/iRTU
s RS-485 Serial Slave(s)

l .
ICDM.RX/MOD "‘ l

2-Port — Gateway 2 " §
{See Note 2)

AHU 2

(ID=1)
0
SCADA
Norte 1:
(Gateway 1 Configu ration)
Remote Device ID Configu mtion:
VFD: Device D = 21 on Gateway 2
AHU: Device ID = 22 on Gateway 2

Alil ice ID Configuration:
Rx Device ID = 31; Alias Device ID =1
Rx Device ID = 32; Alias Device ID = 2

:
g

VFD 2
(ID = 2)

Modbus/RTU AHU 2: DevicelD =1
Master VFD 2: DevicelD =2
AHU 1: DevicelD=3
VFD 1: DevicelD = 32

Note 2:

(Gateway 2 Configu ration)

Remote Device |ID Configu ation:
VFD: DevicelD = 3 on Gateway 1
AHU: Device ID = 32 on Gateway 1

ias Device ID Configuration:
Rx Device ID = 21; Alias Device ID =1
Rx Device ID = 22; Alias Device ID =2

Merged System — One Modbus Network
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6.5.5 Providing Modbus Connectivity between Separate Ethernet Networks
Requirements:

e Modbus Controllers on one Ethernet network need to connect to remote Modbus slave devices on a
separate Ethernet network through an Ethernet Router.

Solution:
Using ICDM-RX/MOD gateways running Modbus Router firmware:

e Connect one or more ICDM-RX/MOD gateways to the Ethernet Network containing Modbus
controllers. Connect any serial Modbus controllers to the ICDM-RX/MOD serial ports.

e Use one or more ICDM-RX/MOD gateways connected to the second Ethernet network to provide
connectivity to the remote Modbus slaves.

e Use the Remote Device Routing and, if needed, the Alias Device ID functionality to provide
connectivity from the Modbus masters to the remote Modbus slaves.

The solution is demonstrated in the following diagram on the next page.
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Modbus TCP andior Firmware: Modbus Router

Modbus over Ethemet Modbus RTUJASCI
TCP/IP Master(s) ICDM-RX/MOD Master{s)
tSee Note 1) 4-Port (See Note 1)
o (See Note 2)
*—____GT‘? ___’l' RS-232
-
Ethernet Note 2:
Note 1:

|

| Network 1 [4-Port G ateway Configuration)
Access devices with: | Remote Device ID Configuration:
Relay: DevicelD =1 I Relay: DevicelD =1 on remote 2-Port G ateway
HME: Device ID =2 ModbusTCR HMI: Device ID = 2 on remote 2-Port Gateway
VFD:  DevicelD =11 | VFD:  DevicelD = 11 on remote 2-Port Gateway
AHU: Device ID =12 I AHU: Device ID = 12 on remote 2-Port Gateway

|

| Ethernet Network 2
| (Remote network)

IC DM-RX/MOD &
1-Port IC DM-RX/MOD Modbus RTUIASCI
(See Note 3) \ 2-Port Serial Slave(s)
. I Modbus/TC (See hode ) {Device IDs cannot be changed.)

lI | :‘ Devnell) 1

DevDe Ib=2
. Remote Modbus RTU/
ASCIH Serial Slavels)
[Device 1Ds cannot be changed.)

AHU
I]evnel[)—‘l DevicelD =2

Note 3: Nore 4:

{1-Port G ateway Configuration) (2-Port G ateway Configuration)

Configuration Option 1: Remote Device 10 Configu ration:

Device ID Offset = Subtract 10 VFD: DeviceID = 11 on network 2, 1-Port G ateway
No Alias Device |D Configu ration AHU: DeviceID = 12 on network 2, 1-Port G ateway

Device ID Offser=0
Alias Device ID Configuration: -~ — — = Network to Network communication

Rx Device ID =11; Alias Device ID =1 SR
Rx Device ID = 12; Alias Device ID = 2 e i R Tt

Modbus Masters to Remote Serial Slaves on Separate Ethernet
Networks
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