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Introduction
1 Introduction
1.1 Content of this Document

This document contains information required to use the product in the relevant phases of the
product life cycle. This may include information on the following:

* Product identification

* Delivery, transport, and storage
* Mounting and installation

* Commissioning and operation
* Maintenance and repair

e Troubleshooting

e Dismounting

* Disposal

Note

For full information on the product, refer to the further documentation on the Internet at
www.pepperl-fuchs.com.

Note

For specific device information such as the year of construction, scan the QR code
on the device. As an alternative, enter the serial number in the serial number search
at www.pepperl-fuchs.com.

The documentation comprises the following parts:

e This document
e Datasheet

In addition, the documentation may comprise the following parts, if applicable:

* EU-type examination certificate
* EU declaration of conformity

* Attestation of conformity

* Certificates

e Control drawings

e Instruction manual

* Functional safety manual

* Other documents

1.2 Manufacturer

Pepperl+Fuchs Group
LilienthalstraBe 200, 68307 Mannheim, Germany

Internet: www.pepperl-fuchs.com

1.3 Target Group, Personnel

Responsibility for planning, assembly, commissioning, operation, maintenance, and dismount-
ing lies with the plant operator.

Only appropriately trained and qualified personnel may carry out mounting, installation, com-
missioning, operation, maintenance, and dismounting of the product. The personnel must have
read and understood the instruction manual and the further documentation.

Prior to using the product make yourself familiar with it. Read the document carefully.

I3 PEPPERL+FUCHS
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Symbols Used

This document contains symbols for the identification of warning messages and of informative
messages.

Warning Messages

You will find warning messages, whenever dangers may arise from your actions. It is mandatory
that you observe these warning messages for your personal safety and in order to avoid prop-
erty damage.

Depending on the risk level, the warning messages are displayed in descending order as fol-
lows:

Danger!
This symbol indicates an imminent danger.

Non-observance will result in personal injury or death.

Warning!
This symbol indicates a possible fault or danger.
Non-observance may cause personal injury or serious property damage.

Caution!
This symbol indicates a possible fault.

Non-observance could interrupt the device and any connected systems and plants, or result in
their complete failure.

Informative Symbols

Note
This symbol brings important information to your attention.

Action

This symbol indicates a paragraph with instructions. You are prompted to perform an action or
a sequence of actions.
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Cybersecurity Information

2 Cybersecurity Information

The ICE11-8l0L-G60L-V1D is secure for the area of application defined here in accordance
with IEC 62443-4-1. The operator must implement the measures defined in this section to
ensure the secure operation and protection of the device while online.

Security Context

The ICE11-8I0L*-G60L-V1D is intended for use in an automation network. This is a secure net-
work with known and trusted participants that is separated (physically or logically) from the
company network.

A firewall must be configured so that only defined ports are forwarded to other subnets.
The device uses the following ports:

* Ports 49152, 34964 for PROFINET

* Port2222 and port 44818 for EtherNet/IP

e Port 68 DHCP client

* Port 80 for the administration website using HTTP

* Port 1883 (factory default, changeable) for MQTT if enabled

e Port 4840 (factory default, changeable) for OPC UA if enabled

e Port 514 (factory default, changeable) for syslog if enabled

* Port 5683 for CoAP if enabled
To avoid losing packets, we recommend limiting the network load to < 5 % of the bandwidth.
We recommend operating the gateway behind a network switch.

The device must be physically secured against unauthorized access and operated in a lock-
able switch cabinet or room that is only accessible to authorized personnel. Otherwise, there is
a risk that some of the device settings can be changed via the "X3" service interface and the

password? printed on the gateway.
The device contributes to the "defense-in-depth" strategy with the following security functions:

Security function Addressed threat

Access control with single-factor authentica- | Protection against unauthorized access,
tion (SFA) and automatic time-based login brute-force attacks.
lock in the event of incorrect authentication.

Deletion of all information stored in the device | Protection against information being subject to
using the "Reset to factory settings" function. | spying by physical access to the device after
decommissioning and disposal by the system
operator.

The access data is hashed by the SHA1 cryp-| Protection against reading and recalculation
tographic hash function with salt and pepper. | of a password or finding a collision, e.g., with
"Rainbow table."

Even in the unlikely event that this would be
possible, this would have to be repeated for
each individual device, since results cannot
be transferred to other devices, even if the
same password is used.

a.if left unchanged

8 I3 PEPPERL+FUCHS
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Cybersecurity Information

The Following Measures Must Be Implemented on the Device for
Commissioning:

* Hardening: Change the device-specific password printed on the device.
* Special security  Access control with single factor authentication (SFA)
functions: Automatic login lock if access data is entered incorrectly after the sev-
enth attempt for a duration of 1 minute to protect against brute-force
attacks.

The access data is hashed multiple times by the SHA1 cryptographic
hash function with salt and pepper.
KeePass password manager for generating and storing passwords.

The Following Settings Must Be Implemented on the Device for

Operation:
* Additional security Password change: every 2 years.
layers:
e Servicing and Check the website regularly for the release of security advisories and
management: subscribe to the RSS feed: https://www.pepperl-

fuchs.com/global/en/29079.htm.

The Following Measures Must Be Implemented on the Device for
Decommissioning:

* Useraccess data: Delete using the "Reset to factory settings" function.
* Configuration: Delete using the "Reset to factory settings" function.

e Log data (history, Stored only temporarily and deleted after a restart.
historical data, and
error data):

Requirements for User Roles to Ensure Cybersecure Operation

e Administrator: Implement the measures defined in "The following measures must be
implemented on the device for operation."
If applicable: Update the firmware and install security patches.

User Account Privileges and Rights

e Administrator: Switching functions on and off
Configuration
Reset to factory settings
Read the log and device status
Firmware updates

I3 PEPPERL+FUCHS
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Product Description

Use and Application

The module is a multiprotocol fieldbus module with 8 type A IO-Link master ports according to
10-Link standard V1.1.3.

The G60L design in fully cast metal housing is resistant to mechanical damage and environ-
mental influences. The G60L has protection class IP65/IP67.

The fieldbus module serves as an interface between the controller of a fieldbus system and the
field level. Due to its multiprotocol capability, the fieldbus module supports the Ethernet com-
munication protocols PROFINET, EtherNet/IP, EtherCAT, CC-Link, and MODBUS TCP.

An L-coded M12 connector plug used for supplying power enables a current rating of up to 2 x
16 A.The inputs and outputs are equipped with A-coded M12 connector plugs. Connection to
the fieldbus is achieved using a D-coded M12 connector plug.

The communication protocols are configured either manually via a rotary switch or automati-
cally. The diagnostics display status information for each channel via LEDs. An integrated web
server enables access to the fieldbus module. Information regarding the status of the module is
also displayed and network parameters such as the IP address and subnet mask can be con-
figured.

Multiprotocol (PROFINET, EtherNet/IP, EtherCAT®, MODBUS TCP,
CCLink IE Field Basic)

The multiprotocol modules allow you to select different protocols for communication within a
fieldbus system. As a result, multiprotocol modules can be integrated into different networks

without the need to obtain specific modules for each protocol. Thanks to this technology, you
can also use one module in different environments.

Using rotary coding switches in the lower area of the modules, you can conveniently and easily
set both the protocol and the address of the module, provided that the protocol to be used sup-
ports this. If you have chosen a protocol and started the cyclic communication once, the mod-
ule remembers this setting and uses the selected protocol from this point on. To use another
supported protocol with this module, perform a factory reset.

Input/Output Channels for the Field Level
For the field level, the modules have the following input/output channels

e 4 x10-Link Master Ports Class A
e 4 x10-Link Master Ports Class B

If one or more of the I0-Link ports are not required, these can also be freely configured as digi-
tal inputs or outputs (SIO mode).

10-Link Characteristics of the Modules

The modules support 10-Link Standard V1.1.3.

* Parametrization of 10-Link devices in PROFINET using Siemens |IO_LINK_DEVICE func-
tion blocks for Step 7 and the TIA Portal

8 x 10-Link master ports

e |CE11-8I0L1-G60L-V1D
4 class A connections and 4 class B connections
e |CE11-8I0L-G60L-V1D

8 class A connections with additional freely configurable digital input/outputs at pin 2 of
the I/O port

I0-Link connections
* 4-pin M12 connector

I3 PEPPERL+FUCHS
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Parameter storage

The Parameter Storage function stores and monitors the parameters of the 10-Link device
and the I10-Link master.

This function makes it possible for you to easily replace the 10-Link device or the 10-Link
master.

This is possible from 10-Link specification V1.1 onward and only if the 10-Link device and
the 10-Link master support the function.

Special Product Features

I3 PEPPERL+FUCHS

Rugged design:

Connectivity options for the module series include the widespread M12 connector with A
coding for I/0 signals and D coding for the network. In addition, the connectors are color-
coded to prevent users from using the wrong ports.

Integrated web server:

Network parameters such as IP address, subnet mask, and gateway can be adjusted via
the integrated web server. The modules support the communication protocols BOOTP
and DHCP for automated assignment of network parameters via the corresponding serv-
ers.

You can read the parameters of the 10-Link device via the integrated web server and write
new parameters to the modules in single-write mode. Single-write mode does not activate
the automatic parameter storage mechanism.

Force Mode

In Force Mode, the module ports can be configured as digital inputs/outputs or IO-Link
ports.

"Force Mode" allows the simulation of process data at the digital inputs/outputs without
the need to connect sensors and actuators. This means that you can test an application in
advance without a full physical application. It is possible to simulate input switching states
or to switch outputs even without a controller. This feature makes machine commissioning
simpler and quicker and can be used to test new production plants.

Integrated network switch:

The integrated two-port Ethernet switch of the modules allows you to set up a line topol-
ogy or a ring topology for the EtherNet/IP network or PROFINET network. The additional
DLR or MRP protocol allows you to design a highly available network infrastructure.
Redundancy function:

The module firmware supports the redundancy function DLR (Device Level Ring) or MRP
(Media Redundancy Protocol) for ring topologies. This means that if the connection is
interrupted, the modules switch immediately to an alternative ring segment and therefore
ensure interruption-free operation. The supported DLR class is "beacon-based" in accor-
dance with the EtherNet/IP specification.

Fail-safe function:

The modules provide a fail-safe function. You can therefore choose the behavior of each
individual output channel in the event of an interruption or a loss of communication.

QuickConnect:

QuickConnect allows the modules to record the communication in an EtherNet/IP network
especially quickly through an accelerated boot-up process. This allows you to switch tools
faster, for example.

11
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Product Description

3.2 Indicators and Operating Elements

18—
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(1)  Channelindicator LED
(2) Status indicator LED
(3) Rotary switch

Note

The LEDs in the lower area of the Ethernet 10 module have different names and functions
depending on the selected protocol. The following LED descriptions are therefore divided into
a general part (1), which is valid for all protocol settings, and LED descriptions for a specific
protocol setting (2).

X4

' LlinkAct = DA BF BFM U, us/

0 ®:0 B0 @ @'

-x01 X02'-RUN ERR -----------

iﬁ%iﬁiﬁ%

CC mc EC
x100

@é

Figure 3.1

12 I3 PEPPERL+FUCHS

2024-04



2024-04

ICE11-8I0L*-G60L-V1D

Product Description

Indicators - General Part
Description for LED A, B, DIA, U /Upyx, Us

LED

U /Uaux

Function

Green: Auxiliary sensor/actuator voltage OK
° 18V (x1V)<U/Upyx <30V (£1V)

Red: Auxiliary sensor/actuator voltage too low or too high
e UL/UAUX <18V (i 1 V) or UL/UAUX >30V (i 1 V)

Off: No auxiliary sensor/actuator voltage

Green: System/sensor voltage OK
° 18V (x1V)<Ug<30V(£1V)

Red: System/sensor voltage too low or too high
° Ug<18V(x1V)orUg>30V (£1V)

Red flashing: The device is reset to its factory settings
Off: No system/sensor voltage

Green: |O-Link-COM-Mode
e 10-Link communication present

Green flashing: IO-Link-COM-Mode
* No IO-Link communication

Yellow: Standard I/O mode
e Status of the digital input or output at C/Q

Off: None of the states described above

White: Status of digital input and digital output at pin 2 "On"
Red
* Overload or short-circuit at pin 4 and pin 2

* Allmodes: Overload or short-circuit at line L+ (pin 1)
e Communication errors
Off: One of the states described above.

FM

Blue: "Force Mode" active

Lnk/Act X01
Lnk/Act X02

Green: Connected to an Ethernet node
Yellow flashing: Ethernet node data exchange
Off: No connection

Table 3.1

1.1f "Report U, supply voltage fault" is enabled

2.X1-X8

I3 PEPPERL+FUCHS
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EtherNet/IP Indicators
E/IP area: relevant LEDs Lnk/Act X01, Lnk/Act X02, MS, NS

LED Function
BF

Red: No configuration, slow or no physical connection

Red flashing: Link exists but no communication link to the Ethernet/IP controller is
available

Off: No error

DIA Red: Ethernet/IP diagnostic alarm active

Red flashing (1 Hz): Time-out or FailSafe mode is active

Red flashing (2 Hz) for 3 s: DCP signal service is triggered via the bus
Red double flashing: Firmware Update

Off: No error

MS Green: Module ready for operation

Green flashing: Configuration missing

Red/green flashing: Self-test

Red: Non-recoverable, serious error

Flashing red: Minor recoverable error (e.g., incorrect configuration)
Off: Module is powered down

NS Green: Module has at least one existing connection

Green flashing: Module has no existing connections. IP address is available
Red/green: Module is performing a self-test

Red: Module has determined that the assigned IP address already exists
Red flashing: The connection has timed out or been interrupted

Off: Module is turned off or does not have an IP address.

Table 3.2

PROFINET Indicators
P area: relevant LEDs Lnk/Act X01, Lnk/Act X02, BF, DIA

LED Function

BF Red: No configuration, slow or no physical connection
Red flashing: Link exists but no communication link to the PROFINET controller is
available
Off: No error

DIA Red: Ethernet/IP diagnostic alarm active

Red flashing (1 Hz): Time-out or FailSafe mode is active

Red flashing (2 Hz) for 3 s: DCP signal service is triggered via the bus
Red double flashing: Firmware Update

Off: No error

MS Green: Module ready for operation

Green flashing: Configuration missing

Red/green flashing: Self-test

Red: Non-recoverable, serious error

Flashing red: Minor recoverable error (e.g., incorrect configuration)
Off: Module is powered down

NS Green: Module has at least one existing connection

Green flashing: Module has no existing connections. IP address is available
Red/green: Module is performing a self-test

Red: Module has determined that the assigned IP address already exists
Red flashing: The connection has timed out or been interrupted

Off: Module is turned off or does not have an IP address.

Table 3.3

14 I3 PEPPERL+FUCHS
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EtherCAT Indicators
EC area: relevant LEDs Lnk/Act X01, Lnk/Act X02, BF, DIA

LED Function

BF Red: No configuration, slow or no physical connection
Red flashing: Link exists but no communication link to the EtherCAT controller is
available
Off: EtherCAT control has established an active connection to the deviceNo error
DIA Red: EtherneV/IP diagnostic alarm active

Red flashing (1 Hz): Time-out or FailSafe mode is active

Red flashing (2 Hz) for 3 s: DCP signal service is triggered via the bus
Red double flashing: Firmware Update

Off: No error

MS Green: Module ready for operation

Green flashing: Configuration missing

Red/green flashing: Self-test

Red: Non-recoverable, serious error

Flashing red: Minor recoverable error (e.g., incorrect configuration)
Off: Module is powered down

NS Green: Module has at least one existing connection

Green flashing: Module has no existing connections. IP address is available
Red/green: Module is performing a self-test

Red: Module has determined that the assigned IP address already exists
Red flashing: The connection has timed out or been interrupted

Off: Module is turned off or does not have an IP address.

Table 3.4

Modbus Indicators
MB area: relevant LEDs BF, DIA

LED Function

BF Red: Bus fault, no configuration, no or slow phys. connection

Red flashing (2 Hz): Link present, but no communication connection to the Modbus-
TCP controller

Off: Modbus-TCP control has established an active connection to the device

DIA Red: Ethernet/IP diagnostic alarm active

Red flashing (1 Hz): Time-out or FailSafe mode is active

Red flashing (2 Hz) for 3 s: DCP signal service is triggered via the bus
Red double flashing: Firmware Update

Off: No error

MS Green: Module ready for operation

Green flashing: Configuration missing

Red/green flashing: Self-test

Red: Non-recoverable, serious error

Flashing red: Minor recoverable error (e.g., incorrect configuration)
Off: Module is powered down

NS Green: Module has at least one existing connection

Green flashing: Module has no existing connections. IP address is available
Red/green: Module is performing a self-test

Red: Module has determined that the assigned IP address already exists
Red flashing: The connection has timed out or been interrupted

Off: Module is turned off or does not have an IP address.

Table 3.5

I3 PEPPERL+FUCHS 15
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CC-Link Indicators
CC area:relevant LEDs BF, DIA

LED Function
BF Red: Bus fault, no configuration, no or slow phys. connection
Red flashing (2 Hz): Link present, but no communication connection to the CC-Link
IE controller
Off: CC-Link IE control has established an active connection to the device
DIA Red: CC-Link IE diagnostic alarm active
Red flashing (1 Hz): Time-out or FailSafe mode is active
Red flashing (2 Hz) for 3 s: DCP signal service is triggered via the bus
Red double flashing: Firmware Update
Off: No error
MS Green: Module ready for operation
Green flashing: Configuration missing
Red/green flashing: Self-test
Red: Non-recoverable, serious error
Flashing red: Minor recoverable error (e.g., incorrect configuration)
Off: Module is powered down
NS Green: Module has at least one existing connection
Green flashing: Module has no existing connections. IP address is available
Red/green: Module is performing a self-test
Red: Module has determined that the assigned IP address already exists
Red flashing: The connection has timed out or been interrupted
Off: Module is turned off or does not have an IP address.
Table 3.6

Operating Elements

Rotary switch X100 Setting the fieldbus protocol
Setting the IP address’

Rotary switch X10 Setting the IP address

Rotary switch X1 Setting the IP address

1.0nly EtherNET/IP

I3 PEPPERL+FUCHS
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3.3 Interfaces and Connections

The contact arrangements below show the front view of the plug-in area of the connectors.

Fieldbus Connection X01, X02

Caution!
A Risk of destruction!

Never route the power supply to the data cable.

e Connection: M12 socket, 4-pin, D-coded
* Color coding: green

Figure 3.2 Schematic drawing of port X01, X02
Function
Ports X01, X02 1 TD+ Transmit data +
2 RD+ Receive data +
3 TD- Transmit data -
4 RD- Receive data -

Table 3.7 Assignment of port X01, X02

Connection for 10-Link, Digital Inputs/Outputs X1 ... X8

e Connection: M12 socket, 5-pin, A-coded
* Color coding: black

Caution!
A Risk of destruction with external sensor supply!

The module infeed for the sensor supply Ug may only be provided over the specified power
connection (Power X03/X04 >> Ug +24 V/GND_Ug) for the module. Itis not permitted to supply

external power via the 10-Port (port X1-X8 >> pin 1/pin 3) and this may destroy the module
electronics through power feedback.

Caution!
A Risk of destruction!

Never route the power supply to the data cable.

1
5
Q)
4((owo0))2
o
3
Figure 3.3 Schematic drawing of inputs/outputs 1-8

I3 PEPPERL+FUCHS 17
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A

ICE11-810L-G60L-V1D

Port Pin Signal Function
|O-Link Class A, | 1 L+ IO-Link sensor power supply +24 V
|)r(1$L-1-t-s)/(%utputs 2 IN-x Channel B: digital input/output (type 1)
3 L- Ground connection IO-Link sensor power supply GND_Ug
4 c/Q Channel A: 10-Link data exchange
5 n.c. not assigned
ICE11-810L1-G60L-V1D
Port Pin Signal Function
IO-Link Class A, | 1 L+ IO-Link sensor power supply +24 V
i)r(1$L-1-t-s)/(c£>1utputs 2 IN/OUT Channel B: digital input/output (type 1)
3 L- Ground connection 10-Link sensor power supply
GND_Ug
4 c/Q Channel A: 10-Link data exchange
5 n.c. not assigned
|O-Link Class B, | 1 L+ IO-Link sensor power supply +24 V
Qg?fs)/(%utputs 2 AUX/OUT Auxiliary power supply1 +24 V or digital output
3 L- Ground connection 10-Link sensor power supply
GND_Ug
4 c/Q Channel A: 10-Link data exchange
5 GND AUX | Ground connection auxiliary voltage AUX/OUT
Table 3.8

1.galvanically isolated from the power supply Ug

Connection for Power Supply X03, X04

*  Power supply with M12 power L-coded
e Color coding: gray

Note

For the system/sensor and actuator supply, use only power supplies that comply with PELV
(protective extra-low voltage) or SELV (safety extra-low voltage). Power supplies according to
EN 61558-2-6 (transformer) or EN 60950-1 (switching power supplies) fulfill these
requirements.

Caution!
Loss of function when the system supply voltage is too low.

Ensure in all cases that the supply voltage measured at the most remote node (sensor/actua-
tor) does not drop below 18 V DC in terms of system supply voltage.

Caution!
No galvanic isolation

If you operate devices with galvanic isolation and devices without galvanic isolation within a
system, the galvanic isolation of all connected devices is canceled.

I3 PEPPERL+FUCHS
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Note

Power supply connection

When connecting the power supply, ensure a separate power supply to the sensor and system
via Ug and auxiliary voltage via Ug for actuators, for example. Where the plant has a separate
power supply concept for system current and load current, this means the sensor and system
area of the Ethernet IO module can continue working even if there is a failure of the load power
supply.

Where several Ethernet IO modules are connected in series, ensure the separate power
supplies are connected properly Ug .U|.

The 10-Link specification requires at least 20 V at the output supply of the I/O ports L+'. A
minimum of 21V is required at the power supply Ug for the IO-Link master to minimize the risk

of internal voltage drops in the 10-Link master.

1.Pin1

I3 PEPPERL+FUCHS

Figure 3.4 Schematic drawing of M12 L-encoding (plug); port X03 (IN)

Figure 3.5 Schematic drawing of M12 L-encoding (socket); port X04 (OUT)
ICE11-8I10L-G60L-V1D
Port Pin Signal Function
Voltage supply 1 Ug(+24 V) Sensor/system supply
X03, X04 .
GND UL Ground/reference potential U,
GND Ug Ground/reference potential Ug

UL (+24 V) Auxiliary voltage

FE (5) FE (FE) Functional earth

Table 3.9
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20

ICE11-810L1-G60L-V1D

Port Pin Signal Function
Voltage supply | 1 Ug(+24V) Sensor/system supply
X03, X04
2 GND Uaux | Ground/reference potential Up
GND Ug Ground/reference potential Ug

Uaux (+24V) | Auxiliary voltage?

FE (5) | FE (FE) Functional earth

Table 3.10

1.galvanically isolated from GND Ug

2.galvanically isolated from Ug

Dimensions

—
I
I
I
I
I

|

4.5

59.6

Figure 3.6
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4 Installation
4.1 General Information

Install the module with two M6x25/30 size screws on a level surface. The required torque is
1 Nm. Use washers according to DIN 125. For the installation holes, use a spacing of
237.3 mm to 239.7 mm.

Note
Power supply connection

When connecting the power supply, ensure a separate power supply to the sensor and system
via Ug and auxiliary supply via U_for e.g., actuators. Where the plant has a separate power

supply concept for system current and load current, this means the sensor and system area of
the Ethernet 10 module can continue working even if there is a failure of the load power supply.

Where several Ethernet IO modules are connected in series, ensure the separate power
supplies are connected properly Ug .U|.

Note

To dissipate interference currents and for EMC resistance, the modules use a ground
connection with an M4 thread. This is marked with the symbol for grounding and the label "XE."

Note

Connect the module using a low-impedance connection with the reference ground. In the case
of a grounded mounting surface, you can connect the module directly via the fixing screws.

Note

For non-grounded mounting surfaces, use a ground strap or a suitable FE conductor. Connect
the ground strap or FE conductor to the grounding point using an M4 screw and place a washer
and a serrated washer under the fixing screw if possible.

Caution!
Destruction of the device

When starting the device for the very first time, set rotary switch X100 to the desired position
before applying the operating voltage.

Do not operate rotary switch X100 when starting the device for the very first time until the fol-
lowing LEDs indicate normal continuous operation:

The MS and Ug LEDs are solid green when the rotary switches are in position 0-0-0.1

Failure to observe this may result in the destruction of the device!

1. Factory setting, EtherNet/IP

A

I3 PEPPERL+FUCHS

Warning!
Risk of injury

Terminals, the housing of field-wired terminal boxes or components may exceed a temperature
of 60 °C.
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A

i
A
A

Warning!

Temperature resistant cables

Use temperature-resistant cables with the following properties:
Heat resistant up to at least 96 °C.

Notes on operation in UL-compliant applications

Note

For UL applications, only connect devices using a UL-certified cable with suitable CYJV or
PVVA ratings. To program the control unit, refer to the manufacturer's information. Only use
suitable accessories.

Approved for indoor use only. Please note the maximum height of 2000 m. Approved up to
maximum pollution degree 2.

Warning!

Temperature resistant cables

For UL applications at a maximum ambient temperature of +70 °C:

Use temperature-resistant cables with a heat resistance of at least +125 °C.

Warning!
Note the following maximum currents for the sensor supply of Class A devices

Max. 4,0 A per port; for UL applications max. 5.0 A for each port pair X1/X2, X3/X4, X5/X6,
X7/X8; max. 9,0 A' in total for the entire port group X1 ... X8.

1.with derating

A

Warning!
Note the following maximum currents for the sensor supply of Class A/B devices

Max. 4,0 A per port; for UL applications max. 5.0 A from the Ug power supply for each port pair
X1/X2, X3/X4, X5/X6, X7/X8 and max. 5.0 A from the Upyx power supply for the port group

X5 ... X8; max. 9,0 A! in total for the entire port group X1 ... X8.

1.with derating

22
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Commissioning, Protocol Setting

Each device has 3 unique, manufacturer-assigned MAC addresses that cannot be changed by
the user. The first assigned MAC address is printed on the device. This MAC address has no
function for EtherCAT®. For EoE (Ethernet over EtherCAT®), the device is assigned a virtual

5.1 MAC Addresses
MAC address.
5.2 Assigning the Device

Name to a PROFINET 10 Module

Each module must have a device name so that each node in the PROFINET network can be
assigned an IP address. A node search displays all PROFINET devices that have been found.

The module has three assigned MAC addresses when it is delivered. These are unique and

cannot be changed by the user. The first MAC address is shown on the housing of the Ethernet
10 module. (See between X2 and X3). Using this address, each device can be found in the list
of available nodes and assigned a device name.

Connect the module to the PROFINET network.

1
2. In"Device View," select the module "Slot 0."
3

Open the dialog "Accessible devices" via the main menu "Online -> Accessible devices ...."

T4 Siemens -

C:Wsers\jkrato\Documents\SoftwarelO-ModulellCE1-810L-G60L-V1D\PROFIN
Project Edit View Insert |0n|ine |options Tools *

CF (% [ saveproject 5
m $7-1200_ICE1-8I0L » U

g |ICE1-810L-G60LV1D_1

.

OL-G60L-V1D_1 [

General 10 tags

I~ General

o Catalog information
‘| ~ PROFINETinterface [X1]
General
Ethernet addresses
Identification & Ma...

» Advanced options

Shared Device

& Go online Crl+K

& Extended go online...

&Y Go offline Curl+M

B simulation »
Stop runumeisimulation

!l Download to device Ctrl+L

Extended download t

ce
Download and reset PLC program
LA

% Snapshot of the actual values
"4, Load snapshots as actual values

ﬁ* Load st

artvalues as actual values

m Upload from device (software)
Upload device as new station (hardware and software)...

Backup from online device

Hardware detection »
HMI Device maintenance »

h?
I8 stertcru Curl+Shift+E
IR stop CPU Ctrl+Shift+Q
B Online & diagnostics Curl+D
ROUTET @0uTESS. [U - U v . J

|2

U"
Dt

Figure 5.1
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Accessible devices

Intel(R) 82579LM Gigabit Network Connection |3

Figure 5.2
Select a module from those found.

L If the desired module is not displayed in the list of available nodes on the network, you can
change the device filter and refresh the list. If the device still does not appear, please check
your firewall settings.

Assign the selected PROFINET device name to the module.

Figure 5.3
L If the device name was set successfully, this will be indicated by the status.

Complete the process by pressing the "Assign Name" button.

I3 PEPPERL+FUCHS
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5.3

54
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IODD

The I0DD? consists of a set of files that formally describe an 10-Link device. The IODD is cre-
ated by the device manufacturer and is required for each IO-Link device.

The device can use an IODD to facilitate 10-Link device configuration and make process data
more readable to people. IODDs can be uploaded via the web interface and then stored sus-
tainably on the IO-Link master. When an appropriate 10-Link device is connected, the stored
IODD is used to provide a user-friendly configuration page. On the configuration page, you can
view and adjust all parameters of the device. In addition, the process data is also formatted and
displayed for the user in accordance with the IODD.

I0-Link Device Parameters and ISDU Requests

Each 10-Link node offers parameters that can be read and written via the special I0-Link ser-
vice ISDUP .

Each parameter is addressed by an index. Sub-indexes are possible, but optional. Some of the
parameters (mostly marked "read-only") are required for IO-Link devices and can always be
found on the same indexes.

The manufacturer may use additional parameters and therefore more indexes too for their
devices to provide additional configuration options. These manufacturer-specific parameters
can be described in an IODD. The device's "IODD on Module" function can read and evaluate
this information from an I0DD and use it to provide the user with viewing and editing options for
manufacturer-specific parameters without requiring additional knowledge of manufacturer-spe-
cific device properties.

Standard Definitions File

IODDs usually refer to a "Standard Definitions File". The latest "Standard Definitions File" is
pre-installed in the system upon initial delivery.You can also manually update the "Standard
Definitions File" by clicking on the "Upload Standard Definitions File" button.

Protocol Setting

Multiprotocol

You can use the multiprotocol modules to select various protocols for communication within a
fieldbus system. This allows you to integrate the multiprotocol modules into different networks
without having to obtain specific modules for each protocol. This technology also allows you to
use the same module in different environments. Using the rotary switches on the front of the
modules, you can easily and conveniently set the protocol and address of the module, provided
that the protocol to be used supports this. Once you have selected a protocol and started the
cyclical communication, the module remembers this setting and uses the selected protocol
from this point on. To use another supported protocol with this module, perform a factory reset.

Setting a Protocol

Multiprotocol modules have a total of three rotary switches. Move the first rotary switch X100 to
the relevant switch position to set the protocol. For the other rotary switches, set the last two
digits of the IP address when using EtherNet/IP.

a.10DD = |0 Device Description
b.ISDU = Indexed Service Data Unit
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A

Caution!
Destruction of the device

When starting the device for the very first time, set rotary switch X100 to the desired position
before applying the operating voltage.

Do not operate rotary switch X100 when starting the device for the very first time until the fol-
lowing LEDs indicate normal continuous operation:

The MS and Ug LEDs are solid green when the rotary switches are in position 0-0-0.!

Failure to observe this may result in the destruction of the device!

1.Factory setting, EtherNet/IP

26

®
@@
@3.3@ ep Ethen'et/IP’

©:2.:@

anaag
7 —
CC-Link IE Rietd EtherCAT.
Basic
#Modbus TCP
Figure 5.4 Rotary switch X100
Assignment of the Rotary Switches per Protocol
Protocol X100 X10 X1
EtherNet/IP 0-2 0-9 0-9
PROFINET P - -
EtherCAT EC - -
Modbus TCP MB 0-9 0-9
CC-Link IE Field CcC 0-9 0-9
Table 5.1

In its delivered state, the module does not contain any protocol settings. In this case, set the
desired protocol.

In order to accept a changed protocol setting via the rotary switches, a restart or a "Reset" via
the web interface is necessary.

Once you have set the protocol using the rotary switches, the module saves these settings as
soon as it starts a cyclical communication. You can no longer change the protocol using the
rotary switch from this point on. The device always starts with the saved protocol.

To change the protocol, perform a factory reset first.

If you set the rotary coding switch to an invalid position, the device signals this with a flash
code: the BF/MS/ERR LED flashes red three times.

You can change the IP address depending on the protocol you choose.

I3 PEPPERL+FUCHS
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EtherNet/IP

If you use EtherNet/IP as the protocol, use rotary switch X100 to set the value 100 as the last
octet of the IP address for the module. You can use rotary switch X100 to set a value of 0 to 2
for the IP address. You can use rotary switches X10 and X1 to select values between 0 and 9.
You can use rotary switch X10 to configure position 10 of the last octet of the IP address. You
can use rotary switch X1 to configure position 1 of the last octet of the IP address.

The default setting for the first three octets of the IP address is 192.168.1.

Example: Rotary switch settings 2 (X100), 1 (X10), and 0 (X1) result in an IP address of
192.168.1.210 for EtherNet/IP.

Alternatively, the required network parameters can be obtained via DHCP or BOOTP if the
rotary switch is set to zero.

PROFINET

If you are using PROFINET as the protocol, set rotary switch X100 to the value "P."
EtherCAT

If you are using EtherCAT as the protocol, set rotary switch X100 to the value "EC."
Modbus TCP

If you would like to use Modbus TCP as the protocol, set the protocol using the first rotary cod-
ing switch. The second rotary coding switch X10 can be used to configure the 10 digit of the
last octet of the IP address. The third rotary coding switch X1 allows for the configuration of the
1 digit. Values between 0 and 9 can be selected for the second and third switches. The default
setting for the first three octets of the IP address is 192.168.1.

Example

The rotary coding switch setting 5 - X100, 1 - X10 and 0 - X1 results in the IP address
192.168.1.10 for Modbus TCP.

Only IP addresses between 192.168.1.1 and 192.168.1.99 for Modbus TCP can be assigned
via the rotary switches.

Rotary switch position Function

500 The network parameters last saved are used: IP
address, subnet mask, gateway address, DHCP
ON/OFF, BOOTP ON/OFF

501 to 599 The last two digits of the saved or default IP address are
overwritten by the rotary switch setting.
979 The device is reset to factory settings. The network

parameters are also reset to the preset values. Commu-
nication is not possible in this operating mode.

1.Network parameters already saved

CC-Link IE Field Basic

If you opt for CC-Link |IE Field Basic as the protocol, set rotary switch X100 to the value CC. You
can use the X10 and X1 rotary switches to specify the last 2 digits of the IP address. You can
select values between 0 and 9.

The default setting for the first three octets of the IP address is 192.168.1.

Example: Rotary switch settings 2 (x100), 1 (x10), and 0 (x1) result in an IP address of
192.168.1.210 for Modbus TCP.

Alternatively, the required network parameters can be obtained via DHCP or BOOTP if the
rotary switch is set to zero.

I3 PEPPERL+FUCHS 27
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Rotary switch position Function

600! The network parameters last saved are used: IP
address, subnet mask, gateway address

600 to 699 The last two digits of the saved or default IP address are
overwritten by the rotary switch setting.

979 The device is reset to factory settings. The network
parameters are also reset to the preset values. Commu-
nication is not possible in this operating mode.

1.Network parameters already saved

Factory Settings

A factory reset erases any changes you have made to settings, etc. and restores the factory
settings. The saved protocol selection is also reset.

To perform a factory reset, set rotary switch X100 to 9, rotary switch X10 to 7, and rotary switch
X1 to 9. Then switch the module off and on again. The factory settings are restored after 10
seconds.

During factory reset, the Ug LED flashes red. After resetting, the Ug LED indicates the voltage
Ug again.
To select a new protocol, follow the instructions in this chapter.

0
@@
N —
8{*2 0 0 0
9
- — e
‘@3:3@
P
EC
X100 X10 X1
Figure 5.5 Restoring factory settings: X100 =9, X10=7, X1 =9

Caution!

Destruction of the Operating System

When restoring the factory settings, ensure that the module is connected to the voltage supply
and switched on for at least 10 seconds. If it has been on for fewer than 10 seconds, the oper-
ating system may be destroyed. The module would then need to be sent to Pepperl+Fuchs for

repair.
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6.1

6.2

I3 PEPPERL+FUCHS

Commissioning with CC-Link

Preparation

CSP+ file

A CSP+ file describes the device information of a CC-Link device and is required to configure
the module in an engineering tool. You can find the CSP+ file on the product detail page on our
website pepperl-fuchs.com. The CSP+ file and the associated icons are combined in an
archive file. To download and install this file, see chapter 6.4. Install the CSP+ file using your
controller manufacturer's hardware or network configuration tool. In GxWorks®, install the files
using the CSP+ Hardware Installation Tool. The module is then available in the hardware cata-
log as a "Communications Adapter."

MAC Addresses

The modules have three assigned MAC IDs when they are delivered. These are unique and
cannot be changed by the user.

The first assigned MAC ID is printed on the module.

Factory Settings

CC-Link IE Field Basic parameters as supplied or after resetting to factory settings.

Network mode: Static

Fixed IP address: 192.168.3.XXX (XXX = rotary switch position
or last stored setting)

Subnet mask: 255.255.255.0

Gateway address: 192.168.3.100

Device names: ICE11-8I0L-G60L-V1D

Product type: CC-Link IE Field Basic Slave Station

Setting network parameters

Use the two right-hand rotary switches X10 and X1 on the front of the device to set the last
octet of the static IP address. Each rotary switch in the CC-Link IE Field Basic area is assigned
a decimal place, so that a number between 0 and 99 can be configured. During startup, the
position of the rotary switches is typically read within a time cycle.

The full IP address, subnet mask, gateway address and network mode? can be configured via
the web server or other available configuration interfaces. New configuration interfaces cannot
be applied until the device is restarted. For more information, see chapter 5.4.

Configuration of CC-Link IE Field Basic

The module's parameters can be configured using SNMP, the web server, or [loT protocols.
Acyclic messages are sent via SNMP to read and overwrite the configuration. When sending,
all existing parameters are overwritten by this data and the content of the SNMP messages is
given the highest valence.

To prevent parameters from being overwritten by the web server or lloT protocols during opera-
tion, some lock parameters can be enabled in the PLC configuration or configuration group.

The following information represents different setting groups with their configuration parame-
ters. The respective default settings are highlighted.

a.DHCP or BOOTP

29


https://www.pepperl-fuchs.com/germany/de/index.htm
https://www.pepperl-fuchs.com/germany/de/index.htm

ICE11-8I0L*-G60L-V1D

Commissioning with CC-Link

General Settings

Setting
Suppress Uy, Diagnosis Mode

Description

Supply voltage error U/ Uy, fault report

0 = enabled
1 =disabled
2 = auto

Default
0

Suppress Actuator Diagnosis
without U

Actuator without U / Uy, voltage fault report

0 = enabled
1 =disabled

Suppress Ug Diagnosis

Report Ug voltage fault
0 = Diagnosis disabled
1 = Diagnosis enabled

Reserved

Reserved

Output Auto Restart

Output Auto Restart
0 = deactivated
1 = activated

Web Interface Lock

Web Interface Lock
0 = deactivated
1 = activated

Forcing Lock

Force Mode Lock
0 = deactivated
1 = activated

External Configuration Lock

External Configuration Lock
0 = deactivated
1 = activated

Force Mode Lock

The input and output process data can be forced via various interfaces? Interface support

depends on the software features available. If force mode lock is activated, no input process

data or output process data can be forced via these interfaces.

Danger!
Risk of injury or death!

Forcing can lead to unexpected signals and uncontrolled machine movements.

Web Interface Lock

30

Access to the web interface can be set. If web interface lock is activated, the web pages are no
longer accessible.

Report U/ Uy, Supply Voltage Fault

During commissioning, it is possible that no power supply is connected to the U/ Uz pins. It
may therefore be helpful to suppress and deactivate the U/ Upy supply voltage fault message.

Report Actuator Fault without U,/ U, Voltage

During commissioning, it is possible that no power supply is connected to the U/ Uz pins. It
may therefore be helpful to suppress and deactivate the U/ Up, voltage fault message.

Report Ug voltage fault

During commissioning, it is possible that no power supply is connected to the Ug pins. It may
therefore be helpful to suppress and deactivate the report Ug voltage fault message.

b.e.g., web interface, REST, OPC UA, MQTT
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External Configuration Lock

Configuration parameters can be set via various alternative interfaces (e.g., web interface,

REST, OPC UA, MQTT). An external configuration can only be made as long as no cyclic PLC

connection is active. Each new PLC configuration overwrites the external configuration set-

tings.

Port configuration, X1 to X8

Setting
Port Mode

Description

Port mode

0: Disabled
1:10-Link Manual
2:10-Link Auto

3: Digital Input

4: Digital Output

Default

3

Validation Check

Validation option
0: No device check or deletion’
1: Type-compatible V1.0 device'

2: Type-compatible V1.1 device'
3: Type-compatible V1.1 device with backup &

restore®
4: Type-compatible V1.1 device with restore®

IQ Mode, Pin 2

IQ mode

0: Disabled

1: Digital Input
2: Digital Output

Cycle Time

Cycle time

: As fast as possible
:1.6ms

:3.2ms

:4.8ms

:8.0ms

:20.8 ms

:40.0 ms

:80.0 ms

:120.0 ms

ONOOTAWN—-O

Vendor ID

Vendor ID
0to 65535

Device ID

Device ID
0to 16777215

|O-Link Failsafe Mode

Failsafe mode

0: Set Low

1: Set High

2:Hold Last

3: Replacement Value
4:10-Link Master Command

|O-Link Failsafe Value 0 to
31

IOL Failsafe replacement values
0to 255

Swap Length

Consuming Swap Length, Consuming data
0: DWORD
1: WORD

Offset Consuming

Swap Offset, Consuming data
0to 30 bytes

Swap Count Consuming

Swap Count, Consuming data
0to 30 bytes

Swap Length Producing

Swap Length, Producing data
0: DWORD
1: WORD

I3 PEPPERL+FUCHS
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Setting
Offset Producing

Description

Swap Offset, Producing data
0 to 30 bytes

Default
0

Swap Count Producing

Swap Count, Producing data
0 to 30 bytes

0

Sensor Supply Disabled

Sensor supply disabled
0: Sensor supplied with electrical voltage
1: No electrical voltage on sensor

Suppress all Diagnosis

Diagnosis suppression
0: Generate diagnostics on this channel
1: Do not generate any diagnostics on this channel

Surv. Timeout, Pin 2

DO Surveillance Timeout for Pin 2 (IQ), valid values:
0 to 255

80

Surv. Timeout, Pin 4

DO Surveillance Timeout for Pin 4, CQ valid values:
0to 255

80

Failsafe Mode SIO, Pin 2

DO Failsafe for Pin 2, 1Q
0: Set Low

1: Set High

2:Hold Last

Failsafe Mode SIO, Pin 4

DO Failsafe for Pin 4, CQ
0: Set Low

1: Set High

2:Hold Last

DI Filter, Pin 2

DI Filter for Pin 2, IQ
0: Disabled

1:10 ms

2:20ms

3:30 ms

4:60 ms

5:100 ms

6:150 ms

DI Filter, Pin 4

DI Filter for Pin 4, CQ
0: Disabled

1:10 ms

2:20 ms

3:30 ms

4:60 ms

5:100 ms

6:150 ms

DI Logic, Pin 2

DI Logic for Pin 2, 1Q
0: Normally open
1:Normally closed

DI Logic, Pin 4

DI Logic for Pin 4, CQ
0: Normally open
1:Normally closed

DO Restart, Pin 2

DO Restart for Pin 2, 1Q
0: Inactive
1: Active

DO Restart, Pin 4

DO Restart for Pin 4, CQ
0: Inactive
1: Active

Error LED Disable, Pin 2

Disable pin 2 error LED
0: Enable LED on channel B
1: Disable LED on channel B

Error LED Disable, Pin 4

Disable pin 4 error LED
0: Enable LED on channel A
1:Disable LED on channel A

I3 PEPPERL+FUCHS
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Setting Description Default

Level LED Disable, Pin 2 Disable pin 2 Level LED 0
0: Enable LED on channel B
1: Disable LED on channel B

Level LED Disable, Pin 4 Disable pin 4 Level LED 0
0: Enable LED on channel A
1: Disable LED on channel A

Use Push-Pull, Pin 4 Use Push-Pull for pin 4 0
0: Use High-Side-Switches
1: Use Push-Pull

Current limit, Pin 2 Pin 4 current limit; maximum current limit until pin 2 is | 65535
switched off
0to 65535
Current limit, Pin 4 Pin 4 current limit; maximum current limit until pin 4 is | 65535
switched off
0to 65535
Table 6.1

1.No data storage
2.Download + upload
3.Download master on device

Port mode
The port mode describes how the 10-Link master handles the presence of an IO-Link device on
the port.

Disabled: The 10-Link port is deactivated, but can be configured for later use. If the

I0-Link device is not connected, no diagnostics are generated.

Manual 10-Link:  The 10-Link port is enabled and an explicit port configuration can be made
for the Validation and Backup parameters (Inspection Level), Vendor ID,
Device ID, and Cycle Time.

Auto IO-Link: The IO-Link port is activated and no explicit port configuration is required.
Configurations such as Validation and Backup (Inspection Level), Vendor
ID, Device ID, and Cycle Time are not required.

Digital input: In this mode, the channel operates as a digital input. The status of the
channel can be seen in the Digital Input Channel Status of the cyclical pro-
cess data.

Digital output: In this mode, the channel operates as a digital output. The channel can be

controlled via the Digital Output Channel Control® or via the 10-Link Output

Data? of the cyclical process data. This depends on the Digital Output Con-
trol parameter in the General Settings.

1.the first two bytes of the output data
2.the first byte of the output data of each 10-Link device

Validation and Backup

This parameter enables the user to set the behavior of the IO-Link ports in relation to the type
compatibility and data storage mechanism of the connected IO-Link device.

The prerequisite for using Validation and Backup is that you configure the port mode to "IO-Link
Manual."

The IO-Link master has a backup memory that can be used to save device parameters and
restore them to the 10-Link device. This backup memory is emptied by the following actions:

e 10-Link master factory reset, reset to factory settings
* Reconfiguration of the Channel Mode, for example from "Digital Input" to "IO-Link"
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* Reconfiguration of validation and backup, for example from "No device check" to "Type
compatible V1.1 device with Backup & Restore"

For more information, please refer to the "lO-Link Interface and System Specification" version
1.1.3, which can be downloaded from https://io-link.com/.

No Device Check (No Data Storage)

No verification of the connected manufacturer ID or device ID and no "backup and restore" sup-
port of the IO-Link master parameter server.

Type-Compatible V1.0 Device (No Data Storage)

Type-compatible with regard to IO-Link specification V1.0, which includes the validation of
manufacturer ID and device ID. The IO-Link specification V1.0 does not support an 10-Link
master parameter server. Type-compatible V1.1 device (no data storage): Type-compatible
with regard to 10-Link specification V1.1, which includes the validation of manufacturer ID and
device ID. Backup and Restore is deactivated.

Type-Compatible V1.1 Device with Backup + Restore (Upload + Download)

Type-compatible with regard to IO-Link specification V1.1, which includes the validation of
manufacturer ID and device ID. Backup and Restore is activated.

Please note the following information on backup and restore conditions:

e Backup (device to master):
A backup® is performed if an 10-Link device is connected and the master has no valid
parameter data. The read parameter data is saved permanently on the 10-Link master.
An upload is also executed if the 10-Link device has set the DS_UPLOAD_FLAG.Y This
IOL device flag can be set in two ways:

* Parameters are written to an IOL device in block parameter mode: An 10-Link device
sets the DS_UPLOAD_FLAG independently if the block parameter mode parame-
ters have been written to the IO-Link device with the last system command Param-
DownloadStore, for example, by a third-party USB |0-Link master for
commissioning.

* Parameters are written to an IOL device in single parameter mode: If single parame-
ter data on the IOL device is changed during operation, the device parameters
stored on the IOL master can be updated using the ParamDownloadStore com-
mand.? This command sets the DS_UPLOAD_REQ flag on the IOL device, so the
IO-Link master can perform an upload process from the |O-Link device.

* Restore (master to device):
A restore' is executed if an 10-Link device is connected and the 10-Link master has saved
valid parameter data for the IOL device that does not correspond to the current device
parameters.
The recovery process can be blocked by the I0-Link device via the Device Access Locks

parameter, provided this is supported by the 10-Link device.9
Type-Compatible V1.1 Device with Restore (Download Master to Device)

Type-compatible with regard to 10-Link specification V1.1, which includes the validation of ven-
dor ID and device ID. Only "Restore" is activated.

Please note the following information on restore conditions:

* Restore (download/IOL master to IOL device):
A restore (download from the IOL master to the IOL device) is executed if an 10-Link
device is connected and the 10-Link master has saved valid parameter data for the IOL
device that does not correspond to the current device parameters.
In restore mode, no changes to the IOL device parameters are saved permanently on the

c. Upload from the IOL device to the IOL master

d.Data Storage Upload Flag

e.Index 0x0002, sub-index 0x00, value 0x05

f. Download from IOL master to IOL device

g.Index 0x000C, refer to the manufacturer-specific 10-Link device documentation
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IOL master. If the IOL device sets the DS_UPLOAD_FLAG in this mode, the device
parameters are restored by the IOL master.

The recovery process can be blocked by the 10-Link device via the Device Access Locks
parameter, provided that this parameter is supported by the IOLink device (index 0x000C,
refer to the manufacturer-specific 10-Link device documentation).

IQ mode

The operating mode of pin 2h of the respective I0-Link channel can be configured using this
parameter.

Digital Output

In this mode, the channel operates as a digital output. The channel can be controlled via the

Digital Output Channel Control' or via the 10-Link Output Datal of the cyclical process data. This
depends on the Digital Output Control parameter in the General Settings.

Digital Input
In this mode, the channel operates as a digital input. The status of the channel can be seen in
the Digital Input Channel Status of the cyclical process data.

Cycle Time

The 10-Link cycle time can be configured with this parameter.

The prerequisite for using the cycle time is that you configure the port mode to "lO-Link Man-
ual."

As fast as possible

The IO-Link port uses the max. supported 10-Link device and IO-Link master update cycle time
for the cyclical I/O data update between the IO-Link master and the IO-Link device.

1.6 ms, 3.2 ms, 4.8 ms, 8.0 ms, 20.8 ms, 40.0 ms, 80.0 ms, 120.0 ms

The cycle time can be set manually to the options provided. This option can be used, for exam-
ple, for 10-Link devices that are connected via inductive couplers. Inductive couplers are usu-
ally the bottleneck in the update cycle time between the IO-Link master and the 10-Link device.
In this case, please refer to the datasheet of the inductive coupler.

Manufacturer ID/vendor ID

The vendor ID is required for the validation of the 10-Link device and can be configured with
this parameter.

The prerequisite for using the vendor ID is that you configure the port mode to "IO-Link Man-
ual." Validation and Backup must be set to a type-compatible V1.X device.

Device ID

The device ID is required for the validation of the I0-Link device and can be configured with this
parameter.

The prerequisite for using the device ID is that you configure the port mode to "IO-Link Man-
ual." Validation and Backup must be set to a type-compatible V1.X device.

IOL Failsafe

The module supports a failsafe function for the output data of the 10-Link channels. In the event
of an internal device error, the PLC is in the STOP state and cannot supply any valid process
data; the connection is interrupted or communication is lost: The output data of the 10-Link
channels is controlled by the configured failsafe values.

h.Channel B
i. the first two bytes of the output data
j. the first byte of the output data of each IO-Link device
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Set Low

If failsafe is active, all bits of the 10-Link output data are set to "Low"K

Set High

If failsafe is active, all bits of the 10-Link output data are set to "High".I
Hold Last

If failsafe is active, all bits of the 10-Link output data maintain the last valid process data
status.™

Replacement Value

A substitute value can be set for each 10-Link device via the 10-Link failsafe parameter object.
If failsafe is active, these substitute values are transmitted to the I0-Link device. The currently
configured IO-Link output data size must be taken into account. Note that in the case of a fault,
the substitute values are sent instead of the output process data, so a configured swapping
mode has an influence on the byte order.

10-Link Master Command
If failsafe is active, an 10-Link-specific mechanism for valid/invalid output process data is used
and the 10-Link device determines the behavior itself.

Failsafe values

IOL Failsafe values represent 32 replacement values byte by byte. If failsafe is active, these val-
ues are transmitted to the 10-Link device.
Swapping Length

The byte order of IO-Link is Big Endian. The Swapping Mode and Swapping Offset parameters
help the user to set the output data in the correct format. Up to 16 "words" or up to 8 "double
words" can be selected for conversion of the output data.

Raw 10-Link Data

No "byte swap".

Data Type DWORD

Data byte order: Byte 1, Byte 2, Byte 3, Byte 4
Sequence after "Swap": Byte 4, Byte 3, Byte 2, Byte 1
Data Type WORD

Data byte order: Byte 1, byte 2

Sequence after "Swap": Byte 2, Byte 1

Swapping Offset

The Swapping Offset describes the starting point in the process data for use of the configured
Swapping Length. Both parameters depend on the configured input and output data size.

Swapping Count

The Swapping Count describes the number of bytes swapped in the process data using the
configured Swapping Length.

Sensor Supply Disabled

The Sensor Supply Disabled setting can be used to disable the supply of a sensor. The 10-Link
master will disable the supply for the corresponding IO-Link port.

K."0"
|

mr0" or "1"
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Suppress all Diagnosis

By default, the IO-Link master generates all possible diagnostics and sends corresponding
reports about cyclic and acyclic data. By setting Suppress all Diagnosis, all diagnoses can be
suppressed.

DO Surveillance Timeout

The digital output channels are monitored during runtime. The error states are detected and
reported as a diagnosis. To avoid error states when switching the output channels, Surveillance
Timeout can be configured with a delay and deactivated monitoring.

The delay time begins with a rising edge of the output control bit. After the delay time has
elapsed, the output is monitored and error states are signaled via diagnostics. If the channel is

permanently switched on or off, the typical filter value is 5 ms."

DO Failsafe

The module supports a failsafe function for the channels used as digital outputs. In the event of
an internal device error, the PLC is in the STOP state and cannot supply any valid process data.
The connection is interrupted or communication is lost. The outputs are controlled according to
the configured failsafe values.

Set Low

If failsafe is active, the physical output pin of the channel is set to "Low".°

Set High

If failsafe is active, the physical output pin of the channel is set to "High".P
Hold Last

If failsafe is active, the physical output pin of the channel maintains the last valid process data
status.9

DO Restart Mode

In the event of a short-circuit or overload on an output channel, a diagnosis is signaled and the
output is switched to "off."

If DO Restart Mode is deactivated, the output channel is not automatically switched on again. It
can be switched on after a logical reset of the channel's process output data.

If DO Restart Mode is activated for this channel, the output is automatically switched on again
after a fixed time delay to check whether the overload or short-circuit status is still active. If it is
active, the channel is switched off again.

DI Logic

The logical state of an input channel can be configured using these parameters. If a channel is
set to "Normally Open," a low signal' is transferred to the process input data, e.g., if an
undamped sensor has an open switching output.

If a channel is set to "Normally Closed," a high signal® is transferred to the process input data,
e.g., if an undamped sensor has a closed switching output.

The channel LED indicates the physical input state of the port pin, regardless of these settings.

n.not changeable
o."0"

p."1"

q."0" or "1"

r. "0"

s."1"
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DI Filter

These parameters can be used to configure a filter time for each digital input channel. If a filter
is not required, it can be deactivated.

Error LED Disable

Each channel of ports X1 to X8 has an error LED. The error LED can be deactivated by
enabling the Error LED Disable parameter. If this parameter is enabled, the LED status will not
show "ON" in the event of a port error.

Level LED Disable

Each channel of ports X1 to X8 has a Level LED. The Level LED can be disabled by enabling
the LEVEL LED Disable parameter. If this parameter is enabled, the LED status will not show
"ON" in the event of input or output peaks.

Use Push Pull

If Use Push Pull is enabled, the output is actively switched to "high" or "low". In the Low state,
the output can be a current sink. The digital output is supplied with a maximum current of 0.5 A
by Us.

If this option is not enabled, the "High-Side switch" option is used and the current limit is set
according to the Current Limit parameter. This option is not available for the B channel of any
port.

Current Limit

This parameter allows you to configure the current limitation for the digital outputs. You can
choose between different current limiting options.

In the Low state, the output has a high impedance. Depending on the device version, the digital
output is supplied by U_or Upyx and has an adjustable current limit. This means that the output
is switched off and the error diagnosis of the actuator channel is reported as soon as this limit is
exceeded. If you set the limit to 2.0 A max., the current limitation is not active and the maximum
output current is available.

6.3 Process Data Assignment

The module supports process data communication in both directions. In this context, "consum-
ing data" is defined as the process output data that controls the physical outputs and 10-Link
output data. In this context, "producing data" is defined as the process input data that contains
the physical inputs, diagnoses and I0-Link input data with optional extended status and event
data.

The following chapters describe the data images for the data direction of consuming and pro-
ducing data, which are assigned to the output and input assemblies.

Consuming Data (Output)

Register for ple} Register for 10-Link?

X1 |4 YO RWw00 — RWwOF RW3
2 Y1 - RW
X2 |4 Y2 RWw10 - RWw1F RW
2 Y3 - RW
X3 |4 Y4 RWw20 - RWw2F RW
2 Y5 - RW
X4 |4 Y6 RWw30 - RWw3F RW
2 Y7 - RW
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Register for Do’

Register for 10-Link?

Access

X5 |4 Y8 RWw40 — RWw4F RwW
2 Y9 - RW
X6 |4 YA RWw50 — RWw5F RwW
2 YB - RW
X7 |4 YC RWw60 — RWw6F RwW
2 YD - RW
X8 |4 YE RWw70 — RWw7F RwW
2 YF - RwW
Table 6.2
1.=single bit
2.=WORD

3.Read/write

Producing Data (Input)

Register for DI

Register for 10-Link?

Access

X1 4 X0 RWr00 — RWrOF RO3
2 X1 - RO
X2 |4 X2 RWr10 - RWr1F RO
2 X3 - RO
X3 |4 X4 RWr20 — RWr2F RO
2 X5 - RO
X4 |4 X6 RWr30 — RWr3F RO
2 X7 - RO
X5 |4 X8 RWr40 — RWr4F RO
2 X9 - RO
X6 |4 XA RWr50 — RWr5F RO
2 XB - RO
X7 |4 XC RWr60 — RWr6F RO
2 XD - RO
X8 |4 XE RWr70 — RWr7F RO
2 XF - RO
Table 6.3
1.=single bit
2.=WORD
3.Read-only
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3.

Configuration and Operation with GxWorks®

The configuration and commissioning of the module described in this chapter refers to the
GxWorks® V2 Mitsubishi engineering tool. If you are using an engineering tool from another
provider, please refer to the corresponding documentation.

Integration of the CSP+ file

Open GxWorks® and navigate to Tool > Profile Management > Register.

E MELSOFT GX Works3
: Project Edit Fmd/RepIace Convert View Online Debug Recording Dlagnosnes‘Tool‘Wmdow Help

PASle - | X anmlcﬂ@@m[sam-am Memory Card - o | @O vax.

[ Check Program...

Check Parameter...
Check the Assigned Device of Glcbal Label...
Confirm Memory Size (Offline)...
Logging Configuration Tool...
Realtime Monitor Function...
GX VideoViewer...
Module Tool List...
Dnve lool List...
Predefined Protocol Support Function...
Circuit Trace...
Update Firmware...
Profile Management E: Register...
Register Simple Device Communication Library... Delete...
Configuration Management 3
Register Sample Library...
FB Property Management (Offling)...
Shortcut Key...
£ Options...

Figure 6.1
Select 0x1253_ICE11-8I0L-G60L-V1D_1.0_en.cspp and the CSP+ file will be registered.

Adjusting Network Parameters
Open GxWorks® and create a new project.

Select the series and type of PLC used.

New X
Series ERecn |
Type 7 Fxsu ~
Mode
Program Language | = ST ~
| Concel
Figure 6.2

To open the Settings window, navigate to Project > Parameter > "the selected CPU
module" > Module Parameter.
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Figure 6.3
L The CC-Link IE Field Basic Master Station can be configured in the window that opens.
4.  To configure the PLC or master station, navigate to Own Node Settings.

["putthe Seting fem to Search | ity e R ltom | Setting
(=] IP Address
B IP Address 192.168. 3.85
4 Basic Settings Subnet Mesk 255.255.255. 0
@ Own Node Settings
@ CC-Link [EF Basic Settings Default Catevey :
MODBUS/TCP Settings == Comiinicaton B Bude) Binary
External Device Configuration [ELCCLIKIEER ssic Settihos
(& Application Settings To Use or Nct to Use CC-Link IEF Basic Setting Use
Network Configuration Settings {<Detailed Setting> | |
Refresh Settngs <Detailed Setting>
|-/ MODBUS/TCP Settings
To Use or Nct to Use MODBUS/TCP Setting Not Used
Device Assignment <Detailed Setting>
|- External Device Configuration
Extemal Device Configuration <Detailed Setting>
Setthe setting for cyclic transmission.
Setthe Station No.. Number of Occupied Stations, IP Address, Subnet Mask. and the like.
To setthe CC-Link IE Field Network Basic. itis required to setthe Networ< Configuration Settings and Refresh Setting.
tem List Find Result ‘ i ‘ e e i ‘
L ey |
Figure 6.4

5. Under CC-Link IEF Basic settings > To Use or Not to Use CC-Link IEF Basic Setting,
select "Use".

* The Network Configuration Settings option allows you to configure the CC-Link IE Field
Basic Master, the connected stations, a network, parameters, and much more.

e Settings under Refresh Settings are required for automatic data transfer between the link
page and the CPU page.
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D

1.

Processing parameters

Select the ICE11* from the Module List. Alternatively, click on the Detect Now button for
automatic device recognition.

i Coneaton. Ed View g i
Detect Now | Link Scan Setting |

&8 CC-Link IEF Basic Configuration o %

Connected Count 1
A
J RXRY Setting RWw/RWIr Setting
_'J |m.‘ Model Name |sru[ Station Type St . mm.lmsﬂ| 1P Address l MM[ MAC Address s
BB | 0 HostStaton 0 Master Staton 192.168.3.39 255.255.255.0
x

B CCIEF Basic Module (Pepper| + Fuchs GmbH) |
|

B10-Link Master
 EHICE11-BI0L-G60L-VID  8xI0-Link Class A

Figure 6.5

Right-click on "Slave Station" and select Online > Parameter Processing of Remote
Station....

8% CC-Link IEF Basic Configuration o X
i CC-Link ic Edit View

Connected Count | ==

Jm

| RX/RY Setting | RWwRWr Seting

| Ponts Ism\au\m?!swﬂwl =

o [ e o | e |

Vision Sensor
B CCIEF Basic Module (Pepper| + Fuchs GmbH) |

ter
—~G60L-V1D 8xI0-Link Class A

Ce ication Setting Reflection of
Parameter Processing of Remote Station...

Figure 6.6

In the following window, under Method selection, select "Parameter read" or "Parameter write",

depending on which method you would like to configure for the module. For details on the
different parameters, see chapter 6.2.
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[initial value |Unit |Read Value |Unit |Write Value |Unit |

Clear Al Read Value™

| Cloar Al "Write Value™ |

‘There is no option in the selected process.

Master
-BI0L-G60L-VID  84d0-Link Class A

Import |

Figure 6.7

4.  Aifter you have set the parameters, click on Communication Setting Reflection of Slave
Station to apply the changes to the appropriate module. CC- manual
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Commissioning for EtherCAT

EtherCAT

e
EtherCAT.

EtherCAT® is a registered trademark amd patented technology, licensed by Beckhoff Automa-
tion GmbH, Germany.

Preparation

Downloading and Installing the ESI File

An ESI file (EtherCAT Slave Information file) is required to configure a module in the controller.
The ESl file supports all module variants.

You can find the relevant ESl file in the Commissioning section of the product detail page for
the device. To access the product detail page for the device, go to http://www.pepperl-
fuchs.com and type information about the device, e.g. the product description or the item num-
ber, into the search function.

Use the hardware or network configuration tools from your controller manufacturer to install the
ESI file for the module variant used. For TwinCat®, you usually have to copy the ESI file to the
installation folder, for example: C: \TwinCAT\3.1\Config\Io\EtherCAT. After installation,
the modules are available in the hardware catalogs.

Reading MAC IDs

Each module has a unique MAC ID that is assigned by the manufacturer. The MAC ID cannot
be changed by the user. The assigned MAC ID is printed on the front side of the module.

This MAC ID has no function for EtherCAT. For EoE (Ethernet over EtherCAT), the I/O module
is assigned a virtual MAC ID.

Configuration

PDO Assignments

The module supports different PDO%assignments for input and output data. There are assign-
ments for bit or byte access with or without diagnostic data that are associated with the input
data (TxPDO, I/0O module to EtherCAT® controller).

You determine the data content by selecting the appropriate PDO.
The modules offer the following PDO assignments:

a.PDO = Process Data Object
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7.3.1 Configuration
Input Data
PDO PDO content
Size
Type Index [byte] Index
Input 0x1A00 | 32 0x6000:01 1 UINT32 1 byte IO-Link input data
etc. etc. etc. etc.
0x6000:32 1 UINT32 32 byte |O-Link input data
0x1A01 | 32 0x6010:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6010:32 1 UINT32 32 byte |O-Link input data
0x1A02 | 32 0x6020:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6020:32 1 UINT32 32 byte |O-Link input data
0x1A03 | 32 0x6030:01 1 UINT32 1 byte IO-Link input data
etc. etc. etc. etc.
0x6030:32 1 UINT32 32 byte |O-Link input data
0x1A04 | 32 0x6040:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6040:32 1 UINT32 32 byte |O-Link input data
Ox1A05 | 32 0x6050:01 1 UINT32 1 byte IO-Link input data
etc. etc. etc. etc.
0x6050:32 1 UINT32 32 byte |O-Link input data
Ox1A06 | 32 0x6060:01 1 UINT32 1 byte IO-Link input data
etc. etc. etc. etc.
0x6060:32 1 UINT32 32 byte IO-Link input data
0x1A07 | 32 0x6070:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6070:32 1 UINT32 32 byte IO-Link input data
Ox1A08 | 4 0x2080:01 1 UINT32 Status of digital input ports
X1-X4
0x2080:02 1 UINT32 Status of digital input ports
X5— X8
0x2080:03 1 UINT32 Status of the 10-Link commu-
nication
0x2080:04 1 UINT32 IO-Link process data status
Ox1A09 |1 Ox10F3:04 1 UINT32 “New messages available"
flag from the diagnostic
object 0x10F3
0x1AO0A |1 0x10F8:00 1 UINT32 Timestamp object 0x10F8
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PDO PDO content

Size

[byte] Index

Type Index

Input 0x1A80 | 8 0xF100:01 1 UINT32 IO-Link connector status 1
0xF100:02 1 UINT32 IO-Link connector status 2
0xF100:03 1 UINT32 IO-Link connector status 3
0xF100:04 1 UINT32 IO-Link connector status 4
0xF100:05 1 UINT32 IO-Link connector status 5
0xF100:06 1 UINT32 IO-Link connector status 6
0xF100:07 1 UINT32 IO-Link connector status 7
0xF100:08 1 UINT32 IO-Link connector status 8
Table 7.1

Output Data

PDO content

Index

Output | 0x1600 | 32 0x7000:01 1 UINT32 1. bytes of I0-Link output data
etc. etc. etc. etc.
0x7000:32 1 UINT32 32. bytes of I0-Link output data
0x1601 | 32 0x7010:01 1 UINT32 1. bytes of I0-Link output data
etc. etc. etc. etc.
0x7010:32 1 UINT32 32. bytes of IO-Link output data
0x1602 | 32 0x7020:01 1 UINT32 1. bytes of I0-Link output data
etc. etc. etc. etc.
0x7020:32 1 UINT32 32. bytes of I0-Link output data
0x1603 | 32 0x7030:01 1 UINT32 1. bytes of I0-Link output data
etc. etc. etc. etc.
0x7030:32 1 UINT32 32. bytes of I0-Link output data
0x1604 | 32 0x7040:01 1 UINT32 1. bytes of I0-Link output data
etc. etc. etc. etc.
0x7040:32 1 UINT32 32. bytes of I0-Link output data
0x1605 | 32 0x7050:01 1 UINT32 1. bytes of I0-Link output data
etc. etc. etc. etc.
0x7050:32 1 UINT32 32. bytes of I0-Link output data
0x1606 | 32 0x7060:01 1 UINT32 1. bytes of IO-Link output data
etc. etc. etc. etc.
0x7060:32 1 UINT32 32. bytes of I0-Link output data
0x1607 | 32 0x7070:01 1 UINT32 1. bytes of I0-Link output data
etc. etc. etc. etc.
0x7070:32 1 UINT32 32. bytes of I0-Link output data
46
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PDO

Type

Index

Size
[byte]

PDO content

Index

Output | 0x1608 |4 0x2280:01 1 UINT32 Digital output mapping ports X1—
X4
0x2280:02 1 UINT32 Digital output mapping ports X5—
X8
0x2280:03 1 UINT32 Control of I0-Link COM Mode
0x2280:04 1 UINT32 Reserved
Table 7.2

Modular Slots

The ESI file contains a modular, slot-based PDO configuration for various 10-Link configura-
tions. The following slots are available:

Slot Description

STD_IN_1_bit IO-Link port as standard digital input
IOL_I_1byte I0-Link, 1 byte as process data input
IOL_I_2byte 10-Link, 2 bytes as process data input
IOL_I_4byte 10-Link, 4 bytes as process data input
IOL_I_6byte 10-Link, 6 bytes as process data input
IOL_I_8byte I0-Link, 8 bytes as process data input
IOL_I_10byte 10-Link, 10 bytes as process data input
IOL_I_16byte 10-Link, 16 bytes as process data input
IOL_I_24byte 10-Link, 24 bytes as process data input
IOL_I_32byte 10-Link, 32 bytes as process data input

STD_OUT_1_bit

IO-Link port as standard digital output

2024-04

IOL_O_1byte 10-Link, 1 byte as process data output
IOL_O_2byte I0-Link, 2 bytes as process data output
IOL_O_4byte I0-Link, 4 bytes as process data output
IOL_O_6byte I0-Link, 6 bytes as process data output
IOL_O_8byte I0-Link, 8 bytes as process data output
IOL_O_10byte 10-Link, 10 bytes as process data output
IOL_O_16byte 10-Link, 16 bytes as process data output
IOL_O_24byte 10-Link, 24 bytes as process data output
IOL_O_32byte 10-Link, 32 bytes as process data output

IOL_I/O_1/1byte 10-Link

* 1 byte as process data input
* 1 byte as process data output

10-Link
* 2 bytes as process data input

IOL_I/O_2/2byte

* 2 bytes as process data output

10-Link
* 2 bytes as process data input

IOL_I/O_2/4byte

* 4 bytes as process data output
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Slot Description

IOL_1I/O_4/4byte I10-Link
* 4 bytes as process data input

* 4 bytes as process data output

IOL_I/O_4/2byte I1O-Link
* 4 bytes as process data input

* 2 bytes as process data output

IOL_I/O_2/8byte 10-Link
* 2 bytes as process data input

* 8 bytes as process data output

IOL_I/O_4/8byte I1O-Link
* 4 bytes as process data input

* 8 bytes as process data output

IOL_I/O_8/2byte 10-Link
* 8 bytes as process data input

* 2 Dbytes as process data output

IOL_I/O_8/4byte I10-Link
* 8 bytes as process data input

* 4 bytes as process data output

IOL_I/O_8/8byte 10-Link
* 8 bytes as process data input

* 8 bytes as process data output

IOL_I/O_4/32byte I1O-Link
* 4 bytes as process data input

* 32 bytes as process data output

IOL_I/O_32/4byte I1O-Link
* 32 bytes as process data input

* 4 bytes as process data output

IOL_I/O_16/16byte 10-Link
* 16 bytes as process data input

* 16 bytes as process data output

IOL_I/O_24/24byte 10-Link
* 24 bytes as process data input

* 24 bytes as process data output

IOL_I/O_32/32byte 10-Link
* 32 bytes as process data input

* 32 bytes as process data output

Table 7.3
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7.3.2 Device Parameters

The modules support different parameters. The parameters are sent to the module during com-
missioning of the controller.

The following parameters can be set:

Extended Parameters

SDO SDO content

Index Size [byte] Index Size Type Name/description

0x23n0! |2 0x23n0:01 1 UINT8 | Data storage:
0 = Data storage disabled (saved data set is
retained)

1 = Data storage download only (IOLM — IOLD)
2 = Data storage upload only (IOLD — IOLM)

3 = Data storage download and upload

4 = Data storage disabled and deleted (a previ-
ously saved data set is deleted)

Other = Reserved

0x23n0:02 1 UINT8 | Fail-safe mode

0 = Set low

1 = Set high

2 = Hold last

3 = Substitute value (see object 0x23n1)
4 =10-Link master command

Other = Reserved

Table 7.4

1.n = number between 0 ... 7 = port number -1

Fail-Safe Function

The firmware on the module provides a fail-safe function for the outputs for interruptions or loss
of communication. When configuring modules, you can define the status of the outputs after an
interruption or a loss of communication.

Substitute values

SDO content

Size [byte] Index Size Type Name/description
ox23n1! 2 0x23n1:01 1 UINT8 | Failsafe substitute value byte 1
etc. etc. etc. etc.
0x23n1:32 1 UINT8 | Failsafe substitute value byte 32
Table 7.5

1.n = number between 0 ... 7 = port number -1
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Digital outputs mode
S10]0) SDO content

Index Size [byte] Index Name/description

0x2380 16 0x2380:01 1 UINT8 Port 1 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:02 1 UINT8 Port 1 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:03 1 UINT8 Port 2 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:04 1 UINT8 Port 2 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:05 1 UINT8 Port 3 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:06 1 UINT8 Port 3 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:07 1 UINT8 Port 4 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:08 1 UINT8 Port 4 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:09 1 UINT8 Port 5 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:10 1 UINT8 Port 5 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:11 1 UINTS8 Port 6 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved
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SDO content

Size [byte] Index Name/description

0x2380 16 0x2380:12 1 UINT8 Port 6 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:13 1 UINT8 Port 7 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:14 1 UINT8 Port 7 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:15 1 UINT8 Port 8 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:16 1 UINT8 Port 8 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

Table 7.6

The following options are available:

Option Value Description

Set low! 0 Deactivation of the output channel

Set high 1 Activation of the output channel

Hold last 2 Hold the last output status
1.Standard
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General device settings
SDO

Index Size [byte]

0x2381 7

SDO content

Index
0x2381:01

BOOL

Name/description

Web interface locked
0 =false
1 =true

0x2381:02

BOOL

Force mode locked
0 =false
1 =true

0x2381:03

BOOL

All emergency messages disabled
0 =false
1 =true

0x2381:04

BOOL

UL emergency messages disabled
0 =false
1 =true

0x2381:05

BOOL

Actuator emergency messages disabled
0 =false
1 =true

0x2381:06

BOOL

External configuration permitted
0 =false
1 =true

0x2381:07

BOOL

Automatic restart of the output after a mal-
function

0 =false

1 =true

Table 7.7
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Surveillance Timeout

The module firmware allows you to set a delay time before monitoring of output currents
begins. The delay time is also known as “Surveillance Timeout”. You can define this for each
individual output channel.

The delay time starts after the status of the output channel changes, i.e., if this is activated after
arising edge or is disabled after a falling edge. After this time has elapsed, the monitoring of
the output begins and the diagnostics begin reporting error states. The value of the monitoring
time limit is 0 ms to 255 ms. The default value is 80 ms. If the output channel is in a static state,
i.e., permanently switched on or switched off, the value is 100 ms.

SDO content

Size [byte] Index Size Type Name/description
0x2382 16 0x2382:01 1 UINT8 | Surveillance Timeout Port 1 Channel A
0x2382:02 1 UINT8 | Surveillance Timeout Port 1 Channel B
0x2382:03 1 UINT8 | Surveillance Timeout Port 2 Channel A
0x2382:04 1 UINT8 | Surveillance Timeout Port 2 Channel B
0x2382:05 1 UINT8 | Surveillance Timeout Port 3 Channel A
0x2382:06 1 UINT8 | Surveillance Timeout Port 3 Channel B
0x2382:07 1 UINT8 | Surveillance Timeout Port 4 Channel A
0x2382:08 1 UINT8 | Surveillance Timeout Port 4 Channel B
0x2382:09 1 UINT8 | Surveillance Timeout Port 5 Channel A
0x2382:10 1 UINT8 | Surveillance Timeout Port 5 Channel B
0x2382:11 1 UINT8 | Surveillance Timeout Port 6 Channel A
0x2382:12 1 UINT8 | Surveillance Timeout Port 6 Channel B
0x2382:13 1 UINT8 | Surveillance Timeout Port 7 Channel A
0x2382:14 1 UINT8 | Surveillance Timeout Port 7 Channel B
0x2382:15 1 UINT8 | Surveillance Timeout Port 8 Channel A
0x2382:16 1 UINT8 | Surveillance Timeout Port 8 Channel B
Table 7.8
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Digital /0 Mode, Channel B

The "Digital /0O mode" parameter allows the input/output channels (/O channels) of channel B
of the module to be configured.

The following settings are possible:

1 =Input
2 = Output
Other = Reserved
SDO SDO content
Index Size [byte] Index Size Type Name/description
0x2383 16 0x2383:01 1 UINT8 | Digital /O Mode Port 1 Channel B
5z I(S]B;gut

Other = Reserved

0x2383:02 1 UINT8 | Digital /O Mode Port 2 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:03 1 UINT8 | Digital I/O Mode Port 3 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:04 1 UINT8 | Digital /O Mode Port 4 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:05 1 UINT8 | Digital /O Mode Port 5 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:06 1 UINT8 | Digital /O Mode Port 6 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:07 1 UINT8 | Digital /O Mode Port 7 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:08 1 UINT8 | Digital /O Mode Port 8 Channel B
1 =Input

2 = Output

Other = Reserved

Table 7.9
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Digital Inputs Mode

The device supports the configuration of the digital input logic of channel A (pin 4) and channel
B (pin 2) of the 10-Link port.

SDO
Index Size [byte]
0x2384 16

SDO content
Index
0x2384:01

1

Size Type

UINT8

Name/description

Digital Input Logic Port 1 Channel A
0=NO
1=NC

0x2384:02

UINT8

Digital Input Logic Port 1 Channel B
0=NO
1=NC

0x2384:03

UINT8

Digital Input Logic Port 2 Channel A
0=NO
1=NC

0x2384:04

UINT8

Digital Input Logic Port 2 Channel B
0=NO
1=NC

0x2384:05

UINT8

Digital Input Logic Port 3 Channel A
0=NO
1=NC

0x2384:06

UINT8

Digital Input Logic Port 3 Channel B
0=NO
1=NC

0x2384:07

UINT8

Digital Input Logic Port 4 Channel A
0=NO
1=NC

0x2384:08

UINT8

Digital Input Logic Port 4 Channel B
0=NO
1=NC

0x2384:09

UINT8

Digital Input Logic Port 5 Channel A
0=NO
1=NC

0x2384:10

UINT8

Digital Input Logic Port 5 Channel B
0=NO
1=NC

0x2384:11

UINT8

Digital Input Logic Port 6 Channel A
0=NO
1=NC

0x2384:12

UINT8

Digital Input Logic Port 6 Channel B
0=NO
1=NC

0x2384:13

UINT8

Digital Input Logic Port 7 Channel A
0=NO
1=NC

0x2384:14

UINT8

Digital Input Logic Port 7 Channel B
0=NO
1=NC

0x2384:15

UINT8

Digital Input Logic Port 8 Channel A
0=NO
1=NC

0x2384:16

UINT8

Digital Input Logic Port 8 Channel B
0=NO
1=NC

Table 7.10
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Digital Input Filters

The device supports the configuration of a digital input filter for channel A (pin 4) and channel B
(pin 2) of the 10-Link port.

SDO content

Size [byte] Index Size Type Name/description
0x2385 16 0x2385:01 1 UINT8 | Digital Input Filter Port 1 Channel A
0x2385:02 1 UINT8 | Digital Input Filter Port 1 Channel B
0x2385:03 1 UINT8 | Digital Input Filter Port 2 Channel A
0x2385:04 1 UINT8 | Digital Input Filter Port 2 Channel B
0x2385:05 1 UINT8 | Digital Input Filter Port 3 Channel A
0x2385:06 1 UINT8 | Digital Input Filter Port 3 Channel B
0x2385:07 1 UINT8 | Digital Input Filter Port 4 Channel A
0x2385:08 1 UINT8 | Digital Input Filter Port 4 Channel B
0x2385:09 1 UINT8 | Digital Input Filter Port 5 Channel A
0x2385:10 1 UINT8 | Digital Input Filter Port 5 Channel B
0x2385:11 1 UINT8 | Digital Input Filter Port 6 Channel A
0x2385:12 1 UINT8 | Digital Input Filter Port 6 Channel B
0x2385:13 1 UINT8 | Digital Input Filter Port 7 Channel A
0x2385:14 1 UINT8 | Digital Input Filter Port 7 Channel B
0x2385:15 1 UINT8 | Digital Input Filter Port 8 Channel A
0x2385:16 1 UINT8 | Digital Input Filter Port 8 Channel B
Table 7.11
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Timeout Before Restart

The device supports the configuration of a pre-reboot digital output timeout for channel A (pin

4) and channel B (pin 2) of the 10-Link port.

SDO SDO content

Index  Size [byte] Index Size Type Name/description

0x2386 | 16 0x2386:01 | 1 BOOL | Digital output timeout before restart [ms] Port 1 Channel A
0x2386:02 | 1 BOOL | Digital output timeout before restart [ms] Port 1 Channel B
0x2386:03 | 1 BOOL | Digital output timeout before restart [ms] Port 2 Channel A
0x2386:04 | 1 BOOL | Digital output timeout before restart [ms] Port 2 Channel B
0x2386:05 | 1 BOOL | Digital output timeout before restart [ms] Port 3 Channel A
0x2386:06 | 1 BOOL | Digital output timeout before restart [ms] Port 3 Channel B
0x2386:07 | 1 BOOL | Digital output timeout before restart [ms] Port 4 Channel A
0x2386:08 | 1 BOOL | Digital output timeout before restart [ms] Port 4 Channel B
0x2386:09 | 1 BOOL | Digital output timeout before restart [ms] Port 5 Channel A
0x2386:10 | 1 BOOL | Digital output timeout before restart [ms] Port 5 Channel B
0x2386:11 | 1 BOOL | Digital output timeout before restart [ms] Port 6 Channel A
0x2386:12 | 1 BOOL | Digital output timeout before restart [ms] Port 6 Channel B
0x2386:13 | 1 BOOL | Digital output timeout before restart [ms] Port 7 Channel A
0x2386:14 | 1 BOOL | Digital output timeout before restart [ms] Port 7 Channel B
0x2386:15 | 1 BOOL | Digital output timeout before restart [ms] Port 8 Channel A
0x2386:16 | 1 BOOL | Digital output timeout before restart [ms] Port 8 Channel B

Table 7.12
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Additional 10-Link Port Settings

S10]0) SDO content
Index Size [byte] Index Size Type Name/description
0x30n0"! 9 0x30n0:01 1 UINT8 | Swap mode
0x30n0:02 1 UINT8 | Swap length
0x30n0:03 1 UINT8 | Swap offset
0x30n0:04 1 BOOL | Sensor supply activated
0 =false
1 =true
0x30n0:05 1 BOOL | Pin 2 LED activated
0 =false
1 =true
0x30n0:06 1 BOOL | Suppress all diagnostics
0 =false
1 =true

0x30n0:07 1 BOOL | Pin 4 DO use of push-pull
0 = Use high-side switches
1 = Use push-pull

0x30n0:08 1 UINT16 | Pin 4 current limit in mA (maximum current
limit until pin 4 is switched off)
Default value: 2000

0x30n0:09 1 UINT16 | Pin 2 DO use of push-pull in mA (maximum
current limit until pin 2 is switched off)
Default value: 2000

Table 7.13

1.n =number between 0 ... 7 = port number -1

Description

Swap mode Byte sequence swapping is performed for the selected number of data
types or for the entire length of I/O data with the selected data type
(Word = 2 bytes or DWord = 4 bytes).

Swap length Swapping can be set to Word (2 bytes) or DWord (4 bytes).
* Word swapping = byte 1 — byte 2 => byte 2 — byte 1
* DWord swapping = byte 1 — byte 4 => byte 4 — byte 1

Swap offset A swapping offset of the bytes can be set depending on the configured
I/O data length. If the setting is "2", the swapping is carried out by the
3rd byte.
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10-Link Parameterization

SDO

SDO content

Index Size [byte] Index Size Name/description
ox40no! 7 0x40n0:01 1 UINT8 Control panel
0x00 = no action
0x02 = read
0x03 = write
0x40n0:02 1 UINTS8 Status
0x00 = no activity
0x01 = active/occupied
0x02 = access
0x04 = error
OxFF = failure
0x40n0:03 UINTS8 Index
0x40n0:04 2 UINT16 Subindex
0x40n0:05 UINT8 Length
0x40n0:06 232 UINT232 Data
0x40n0:07 2 UINT16 Error code
Table 7.14

1.n = number between 0 ... 7 = port number -1

I0-Link Configuration Data

SDO SDO content
Index Size [byte] Index Size Type Name/description
oxsono! | 11 0x80n0:01 | 4 UINT32 | Device ID
0x80n0:05 | 4 UINT32 | Vendor ID
0x80n0:32 |1 UINT8 | 10-Link version
Version of the 10-Link specification of the connected
IO-Link device acc. to version 1.0 of the 10-Link specifi-
cation.
Bit 0 ... 3 = sub-version
Bit 4 ... 7 = main version
0x80n0:33 |1 UINT8 | Frame functions
0x80n0:34 |1 UINT8 | Cycle time
0x80n0:35 | 1 UINT8 | Offset
0x80n0:36 | 1 UINT8 | Number and structure of the process input data
"ProcessDataln" = value in IO-Link format acc. to ver-
sion 1.0 of the 10-Link specification
Bit0 ...4 = length
Bit 5 = reserved
Bit 6 = SIO indicator. Indicates whether the device sup-
ports standard /0 mode.
Bit 7 = byte indicator. Indicates whether the value of the
length is interpreted as bit length or as byte length +1.
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SDO SDO content

Index Size [byte] Index Size Type Name/description

0x80n0 11 0x80n0:37 | 1 UINT8 | Number and structure of the process output data
"ProcessDataOut" = value in IO-Link format acc. to ver-
sion 1.0 of the 10-Link specification

Bit0 ... 4 =length

Bit 5 = reserved

Bit 6 = SIO indicator. Indicates whether the device sup-
ports standard 1/0 mode.

Bit 7 = byte indicator. Indicates whether the value of the
length is interpreted as bit length or as byte length +1.

0x80n0:38 | 2 UINT16 | Compatible ID
0x80n0:39 | 2 UINT16 | Reserved

0x80n0:40 | 2 UINT16 | Master control

Control of the IO-Link master port. Defines the different
operating modes of the 10-Link master.

Bits 0 ... 3:

0 = Inactive

1 = Digital input port

2 = Digital output port

3 = Communication via IO-Link protocol

4 = Digital input with support for acyclic 10-Link

Table 7.15

1.n =number between 0 ... 7 = port number -1

10-Link Serial Number

SDO SDO content

Index Size [byte] Index Size Type Name/description

ox80n11 20 0x80n1:01 1 VISIBLE_STRING | Serial number
Table 7.16

1.n =number between 0 ... 7 = port number -1

I0-Link Information Data

SDO SDO content
Index Size [byte] Index Size Type Name/description
ox9ono! | 11 0x90n0:01 | 4 UINT32 | Device ID

0x90n0:05 | 4 UINT32 | Vendor ID

0x90n0:32 | 1 UINT8 | IO-Link version

Version of the 10-Link specification of the connected 10-
Link device acc. to version 1.0 of the 10-Link specifica-
tion.

Bit 0 ... 3 = sub-version

Bit4 ... 7 = main version

0x90n0:33 | 1 UINT8 | Frame functions
0x90n0:34 | 1 UINT8 | Cycle time
0x90n0:35 | 1 UINT8 | Offset
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SDO SDO content

Index Size [byte] Index Size Name/description

0x90n0 | 11 0x90n0:36 | 1 UINT8 | Number and structure of the process input data
"ProcessDataln" = value in 10-Link format acc. to ver-
sion 1.0 of the 10-Link specification

Bit0 ... 4 = length

Bit 5 = reserved

Bit 6 = SIO indicator. Indicates whether the device sup-
ports standard 1/0 mode.

Bit 7 = byte indicator. Indicates whether the value of the
length is interpreted as bit length or as byte length +1.

0x90n0:37 | 1 UINT8 | Number and structure of the process output data
"ProcessDataOut" = value in 10-Link format acc. to ver-
sion 1.0 of the 10-Link specification

Bit0 ... 4 = length

Bit 5 = reserved

Bit 6 = SIO indicator. Indicates whether the device sup-
ports standard 1/0 mode.

Bit 7 = byte indicator. Indicates whether the value of the
length is interpreted as bit length or as byte length +1.

0x90n0:38 | 2 UINT16 | Compatible ID

0x90n0:39 | 2 UINT16 | Reserved

0x90n0:40 | 2 UINT16 | Master control

Control of the 10-Link master port. Defines the different
operating modes of the IO-Link master.

Bits 0...3:

0 = Inactive

1 = Digital input port

2 = Digital output port

3 = Communication via 10-Link protocol

4 = Digital input with support for acyclic 10-Link

Table 7.17

1.n = number between 0 ... 7 = port number -1

10-Link Serial Number of Connected Devices

SDO SDO content

Index Size [byte] Index Size Type Name/description

0x90n1! 20 0x90n1:01 1 VISIBLE_STRING Serial number
Table 7.18

1.n = number between 0 ... 7 = port number -1
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.4 b

Configuration Example with TwinCAT® 3

The configuration and commissioning of the modules described below refers to the TwinCAT®

3 software from Beckhoff Automation GmbH & Co. KG.

The configuration is based on the example of an ICE1-16DIO-G60L-V1D module. For other
module versions, configuration is carried out with a few minor changes.

If you have a control system from a different provider, please refer to the corresponding docu-

mentation from the provider.

Caution!
Personal injury and property damage

Before you adjust the inputs or outputs of the module, make sure that no personal injury or
property damage can occur.

Integrating the Ethernet 10 Module

Install the ESI file of the module family in TwinCat®. In TwinCAT® 3, the ESI file is normally
inserted in the installation folder C: \TwinCAT\3.1\Config\Io\EtherCAT.
Alternatively, use the menu commands in TwinCAT® to reload the program: TWINCAT >
EtherCAT Devices > Reload Device Descriptions.

L After you restart TwinCAT®, the modules will be available in the hardware catalog.
Start TwinCat and open a new project.

Navigate to Solution Explorer > I/0 > Devices in the left-hand window. Right-click on
"Devices" and select the Add New Item ... > EtherCAT Master option.

Insert Device X

Type: 588 EtherCAT ~ ok |

] F1heCAT Masier
-5 EtherCAT Slave [ Cancel ]
=% EtherCAT Automation Pratocal (Network Variables)
'ﬂ EtherCAT Automation Protocal via E_BB01, EtherCAT
=== EtherCAT Simulation

=% EtherCAT Open Mode Adapter

=5 l_;'!‘ Ethemet
G #5es Frofibus DF
[-d55w Profinet
[ €if CANOpen Target Type
=z DevicelNet @ PConly
[ =g~ EtherNelIP
Cx anl
i ##f SERCOS interface (Jexany
EE-I1D Beckhoff Lightbus () B only
B-~0F USB )4l
(i BIF gACnet ]
MName: |Device1 |
Figure 7.1
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If you have not already done so, select a network adapter and install the driver for EtherCAT®
real-time communication. Navigate to Adapters in the right-hand window and click on
Compatible Devices... to select the driver and start the installation.

Dq ICE11-8IOL _Test - Microsoft Visual Studio
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Figure 7.2

Configuration

Navigate to Solution Explorer > I/0O > Devices in the left-hand window. Right-click on Device
1 (EtherCAT) and select the Add New Item... option. Select the device and click on OK.
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Figure 7.3
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2.

Navigate to Slots in the right-hand window and configure the 10-Link channels. For example,
you can change the input/output length, channel mode or I/O mode of channel B (pin 2).You
can also set additional PDOs such as "TXPDO" for DI/IOL status, "TxPDQO" for a new diagnostic
message flag, "TxPDQ" for a time marker and "RxPDQ" for DO/IOL control.
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Figure 7.4

Navigate to Process Data in the right-hand window and select the PDOs for the inputs and
outputs.

EoE IP address

n Note

An IP address must be set if the web server will be used for the module in the
future. If web server services are not to be facilitated, you can also disable this
option. The following steps describe how to do this.

An IP address must be set to be able to use the device's web interface. Click on EtherCAT >
Advanced Settings... In the right-hand window and navigate to Mailbox > EoE.
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Figure 7.5
Disable the Virtual Ethernet Port option if you are not using web services.
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3. Enable IP Port and IP Address if you are using web services. Depending on your local
network adapter settings, enter your IP settings.

Advanced Settings

=) General
-Behavior
-Timeout Settings
-Identification
-FMMU / SM
-Init Commands
=- Mailbox
- CoE

-FoE

#- Distributed Clock
- ESC Access

EoE

[ Vitual Ethemet Port
Virtual MAC Id: 0201051003e9
O Switch Port
@ IP Port
(O DHcP
© hades
Subnet Mask:
Default Gateway:

DNS Server: L
DNS Name: Box_1__ICE11_8I

[] Time Stamp Requested

[ OK | Abbrechen |

Figure 7.6

Activating Configuration

N

Danger!
Risk of personal injury or material damage.

and outputs of the device.

Keep clear of moving machine parts while adjusting the settings on the inputs

1. If the module is connected to the EtherCAT network, select TWINCAT in the menu bar and then
Activate Configuration.

2.  Select TWINCAT in the menu bar again and then Restart TwinCAT (Config Mode). Confirm
the following dialog boxes by clicking on Yes. The device is now in the "OP" state and is

transmitting I/O data.
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3.

Click on "Write..." to set an output of the device.

Set Value Dialog X
Ner 32 | [FEaTrka)|
Hex: |Ux20 ] | Cancel
Float: [ l

Bool: [ o ][ 1 ] | HexEdit..

Binary: IZU ] |1 I

Bit Size: O1 @8 O O3 O O?

Figure 7.7

n Note

Configuration of the PLC and module is now complete. You may now create
your user program.

Firmware Update

A firmware update of the device is possible via the integrated web server using the EoE proto-
col?, or the FoE protocol®.

Danger!
Risk of data loss, damage to the device and injury due to uncontrolled machine movements.

Do NOT disconnect the power supply of the device during the update.

Firmware update via FoE

The FoE service must be supported by both the IOL master and the IOL device. The FoE ser-
vice is supported by default. If the FoE service is activated and the device is in the "Pre-Op"
state, an update can be performed via FoE in TwinCAT® as in the following example:

b. EOE = Ethernet over EtherCAT®
c. FoE =File over EtherCAT®
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Update via FoE

1. Rename the file name of the firmware update file provided by Belden to "firmware".
2. InTwinCAT®, select the device for the update:
DY ICE11-8I0L Test - Microsoft Visual Studio
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Figure 7.8
3. Inthe device window on the right, go to the File Access over EtherCAT box and click on
Download.
4. Inthe following window, select the update file provided by Belden:
Edit FoE Name >
String: |firmware | | oK |
Hes: |68 B9 72 60 77 61 72 65 | Cancel |
Lengih

noaoonoa

Fassword (hex):

Figure 7.9
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5. Inthe "String:" Field, add the file extension ".fwu", if not already visible:

Edit FoE Name X
String: |firmware.fwu| |
Hex [66 63 72 60 77 61 72 65 2E 66 77 75 | e

Passward (hex): 00000000

Figure 7.10
6. Click on OK and wait for the file to be transferred to the device.

n Note

After the file has been transferred, the device resets automatically. During the

restart, older firmware update files are replaced by the files in the update
package.
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8.1

Commissioning for EtherNet/IP

Configuration

The module supports implicit messaging and explicit messaging for EtherNet/IP communica-
tion. /O process data is transmitted cyclically; assembly object connections are transmitted via
implicit messaging.

Non-critical data with low priority, configuration settings and diagnostic data can be exchanged
via acyclic messages using explicit messaging. The exchange takes place via EtherNet/IP and
manufacturer-specific object classes. For more information on object classes, see chapter 8.5.

Assembly Types
The module supports three different assembly types.
Assembly ID Assembly Name Size Payload
130 Output Connection 0 ...260 bytes | Consuming Data Image
Point Assembly
131 Input Connection 0 ...446 bytes | Producing Data Image
Point Assembly
145 Configuration Assembly 0 or 400 bytes | Module Configuration Data
Table 8.1 Assembly Types

The "Consuming Data Image" and the "Producing Data Image" have dynamic sizes that
depend on the complete input data size and output data size of all connected IO-Link devices
and the other input status information. The general input process data sizes and output process
data sizes of each connection can be configured in the engineering tool. All IO-Link device pro-
cess data sizes can be configured via "Module Configuration Data."

For the components of the "Consuming Data Image" and the "Producing Data Image," see
chapter 8.3.

For the components of the "Module Configuration Data," see chapter 8.2.

Connections

The module supports two different connection types.

Output Input Con-

Connec- nection Configura- Configura-
Connec- Connec- tion Point Output Point Input Data tion tion Data
tion Name tionType Assembly Data Size Assembly Size Assembly Size
10-Link Exclusive 130 0...260 131 0...446 145 0 or 480
(Exclusive | owner bytes bytes bytes
Owner)
I0-Link (Lis-| Listen Only | 192 0 131 0...446 N/A 0 byte
ten Only) bytes

Table 8.2 Definition of Connection Types

I3 PEPPERL+FUCHS

The dynamic data sizes depend on the complete input data size and output data size of all con-
nected IO-Link devices and other input status information. The general input process data
sizes and output process data sizes of each connection can be configured in the engineering
tool. Each IO-Link device process data size can be configured using the "Configuration Data"
modules. Some engineering tools require the immediate configuration of the connection
parameters. Use the parameters listed below for the configuration.
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10-Link Parameters, Exclusive Owner

Connection Properties
Parameter

Content

Connection name

IO-Link (Exclusive Owner)

Application type

Exclusive owner

Trigger mode Cyclic
RPI min. 1 ms
Table 8.3

Connection Parameters, O ->T
Parameter

Content

Real time transfer format 32 Bit Run/Idle Header
Connection type POINT2POINT
Assembly ID 130
Data size 0 ...260 bytes
Data type INT (2 bytes)

Table 8.4

Connection Parameters, T-> O
Parameter

Content

Real time transfer format

Pure data and modeless

Connection type

MULTICAST, POINT2POINT

Assembly ID 131

Data size 0 ...446 bytes

Data type INT (2 bytes)
Table 8.5

I0-Link Parameters, Listen Only

Connection Properties
Parameter

Content

Connection name IO-Link (Listen Only)
Application type Listen Only
Trigger mode Cyclic
RPI min. 1 ms
Table 8.6

Connection Parameters, O ->T

Parameter

Content

Real time transfer format Heartbeat

Connection type POINT2POINT

Assembly ID 192

Data size 0 byte

Data type INT (2 bytes)
Table 8.7
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Connection Parameters, T -> O

Parameter Content

Real time transfer format Pure data and modeless
Connection type MULTICAST
Assembly ID 131
Data size 0 ... 446 bytes
Data type INT (2 bytes)
Table 8.8
8.2 Configuration Parameters

The module's parameters can be configured using the assembly configuration, CIP object
classes, web server or lloT protocols. An assembly configuration is sent when an exclusive
owner connection has been established. They are optional in this assembly. When sending, all
existing parameters are overwritten by this data. The content of the assembly configuration
therefore has the highest priority.

To prevent the parameters from being overwritten by CIP object classes, web server or lloT pro-
tocols during operation, some blocking parameters can be activated in the PLC configuration or
the configuration assembly.

The following details represent various setting groups with their configuration parameters. They
are part of the assembly configuration and can be set via the "Explicit Messaging" of the speci-
fied CIP object classes. The default values are highlighted in bold.

General Settings

Byte Offset CIP Object
Config Class 0xAO0,
Configuration Parameter Assembly VEURYETES Instance 1
Force Mode Lock 1 SINT | 0: Disable Attribute 2
1:Enable
Web Interface Lock 2 SINT | O0: Disable Attribute 3
1:Enable
Digital Output Control 3 SINT | 0: DO Channel Control | Attribute 4
1:10-Link Control
Report U /Upyx Supply Volt- | 4 SINT | 0: Disable Attribute 5
age Fault 1:Enable
Report DO Fault without 5 SINT | 0: Disable Attribute 6
UL/UAUX 1: Enable
CIP object configuration lock | 24 SINT | O0: Disable Attribute 25
1:Enable
External configuration lock 25 SINT | 0: Disable Attribute 26
1: Enable
IO Mapping Mode 31 SINT | 0: Default Assignment | Attribute 32
1: Byte Swap
2:LSB Ch.A-MSB Ch.B
3:LSB Ch.B-MSB Ch.A
4: Free I/0O Mapping
Table 8.9
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A

Force Mode Lock

The input process data and the output process data can be forced via various interfaces, e.g.,
web interface, REST, OPC UA, MQTT. Interface support depends on the software features
available. If "Force mode lock" is activated, no input process data or output process data can be
forced via these interfaces.

Danger!
Personal injury or death!

Unsupervised forcing can lead to unexpected signals and uncontrolled machine movements.

Web Interface Lock

Access to the web interface can be set. If Web interface lock is activated, the web pages are no
longer accessible.

Digital Output Control

A digital output can have only one control source. You can use the parameter Digital Output
Control to configure the DO channel control? or the 10-Link output dataP as the control source.
Report U /Upyx Supply Voltage Fault

During commissioning, it is possible that no electric power supply is connected to the U /U zyx

pins. It may therefore be helpful to suppress and deactivate the "U /Uayx supply voltage fault"
message.

Report DO Fault without U /U pyx

Use this parameter to suppress the actuator diagnostic message that is sent if no U /Uy sup-
ply is connected while the output data of a digital channel is being controlled.

CIP Object Configuration Lock

If no Exclusive Owner connection is set up, all configuration parameters can be set by manu-
facturer-specific CIP object classes. To prevent parameter changes, the setting function of
these objects can be blocked.

If the CIP object configuration block is activated, the manufacturer-specific parameters cannot
be set via CIP services. This also applies to the CIP object configuration lock itself. This param-
eter can be reset via a configuration group if an Exclusive Owner connection has been set up.

External Configuration Lock

Configuration parameters can be set via various alternative interfaces, e.g., web interface,
REST, OPC UA, MQTT. An external configuration can only be carried out if no cyclical PLC con-
nection is active. Each new PLC configuration overwrites the external configuration settings.

10 Mapping Mode

The module supports five different /O mapping modes for Digital Output Channel Control and
the Input Channel Status. Modes 0 to 3 are predefined bit mappings. Mode 4 is a free user-
defined mapping that can be used in conjunction with the I1/0O mapping of channel 1 ... 16 in the
channel settings.

Default Assignment, Mode 0
DO Ch. Control

/DI Ch. Status  Bit7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Byte 0, LSB X4B X4A X3B X3A X2B X2A X1B X1A

Byte 1, MSB X8B X8A X7B X7A X6B X6A X5B X5A

Table 8.10

a.the first two bytes of the output data
b.the first byte of the output data of each 10-Link device

I3 PEPPERL+FUCHS

2024-04



2024-04

ICE11-8I0L*-G60L-V1D

Commissioning for EtherNet/IP

Byte Swap, Mode 1
DO Ch. Control

/ DI Ch. Status Bit7
Byte 0, LSB X8B

Bit 6
X8A

X7B X7A

X6B X6A X5B

X5A

Byte 1, MSB X4B

X4A

X3B X3A

X2B X2A X1B

X1A

Table 8.11

LSB Ch.A - MSB Ch.B, Mode 2

DO Ch. Control

/ DI Ch. Status Bit7
Byte 0, LSB X8A

Bit 6
X7A

X6A X5A

X4A X3A X2A

X1A

Byte 1, MSB X8B

X7B

X6B X5B

X4B X3B X2B

X1B

Table 8.12

LSB Ch.B - MSB Ch.A, Mode 3
DO Ch. Control

/ DI Ch. Status Bit7 Bit 6
Byte 0, LSB X8B X7B X6B X5B X4B X3B X2B X1B
Byte 1, MSB X8A X7A X6A X5A X4A X3A X2A X1A

Table 8.13

Free 1/0 Mapping, Mode 4

I/O mapping of channel 1 ... 16 is used; see "Channel settings."

Channel Settings

CIP Object
Byte Offset Class 0xAO0,
Configuration Param- Config Instance 1
eter Assembly Data Type Valid Values ... 16
IO Mapping (Ch1 ...16) | 32 SINT[16] |0 ...15:Bitnumberof 16 | Attribute 1
channel process data
16: Inactive
DO Surveillance Time- | 48 INT[16] 0...255;80 Attribute 2
out (Ch1...16)
DO Failsafe (Ch1 ...16) | 80 SINT[16] | 0:Set Low Attribute 3
1: Set High
2:Hold Last
DO Restart Mode (Ch1 | 96 SINT[16] | O: Disable Attribute 4
...16) 1: Enable
DO Switch Mode 112 SINT[16] | O0: Push-Pull, Ug, 0.5 A Attribute 5
1:High-Side U, 0.5 A
2:High-Side U, 1.0 A
3: High-Side U, 1.5 A
4: High-Side U, 2.0 A
5: High-Side U, 2.0 A
max
DI Logic (Ch1 ...16) 128 SINT[16] | 0: Normally Open Attribute 6
1: Normally Close
73
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CIP Object
Class 0xAO0,
Instance 1

Byte Offset

Configuration Param- Config
eter Assembly DataType Valid Values ...16

74

DI Filter (Ch1 ... 16) 144 SINT[16] | O: Disabled Attribute 7
1:1ms
2:2ms
3:3ms
4:6 ms
5:10ms
6:15ms
Channel Mode (Ch1 ... | 192 SINT[16] | O:Inactive Attribute 10
16) 1: Digital Output
2: Digital Input
3:10-Link
4: Auxiliary Power
Table 8.14
Channel Assignment
Channel 1 Port X1.ChA CIP object instance 1
Channel 2 Port X1.ChB CIP object instance 2
[..] [..] [..]
Channel 15 Port X8.ChA CIP object instance 15
Channel 16 Port X8.ChB CIP object instance 16
Table 8.15

10 Mapping (Ch1 ... 16)

These configuration parameters can be used to define customized IO mapping. It is valid for
the input data direction and the output data direction. Double mapping is not permitted. In the
event of inconsistent mapping, the entire assembly configuration is rejected with an error code.

To use these parameters, it is necessary to configure the 10 mapping mode of the general set-
tings to Free 10 Mapping (Mode 4). The default value for each parameter is its own channel
number.

DO Surveillance Timeout (Ch1 ... 16)

The digital output channels are monitored during runtime. The error states are detected and
reported as diagnostics. To avoid error states when switching the output channels, Surveillance
Timeout can be configured with a delay and deactivated monitoring.

The delay time begins with a rising edge of the output control bit. After the delay time has
elapsed, the output is monitored and error states are signaled via diagnostics. If the channel is
permanently switched on or off, the typical filter value is® 5 ms.

DO Failsafe (Ch1 ... 16)

The module supports a failsafe function for the channels used as digital outputs. In the event of
an internal device error, the PLC is in the STOP state and cannot supply any valid process data.
The connection is interrupted or communication is lost. The outputs are controlled according to
the configured failsafe values.

Set Low If failsafe is active, the physical output pin of the channel is set to "Low"; "0".
Set High If failsafe is active, the physical output pin of the channel is set to "High"; "1".
Hold Last If failsafe is active, the physical output pin of the channel maintains the last

valid process data status; "0" or "1".

c. not changeable
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DO Restart Mode (Ch1 ... 16)
In the event of a short circuit or overload on an output channel, a diagnosis is signaled and the
output is switched to "off."

If DO Restart Mode is activated for this channel, the output is automatically switched on again
after a fixed time delay to check whether the overload or short-circuit status is still active. If it is
active, the channel is switched off again.

If DO Restart Mode is deactivated, the output channel is not automatically switched on again. It
can be switched on after a logical reset of the channel's process output data.

DO Switch Mode (Ch1 ... 16)

You can use this parameter to configure the current limit for the digital outputs by selecting a
DO switch mode. You can choose between two different output switch modes:

Push-Pull, Ug, If a channel is set to "Push-Pull", the output is set to active for "High" or
05A “Low". In the "Low" state, the output can represent a current sink. The
digital outputis supplied with a maximum current of 0.5 A via Ug. This op-

tion is not available for the B channel of a port.
High-Side, U, If a channelis set to "High-Side", the outputis set to active for "High", but

0.5A ..2.0 Amax notfor"Low". Inthe "Low" state, the output has a high impedance. The
digital output is supplied via U or Upyx and has an adjustable current

limit. This means that an actuator channel fault diagnosis is signaled if
the limit is exceeded. If you set 2.0 A max., the current limit is not active
and the maximum output current is available.

DI Logic (Ch1 ... 16)

The logical state of an input channel can be configured using these parameters. If a channel is
set to "Normally Open", a low signal "0" is transmitted to the process input data, e.g., if an
undamped sensor has an open switching output.

If a channel is set to "Normally Close", a high signal "0" is transmitted to the process input data,
e.g., if an undamped sensor has a closed switching output. The channel LED indicates the
physical input state of the port pin, regardless of these settings.

DI Filter (Ch1 ... 16)

These parameters can be used to configure a filter time for each digital input channel. If a filter
is not required, it can be deactivated.

Channel Mode (Ch1 ... 16)
The operating mode of each channel can be configured using these parameters.

Inactive This mode should be selected when the channel is not in use.

Note

Attention: If a port's channel A is set to inactive, the associated channel B is also set to inactive,
regardless of its configuration. In this case, the entire port is deactivated.

Digital Output In this mode, the channel operates as a digital output. The channel can be
controlled using Digital Output Channel Control' or by 10-Link Output Data?
of the cyclical process data. This depends on the Digital Output Control pa-
rameter in the General Settings.
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Digital Input In this mode, the channel operates as a digital input. The status of the chan-
nel can be seen in the Digital Input Channel status of the cyclical process
data.

10-Link In this mode, the channel attempts to establish communication with an 1O-

Link device. 10-Link process data can be exchanged via a communication
link between the IO-Link master and the |O-Link device. The size of the |O-
Link input and output data and the port mode depend on the 10-Link port
settings.

1.The first two bytes of the output data.
2.The first byte of the output data of each IO-Link device.

Note
Attention: Not all channels support this configuration.

Auxiliary Power [0-Link master versions with Class B ports offer an auxiliary power output
on channel B. If Auxiliary Power has been configured, the output voltage for
the affected channel is powered by the Uy supply input and cannot be
controlled individually. IO-Link Class A ports do not support this configura-
tion.

Note
Attention: Not all channels support this configuration.

I0-Link Diagnostic Settings

CIP Object

Byte Offset Class
Configuration Config 1) .V-2
Parameter Assembly Data Type Valid Values Instance 1
I0-Link master 208 SINT 0: Disable Attribute 1
Diagnostics 1: Enable
10-Link-Device 209 SINT 0: Disable Attribute 2
Error 1: Enable
10-Link-Device 210 SINT 0: Disable Attribute 3
Warning 1: Enable
10-Link-Device 211 SINT 0: Disable Attribute 4
Notification 1: Enable
10-Link-Device 212...219 SINTI[8] 0: Disable Attribute 5 ...
Diagnosis Port 1 ...8 1: Enable 12

Table 8.16

10-Link-Master Diagnosis

If this parameter is activated, the 10-Link master diagnostics is transmitted to the IO-Link diag-
nostics of the input process data. If configured, additional diagnostics and information are
transmitted in the 10-Link extended status and in the IO-Link events.

If this parameter is deactivated, no IO-Link master diagnosis is reported.
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10-Link-Device Error

If this parameter is activated, the 10-Link device errors are transmitted in the I0-Link diagnos-
tics of the input process data. If configured, additional diagnostics and information are transmit-
ted in the 10-Link extended status and the 10O-Link events.

If this parameter is deactivated, no 10-Link device error is reported.

10-Link Device Warning If this parameter is activated, the I0-Link device warnings are trans-
mitted in the 10-Link diagnostics of the input process data. If configured, additional diagnostics
and information are transmitted in the 10-Link extended status and the 10-Link events.

If this parameter is deactivated, no 10-Link device warning is reported.
10-Link-Device Notification

If this parameter is activated, the 10-Link device notifications are transmitted in the 1O-Link
diagnostics of the input process data. If configured, additional diagnostics and information are
transmitted in the IO-Link extended status and the IO-Link events.

If this parameter is deactivated, no 10-Link device notification is reported.
10-Link-Device Diagnosis Port 1 ... 8

If this parameter is activated for an 10-Link port, the corresponding diagnostics are transmitted
in the 10-Link diagnostics of the input process data. If configured, additional diagnostics and
information are transmitted in the 10-Link extended status and the 10-Link events.

If this parameter is deactivated for an 10-Link port, no corresponding diagnostics are reported.

Settings 10-Link Port 1 ... 8

CIP Object
Class

Byte Offset 0xA3,
Configuration Config Instance 1 ...
Parameter Assembly Data Type Valid Values 8

Output Data Size 224,246, 268,| SINT 0: No data Attribute 1
290, 1:2 bytes
312, 334, 356, 2:4 bytes
378 3: 8 bytes
4: 16 byte
5:32 bytes
Input Data Size 225,247,269,| SINT 0: No data Attribute 2
291, 1: 2 bytes
313, 335, 357, 2: 4 bytes
379 3: 8 bytes
4: 16 byte
5:32 bytes
Input Data Extension | 226, 248, 270,| SINT 0: No Data Attribute 3
292, 1: Extended Status
314, 336, 358, 2: Events
380 3:Extended Status +
Events
Output Data Swapping| 227, 249, 271,| SINT 0: Raw 10-Link Data | Attribute 4
Mode 293, 1..16:1...16 WORD
315, 337, 359, 17 ..24:1...8
381 DWORD
Output Data Swapping| 228, 250, 272,| SINT 0...30 bytes, "0" Attribute 5
Offset 294,
316, 338, 360,
382
Input Data Swapping | 229, 251, 273,| SINT 0: Raw I0-Link Data | Attribute 6
Mode 295, 1..16:1...16 WORD
317,339, 361, 17 ...24:1...8
383 DWORD
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Configuration
Parameter

Byte Offset
Config
Assembly

Data Type

Valid Values

CIP Object
Class
0xA3,

Instance 1 ...

8

Input Data Swapping | 230, 252,274, | SINT 0 ...30 bytes, "0" Attribute 7
Offset 296,
318, 340, 362,
384
IOL Failsafe 231,2583,275,| SINT 0: Set Low Attribute 8
297, 1: Set High
319, 341, 363, 2:Hold Last
385 3: Replacement
Value'
4:10-Link Master
Command
Port Mode 232,254,276,| SINT 0: Deactivated Attribute 9
298, 1: Manual, with valida-
320, 342, 364, tion and backup con-
386 fig
2: Autostart, no vali-
dation and backup
config
Validation and Backup| 233, 255,277,| SINT 0: No device check | Attribute 10
299, and clear, no data
321, 343, 365, storage
387 1: Type compatible,
V1.0 device, no data
storage
2: Type compatible,
V1.1 device, no data
storage
3: Type compatible,
V1.1 device with
Backup + Restore,
download + upload
4:Type compatible,
V1.1 device with
Restore, download
master to device
Vendor ID 234,256,278,| DINT 0...65535, "0" Attribute 11
300,
322, 344, 366,
388
Device ID 238,260,282, DINT 0..16777215,"0" Attribute 12
304,
326, 348, 370,
392
Cycle Time 242,264,286, SINT 0: As fast as possi- | Attribute 13
308, ble
330, 352, 374, 1:1.6ms
396 2:3.2ms
3:4.8 ms
4:8.0 ms
5:20.8 ms
6:40.0 ms
7:80.0 ms
8:120.0 ms
Table 8.17

1.transferred via 10-Link Failsafe Parameter Object
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Assignment of the 10-Link Ports

IO-Link port 1 Port X1.ChA CIP object instance 1

[...] [...] [...]

IO-Link port 8 Port X8.ChA CIP object instance 8
Table 8.18

The number of IO-Link ports depends on the IO-Link master version. I0-Link masters with
fewer than 8 10-Link ports only support configuration parameters for their own counter. Unused
configuration data bytes are sent as "zero bytes" within the configuration assembly.

Configuration parameters of an 10-Link port are only taken into account by the application if the
corresponding channel mode is set to 10-Link in the channel settings.

Output Data Size

The output data size of the respective 10-Link device can be configured with this parameter.
There can be up to 32 bytes of IO-Link output data per port.

The output data size of each IO-Link device has an influence on the total output data size of the
connection. It must be ensured that all |O-Link output data fits into the total size.

This parameter can only be set if no connection is active.
Input Data Size

The input data size of the respective |0-Link device can be configured with this parameter.
There can be up to 32 bytes of IO-Link input data.

The input data size of each I0-Link device has an influence on the total input data size of the
connection. It must be ensured that all |O-Link input data fits into the total size.

This parameter can only be set if no connection is active.
Input Data Extension

The input data extension can be selected to extend the individual 10-Link input data with
extended status information and/or 10-Link events.

The input data extension of each 10-Link device has an influence on the total input data size of
the connection. It must be ensured that all |O-Link output data, including the extension, fits into
the total size.

This parameter can only be set if no connection is active.
Output Data Swapping Mode

The byte order of I0-Link is Big Endian, which is not compatible with the Little Endian format of
EtherNet/IP. The Output Data Swapping Mode and Output Data Swapping Offset parameters
help the user to set the output data in the correct format. Up to 16 "WORD" or up to 8 "DWORD"
can be selected for conversion of the output data.

Raw I0-Link Data No "byte swap"
Data Type WORD Data byte order: Byte 0, Byte 1
Sequence by "Swap": Byte 1, Byte 0

Data Type DWORD Data byte order: Byte 0, Byte 1, Byte 2, Byte 3
Sequence by "Swap": Byte 3, Byte 2, Byte 1, Byte 0

Output Data Swapping Offset

The Output Data Swapping Offset describes the starting point in the process data for use of the
configured Output Data Swapping Mode. Both parameters depend on the configured output
data size.
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Input Data Swapping Mode

The byte order of I0-Link is Big Endian, which is not compatible with the Little Endian format of
EtherNet/IP. To obtain input data in the correct format, the Input Data Swapping Mode and Input
Data Swapping Offset parameters support the user. Up to 16 "WORD" or up to 8 "'DWORD" can
be selected for conversion of the input data.

Raw IO-Link Data No "byte swap"
Data Type WORD Data byte order: Byte 0, Byte 1
Sequence by "Swap": Byte 1, Byte 0

Data Type DWORD Data byte order: Byte 0, Byte 1, Byte 2, Byte 3
Sequence by "Swap": Byte 3, Byte 2, Byte 1, Byte 0

Input Data Swapping Offset

The Input Data Swapping Offset describes the starting point in the process data for use of the
configured Input Data Swapping Mode. Both parameters depend on the configured input data
size and the optional input data extension.

IOL Failsafe The module supports a failsafe function for the output data of the 10-Link chan-
nels. In the event of an internal device error, the PLC is in the STOP state and cannot supply
any valid process data; the connection is interrupted or communication is lost: The output data
of the 10-Link channels is controlled by the configured failsafe values.

Set Low If failsafe is active, all bits of the 10-Link output data are set to "Low",
IIOII.

Set High If failsafe is active, all bits of the 10-Link output data are set to "High",
II1 II.

Hold Last If failsafe is active, all bits of the IO-Link output data maintain the last

valid process data status "0" or "1".

Replacement Value! A substitute value can be set for each 10-Link device via the IO-Link
failsafe parameter object. If failsafe is active, these substitute values
are transmitted to the IO-Link device. The currently configured 10-
Link output data size must be taken into account. Note that in the
case of a fault, the substitute values are sent instead of the output
process data, so a configured swapping mode has an influence on
the byte order.

10-Link Master Com-  If failsafe is active, an |O-Link-specific mechanism for valid/invalid
mand output process data is used and the 10-Link device determines the
behavior itself.

1.Replacement Value

Port Mode

The port mode describes how the 10-Link master handles the presence of an IO-Link device on

the port.

Deactivated The IO-Link port is deactivated, but can be configured for later use. If
the I0-Link device is not connected, no diagnostics are generated.

10-Link Autostart The 10-Link port is activated and no explicit port configuration is re-

quired. Configurations such as Validation and Backup1, Vendor ID,
Device ID, and Cycle Time are not required.

10-Link Manual The 10-Link port is activated and an explicit port configuration can be

made for the parameters Validation and Backup', Vendor ID, Device
ID, and Cycle Time.

1.Inspection Level
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Validation and Backup

This parameter enables the user to set the behavior of the IO-Link ports in relation to the type
compatibility and data storage mechanism of the connected IO-Link device.

The prerequisite for using Validation and Backup is that you configure the port mode to "IO-Link
Manual."

The IO-Link master has a backup memory that can be used to save device parameters and
restore them to the 10-Link device. This backup memory is emptied by the following actions:

e 10-Link master factory reset, reset to factory settings
* Reconfiguration of the Channel Mode, for example from "Digital Input" to "IO-Link"
* Reconfiguration of validation and backup, for example from "No device check" to "Type
compatible V1.1 device with Backup & Restore"
For more information, please refer to the 'IO-Link Interface and System Specification' version
1.1.3, which can be downloaded from https://io-link.com/.

No Device Check, No Data Storage

No verification of the connected manufacturer ID or device ID and no "backup and restore" sup-
port of the I0-Link master parameter server.

Type-Compatible V1.0 Device, No Data Storage

Type-compatible with regard to IO-Link specification V1.0, which includes the validation of
manufacturer ID and device ID. The 10-Link specification V1.0 does not support an 10-Link
master parameter server.

Type-Compatible V1.1 Device, No Data Storage

Type-compatible with regard to IO-Link specification V1.1, which includes the validation of
manufacturer ID and device ID. Backup and Restore is deactivated.

Type-Compatible V1.1 Device with Backup + Restore, Upload + Download

Type-compatible with regard to IO-Link specification V1.1, which includes the validation of
manufacturer ID and device ID. Backup and Restore is activated.

Please note the following information on Backup and Restore conditions:
e Backup, Device to Master

A backupd is performed if an 10-Link device is connected and the master has no valid
parameter data. The read parameter data is saved permanently on the 10-Link master.

An upload is also executed if the 10-Link device has set the DS_UPLOAD_FLAG (Data
Storage Upload Flag). This IOLDevice flag can be set in two ways

* Parameters are written to an IOL device in block parameter mode: An 10-Link device
sets the DS_UPLOAD_FLAG independently if the block parameter mode parame-
ters have been written to the IO-Link device with the last system command Param-
DownloadStore (for example, by a third-party USB-IOLink Master for
commissioning).

* Parameters are written to an IOL device in single parameter mode: If single parame-
ter data on the IOL device is changed during operation, the device parameters
stored on the IOL master can be updated using the ParamDownloadStore command
(index 0x0002, sub-index 0x00, value 0x05). This command sets the DS_UP-
LOAD_REQ flag on the IOL device, so the IO-Link master can perform an upload
process from the I0-Link device.

* Restore, Master to Device
A restore (download from the IOL master to the IOL device) is executed if an IO-Link
device is connected and the 10-Link master has saved valid parameter data for the IOL
device that does not correspond to the current device parameters.

The recovery process can be blocked by the 10-Link device via the Device Access Locks
parameter, provided this is supported by the I0-Link device® .

d.Upload from the IOL device to the IOL master
e.Index 0x000C, refer to the manufacturer-specific I0-Link device documentation
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Type-Compatible V1.1 Device with Restore, Download Master to Device

Type-compatible with regard to 10-Link specification V1.1, which includes the validation of ven-
dor ID and device ID. Only "Restore" is activated.

Please note the following information on restore conditions:

* Restore, Download / IOL Master to IOL Device

A restore (download from the IOL master to the IOL device) is executed if an 10-Link
device is connected and the 10-Link master has saved valid parameter data for the IOL
device that does not correspond to the current device parameters.

In restore mode, no changes to the IOL device parameters are saved permanently on the
IOL master. If the IOL device sets the DS_UPLOAD_FLAG in this mode, the device
parameters are restored by the IOL master.

The recovery process can be blocked by the IO-Link device via the Device Access Locks
parameter, provided that this parameter is supported by the IOLink device (index 0x000C,
refer to the manufacturer-specific I10-Link device documentation).

Manufacturer ID, Vendor ID

The vendor ID is required for the validation of the 10-Link device and can be configured with
this parameter. The prerequisite for using the vendor ID is that you configure the port mode to
"|O-Link Manual." Validation and Backup must be set to a type-compatible V1.X device.

Device ID

The device ID is required for the validation of the 10-Link device and can be configured with this
parameter. The prerequisite for using the device ID is that you configure the port mode to "IO-
Link Manual." Validation and Backup must be set to a type-compatible V1.X device.

Cycle Time
The 10-Link cycle time can be configured with this parameter.

The prerequisite for using the cycle time is that you configure the port mode to "lO-Link Man-
ual."

As fast as possible:

The IO-Link port uses the max. supported 10-Link device and IO-Link master update cycle time
for the cyclical I/O data update between the IO-Link master and the IO-Link device.

1.6 ms, 3.2 ms, 4.8 ms, 8.0 ms, 20.8 ms, 40.0 ms, 80.0 ms, 120.0 ms:

The cycle time can be set manually to the options provided. This option can be used, for exam-
ple, for 10-Link devices that are connected via inductive couplers. Inductive couplers are usu-
ally the bottleneck in the update cycle time between the 10-Link master and the 10-Link device.
In this case, please refer to the data sheet of the inductive coupler.

Process Data Assignment

The module supports process data communication in both directions. In this context, "consum-
ing data" is defined as the process output data that controls the physical outputs and 10-Link
output data. In this context, "producing data" is defined as the process input data that contains
the physical inputs, diagnoses and 10-Link input data with optional extended status and event
data.

The following chapters describe the data images for the data direction of consuming and pro-
ducing data, which are assigned to the output and input assemblies.

Consuming Data Image, Output

Digital Output - Reserved, e.g., Fea-
Output Data Frame Channel Control ture Control I0-Link Output Data
"Consuming data" 2 bytes, INT 2 bytes, INT 0 ... 256 bytes, INT
size
Table 8.19
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The complete output data frame has a variable size of up to 260 bytes. It is generally preceded
by a 4-byte run/idle header, which results in a total of up to 264 bytes.

The bit assignment is described below.

Digital Output - Channel Control

Digital Output
Channel Con-

trol Bit Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0

Channel num- | Byte 0, LSB 8 7 6 5 4 3 2 1

ber, default

mapping Byte 1, MSB |16 15 14 13 12 11 10 9
Table 8.20

The control values are effective if the corresponding channels are configured as outputs and
Digital Output Control is set to DO Channel Control.

10-Link Output Data

10-Link Out-

put Data
IO-Link port out- 0 byte 0 byte 0 byte 0 byte 0 byte 0 byte 0 byte 0 byte

10-Link 10-Link 10-Link 10-Link 10-Link 10-Link 10-Link 10-Link
Port 1 Port 2 Port 3 Port 4 Port 5 Port 6 Port 7 Port 8
Control Control Control Control Control Control Contirol Control

put size 2 bytes 2 bytes 2 bytes 2 bytes 2 bytes 2 bytes 2 bytes 2 bytes
4 bytes 4 bytes 4 bytes 4 bytes 4 bytes 4 bytes 4 bytes 4 bytes
8 bytes 8 bytes 8 bytes 8 bytes 8 bytes 8 bytes 8 bytes 8 bytes
16 byte 16 byte 16 byte 16 byte 16 byte 16 byte 16 byte 16 byte
32 bytes | 32 bytes | 32 bytes | 32 bytes |32 bytes | 32 bytes | 32 bytes | 32 bytes
Table 8.21

The output size of the IO-Link port does not depend on the configured channel mode. It is
always taken into account in the 10-Link output data, so the offsets do not need to be recalcu-
lated by the user in the event of a channel mode reconfiguration. Each 10-Link port can be set
to its required size. The control data is transmitted to the device. However, the content depends
on the 10-Link output data swapping mode and the output data swapping offset.

If no 10-Link port is configured, the consuming data image has no 10-Link output data.

Producing Data Image, Input

Digital Input - Actuatc?r/
Input Data  Channel Sta- General Diag- Sensor Diag- Uaux Diagno- |0-Link Diag- 10-Link Input
Frame tus nosis nosis sis nosis Data
“Producing 2 bytes, INT | 2 bytes, INT | 2 bytes, INT |2 bytes, INT |0 byte 0...432
data" size 6 bytes, INT | bytes, INT
Table 8.22
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Digital Input - Channel Status

Digital Input
Channel Sta-
tus

Channel num-
ber, default

mapping

Bit Bit7 Bit6 Bit5 Bit4 Bit3
Byte 0, LSB 8 7 6 5 4

Byte1,MSB |16 15 14 13 12

11

10

Table 8.23

Each status value is effective if the channel is configured as an input.

General Diagnosis

General Diag-

nostics Bit Bit7 Bit6 Bit5 Bit4 Bit3
General Bit Byte 0, LSB IME |FME |DTO |DTU |SCA |[SCS |LVA |LVS
Byte 1, MSB |0 0 0 0 IDN |IDW |IDE |IVE
Table 8.24
LVS Low Voltage System/Sensor Supply
LVA Low Voltage Actuator Supply
SCS Short Circuit Sensor
SCA Short Circuit Actuator/UL/U ayx
DTU Device Temperature Underrun
DTO Device Temperature Overrun
FME Force Mode Enabled
IME Internal Module Error
IVE IO-Link Validation Error, collective error
IDE IO-Link Device Error, collective error
IDW IO-Link Device Warning, collective error#
IDN I0-Link Device Notification, collective error
0 Reserved

Sensor Diagnosis

Sensor Diag-

nostics

Port number

Bit Bit7 Bit6 Bit5 Bit4 Bit3
Byte 0, LSB X8 X7 X6 X5 X4

X3

X2

X1

Byte 1, MSB | 0 0 0 0 0

Table 8.25
X1 ... X8 Sensor short circuit at port X1 ... X8
0 Reserved
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Actuator/U /U,y Diagnosis

Actua-

tOl'/UL/UAUX

Diagnostics Bit Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0
Channel num- | Byte 0, LSB 8 7 6 5 4 3 2 1
ber, fix Byte1,MSB |16 |15 |14 |13 |12 |11 |10 |9
Table 8.26

1..16 Actuator/U; /Upyx channel error on channel 1 ... 16

S1O-Link Diagnosis

10-Link

Diagnos-

tics i Bit5 Bit4

General Bit | Byte 0, LSB ICE8 |ICE7 |ICE6 |ICE5 |ICE4 |ICE3 |ICE2 |ICE1
Byte 1, MSB 0 0 0 0 0 0 0 0

Byte 0, LSB IVE8 |IVE7 |IVE6 |IVE5 |IVE4 |IVE3 |IVE2 |IVE1
Byte 1, MSB IDE8 |IDE7 |IDE6 |IDE5 |IDE4 |IDE3 |IDE2 |IDE1
Byte 0, LSB IDW8 | IDW7 | IDW6 | IDW5 |IDW4 | IDW3 | IDW2 | IDWA1
Byte 1, MSB IDN8 | IDN7 |IDN6 |IDN5 |IDN4 |IDN3 |IDN2 |IDN1

Table 8.27

ICE1...8 IO-Link Port COM Error, no device, damaged line, short circuit
IVE1...8 10-Link Port Validation Error

IDE1 ...8 10-Link Port Device Error

IDW1 ...8 10-Link Port Device Warning

IDN1 ... 8 10-Link Port Device Notification

0 Reserved

If no IO-Link port is configured, the input_data image does not display 10-Link diagnosis.
10-Link Input Data

10-Link 10-Link Port 1 [---] 10-Link Port 8

Input Extended Extended

Data Status PQl Status Events Status PQl Status Events

—
[y -,

IO-Link | O byte 2 bytes |0 byte 0 byte . 0 byte 2 bytes | 0 byte 0 byte
port input| 2 bytes 8 bytes | 12 bytes 2 bytes 8 bytes | 12 bytes
size 4 bytes 4 bytes
8 bytes 8 bytes
16 byte 16 byte
32 bytes 32 bytes
Table 8.28
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The input size of the 10-Link port does not depend on the configured channel mode. It is always
taken into account in the 10-Link input data. The offsets for a channel mode reconfiguration do
not need to be recalculated by the user. Each 10-Link port can be set to its required size. The
input data of the device is mapped to the "Status" field and the content depends on the Input
Data Swapping Mode and the Input Data Swapping Offset.

An [O-Link port can be configured using the Channel mode. The PQI provides some |O-Link
information, is permanently available, and is not dependent on the status size. The extended
status and the events can be activated via the 10-Link port configuration.

Port Qualifier Information PQl

Bit7 Bit6 Bit5 Bit 4 Bit 3 Bit 2 Bit 1 Bit0
General Bit Byte 0, LSB| PQ | DevErr| DevCom| PortActive| SubstDev| NewPar| 0 0
Byte 1, MSB 0 0 0 0 0 0 0 0
Table 8.29
NewPar Device parameter update detected
SubstDev Substitute device, replacement device detected, different serial number
PortActive Port activated
DevCom Device detected and in the PREOPERATE or OPERATE state
DevErr Device or port error/warning occurred
PQ Valid I/O process data from the device
0 Reserved

Extended Status

10-Link
Extended
Status Bit Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1
Extended |Byte O, LSB 0 0 0 ICT BUI SPE | ILE OLE
Diagnostics Byte 1, MSB 0
Vendor ID | Byte 2 Vendor ID, LSB
Byte 3 Vendor ID, MSB
Device ID | Byte 4 Device ID, LSB
Byte 5 Device ID
Byte 6 Device ID, MSB
Byte 7 0
Table 8.30
OLE Length error of the output process data, device mismatch
ILE Length error of the input process data, device mismatch
SPE Startup Parameterization Error = direct parameter error
BUI Backup Inconsistency = parameter memory error
ICT Invalid cycle time
0 Reserved
Events
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I0-Link Events Bi Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0
Event Qualifier 1| Byte 0, LSB Mode Type 0 0 Instance
Byte 1, MSB 0 0 0 0 0 0 0 0
Event Code 1 Byte 2 Event Code
Byte 3
Event Qualifier 2| Byte 4 Mode Type 0 0 Instance
Byte 5 0 0 0 0 0 0 0 0
Event Code 2 Byte 6 Event Code
Byte 7
Event Qualifier 3| Byte 8 Mode Type 0 0 Instance
Byte 9 0 0 0 0 0 0 0 0
Event Code 3 Byte 10 Event Code
Byte 11
Table 8.31
Instance Unknown; "0", Reserved; Physical Layer PL; "1", Data Link Layer DL; "2",
Application Layer AL; "3", Application; "4"
Type Notification; "1", Warning; "2", Error; "3"
Mode Event single shot; "1", Event disappeared; "2", Event appeared; "3"
Event Code Diagnostic code reported by the IO-Link device
0 Reserved

Sample Applications

The connection parameters and configuration parameters of the module with its variable data
sizes offer you an individual approach to implementing your application. The size of the individ-
ual IO-Link ports can be determined, which has an impact on the process data offsets.

The following application examples describe the process data assignment for the input data
and output data, including the byte offsets. If there is no need to configure the data sizes, use
the first example to obtain the default byte offsets for your application. If you want to reduce the
data sizes, for example to set them to the required I0-Link data lengths, or if you do not need
the extended status, see the second example to understand how the data mapping works.

For Rockwell Automation/Allen Bradley PLC customers, the use of an add-on instruction in Stu-
dio 5000® as an interface to the process data is recommended.see "Add-On Instruction AOI"
on page 95

Example
Process Data Images - Default Configuration

The input data sizes and output data sizes of the IO-Link ports are preset to the maximum size
in the EDS files by default. This means that you receive all the data from each 10-Link port. The
following tables provide an overview of the data structures and the byte offsets for input data
and output data:
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Connection parameters

Data size output 260

Data size input

446

Default Output Process Data

Byte-Offset Output Data
0 Digital output channel control, 2 bytes
2 Reserved, 2 bytes
4 IO-Link port 1 data, control, 32 bytes
36 IO-Link port 2 data, control, 32 bytes
68 IO-Link port 3 data, control, 32 bytes
100 IO-Link port 4 data, control, 32 bytes
132 IO-Link port 5 data, control, 32 bytes
164 IO-Link port 6 data, control, 32 bytes
196 IO-Link port 7 data, control, 32 bytes
228 IO-Link port 8 data, control, 32 bytes
Table 8.32

Default Input Process Data

Byte-Offset

Input Data

0 Digital input channel status, 2 bytes

2 General diagnostics, 2 bytes

4 Sensor diagnostics, 2 bytes

6 Actuator diagnostics, 2 bytes

8 IO-Link diagnostics, 6 bytes

14 IO-Link port 1 data, status, 32 bytes
46 IO-Link port 1 PQI, 2 bytes

48 IO-Link port 1 extended status, 8 bytes
56 IO-Link port 1 events, 12 bytes

68 IO-Link port 2 data, status, 32 bytes
100 IO-Link port 2 PQI, 2 bytes

102 IO-Link port 2 extended status, 8 bytes
110 IO-Link port 2 events, 12 bytes

122 IO-Link port 3 data, status, 32 bytes
154 IO-Link port 3 PQI, 2 bytes

156 IO-Link port 3 extended status, 8 bytes
164 IO-Link port 3 events, 12 bytes

176 IO-Link port 4 data, status, 32 bytes
208 IO-Link port 4 PQI, 2 bytes

210 IO-Link port 4 extended status, 8 bytes
218 IO-Link port 4 events, 12 bytes

230 IO-Link port 5 data, status, 32 bytes
262 IO-Link port 5 PQI, 2 bytes
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Byte-Offset Input Data

264 I0-Link port 5 extended status, 8 bytes
272 I0-Link port 5 events, 12 bytes
284 I0-Link port 6 data, status, 32 bytes
316 I0-Link port 6 PQI, 2 bytes
318 I0-Link port 6 extended status, 8 bytes
326 I0-Link port 6 events, 12 bytes
338 IO-Link port 7 data, status, 32 bytes
370 IO-Link port 7 PQlI, 2 bytes
372 IO-Link port 7 extended status, 8 bytes
380 IO-Link port 7 events, 12 bytes
392 I0-Link port 8 data, status, 32 bytes
424 IO-Link port 8 PQ, 2 bytes
426 10-Link port 8 extended status, 8 bytes
434 IO-Link port 8 events, 12 bytes

Table 8.33

Example
Process data images with modified data sizes

The input data sizes and the output data sizes of the 10-Link ports and the presence of the
extended status can be modified by the configuration group. You can decide which data is
mapped to the process data. The following configuration tables provide an example and an
overview of possible data structures and byte offsets for input data and output data:

Connection parameters

Data size output 62
Data size input 66
10-Link Port 1

Data size output 2 bytes
Data size input 2 bytes

Data extension input No data

10-Link Port 2
Data size output 32 bytes
Data size input 0 byte

Data extension input  Extended Status

10-Link Port 3
Data size output 16 byte
Data size input 4 bytes

Data extension input  Extended Status + Events
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10-Link Port 4

Data size output 8 bytes
Data size input 2 bytes
Data extension input No data
10-Link Port5 ... 8

Data size output 0 byte
Data size input 0 byte
Data extension input No data

Modified process data

Byte-

Offset  Output Data Input Data

0 Digital output channel control, 2 bytes Digital input channel control, 2 bytes
2 Reserved, 2 bytes General diagnostics, 2 bytes

4 IO-Link port 1 data, control, 2 bytes Sensor diagnostics, 2 bytes

6 I0-Link port 2 data, control, 32 bytes Actuator diagnostics, 2 bytes

8 IO-Link diagnostics, 6 bytes

10

12

14 IO-Link port 1 data, status, 2 bytes
16 IO-Link port 1 PQl, 2 bytes

18 IO-Link port 2 PQl, 2 bytes

20 I0-Link port 2 extended status, 8 bytes
22

24

26

28 IO-Link port 3 data, status, 4 bytes
30

32 IO-Link port 3 PQI, 2 bytes

34 IO-Link port 3 extended status, 8 bytes
36

38 I0-Link port 3 data, control, 16 bytes

40

42 IO-Link port 3 events, 12 bytes

44

46

48

50

52
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Byte-
Offset  Output Data Input Data
54 IO-Link port 4 data, control, 8 bytes IO-Link port 4 data, status, 2 bytes
56 IO-Link port 4 PQI, 2 bytes
58 IO-Link port 5 PQI, 2 bytes
60 IO-Link port 6 PQI, 2 bytes
62 IO-Link port 7 PQI, 2 bytes
64 IO-Link port 8 PQI, 2 bytes
66
Table 8.34
8.4 Configuration and Operation with Rockwell Automation Studio
5000®

The configuration and commissioning of the module described on the following pages refers to
Rockwell Automation Studio 5000®, V30. If you are using an engineering tool from another pro-
vider, please refer to the associated documentation.

Basic Commissioning

1. Create a new project in Studio 5000®.
2.  Select the appropriate controller.

3. Ifnointegrated EtherNet/IP interface is available, add the correct communication interface to
your backplane under Controller Organizer > I/O-Configuration.

Define a communication path to enable the project to be downloaded.
Install the module's EDS_files in Studio 5000® using the EDS hardware installation tool.

Go to Controller Organizer > I/0-Configuration and right-click on Ethernet.

N oo~

Select New Module from the menu. The following selection window opens:
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10.

11.

Select Module Type
Catalog Module Discovery Favorites
[icen | ClearFilters Hide Filters 2 |
lodule Type Category Filters lodule Type Vendor Filters

[®] Module Type Category Filt A | [®] Module Type Vendor Filt A
Analog E] Online Development Inc.(Automation Value)

CIP Motion Converter [J PanduitCorporation

Communication [C] ParkerHannifin Corporation

Communications ~ Pepperl + Fuchs &
v Catalog Number Description Vendor Category

70146527 ICE11-8I0L-G60L-V1D Pepperl+ Fu.. Communications Adapter
1 of 588 Module Types Found Add to Favorites
[[] Close on Create | Create Close [ Help |
Figure 8.1

Use the Module Type Vendor Filter on the right-hand side to display all installed

Pepperl+Fuchs devices.

Select the device that you want to add and click on "Create."

General® General
Connection
Module Info Type: 70146527 ICE11-810L-G60L-V1D
Internet Protocol
PortConfiguration Vendor: Pepperl + Fuchs
Network Parent Local
Name: ICEN I Ethemet Address
Private Network: 1921681, 1/$
Description: ® 68 D A4
Orasgess [ ]
(O HostName:
Module Definition
Revision: 1.002
Electronic Keying: Compatble
Connections: 10-Link (Exclusive Owner)
Stats: Offine OK Cancel | [ Apply Help
Figure 8.2

Enter a name for the device and select the previously selected IP address. In this example, the
name is ICE11 and the IP address is 192.168.1.1.

Click on Change to change the settings for the
connection type.

device revision, the electronic coding and the
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] Module Definition* X
Revision: 1 v —:—
Electronic Keying: Cor}paﬁbleh}lodule - 5
Connections:

Name Size

10-Link (Exclusive Owner) [ nput: 446 ISINT
L Oulput 260 |

0 Owne

10-Link (Listen Onl

Figure 8.3

12. Select the connection type and configure the total sizes of the input and output process data.
The sizes depend on the number of connected 10-Link devices and their data lengths in both
directions. Each input data size and output data size of the devices must also be defined later in
the 10-Link port configuration. The selection of the data type refers to the type in which Studio

5000® maps the input data and the output data. The default data type is SINT. The INT type

can be selected if each size corresponds to a multiple of 2. The DINT type can be selected if
each size corresponds to a multiple of 4. Click OK.

13. You can see the selected connection in the Connection folder under Module Properties. In this
folder, you can also define the Requested Packet Interval (RPI) and the EtherNet/IP connection
type. A value of 1 ms is the minimum for the RPI parameter and the connection types Unicast or

Multicast can be selected. Apply the settings.

B New Module

General* Connection” Module Info* IntemetProtocol” Port Configuraton® Network®

Requested Packet Interval
Name ®PY) (me]

Connection over
EtherNet/IP

Input Trigger

10-Link (Exclusive Owner) 20.02{1.0-9999.9

Unicast

[Cyclic

[Jinhibit Module

[]Major Fault On Controller If Connection Fails While in Run Mode

Module Fault

Status: Creating

o]

Cancel

Help

Figure 8.4

14. Go to Controller-Tags in Controller Organizer. The controller tags for the configuration

parameters contain the device name followed by a ":C." The configuration parameters can be

set under Value. See chapter 8.2.
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4 |ICE11:C {2} _0039:70146527_B...
ICE11:C.Force_Mode_Lock 0 Decimal BOOL
ICE11:C.Web_Interface_Lock 0 Decimal BOOL
ICE11:C.Digital_Output_Control 0 Decimal BOOL
ICE11:C.Report_UL_UAux_Supply_Voltage_Fault 1 Decimal BOOL
ICE11:C.Report_DO_Fault_without_UL_UAux 1 Decimal BOOL
ICE11:C.CIP_object_configuration_lock 0 Decimal BOOL
ICE11:C.External_configuration_lock 0 Decimal BOOL

> ICE11:C.IO_Mapping_Mode 0 Decimal SINT
> ICE11:C.I0_Mapping_Port1_Ch_A 0 Decimal SINT
> ICE11:C.IO_Mapping_Port1_Ch_B 1 Decimal SINT
> ICE11:C.I0_Mapping_Port2_Ch_A 2 Decimal SINT
> ICE11:C.I0O_Mapping_Port2_Ch_B 3 Decimal SINT
> ICE11:C.I0_Mapping_Port3_Ch_A 4 Decimal SINT
> ICE11:C.I0O_Mapping_Port3_Ch_B 5 Decimal SINT
> ICE11:C.I0_Mapping_Port4_Ch_A 6 Decimal SINT
> ICE11:C.I0_Mapping_Port4_Ch_B 7 Decimal SINT
> ICE11:C.I0_Mapping_Port5_Ch_A 8 Decimal SINT
> ICE11:C.I0O_Mapping_Port5_Ch_B 9 Decimal SINT
> ICE11:C.I0_Mapping_Port6_Ch_A 10 Decimal SINT
> ICE11:C.I0O_Mapping_Port6_Ch_B 11 Decimal SINT
Figure 8.5

15. The tag of the process data entered contains the device name followed by ":l.Data". The output
process data has the same name followed by ":0.Data". Both arrays show the configured data
sizes. See chapter 8.3.
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Scope: I@ICEH_SampIe VI Show: IAII Tags
Name =2/~ Value & Style Data Type D
> ICE11:C {. _0039:70146527_B...
|« 1cE1: | (.} _0039:70146527.9...
ICE11:1.ConnectionFaulted 0 Decimal BOOL
> ICE11:l.Data {..} Decimal SINT[446]
4 |ICE11:0 {5 _0039:70146527_9...
4 |ICE11:0.Data {...} Decimal SINT[260]
» ICE11:0.Data[0] 0 Decimal SINT
> ICE11:0.Data[1] 0 Decimal SINT
> ICE11:0.Datal[2] 0 Decimal SINT
> ICE11:0.Datal[3] 0 Decimal SINT
> ICE11:0.Data[4] 0 Decimal SINT
> ICE11:0.Data[5] 0 Decimal SINT
» ICE11:0.Data[6] 0 Decimal SINT
> ICE11:0.Data(7] 0 Decimal SINT
> ICE11:0.Datal[8] 0 Decimal SINT
Figure 8.6
L3 When 'l(lhe configuration is complete, the parameters can be downloaded to the EtherNet/IP
controller.

Add-On Instruction AOI

Rockwell Automation Studio 5000® provides the user with a mechanism for optimizing and
encapsulating data and logic via an add-on instruction. This AOI can be added to a current path
"rung" like any other predefined instruction in the controller and is useful for pre-processing a
device's input data and output data. With the help of user-defined data types UDT, the user
receives a comprehensible interface with a clear designation and description for each field of
the process data. The advantage is that there is no need to calculate byte offsets for the input
data and the output data. Each process data field can be addressed directly via a unique name.
You can find AOIs for the module on the product detail page under the Software tab.
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Using an AOI

Navigate to Controller Organizer in your Studio 5000® project. Right-click on Add-On

Instructions. Click on Import Add-On Instruction...

Zontroller Organizer v I

a °F

4 < Controller ICE11_Sample
< Controller Tags
% Controller Fault Handler
! Power-Up Handler
4 .l Tasks
4 ¥ MainTask
4 L MainProgram
< Parameters and Local Tags
f® MainRoutine

1 Unscheduled
4 <l Motion Groups
" Ungrouped Axes
4 .l Assets
8 Add-On Instpaatoae

4 < Data Types New Add-On Instruction...

w User-Def
i Strings X
s Add-On-
b 1 Predefine
b 1 Module-
I Trends
' Logical Model

Cut
0] Copy

[5] Paste
Paste With Configuration...

Print

Im&)rt Add-On Instruction...

Scope: |EBICE1

Name

b ICET1:C

b ICET1:l

[ IcE11:0

b ICE11_Digi
b 10Link_Dia

> 10Link_P1
» I0Link_P2
> 10Link_P3

u/,\x'_A_ni

Ctrl+X
Ctrl+C /
Ctrl+V B

Ctrl+Shift+V or

>

4 .!1/O Configurati
4 B89 PointlO
8 [0] 1769-L16ER-BB1B ICE11_Sample
4 <! Embedded 1/0
# [1] Embedded Discrete_lO
! Expansion I/0O, 0 Modules
4 35 Ethernet
£ 1769-L16ER-BB1B ICE11_Sample
I 70146527 ICE11

> Local:1:l

<« » \ Monitor T

0Ermo

(o

Complete — 0 e

Figure 8.7
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2.

Open the *.L5X file:

& Import Add-On Instruction

Lookin: | = AOIs

VJ G J £° [@v

~

Date modified Type Size

* Name
{1 7 1CE11_8I0L_Master_2_0.L5X

3/9/2023 1:52 PM RSLogix 5000 XML ... 43K8 |

Quick access

Desktop

Libraries

L

This PC

&

Network

File name: [IcE11_8i0L_Master_2_0.L5X

v I | Open I

Files of type:

|Logix Designer XML Files (*.L5X)

v ] [} Cancel ‘

)|

Figure 8.8
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3. Click on OK to create the AOI with all the necessary User-Defined Data Types UDT:

B 1 Import Configuration - ICE11_8IOL_Master_2_0.L5X X
X\ m:[ v] B8 [fngReplace...
Find Within: Final Name
Import Content:
! Add-On Instructions i Add-On P
i Nome
- - Imy 3 1
© Parameters and Local Tags oot ,Kﬂ 510t Moster
2 Routines Operation: |Create v 0
w References (i) References will be imported as
9 Tags configured in the References folders
i Data Types Final Name: ICE11_8IOL_Master v | | Properties... |
3 Errors/Wamings 0 ’
Revision: V2.0
Revision Note:
Vendor: Pepperl+Fuchs
oK Cancel Help
Ready
Figure 8.9

L The imported components are displayed in the Controller Organizer:

98
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Controller Organizer v 3 X
a °%
4 =] Controller ICE11_Sample A

< Controller Tags
1 Controller Fault Handler
11 Power-Up Handler
4 =] Tasks
4 ¥ MainTask
4 L MainProgram
<& Parameters and Local Tags
@ MainRoutine
I Unscheduled
4 =] Motion Groups
1 Ungrouped Axes
4 =] Assets
4 =] Add-On Instructions
4 {8 ICE11_8IOL_Master
<& Parameters and Local Tags
@ Logic
4 ] Data Types
4 5 User-Defined
 ICE11_Digital_Channels
 ICE11_IOLink_Diagnostics
@ ICE11_IOLink_Events
@ ICE11_IOLink_Extended_Status
& ICE11_IOLink_Port
& ICE11_IOLink_PQl
% ICE11_Module_Diagnostics
I Strings
b 1z Add-On-Defined
Iz Predefined
ls: Module-Defined
I Trends
. Loagical Model

v v

Figure 8.10

4. Check whether an error appears in the AOI tags as a red circle with a white cross. This can
occur for the configuration data when you import an AOI into your system for the first time:

¢ Orgacizer MainProgram - MainRoutine® 4 Controtier Tags - ICE11_Sample(controte 9 © Add-On Instruction Parameters and L
o scope[OREN BOLMene <] S [N Tos =
4 Controller ICE11_Sample ~ [::a " o

8 CoinoWei s Data Context ICE11_SIOL_Master <defintion: v| BR | 8 l

% Controller Fault Handler Name z3l~ Usage Default * Style Data Type

S o ol
S || -

4 O MainTask » Data_Size Local 0 Decimal SINT

4 b MainProgram » Data_Size_P1_in Local 0 Decimal SINT

@ Parameters and Local Tags
2 MsinRoutine » Data_Size P1.Out Local 0 Decimal SINT

4 Unscheduled » Data_Size P2 In Local 0 Decimal SINT
4 < Motion Groups

o Uege pom » Data_Size P2 Out tocal 0 Decimal SINT
4 Assets > Data_Size_P3 In Local 0 Decimal SINT

4 & Add-On Instnuctions » Data_Size_P3_ Out Local 0 Decimal SINT
< € ICE11_8IOL Master
5 Pacameters 3nd Lo<aI 195 » Data,Size P4 Jn Local 0 Decimal SINT
2logi » Data Size P4 Out Local 0 Decimal SINT
4« Data Types
4 & User-Defined » Data _Size PS_In Local 0 Decimal SINT
 ICE11_Digital Channels » Data_Size_PS_Out Local 0 Decimal SINT
B KCE11_JOUnK Disgnostics » Data_Size_P6_In Local 0Decmal  SINT
% ICE11_JOLink_Events
 ICE11_JOLink Extended_Status » Data_Size P6.Out Local 0 Decimal SINT
 ICET1_JOLink Port » Data_Size P7_In Local 0 Decimal SINT
% ICE11_JOLink PQI <>\ Monitor Tags { Et Tags / | <
& ICE11 Module_Diagnostics
14 Strings.
» 1 Add-On-Defined (o 0Enors |[ 4 OWamegs || © 0ot 10Messages |
> 1 Predefined — -
Figure 8.11

L If no error has occurred, go to step 9.
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5. Goto Edit Tags and adjust the data type to the module-defined type on your system:

o — P— P— = e ————
oo e [y |
(A Scopn [OCEN Sompe | Show M Torn <= ] scopn [ DCEN_BOL_Marer ] s [ To -[x
4 = Costrotier KEN Sample ~ S — - B - [0 eTN BOC M s ~
@ Cosivolier g Name 15 BaseTog  OstaType o~ CE11_BOC_Mashe <ot = 5
4 Controter Fauit Handier 4 X COIRTOUESI7 BIBACBOICO ! Nome 53~ Data Type Description
2 Fomrp e X1 Chrce Mose o 0o 2T corsonn C
= e
+ O MonDR XENCWed_intertace Lock 200 St D N e _SNT
+ & Marvogam KENCOGE Outpus Control 800t » ¢ | Seectoma tyse P
@ Parameters and Local Tags
iy XEV.CReport UL Uk Suppiy. Vol 200 > 1| owatypes — =
4 Unacheduied KEN1.CRepont DO fautt without UL 200L C3
o & Motion Groups KEV.COP_obyect coniguation Jock 800t 0000 XTI IAIS Al [ cmu
4 Ungronuped Anes L0029 X144527_K00Y8I 19
QN KEVCixtomal_configuation Jodk 800t [ e oosentz) 3636700 =
# = A33-On Instructons » KENL.CI0 Magping Mode ST v 00 X487 IO 00
o 8 KEN)_BOLMaszer oo Xee sEs0 704 00
e ) » KEN1.CI0 Magping ot VA ST N N0
= me— = e
« < Dwta Types » KENLCI0 Magping For2 VA ST =
4 @ User-Oetined Aoy Oemenscns
2 KEN Dl Oumnels » KEN1.CI0 Magping For2 On 8 ST e
B KL )00k Diagnostics » KEN.CI0 Mappng Pod VA SINT o |
B KENJ0UnK Events -
7 ) » KENCI0) 3.8 ST
 KE11 J0UnK Extended Stz Mappiag For. O () Show Dot Typos by Goosps
KA1 0U Fort » KE11.CI0 Magping Fotd OVA st e =
X1 )0UnK I 5 (ienmar Togs €t Togs /] < > 4 1/ Wooor Tos ) EGR Togs [ < >
R ICEVIModse Disgrosics e

Figure 8.12

6. The Config data type must exactly match the data type associated with ConfigData. Because
this data type is system-dependent, you may need to select it manually. In rare cases, you may
have to delete the entire line and add the parameter manually as follows:

ConfigData InOut *****Config Data Type*****

7. If you have changed a data type in the AOI, perform an export. This saves this version for
further use in other projects on your system. Right-click on the AOI and click on Export Add-On
Instruction...:

Controlier Organizer v 3 X} O Controlier Tags - ICE11_Sample{contr. X H l @ Add-On Instruction Parameters and Local Tags - ICE11_8IOL_Master X -
o Sape (B smge ] Sox L[\ Spw[acersosom ] Socfrron
4 . Controller ICE11_Sample A ~ e 3 1CE11_80L_Master <defin |
0 Controller Tags Name _SOL_Master <deftor: - | (|| 8 ||
# Controller Fault Handler 4 ICE11C ol ! Name =2~ Usage Alias For
i Power-Up Handler ICE11:CForce_Mode_Lock YaC » ConfigData InOut
4 & Tasks >t
4O MainTask KCE11.CWebnterface lod | > Data_Size Local
4 % MainProgram ICE11:.CDigital Output Cor I, ¢ » Data_Size_P1_In Local
@ Parameters and Local Tags
 MainRoutine ICE11.CRepor UL VAU St | > F > Data Size P1.0ut Local
¥ Unscheduled ICE11:CReport DO_Fault.w » Data_Size P2 In Local
4 & Motion Groups ICE11:CCIP_object_configul » Data_Size_P2_Out Lecal
1 Ungrouped Axes 2 e
i @ Assets ICE11:CExternal_configurat » Data_Size_P3_In Local
4 @ Add-On Instnuctions > ICE11:CI0_Mapping_Mode » Data_Size_P3_Out Local
@ Pat i » ICE11:CIO_Mapping_Port1_ » Data_Size_P4_In Local
cmead ‘Y Ly o Cutex > ICE11:CI0_Mapping_Port1_ » Data_Size_P4_Out Local
« Data ;
rip= Ugl:"é A copy CtrsC » ICE11:CI0_Mapping_Port2_ > Data_Size_PS_In Local
XICE O) Paste CirleV » ICE11:CI0_Mapping_Port2_ » Data_Size_P5_Out Local
RICE  Delete Delete > ICE11:CI0_Mapping_Port3_ » Data_Size_P6_In Local
BICE : e
B i Monitor Tags > ICE11:CI0_Mapping_Port3_ » Data_Size_P6_Out Local
N ICE Verify » ICE11:CIO_Mapping_Portd_ , » Data_Size_P7_In Local
BICE  Cross Reference cuise  €» | Monitor Tags] < > < 1» [ Monitor Tegs ) Edit Tags / |
N ICE
1 Stringt Browse Logic... Crrel
> EAIAC oo » O 0Enors |[ 4 0Wamings || © 00f 10Messages |
P 1= Predet
» 1 Modul Emo«m%\ Instruction...
# Trends 3T T35 Cro0p
™ Logical Mod(
4 W 1/O Configuri fropecces AtsEnte
4 S PRointi0
@I 1TEO L IEED DNID TS Cammin e
o~ - o~

Figure 8.13
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8. Edit the file name and save the AOI:

& Export Add-On Instruction X ;
Savein: [ | AOIs v] @@ =@ [
* Name - Date modified Type Size
F‘@‘ ICE11_8I0OL_Master_2_0.L5X 3/9/2023 1:52 PM RSLogix 5000 XML ... 43 KB |
Quick access
Desktop
-
(=]
Libraries
This PC
Network
File name: ICE11_8I0L_Master_2_0.L5X v [ Eport | !
Save as type: Logix Designer XML File (*.L5X) ] Ean;:;l ]
File description: A H§lp
[Pl include all ref d Add-On| ions and User-Defined Types
Encode Protected Content

Figure 8.14

9. Touse the AQI, go to a logic, e.g., the MainRoutine. Add the I0-Link Master AOI to the current

path "rung" via drag-and-drop:

Figure 8.15
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10. Right-click on the first element of the AOI and click on New Tag...:

QR ETGRIEN ~ .-.1 =
= A
X Cutlastrucicn CuleX
) Copy Instructicn CieC
Delete Instruction Delete
Add Ladder Bement.. Atelngert
Save Instruction Defaults
Go To. CirleG
Instruction Help 3}
Open Instruction Logic
Figure 8.16
11. Enter a name and click on Create to create an AOI:
| New Tag X
Name: ICE11_1_AOI | Create |w
Description: Cancel
v
Usage: v<contro|ler> v
Type: [Base v | | Connection...
Alias For:
Data Type: llCE11_8IOL_Master |
Parameter o
Connection:
Scope: l@ ICE11_Sample v I
External 1 Read/Write v ’
Access:
Style: ‘ v |
[]Constant
Sequencing
Open Configuration
1 Open Parameter Connections
Figure 8.17
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12. Assign the module's input, output and configuration data:

~
ICE11 RIO1 Master ICE11 1 AO!
InputData ICE11:1.Data
OutputData ICE11:0.Data
ConfigData |ICE11:C v
T v] Shw[All Tags v
INamo =z |Dala Type ]Usago IDoscvip(ion I A
AP ICEIRC 0039:70146527_B2B4CBB0.C:0 <controller> |
Name: ICE11:C
Data Type: _0039:70146527_8284CBB0:C:0
Description:
V|
[“IShow ller tags
Show MainProgram tags
Show p from other prog
<none> v
Figure 8.18

13. To create the tags for the remaining elements, repeat steps 10 and 11:

ICE11 8IOL Master

ICE11_8IOL_Master ICE11_1_AOI [...|
InputData ICE11:1.Data
OutputData ICE11:0.Data
ConfigData ICE11:C
Digital_Channels Digital_Channels
IOLink_Port1 IOLink_Port1
IOLink_Port2 IOLink_Port2
IOLink_Port3 I0Link_Port3
IOLink_Port4 IOLink_Port4
IOLink_Port5 IOLink_Port5
IOLink_Port6 IOLink_Port6
IOLink_Port7 IOLink_Port7
IOLink_Port8 IOLink_Port8

Module_Diagnostics Module_Diagnostics
|OLink Diagnostics __ |0Link Diagnostics

Figure 8.19

L Your logic no longer creates a copy of the input data and the output data simultaneously. It
uses the new data tags as an interface for data exchange with the module:
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B vanpiogran - Varkoutne: [RONR——p—— |
Scope: | @ICEN _Sample | Show. |anTags v[x

Name =3/~ Base Tag Data Type Description Ex

4 Digital_Channels ICE11_Digital_Channels Re|

» Digital_Channels.Digital_Outputs SINT[2] Digital Output Data, default mapping: BitO=PortX1.. Re|

» Digital_Channels.Digital_Inputs SINT[2] Digital Input Channel Status, default mapping: Bit0.. Re|

> ICE11:C _0039:70146527_82B4CBB0O:C:0 Re|

> ICE11 _0039:70146527_90D03083:1:0 Re

» ICE11:0 _0039:70146527_9E8B7B4E:0:0 Re|

> ICE11_1_AOI ICE11_8IOL_Master Re

» ICE11_Digital ICE11_Digital_Channels Re|

4 10Link_Diagnostics ICE11_IOLink_Diagnostics Re|

» |0Link_Diagnostics.COM_Error SINT Bit0=I0LinkPort1 ... Bit7= IOLinkPort8 Re|

» 10Link_Diagnostics.Reserved SINT not in use Re|

» I0Link_Diagnostics.Validation_Error SINT 8it0=IOLinkPort1 ... Bit7= IOLinkPort8 Re|

» 0Link_Diagnostics.Device_Error SINT Bit0=10LinkPort1 ... Bit7= IOLinkPort8 Re|

» I0Link_Diagnostics.Device_Waming SINT Bit0=IO0LinkPort1 ... Bit7= IOLinkPort8 Re

» I0Link_Diagnostics.Device_Notificati... SINT Bit0=10LinkPort1 ... Bit7= IOLinkPort8 Re

4 |0Link_Port1 ICE11_IOLink_Port Re|

» I0Link_Port1.PDO SINT[32] 10-Link Port Output Data Re|

> I0Link_Port1.PDI SINT(32] 10-Link Port Input Data Re|

» I0Link_Port1.PQl ICE11_IOLink_PQI 10-Link Port PQI Data Re

» IOLink_Port1.Extended_Status ICE11_IOLink_Extended_Status 10-Link Port Extended Status Re

» IOLink_Port1.Events ICE11_IOLink_Events 10-Link Port Events Re

» |OLink_Port2 ICE11_IOLink_Port Re|

> IOLink_Port3 ICE11_IOLink_Port Re|

» 10link Portd ICF11 I0link Part Re

Figure 8.20

8.5 CIP Object Classes

8.5.1 EtherNet/IP Object Classes

According to the CIP specification, the module supports the following standard EtherNet/IP
object classes:

Object Class Object ID Instances
Identity Object 0x01 0,1
Message Router Object 0x02 0, only on class level
Assembly Object 0x04 0, 130, 131, 145
Connection Manager Object | 0x06 0, only on class level
Discrete Input Point Object 0x08 0,1..16
DLR Object 0x47 0,1
QoS Object 0x48 0,1
TCP/IP Interface Object OxF5 0,1
Ethernet Link Object OxF6 0,1..2
LLDP Management Object 0x109 0,1
Table 8.35

All objects with instance attributes are described below.
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Identity Object 0x01
Supported services:

* Get Attributes All 0x01
* Reset 0x05:
* 0= Reset Module, Warmstart
* 1 =Reset to Factory Default
* Get Attribute Single 0x0E

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

6 Maximum ID Number | Get UINT The attribute ID number of the last
Class Attributes class attribute of the class defini-
tion implemented in the device
7 Maximum ID Number | Get UINT The attribute ID number of the last
Instance Attributes instance attribute of the class defi-

nition implemented in the device.

Table 8.36

Instance Attribute, Instance <AssemblyIlD>

Attribute Name Access Data Type Description

1 Vendor ID Get UINT Vendor Identification

2 Device Type | Get UINT Indication of general type of product

3 Product Code | Get UINT Identification of a particular product of an
individual vendor

4 Revision Get USINT, Structure with major and minor revision

USINT

5 Status Get WORD Summary status of device:

b0: Owned

b1: Reserved "0"

b2: Configured

b3: Reserved "0"

b4 ...7:Extended Device Status

0 = Self-Testing or Unknown

1 = Firmware Update in Progress

2 = At least one faulted I/O connection
3 = No I/O connections established

4 = Non-Volatile Configuration bad

5 = Major Fault

6 = At least one I/O connection in RUN
mode

7 = At least one I/0O connection established,
all in IDLE mode

8 = Unused, valid only for instances grater
than "1"

9 = Reserved

10 ... 15 = Vendor-specific

b8: Minor Recoverable Fault

b9: Minor Unrecoverable Fault

b10: Major Recoverable Fault

b11: Major Unrecoverable Fault

b12 ... 15: Reserved, "0"

6 Serial Number| Get UDINT Serial number of device
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Attribute Name Access Data Type Description
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7 Product Name | Get STRING | Human readable identification
8 State Get USINT Present state of the device:
0 = Nonexistent
1 = Device Self Testing
2 = Standby
3 = Operational
4 = Major Recoverable Fault
5 = Major Unrecoverable Fault
6 ...254 = Reserved
255 = Default Value
9 Configuration | Get UINT Can be a CRC, incrementing count or any
Consistency other mechanism (vendor-specific behav-
Value ior) to reflect a non-volatile configuration
change
19 Protection Get WORD Current protection mode of the device:
Mode bO: Implicit Protection enabled
b1 ...2: Reserved
b3: Explicit Protection enabled
b4 ...15: Reserved
Table 8.37
Assembly Object 0x04
Supported services:
* Get Attribute Single Ox0E
e Set Attribute Single 0x10
Class Attribute, Instance 0
Attribute Name Access Data Type Description

1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an
object currently created in this
class level of the device
3 Number of Instances | Get UINT Number of instances currently cre-
ated in this class level of the
device
6 Maximum ID Number | Get UINT The attribute ID number of the last
Class Attributes class attribute of the class defini-
tion implemented in the device
7 Maximum ID Number | Get UINT The attribute ID number of the last
Instance Attributes instance attribute of the class defi
nition implemented in the device.
Table 8.38
Instance Attribute, Instance 1
Attribute Name Access Data Type Description
3 Data Get, Set | ARRAY | Assembly Data, Set service only
available for consuming assem-
blies that are not part of an active
implicit connection
4 Size Get UINT Number of bytes in Attribute 3
Table 8.39
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Discrete Input Point Object 0x08
Supported services:

* Get Attribute Single 0x0E
Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
Table 8.40

Instance Attribute, Instance 1...16

Attribute Name Access Data Type Description
3 Value Get BOOL Input Point Value; 0 = OFF, 1 = ON
4 Status Get BOOL Input Point Status; 0 = OK, 1 =
Alarm
Table 8.41

DLR Object 0x47

Supported services:

* Get Attributes All 0x01
* Get Attribute Single 0x0E

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

6 Maximum ID Number | Get UINT The attribute ID number of the last
Class Attributes class attribute of the class defini-
tion implemented in the device
7 Maximum ID Number | Get UINT The attribute ID number of the last
Instance Attributes instance attribute of the class defi-

nition implemented in the device.

Table 8.42

Instance Attribute, Instance 1

Attribute Name Access Data Type Description

1 Network Topology | Get BOOL 0 = Linear
1=Ring

2 Network Status Get BOOL 0 = Normal operation
1 = Ring Fault

2 = Unexpected Loop Detected
3 = Partial Network Fault
4 = Rapid Fault/Restore Cycle

10 Active Supervisor | Get ARRAY Supervisor IP Address, Supervisor
Address MAC Address, 0 = not configured

I3 PEPPERL+FUCHS 107



ICE11-8I0L*-G60L-V1D

Commissioning for EtherNet/IP

Attribute Name Access Data Type Description

12 Capability Flags | Get DWORD | Flag description:

b0: Announce-based Ring Node, "0"
b1: Beacon-based Ring Node, "1"

b2 ... 4: Reserved, "0"

b5: Supervisor Capable, "0"

b6: Redundant Gateway Capable, "0"
b7: Flush_Table frame Capable, "1"
b8 ... 15: Reserved, "0"

Table 8.43

QoS Object 0x48

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

6 Maximum ID Number | Get UINT The attribute ID number of the last
Class Attributes class attribute of the class defini-
tion implemented in the device
7 Maximum ID Number | Get UINT The attribute ID number of the last
Instance Attributes instance attribute of the class defi-

nition implemented in the device.

Table 8.44

Instance Attribute, Instance 1

Attribute Name Access Data Type Description
1 802.1Q Tag Get, Set | USINT Enables "1" or disables "0" sending
Enable 802.1Q frames on CIP and IEEE 1588
messages, default value "0"
2 DSCP PTP Event | Get, Set | USINT DSCP value for PTP Event frames,
default value "59"
3 DSCP PTP Get, Set | USINT DSCP value for PTP General frames,
General default value "47"
4 DSCP Urgent Get, Set | USINT CIP transport class 0/1 messages with
Urgent priority, default value "55"
5 DSCP Scheduled | Get, Set | USINT CIP transport class 0/1 messages with
Scheduled priority, default value "47"
6 DSCP High Get, Set | USINT CIP transport class 0/1 messages with
High priority, default value "43"
7 DSCP Low Get, Set | USINT CIP transport class 0/1 messages with
Low priority, default value "31"
8 DSCP Explicit Get, Set | USINT CIP UCMM, CIP transport class 2/3, All
other EtherNet/IP encapsulation mes-
sages, default value "27"

Table 8.45
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TCP/IP Object OxF5

Supported services:

* Get Attributes All 0x01

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description

1 Revision Get UINT Revision of this object
2 Max. Instance | Get UINT Maximum instance number of an object cur-
rently created in this class level of the device
Table 8.46

Instance Attribute, Instance 1

Attribute Name
1 Status

Access Data Type Description

Get

DWORD

Interface Status description:

bO0 ... 3: Interface Configuration Status
0 = Not configured

1 = Configuration obtained by BOOTR,
DHCP or stored value

2 = Configuration obtained by hardware
settings, e.g., rotary switches
3...15=Reserved

b4: Mcast Pending

b5: Interface Configuration Pending
b6: Acd Status

b7: Acd Fault

b8 ... 31: Reserved "0"

2 Configuration
Capability

Get

DWORD

Interface Capability Flags:

b0: BOOTP Client "1"

b1: DNS Client "0"

b2: DHCP Client "1"

b3: DHCP-DNS Update "0"

b4: Configuration Settable "1"

b5: Hardware Configurable, O = no rotary
switches; 1 = rotary switches available
b6: Interface Configuration Change
Requires Reset "0"

b7: Acd Capable "1"

b8 ... 31: Reserved "0"

3 Configuration
Control

Get, Set

DWORD

Interface Control Flags:

b0 ... 3: Configuration Method:
0 = Stored Value

1=BOOTP

2 =DHCP

3...15=Reserved

b4: DNS Enable "0"

b5 ...31: Reserved "0"

4 Physical Link
Object

Get

STRUCT

Path to physical link object

5 Interface
Configuration

Get, Set

STRUCT

TCP/IP network interface configuration

6 Host Name

Get, Set

STRING

Host name of the device, length of 0 = not
configured

Select Acd

Get, Set

BOOL

Enables "1" or disables "0" the use of
ACD, default value "1"
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Attribute Name Access Data Type Description
11 Last Conflict Get, Set| STRUCT | Structure containing information related to
Detected the last conflict detected
13 Encapsulation Get, Set| UINT Number of seconds of inactivity before
Inactivity Timeout TCP connection is closed:
0 =disable
1...3600 = timeout in seconds
120 = default value

Table 8.47

Ethernet Link Object 0xF6

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10
* Getand Clear 0x4C

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

3 Number of Instances | Get UINT Number of object instances cur-
rently created at this class level of
the device'

Table 8.48

1.In this case number of Ethernet ports

Instance Attribute, Instance 1 ...2

Attribute Name Access Data Type Description
1 Interface Speed Get UDINT Current interface speed in Mbps
2 Interface Flags Get DWORD | Interface Flags:

bO: Link Status

b1:Half "0" or Full "1" Duplex

b2 ... 4: Negotiation Status:

0 = Auto-negotiation in progress

1 = Auto-negotiation and speed detec-
tion failed (using default 10Mbps and
half duplex)

2 = Auto negotiation failed but detected
speed (using default half duplex)

3 = Successfully negotiated speed and
duplex

4 = Auto-negotiation not attempted
(forced speed and duplex)

b5: Manual Setting Requires Reset

b6: Local Hardware Fault

b7 ...31: Reserved "0"

3 Physical Address | Get ARRAY | MAC address
4 Interface Counters | Get STRUCT | Interface Counters
5 Media Counters | Get STRUCT | Media-specific counters
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Attribute Name Access Data Type Description

6 Interface Control | Get, Set| STRUCT | Configuration for physical interface Con-
trol Bits, WORD:

b0: Auto-negotiate

b1: Forced Duplex Mode, 0 = Half
Duplex; 1 = Full Duplex, only valid when
Auto-negotiate = 0

b2 ... 15: Reserved "0"

Forced Interface Speed in Mbps (UINT)

7 Interface Type Get USINT Type of interface:

0 = Unknown interface type
1 = Internal interface

2 =Twisted-pair

3 = Optical fiber

4 ...255 = Reserved

8 Interface State Get USINT State of interface:

0 = Unknown

1 = Enabled and ready to send and
receive data

2 = Disabled

3 =Testing

4 ...255 = Reserved

9 Admin State Get, Set| USINT Administrative state:
0 = Reserved

1 = Enable interface
2 = Disable interface
3...255 = Reserved

10 Interface Label Get STRING | Human readable identification, size max.
64
11 Interface Get STRUCT | Interface Capability Flags DWORD:
Capability b0: Manual Setting Requires Reset "0"

b1: Auto-negotiate "1"

b2: Auto-MDIX "1"

b3: Manual Speed/Duplex "1"

b4 ...31: Reserved "0"

Speed/Duplex Array Count of following
struct (USINT, 4)

Interface Speed in Mbps (UINT, 10/100)
Interface Duplex Mode (USINT, 0/1):

0 = Half Duplex

1 = Full Duplex

2 ...255 = Reserved

Table 8.49

LLDP Management Object 0x109

Supported services:
* Get Attributes All 0x01

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device
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Attribute Name

Access

Data Type Description

3 Number of Instances | Get UINT Number of instances currently cre-
ated in this class level of the
device'

6 Maximum ID Number | Get UINT Attribute ID number of the last

Class Attributes class attribute
7 Maximum ID Number | Get UINT Attribute ID number of the last
Instance Attributes instance attribute
Table 8.50

1.In this case number of Ethernet ports

Instance Attribute, Instance 1

Attribute Name

1

LLDP Enable Get/Set

STRUCT

Access Data Type Description

LLDP Enable Array Length (UINT):

1 + Class attribute 2 from the Ethernet Link
Object (0xF6) =3

LLDP Enable Array (BYTE):

bO: Global Enable, LLDP Tx & Rx Enabled
(1)

b1: LLDP Tx Enabled (Instance 1 of Ether-
net Link Object) (1)

b2: LLDP Tx Enabled (Instance 2 of Ether-
net Link Object) (1)

msgTxInterval | Get/Set

UINT

From 802.1AB-2016: Interval in seconds
for transmitting LLDP frames from this
device

0...4 =Reserved

5...32768 = Message Transmission Inter-
val for LLDP frames (30)

32769 ... 65535 = Reserved

msgTxHold Get/Set

USINT

From 802.1AB-2016: Multiplier of msgTx-
Interval to determine the value of the TTL
TLV sent to neighboring devices

0 = Reserved

1...100 = Message Transmission Multi-
plier for LLDP Frames (4)

101 ... 255 = Reserved

LLDP Datastore | Get

WORD

Indication of the retrieval methods for the
LLDP database:

b0: LLDP Data Table Object (0)

b1: SNMP (1)

b2: NETCONF YANG (0)

b3: RESTCONF YANG (0)

b4 ...b15: Reserved (0)

Last Change Get

UDINT

Counter in seconds from the last time any
entry in the local LLDP database changed
or power up

Table 8.51
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8.5.2

Manufacturer-Specific Object Classes

The module supports the following manufacturer-specific object classes:

Object Class ObjectID Instances
General Settings Object 0xAO0 0,1
Channel Settings Object OxA1 0,1..16
IO-Link Diagnosis Settings Object O0xA2 0,1
IO-Link Port Settings Object OxA3 0,1..8
IO-Link Failsafe Parameter Object O0xA4 0,1..8
IO-Link Device Parameter Object OxA5 0,1..8

Table 8.52

All objects with instance attributes are described below.

General Settings Object 0xA0

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an
object currently created in this
class level of the device
Table 8.53

Instance Attribute, Instance 1
Attribute Name

Access Data Type Description

2 Force Mode Lock Get, Set| BOOL 0: Disable
1: Enable
3 Web Interface Lock Get, Set| BOOL 0: Disable
1: Enable
4 Digital Output Control Get, Set| BOOL 0: DO Channel Control
1:10-Link Control
5 Report U /Uyx Supply Voltage | Get, Set| BOOL 0: Disable
Fault 1: Enable
6 Report DO Fault without U /Upyyx | Get, Set| BOOL 0: Disable
1: Enable
7..24 Reserved
25 CIP object configuration lock Get, Set| BOOL 0: Disable
1: Enable
26 External configuration lock Get, Set| BOOL 0: Disable
1: Enable
27 ...31 | Reserved
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Attribute Name Access Data Type Description
32 10 Mapping Mode Get, Set | SINT 0: Default Assignment
1: Byte Swap

2:L.SB Ch.A- MSB Ch.B
3:LSB Ch.B - MSB Ch.A
4: Free 10 Mapping

Table 8.54

Channel Settings Object 0xA1

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

Table 8.55

Instance Attribute, Instance 1 ...16
Attribute Name Access Data Type Description

1 10 Mapping Get, Set | SINT 0 ... 15: Bit number of 16 channel
process data
16: Inactive

2 DO Surveillance Tim- | Get, Set | INT 0...255
eout

3 DO Failsafe Get, Set | SINT

: Set Low
: Set High
:Hold Last

: Disable
:Enable

: Push-Pull Ug, 0.5 A
:High-Side U, 0.5 A
:High-Side U, 1.0 A
:High-Side U, 1.5A
:High-Side U, 2.0 A
:High-Side U, 2.0 A max

:Normally Open
:Normally Close

: Disabled
1ms
:2ms
:3ms
:6ms
:10 ms
15 ms

4 DO Restart Mode Get, Set | SINT

5 DO Switch Mode Get, Set | SINT

6 DI Logic Get, Set | SINT

7 DI Filter Get, Set | SINT

ODURWON—=LO| O A WN—=2O| 0| M=O

8...9 Reserved
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Attribute Name Access Data Type Description
10 Channel Mode Get, Set | SINT 0: Inactive
1: Digital Output
2: Digital Input
3:10-Link
4: Auxiliary Power
Table 8.56

10-Link Diagnosis Settings Object 0xA2

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an
object currently created in this
class level of the device
Table 8.57

Instance Attribute, Instance 1 ... 16

Attribute Name Access DataType Description
1 IO-Link Master Diagnosis Get, Set | BOOL 0: Disable
1: Enable
2 IO-Link Device Error Get, Set | BOOL 0: Disable
1: Enable
3 IO-Link Device Warning Get, Set | BOOL 0: Disable
1: Enable
4 IO-Link Device Notification Get, Set | BOOL 0: Disable
1: Enable
5..12 IO-Link Device Diagnosis Port 1 ... 8 Get, Set | BOOL 0: Disable
1: Enable
Table 8.58

I0-Link Port Settings Object 0xA3

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access

Data Type Description

1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an
object currently created in this
class level of the device
Table 8.59
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Instance Attribute, Instance 1 ... 8

Attribute Name

1

Output Data Size'

Access
Get, Set

Data Type Description

SINT

o

:No data
: 2 bytes
: 4 bytes
: 8 bytes
: 16 byte
: 32 bytes

Input Data Size'

Get, Set

SINT

:No data
: 2 bytes
: 4 bytes
: 8 bytes
: 16 byte
: 32 bytes

Input Data Extension’

Get, Set

SINT

:No Data

: Extended Status

: Events

: Extended Status + Events

Output Data Swapping
Mode'

Get, Set

SINT

: Raw 10-Link Data
...16:1...16 WORD
17 ...24:1...8 DWORD

Ol WN—=O| OTRhWN=2O| TR~ WN =

Output Data Swapping
Offset

Get, Set

SINT

0...30 bytes

Input Data Swapping
Mode'

Get, Set

SINT

0: Raw IO-Link Data
1..16:1...16 WORD
17 ...24:1...8 DWORD

Input Data Swapping
Offset’

Get, Set

SINT

0 ...30 bytes

IOL Failsafe

Get, Set

SINT

0: Set Low

1: Set High

2:Hold Last

3: Replacement Value, trans-
ferred via |O-Link Failsafe Param-
eter Object

4:10-Link Master Command

Port Mode

Get, Set

SINT

0: Deactivated
1: Manual, with validation and
backup config
2: Autostart, no validation and
backup config

10

Validation and Backup|

Get, Set

SINT

0: No device check and clear, no
data storage

1: Type compatible V1.0 device,
no data storage

2: Type compatible V1.1 device,
no data storage

3: Type compatible V1.1 device
with Backup + Restore, Download
+ Upload

4 Type compatible V1.1 device
with Restore, Download Master to
Device

11

Vendor ID

Get, Set

DINT

0...65535

12

Device ID

Get, Set

DINT

0...16777215
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Attribute Name
13

Access

Cycle Time Get, Set | SINT

Data Type Description

: As fast as possible
;1.6 ms

:3.2ms

:4.8 ms

:8.0 ms

:20.8 ms

:40.0 ms

:80.0 ms

:120.0 ms

ONOOPWN—=O

Table 8.60

1.Can only be set if no connection is established.

I0-Link Failsafe Parameter Object 0xA4

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an
object currently created in this
class level of the device
Table 8.61

Instance Attribute, Instance 1 ... 8

Attribute Name Access Data Type

Description

1 Failsafe value of IO- | Get, Set | Array of | Depends on configured process
Link port bytes data lengths, content must con-
sider possible swapping configu-
ration, failsafe value format must
match output data format
Table 8.62

10-Link Device Parameter Object 0xA5
Supported services:
Instance 0
* Get Attribute Single 0x0E
Instance 1...8

* GetISDU data 0x4B

e SetISDU data 0x4C
Class Attribute, Instance 0
Attribute Name

Access Data Type

Description

1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an
object currently created in this
class level of the device
Table 8.63
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Instance Attribute, Instance 1 ... 8

Attribute Name Data Type Description
1 ISDU data of I0-Link | Get, Set | Array of | ISDU data of an 10-Link device
port bytes can be read with the "Get ISDU

Data" service and written with the
"Set ISDU Data" service; see
description of these services
below

Table 8.64

Get ISDU Data

The index and the subindex must be set in the source data. The different protocol data formats
between EtherNet/IP (Little-Endian) and 10-Link (Big-Endian) must be taken into account. The
data length of the response depends on the data type of the 10-Link device.

Source
Protocol EtherNet/IP
Byte 0 ‘ 1 2
Data type UINT USINT
Endianness LSB ‘ MSB -
Content Index Subindex
Table 8.65
Objective
Protocol 10-Link
Byte 0 ‘ ‘ n
Data type Dependent on the device data type
Endianness MSB ‘ ‘ LSB
Content Data occurrence or error occurrence, max. 232 bytes
Table 8.66

Set ISDU Data

The index, subindex and 10-Link data must be set in the source data. The data length of the
request depends on the data type of the 10-Link device. The different protocol data formats
between EtherNet/IP (Little-Endian) and IO-Link (Big-Endian) must be noted. Data is only pres-
ent in the response from the 10-Link device if an error has occurred.

Source
Protocol EtherNet/IP 10-Link
Byte 0 \ 1 2 3 \ \ n
Datatype | UINT USINT Dependent on the device data type
Endianness| LSB ‘ MSB - MSB ‘ ‘ LSB
Content Index Subindex Data, max. 232 bytes

Table 8.67
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Objective
Protocol 10-Link
Byte 0 ‘ ‘ n
Data type Dependent on the device data type
Endianness MSB ‘ ‘ LSB
Content Error on occurrence, max. 232 bytes

Table 8.68

If "Read Request" or "Write Request" are not successful'the following response format of 4
bytes is available:
Name Data Type Error Code Description Error Code

|0-Link Master Error UINT Service not available

Port blocked

Timeout

Invalid index

Invalid sub-index

Wrong port

Wrong port function

Invalid length

O 0| N| O O | W| ND| =

ISDU not supported

IO-Link Device Error USINT Refer to 10-Link specification

IO-Link Device Additional Error USINT Refer to 10-Link specification

Table 8.69

8.5.3 "Message" Configuration in Rockwell Automation Studio 5000®

Attributes of CIP object classes can be edited in Rockwell Automation Studio 5000® using the
Message instruction. This requires the selection of the correct message and service type with
the corresponding service code.

The channels, as in the Channel Settings Object, are each assigned to an instance ID in
ascending order.

Channel Assignment

2024-04

Channel 1 Port X1.ChA CIP object instance 1

Channel 2 Port X1.ChB CIP object instance 2

[...] [...] [...]

Channel 15 Port X8.ChA CIP object instance 15

Channel 16 Port X8.ChB CIP object instance 16
Table 8.70

The 10-Link ports, as in the 10-Link Port Settings Object, 10-Link Failsafe Parameter Object
and IO-Link Device Parameter Object, are each assigned to an instance ID in ascending order.

f. CIP response status is not equal to "0"

I3 PEPPERL+FUCHS
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Assignment of the 10-Link Ports

IO-Link port 1 Port X1.ChA CIP object instance 1

[...] [...] [...]

IO-Link port 8 Port X8.ChA CIP object instance 8
Table 8.71

Get/Set Attribute Single

With the exception of the I0-Link device parameter object instance 1 ... n, each attribute can be
accessed using the Get/Set attribute single service of the CIP object class ID, the instance ID

and the attribute ID.

The following figure shows an example setting for the Force Mode Lock, Attribute 2 of the gen-

eral settings object OxAO with Message instruction:

Message Configuration - MSG_CIP_Object_Attribute

Configuration Communication Tag

Source Length: 1 =
10 (Hex) Class: (Hex) 0

Q Enable Q Enable Waiting Q Start QO Done

Q Error Code: Extended Error Code:

Error Path: MODO1_IOL_Master
Error Text

Message Type: |CIP Generic v
Service |get Attribute Eingg ~| source MODO01_ForceModel ~
Type:

ir;;ance: Attribute: E] (Hex) = 7 vibrliev;TagT‘

Done Length: 0
[JTimedOut €

[ Abbrechen 1 Ubemehmen | | 7Hilft;7 )

Figure 8.21
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Get/Set ISDU Data

The 10-Link device parameter object instance 1 ... n can be accessed with the manufacturer-
specific Get/Set ISDU data service via the CIP object class ID, the instance ID and the attribute
ID. The index and the subindex must be set in the source data. The IO-Link data must be
appended for the Set ISDU data service. The different protocol data formats between Ether-
Net/IP (Little-Endian) and 10-Link (Big-Endian) must be noted in this respect. The correspond-
ing data is described in the previous chapters.

The following figure shows an example of querying an IO-Link device parameter using the Get
ISDU data 0x4B service of the IO-Link device parameter object 0xA5 with Message instruction:

Configuration Communication Tag

Message Type: :CIP Generic

Service | cystom
Type: *

Message Configuration - MSG_MODO02_IOL_ISDU_DATA_READ

X

v | Source MSG_MOD02_IOL_I¢ «

Source Length: |3 K- (Bytes)

f:f;?";fe [4b | (Hex) Class: (HeX)  pestination [MSG_MOD02_TOL_I¢ + |

Instance:E] Attribute: [:] (Hex) Element [ NewTag... |

O Enable QO Enable Waiting QO Start ® Done Done Length: 2
O Error Code: Extended Emor Code: [JTimedOut ¢
Error Path: MOD02_IOL_XP
Error Text w0 .
| Abbrechen Ubemehmen Hilfe
Figure 8.22

The index 0x003C and subindex 0x01 of the I0-Link device parameter are set in the Little-
Endian format of EtherNet/IP in the source data:

= MSG_MOD02_IOL_ISDU_SRC_READ (=) .. }|Hex |SINT(8]
+ MSG_MOD02_IOL_ISDU_SRC_READI[0) 16#3c Hex SINT
4 MSG_MOD02_IOL_ISDU_SRC_READJ1] 16800 Hex |SINT
+ MSG_MOD02_IOL_ISDU_SRC_READ[2) 16801 Hex [SINT
Figure 8.23

The response data of the 10-Link device can be found in the target element. In the following
example, the received value is of type UINT in the Big-Endian format of |O-Link, 0x0546 =

1350:

= MSG_MOD02_IOL_ISDU_DST_READ k) ..} |Hex [SINT(8]
+ MSG_MOD02_IOL_ISDU_DST_READ[0] 1605 Hex |SINT
+ MSG_MOD02_IOL_ISDU_DST_READ[1] 16$46 Hex [sINT

Figure 8.24
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Commissioning with Modbus

Preparation

Device identification

With each MODBUS client, the server can be reached to obtain identification data such as
manufacturer name, product code, and revision.

Register Length Description Default Access
401025 1 "Version major" device firmware - RO
401026 1 "Version minor" device firmware - RO
401027 32 Name of the IO-Link device - RO
401043 1 Source of the IP address: - RO
0: DHCP
1: Static
401044 2 IP address of the device - RO
401046 3 MAC address - RO
401047 1 Active TCP connections - RO
Table 9.1
1.Read-only
MAC Addresses

The modules have three assigned MAC IDs when they are delivered. These are unique and
cannot be changed by the user.

The first assigned MAC ID is printed on the module.

Modbus function codes

The device supports the following Modbus function codes:

e Function code 03 (0x03) - Read Multiple Holding Registers
e Function code 06 (0x06) - Write Single Holding Registers
e Function code 16 (0x10) - Write Multiple Holding Registers

Write access to holding registers depends on the device properties and the configuration of the
holding register.

Factory Settings
Modbus TCP parameters as supplied or after resetting to factory settings.
Network mode: DHCP
Fixed IP address: 192.168.1. XXX (XXX = rotary switch position or last stored setting)
Subnet mask: 255.255.255.0
Gateway address: 0.0.0.0
Device names: ICE11-8I0L-G60L-V1D
Product type: Modbus TCP server

I3 PEPPERL+FUCHS
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Setting network parameters

Use the two right-hand rotary switches X10 and X1 on the front of the device to set the last
octet of the static IP address. Each rotary switch in the Modbus TCP area is assigned a decimal
place, so that a number between 0 and 99 can be configured. During startup, the position of the
rotary switches is typically read within a time cycle.

The full IP address, subnet mask, gateway address and network mode? can be configured via
the web server or other available configuration interfaces. New configuration interfaces cannot
be applied until the device is restarted. For more information, see chapter 5.4.

Configuration

The module supports Modbus via a standard TCP network. It is possible to establish 4 to 8
socket connections with devices.

Configuration Parameters

The parameters of the device can be configured using function codes 06 and 16, depending on
the features and the intended functionality of the holding register. To prevent malfunctions of
the device, a register acts as an interlock switch.

Register Length Description Default Access

400512 1 The configuration registers described below can only| 0 RW!
be created if 1 is written.

If O is written, the updated configuration is applied by
the device.

The change must be recorded:

0 to 1: Registers described below are set to "RW"

1 to 0: Apply configuration

400593 1 Report U /Upayx Supply Voltage Fault 0 RW
0 = U /Upyyx supply voltage fault report enabled
1 = U /Upyx supply voltage fault report disabled
2 = Auto

400594 1 Report actuator fault without U, /Uyx voltage 0 RwW
0 = Fault report for actuator without U, /U zx voltage

enabled
1 = Fault report for actuator without U, /U 5y voltage

disabled

400595 1 Report Ug voltage fault 0 RW
0 = Ug voltage fault report enabled
1 = Ug voltage fault report disabled

400596 1 Reserved 0

400597 1 Output auto restart 0 RW
0 = Auto restart of outputs disabled
1 = Auto restart of outputs enabled

400598 1 Web interface lock 0 RwW
0 = Web interface lock disabled
1 =Web interface lock enabled

400599 1 Force mode lock 0 RW
0 = Force lock disabled
1 = Force lock enabled

a.DHCP or BOOTP
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Register Length Description Default Access

400600 1 External configuration lock 0 RwW
0 = External configuration lock disabled
1 = External configuration lock enabled

Table 9.2

1.Read/write

Force Mode Lock

The input and output process data can be forced via various interfaces.’ Interface support
depends on the software features available. If force mode lock is activated, no input process
data or output process data can be forced via these interfaces.

Danger!
Risk of injury or death!

Unsupervised forcing can lead to unexpected signals and uncontrolled machine movements.

Web Interface Lock

Access to the web interface can be set. If web interface lock is activated, the web pages are no
longer accessible.

Report U /Upyx Supply Voltage Fault

During commissioning, it is possible that no electric power supply is connected to the U /U ayx
pins. It may therefore be helpful to suppress and deactivate the U, /U x supply voltage fault
message.

Report Actuator Fault Without U /U x Voltage

During commissioning, it is possible that no electric power supply is connected to the U /U ayx

pins. It may therefore be helpful to suppress and deactivate the report actuator fault without
U /Upyx voltage message.

Report Ug Voltage Fault

During commissioning, it is possible that no power supply is connected to the Ug pins. It may
therefore be helpful to suppress and deactivate the report Ug voltage fault message.

External Configuration Lock

Configuration parameters can be set via various alternative interfaces. An external configura-
tion can only be made as long as no cyclic PLC connection is active. Each new PLC configura-
tion overwrites the external configuration settings.

Channel Settings

Register Length Description Default Access
400513 to 1 DO Surveillance Timeout 0 RW!
400528 Port X1 Ch A to Port X8 Ch B

Valid values: 0 to 255
400529 to 1 DO Failsafe 0 RW
400544 Port X1 Ch A to Port X8 Ch B

0: Set Low

1: Set High

2: Hold Last

b.e.g., web interface, REST, OPC UA, MQTT
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Register Length Description Default Access

400545 to 1 DI Filter 0 RW
400560 Port X1 Ch A to Port X8 Ch B
0: Disabled

1:1ms

2:2ms

3:3ms

4:6 ms

5:10 ms

6:15 ms

400561 to 1 DI Logic 0 RW
400576 Port X1 Ch A to Port X8 Ch B
0: Normally open

1: Normally closed

400577 to 1 DO Restart 1 RW
400592 Port X1 Ch A to Port X8 Ch B
0: Inactive

1: Active

Table 9.3

1.Read/write

DO Surveillance Timeout

The digital output channels are monitored during runtime. The error states are detected and
reported as a diagnosis. To avoid error states when switching the output channels, Surveillance
Timeout can be configured with a delay and deactivated monitoring.

The delay time begins with a rising edge of the output control bit. After the delay time has
elapsed, the output is monitored and error states are signaled via diagnostics. If the channel is

permanently switched on or off, the typical filter value is 5 ms.¢
DO Failsafe

The module supports a failsafe function for the channels used as digital outputs. In the event of
an internal device error, the PLC is in the STOP state and cannot supply any valid process data.
The connection is interrupted or communication is lost. The outputs are controlled according to
the configured failsafe values.

Set Low:

If failsafe is active, the physical output pin of the channel is set to "Low" d

Set High:

If failsafe is active, the physical output pin of the channel is set to "High".©

Hold Last: If failsafe is active, the physical output pin of the channel maintains the last valid pro-
cess data status.

DO Restart Mode

In the event of a short-circuit or overload on an output channel, a diagnosis is signaled and the
output is switched to "off."

If DO Restart Mode is deactivated, the output channel is not automatically switched on again. It
can be switched on after a logical reset of the channel's process output data.

c. not changeable
d."0"

e."1"

f. "0"or"1"

125



ICE11-8I0L*-G60L-V1D

Commissioning with Modbus

126

If DO Restart Mode is activated for this channel, the output is automatically switched on again
after a fixed time delay to check whether the overload or short-circuit status is still active. If it is
active, the channel is switched off again.

DI Logic

The logical state of an input channel can be configured using these parameters. If a channel is
set to "Normally Open," a low signal is transferred to the process input data, e.g., if an
undamped sensor has an open switching output.

If a channel is set to "Normally Closed", a high signal is transferred to the process input data,
e.g., if an undamped sensor has a closed switching output.

The channel LED indicates the physical input state of the port pin, regardless of these settings.
DI Filter

These parameters can be used to configure a filter time for each digital input channel. If a filter
is not required, it can be deactivated.

I0-Link Port 1 to 8 — settings

Register Length Description Default Access
401513 64 IO-Link Ch. 1 Settings - Rw!
401577 64 I0-Link Ch. 2 Settings - RwW
401641 64 IO-Link Ch. 3 Settings - RwW
401705 64 IO-Link Ch. 4 Settings - RwW
401769 64 I0-Link Ch. 5 Settings - RwW
401833 64 IO-Link Ch. 6 Settings - RwW
401897 64 IO-Link Ch. 7 Settings - RwW
401961 64 IO-Link Ch. 8 Settings - RwW
Table 9.4

1.Read/write

Register Length Description Default Access
402025 16 IO-Link Ch. 1 Serial no. 0 RO’
402041 16 IO-Link Ch. 2 Serial no. 0 RO
402057 16 IO-Link Ch. 3 Serial no. 0 RO
402073 16 IO-Link Ch. 4 Serial no. 0 RO
402089 16 IO-Link Ch. 5 Serial no. 0 RO
402105 16 IO-Link Ch. 6 Serial no. 0 RO
402121 16 IO-Link Ch. 7 Serial no. 0 RO
402137 16 IO-Link Ch. 8 Serial no. 0 RO

Table 9.5

1.Read-only
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Detailed channel settings:

The following example for channel 1 shows all possible port settings for |O-Link. The values are
identical for all 8 ports.

Register
401513 |1

Length Description

Port mode

0 = Disabled

1 = Manual 10-Link
2 = Auto 10-Link

3 = Digital input

4 = Digital output

Default Access

3

RW!

401514 |1

Validation and Backup

0: No device check, no data storage

1: Type-Compatible V1.0 Device, No Data Storage
2: Type-Compatible V1.1 Device, No Data Storage
3: Type-compatible V1.1 device with backup +
restore, download + upload

4: Type-compatible V1.1 device with restore, down-
load master to device

RW

401515 |1

IQ mode

0 = Disabled

1 = Digital input
2 = Digital output

RwW

401516 |1

Cycle Time

: As fast as possible
:1.6ms

3.2ms

4.8 ms

8.0 ms

20.8 ms

:40.0 ms

:80.0 ms

:120.0 ms

oNOORWON2O

RwW

401517 |1

Manufacturer ID/vendor ID
0 to 65535

RwW

401518 |2

Device ID
0to 16777215

RwW

401520 |1

Swapping mode, producing:
0: Raw IO-Link data

1to 16: 1to 16 WORD

17 to 24: 1 to 8 DWORD

0 to 30 bytes

RwW

401521 1

Swapping mode, consuming:
0: Raw IO-Link data

110 16: 1to 16 WORD

17 to 24: 1 to 8 DWORD

0 to 30 bytes

RwW

401522 |1

Swapping offset, producing
0 to 30 bytes

RwW

401523 |1

Swapping offset, consuming
0 to 30 bytes

RwW

401524 |1

Pin2 LED activated
0: Inactive LED on channel B
1: Active LED on channel B

RwW

401525 |1

Suppress all diagnoses
0: Create diagnoses on this channel
1: Do not create any diagnoses on this channel

RwW

I3 PEPPERL+FUCHS
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Register Length Description Default Access

401526 1 Failsafe mode 2 RW
0: Set Low
1: Set High
2:Hold Last

3: Replacement Value?

401527 | 32 IOL Failsafe replacement values 0 RwW

401559 |1 Use Push-Pull for pin 4 0 RW
0: Use High-Side-Switches
1: Use Push-Pull

401560 1 Reserved 0

401561 1 Pin 4 current limit 4 RW
0:U,0.5A
1:U,1.0A
2:U,1.5A
3:U,20A
4:U, max.4 A

401562 1 Pin 2 current limit 4 RW
0:U,0.5A
1:U,1.0A
2:U,1.5A
3:U,20A
4:U, max.4 A

401563to| 14 Reserved 0
401576

Table 9.6

1.Read/write
2. Transmitted via offset 14-46

Port mode

The port mode describes how the 10-Link master handles the presence of an IO-Link device on
the port.

Disabled:

The 10-Link port is deactivated, but can be configured for later use. If the IO-Link device is not
connected, no diagnostics are generated.

Manual 10-Link:

The IO-Link port is activated and an explicit port configuration can be made for the parameters
Validation and Backup9, Vendor ID, Device ID, and Cycle Time.

Auto |0-Link:

The 10-Link port is activated and no explicit port configuration is required. Configurations such
as Validation and Backup, Vendor ID, Device ID, and Cycle Time are not required.

Digital input:

In this mode, the channel operates as a digital input. The status of the channel can be seen in
the Digital Input Channel Status of the cyclical process data.

Digital output:

In this mode, the channel operates as a digital output. The channel can be controlled via the

Digital Output Channel Control" or via the 10-Link Output Data' of the cyclical process data.
This depends on the Digital Output Control parameter in the General Settings.

g.Inspection Level
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Validation and Backup

This parameter enables the user to set the behavior of the IO-Link ports in relation to the type
compatibility and data storage mechanism of the connected IO-Link device.

The prerequisite for using Validation and Backup is that you configure the port mode to "IO-Link
Manual."

The IO-Link master has a backup memory that can be used to save device parameters and
restore them to the 10-Link device. This backup memory is emptied by the following actions:

* |O-Link master factory reset (reset to factory settings)
* Reconfiguration of the Channel Mode, for example from "Digital Input" to "IO-Link"

* Reconfiguration of validation and backup, for example from "No device check" to "Type
compatible V1.1 device with Backup & Restore"

For more information, please refer to the "lO-Link Interface and System Specification" version
1.1.3, which can be downloaded from https://io-link.com/.

No Device Check (No Data Storage)

No verification of the connected manufacturer ID or device ID and no "backup and restore" sup-
port of the I0-Link master parameter server.

Type-Compatible V1.0 device (No Data Storage)

Type-compatible with regard to IO-Link specification V1.0, which includes the validation of
manufacturer ID and device ID. The 10-Link specification V1.0 does not support an 10-Link
master parameter server. Type-compatible V1.1 device (no data storage): Type-compatible
with regard to 10-Link specification V1.1, which includes the validation of manufacturer ID and
device ID. Backup and Restore is deactivated.

Type-Compatible V1.1 Device with Backup + Restore (Upload + Download)

Type-compatible with regard to IO-Link specification V1.1, which includes the validation of
manufacturer ID and device ID. Backup and Restore is activated.

Please note the following information on backup and restore conditions:

e Backup (device to master):

A backupj is performed if an 10O-Link device is connected and the master has no valid
parameter data. The read parameter data is saved permanently on the 10-Link master.

An upload is also executed if the 10-Link device has set the DS_UPLOAD_FLAGX This
IOL device flag can be set in two ways:

* Parameters are written to an IOL device in block parameter mode: An 10-Link device
sets the DS_UPLOAD_FLAG independently if the block parameter mode parame-
ters have been written to the IO-Link device with the last system command Param-
DownloadStore, for example, by a third-party USB |0-Link master for
commissioning.

* Parameters are written to an IOL device in single parameter mode: If single parame-
ter data on the IOL device is changed during operation, the device parameters
stored on the IOL master can be updated using the ParamDownloadStore com-

mand. This command sets the DS_UPLOAD_REQ flag on the IOL device, so the
I0-Link master can perform an upload process from the 10-Link device.

* Restore (master to device):

A restore™ is executed if an 10-Link device is connected and the IO-Link master has
saved valid parameter data for the IOL device that does not correspond to the current
device parameters.

The recovery process can be blocked by the 10-Link device via the Device Access Locks

parameter, provided this is supported by the IO-Link device."

h.the first two bytes of the output data

i. the first byte of the output data of each 10-Link device
j. Upload from the IOL device to the IOL master

k. Data Storage Upload Flag

I. Index 0x0002, sub-index 0x00, value 0x05
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Type-Compatible V1.1 device with Restore (Download Master to Device)

Type-compatible with regard to 10-Link specification V1.1, which includes the validation of ven-
dor ID and device ID. Only "Restore" is activated.

Please note the following information on restore conditions:

* Restore (download/IOL master to IOL device):
A restore (download from the IOL master to the IOL device) is executed if an 10-Link
device is connected and the 10-Link master has saved valid parameter data for the IOL
device that does not correspond to the current device parameters.
In restore mode, no changes to the IOL device parameters are saved permanently on the
IOL master. If the IOL device sets the DS_UPLOAD_FLAG in this mode, the device
parameters are restored by the IOL master.
The recovery process can be blocked by the IO-Link device via the Device Access Locks
parameter, provided that this parameter is supported by the IOLink device (index 0x000C,
refer to the manufacturer-specific I10-Link device documentation).

IQ mode

The operating mode of pin 2° of the respective |0-Link channel can be configured using this
parameter.

Digital Output

In this mode, the channel operates as a digital output. The channel can be controlled via the

Digital Output Channel ControlP or via the 10-Link Output Data% of the cyclical process data.
This depends on the Digital Output Control parameter in the General Settings.

Digital Input
In this mode, the channel operates as a digital input. The status of the channel can be seen in
the Digital Input Channel Status of the cyclical process data.

Cycle Time

The 10-Link cycle time can be configured with this parameter.

The prerequisite for using the cycle time is that you configure the port mode to "lO-Link Man-
ual."

As Fast as Possible

The IO-Link port uses the max. supported 10-Link device and IO-Link master update cycle time
for the cyclical I/O data update between the IO-Link master and the IO-Link device.

1.6 ms, 3.2 ms, 4.8 ms, 8.0 ms, 20.8 ms, 40.0 ms, 80.0 ms, 120.0 ms

The cycle time can be set manually to the options provided. This option can be used, for exam-
ple, for 10-Link devices that are connected via inductive couplers. Inductive couplers are usu-
ally the bottleneck in the update cycle time between the I0-Link master and the 10-Link device.
In this case, please refer to the datasheet of the inductive coupler.

Manufacturer ID/vendor ID

The vendor ID is required for the validation of the 10-Link device and can be configured with
this parameter.

The prerequisite for using the vendor ID is that you configure the port mode to "lO-Link Man-
ual." Validation and Backup must be set to a type-compatible V1.X device.

m.Download from IOL master to IOL device

n.Index 0x000C, refer to the manufacturer-specific |O-Link device documentation
o.Channel B

p. the first two bytes of the output data

g.the first byte of the output data of each 10-Link device
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Device ID

The device ID is required for the validation of the I0-Link device and can be configured with this
parameter.

The prerequisite for using the device ID is that you configure the port mode to "lO-Link Man-
ual." Validation and Backup must be set to a type-compatible V1.X device.
Swapping mode

The byte order of IO-Link is Big Endian. The Swapping Mode and Swapping Offset parameters
help the user to set the output data in the correct format. Up to 16 "words" or up to 8 "double
words" can be selected for conversion of the output data.

Raw 10-Link Data

No "byte swap".

Data Type DWORD

Data byte order: Byte 1, Byte 2, Byte 3, Byte 4
Sequence after "Swap": Byte 4, Byte 3, Byte 2, Byte 1
Data Type WORD

Data byte order: Byte 1, byte 2

Sequence after "Swap": Byte 2, Byte 1

Swapping Offset

The Swapping Offset describes the starting point in the process data for use of the configured
Swapping Length. Both parameters depend on the configured input and output data size.

IOL Failsafe

The module supports a failsafe function for the output data of the 10-Link channels. In the event
of an internal device error, the PLC is in the STOP state and cannot supply any valid process
data; the connection is interrupted or communication is lost: The output data of the 10-Link
channels is controlled by the configured failsafe values.

Set Low

If failsafe is active, all bits of the 10-Link output data are set to "Low"."

Set High

If failsafe is active, all bits of the |O-Link output data are set to "High" S
Hold Last

If failsafe is active, all bits of the 10-Link output data maintain the last valid process data status.
Replacement Value

A substitute value can be set for each 10-Link device via the 10-Link failsafe parameter object.
If failsafe is active, these substitute values are transmitted to the 10-Link device. The currently
configured IO-Link output data size must be taken into account. Note that in the case of a fault,
the substitute values are sent instead of the output process data, so a configured swapping
mode has an influence on the byte order.

10-Link Master Command

If failsafe is active, an 10-Link-specific mechanism for valid/invalid output process data is used
and the 10-Link device determines the behavior itself.

roo"
5. "
t. "0" or "1"
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IOL Failsafe replacement values

32 inventory registers set 32 replacement values byte by byte. If failsafe is active, these values
are transmitted to the 10-Link device.

Serial number

Starting with 402025, the desired 10-Link device serial number can be written to the holding
registers. Each serial number can contain a maximum of 32 bytes. Each 10-Link channel is
assigned 16 registers.

Process Data Assignment

The module supports process data communication in both directions. In this context, "consum-
ing data" is defined as the process output data that controls the physical outputs and IO-Link
output data. In this context, "producing data" is defined as the process input data that contains
the physical inputs, diagnoses and I0-Link input data with optional extended status and event
data.

The data images for the data direction of consuming and producing data, which are assigned to
the output and input assemblies, are described below.

Consuming data, output

Register Length Description Default Access
400001 16 Output Port 1 process data - Rw!
400017 16 Output Port 2 process data - RwW
400033 16 Output Port 3 process data - RwW
400049 16 Output Port 4 process data - RwW
400065 16 Output Port 5 process data - RwW
400081 16 Output Port 6 process data - RwW
400097 16 Output Port 7 process data - RwW
400113 16 Output Port 8 process data - RwW
Table 9.7

1.Read/write

Each holding register contains two bytes of output data. Valid process data values depend on
the port configuration.

Example for consuming data

Port Mode Valid output data is written

1 IO-Link 1 Byte Output Least significant 1 Byte of 400001

2 Digital output Least significant Bit! of 400017

3 IO-Link 4 Bytes Output

4 I0-Link 16 Bytes Output Every 2 bytes on registers 400049 to 400057

5 10-Link 32 Bytes Output Every 2 bytes on registers 400065 to 400080
Table 9.8
1.Bit0
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Producing data, input

Register Length Description Default Access
400257 16 Input Port 1 process data - RO
400273 16 Input Port 2 process data - RO
400289 16 Input Port 3 process data - RO
400305 16 Input Port 4 process data - RO
400321 16 Input Port 5 process data - RO
400337 16 Input Port 6 process data - RO
400353 16 Input Port 7 process data - RO
400369 16 Input Port 8 process data - RO

Table 9.9

1.Read-only

Each holding register contains two bytes of input data. Valid process data values depend on the
port configuration.

Example for producing data

Port Mode Valid output data is written
1 IO-Link 1 Byte Input Least significant 1 Byte of 400257
2 Digital Input Least significant Bit' of 400273
3 IO-Link 4 Bytes Input Every 2 bytes on registers 400289 to 400290
4 I0-Link 16 Bytes Input Every 2 bytes on registers 400305 to 400312
5 IO-Link 32 Bytes Input Every 2 bytes on registers 400321 to 400336
Table 9.10
1.Bit0

Channel B as a digital output

Register Length Description Default

400436 1 PIN 2, Channel B as DO - RW?2
Table 9.11
1.bit by bit

2.Read/write

This holding register represents the values of channel B, pin 2 of the IO-Link Class A connec-
tion bit by bit. Values written to this register only have an effect if channel B is configured as a
digital output.

Ch. B digital output

400436 b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
Byte 1 N/A | N/A | N/A | N/A |N/A |N/A |N/A | N/A | X8 | X7 | X6 |[X5 |X4 |X3 | X2 |X1
Table 9.12
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Channel B as a digital input

Register Length Description Default Access
4004365 1 PIN 2, Channel B as DI’ - RW?
Table 9.13
1.bit by bit

2.Read/write

This holding register represents the values of channel B, pin 2 of the IO-Link Class A connec-
tion bit by bit. Values written to this register only have an effect if channel B is configured as a
digital input.

Ch. B digital input

400435 b15 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l bO
Byte 1 N/A | N/A | N/A | N/A | N/A | N/A |N/A [N/A | X8 | X7 | X6 |X5 |X4 |X3 | X2 |X1
Table 9.14
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10.1

10.2

I3 PEPPERL+FUCHS

Commissioning for PROFINET

Preparation

The configuration and commissioning process for the modules described over the following
pages was performed using TIA Portal V15 project planning software from SIEMENS. When
using a control system from a different control system provider, please refer to the correspond-
ing documentation.

GSDML File

To configure the modules in the control system, you need a GSD file in XML format. You can
download this file from our website at https:/www.pepperl-fuchs.com.

The file for the PROFINET modules is named GSDML-V2.41-Pepperl+Fuchs-ICE11-yyyym-
mdd. In this case, yyyymmdd is the issue date of the file.

Integrate the GSDML file into the TIA Portal using the GSD manager via the main menu
"Options > Manage general station description files (GSD)." The modules with a PROFINET
interface are then available in the hardware catalog.

[ U6 Siemens - C:\Users\jkrato\Documents\SoftwarellO-ModuleUCE1-810L-G60L-V1D\PROF
Project Edit View Insert Online | Options |Tools #

_"f' EQ Save project = x _i_é} : Y settings
=¥ | Support packages

-’W\ " Manage general station description files (GSD)
) Start Automation License Manager
rﬁ
*] Show reference text
v [ 1 $7-1200_ICE1-8I0L L] Global libraries 3
Figure 10.1
MAC Addresses

The modules have three assigned MAC IDs when they are delivered. These are unique and
cannot be changed by the user.

The first assigned MAC ID is printed on the module.
SNMP

The modules support the SNMP Ethernet network protocol (Simple Network Management Pro-
tocol). The information from the network management system is displayed in accordance with
MIB-II (Management Information Base), which is defined in RFC 1213.

Passwords:
Read community: public
Write community: private

Configuration Example

The configuration and commissioning process for the modules described over the following
pages was performed using TIA Portal V15 project planning software from SIEMENS.

Note
To configure a module in the control system, you need a GSDML file.
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Integration of PROFINET 10 Modules in the TIA Portal

Install the GSDML file for the desired module in the TIA portal.

L5 Once the GSDML file for the PROFINET modules has been installed, the modules are avail-
able in the TIA portal hardware catalog.

Options
b | Catalog
| [t
[ Filter Profile: |-:F\l|:- mﬁ
¢ (@ Controllers
¥ [

4 EPCf.ystems
k [i Drives & starters
4 [iNetwurkJ:cmpunents
b ﬁ Detecting & Monitoring
¢ [ Distributed /o
(4 m Power supply & distribution
b [i Field devices
VEiD'ther field devices
» ﬁ Additional Ethernet devices
| PROFINETIO
4 [iDriw:s
4 [iEm:oders
¥ [iGateway
~ g o
¢ [ Balluff GmbH
] [i Belden Deutschland GmbH - Lumberg A_..
] m Datalogic S.riL.
] [i Murrelektronik
] [i Pepperl+Fuchs
] ﬁ Pepperl+Fuchs GmbH
- [i Pepperl+Fuchs SE
b Ei Pepperl+Fuchs ICE11
l ICET 1-8I0L-GE0L-VTD

Figure 10.2
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Click on the desired module in the hardware catalog. Drag and drop the module into the
network view.

57-1200_ICE11-8I0L » Devices & networks

| & Topology view [ N view I:I_[O?vi:euiew_
e salas =R

1 10 system: PLC_1200.PROFINET 10-System (100) |~

5% hework | 1§ Connections [+

PLC_1200 ICET1-8I0L-GE.... ] [~
CPUI215C ICEV1-610L-G60... (| TEREMEES
Net assigned ]

e
|_PL_C_'I 200.PROFINET 10-5.. '—1—

Figure 10.3
Assign the module to the PROFINET network.

$7-1200_ICE11-8I0L_V16 » Devices & networks

[ Topology view [ Network view | ¥ Device view
| Topology overview | Topology comparison |

I

B EES

02| Device / pore Slot |Partnerstation |Par...

PLC_1200 ICE11-810L:G6.. |~ ~ $7-12005tation_1
crutatsc icett-soLcso...| S :
PLC 1200 i ~ PROFINETSchnittstelle_1 11
Port_1 ixip

| ’ Port 2 1X1P2
< ~ GSDdevice_1

E v ICE11810LGE0LVID 0:FR...
i v PNHO. 0:PR..
Port X01 100 MBitls  0:PR..
Port X02 100 MBitis O:PR..

/<]

< [ [3] [700% B 9

Figure 10.4
Switch to the device configuration.

Select the desired device to view the configuration options.

= Modue _imack [9cti [1esdm [0 adama | Type Arsicle number Frmware | Com.
 KEIIS0LGERVID o LR S MCET I OLGARN.. TONESIT vioo
L L o ICETTBIOLGERA.
> OLink Myster 1 o U0 KoLnk Mastar 10
SraniaiContrel Module ] = T EC Smnunitanial Mod.. 10
s 104k 4D 32002 Bytes « POIA) (Dol . O 10 65100 6599 IOk UOIINZE.
¥ HO-Link D 32132 Byten + P00 A I Digal O A0 191133 100,131 04Nk RO 30T AL
03 0-Link 0 32032 Bjses < POI(A) gl — 0 IO 13166 132763 0Nk PD 30T A
H0-Link U0 3333 Bypes - POH A IOngial 0 TR 167_199 164195 IOUNKPO IR
HO-LInk B 3I7R2 Bytes = PO (A | Digtal L] R H0.202 196227 IO4Unk B0 IR
HO-Link U0 D212 Bytes = P2 (A [ Digital o 0L 1D 265 129,299 IO4nk KO 102D
10-Lnk U0 32732 Bytes - FQU(A) [ Digral Ll 0 266290 260,291 WOk MO JIDZE.
1O-Link U0 32132 Bytes o PO (A I Dgial 0 IO HA-331 203 333 OLink WO IINIE

Figure 10.5

Assignment of a Device Name and IP Address

Assignment of a unique device name and IP address

PROFINET IO devices are addressed in the PROFINET network via a unique device name.
This can be freely assigned by the user but must appear only once in the network.

Click on the device icon or in the first line of the device overview.

Lo The settings for PROFINET interface > Ethernet addresses opens
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Figure 10.6
Verify that the controller and I/O device are on the same ETHERNET subnet.
Either use or modify the device name and IP address defaults.

For a correctly working setup, the selected device name must be programmed online in the I/O
device. If the HW has been installed, you can easily switch to online mode. The new I/O device
should already be accessible via PROFINET.

Figure 10.7
Enter the same device name that you previously configured offline in the project.

Figure 10.8

n Note

Using a modified device name is not recommended for clarity reasons.
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Configuring the 10-Link Channels
By default, all channels are preconfigured as 10-Link I/0 32/32 bytes + PQI according to 10-

Link specification V1.1.3.

Presetting the Channels

| Device overview |
7 Module | Fail-safe [Rack | Slot loddeess | Q eddress Type | Anicle number
¥ ICE11 SIOLGE0LVID T O [OiFRORNETImwrace [ICETTSiDLGE0LID] 70148537
» RO Qo 0: FROFINET Interface X1 ICE T 1-8I0LGEOLVID

* 1O4Link Master_1 o 1:10 System 1. 10-Link Master
StatusiContral Module (1] 1210 System 1.1 2.3 2.3 StatuziContrel Module
10-Link 0 32/32 Bytes + PQI (A} Digital (8) o 1:10 Systern 1.2: Port X1 68..100 68..99  10-Link IO 32/32 Bytes < PQI (A) | Digital (B}
10-Link IO 32/32 Bytes + PQI (A} Digital (B)_1 o 1:10 Systemn 1.3: Por X2 101..133 100..131 /10-Link /O 32/32 Byte: + PQI (A) | Digital (B}
10-Link HO 32732 Bytes + PQI (A) { Digital (B).2 (1] 1:10 Systern 1.4: Pert X3 134,166 132,163 10-Link /0 32132 Byte: + PQI (A) / Digital (8)
10-Link 10 32132 Bytes + PQ1 (A} Digital (B)_3 o 1:10 Syztem 1.5: Port & 167..199 164195 10-Link 110 32132 Bytes < PQI (A) | Digital (B}
104ink 10 32/32 Bytes < PQI (A)/ Digital (B)_4 o 1:10 System 1.6: Port X5 200.232 196227 10-Link D 32132 Bytes + PQI (A) { Digital (B}
104ink U0 32132 Bytes + PQI (A)  Digital (B)_5 o 1:10 Systern 1.7:Port X6 233.265 228259 10-Link D 32132 Bytes + PQI (A} | Digital (B}
10-Link 10 32132 Bytes + PQI (A} Digital (B)_6 o 1:10 Syster 1.8: Port X7 266..298 260..291 10-Link IO 32/32 Byte: + POI {A) | Digital (B}
10-Link 0 32/32 Bytes + PQI ()1 Digitel (B)_7 o 1:10 System 1.9:Port X8 299..331 292.323 10-Link D 32132 Bytes + PQI (A} I Digital (B)

Figure 10.9

The IO-Link channels (C/Q or channel A/pin 4 of the I/O port) in sub-slots 2—-9 (port X1 of the
device corresponds to sub-slot 2, ..., port X8 of the device corresponds to sub-slot 9) can be

configured flexibly.

The input and output addresses defined by the hardware manager can be changed.

Deleting an 10-Link Channel Configuration

Device Overview

To delete one or more I0-Link channels, select the desired 10-Link channel in "Device View."

| Device overview

Wi Modute. |Failsafe |Rack |Slot Iaddress | O address| Type | Article number
+ ICE11-8I0LGEOLAVID [ 0: PROFINET interface ICE11-8I0LGEOLAVID 70146527
b PNIO [ 0: PROFINET Interface X1 ICE11-BIOLGEOLVID
* IQ-link Master_1 o 1200 System 1. 10-Link Macter
StatuziControl Module [ 110 System 1.1 223 2.3 StatuziControl Module
0-Link VD 32032 Bytes + PQU(A} | Digital (B) o 1: 00 System 1. 2:PortX1 68..100 68..99
104Nk V0 32/32 Bytes « POI (A} | Digital (8)_1 [0 [i:10System 1. 3:Port k2| (1010133 100131
10-Link U0 32/32 Byte - POI (4)/ Digital (B).2 | 134,166 (132163
iG-Link 1O 32132 Bytes + PQI (A) | Digital (B3 | 167..19% 164 195
10-Link D 32/32 Bytes + PQI (A} / Digital (B)_4 o ) 5y | 200..232 196..227
10-Link VO 32132 Bytes + PQI () | Digital (B)_S o 1:10 Sy:tem 1. 7: Port X6 233..265 228..259
I0-Link VO 32/32 Bytes + PQI{A} / Digital (B}.6 0 1:00 System 1.8: Port X7 266..298 260..291 [0-Link VO 32/32 Bytes + POI (A) | Digital (B)
10-Link 0 32/32 Bytes + PQI (A} | Digital (B)_7 o 1:10 System 1.9: Port X8 299,331 292..323 10-Link VO 32132 Bytes 4 PQI (A)  Digital (B)
Figure 10.10
2. Right-click on this entry. From the menu that appears, select the Delete option.
Free 10-Link Channels
| Device overview
¥4 Module Failsafe [Rack  [stor laddress |Qaddress Type | Article number
|~ ICE11-810LGEOLVID o 0: PROFINET Interface ICE11-8IDL-G6OLAID 70146527
» PO o 0: FROFINET Interface X1 ICE11-8I0L-GE0LV1D
> 10-Link Master_1 o 1210 System 1. 10-Link Master
StatusiControl Module o 1210 System 1.1 2.3 2.3 Status/Control Module
10-Link 10 32132 Bytes + PQI (A} I Digital (B) [ 1110 System 1.2: Port X1 68..100 68..99  IO-ink IO 32132 Bytes + PQI (A} I Digital (B)
[ 13:Fore 2
o 14:Port X2
0 15: Port X4
| o i __ ) )
1C-Link IQ 32132 Byses + PQI (A} ) Digital (B)_5 o 1210 System 1. 7: Port 6. 233..265 228..259 10-Link /0 32132 Byzes + PQI (A) | Digital (B}
10-Link 0 32/32 Bytes + PQI (A) | Digital (B)_6 0 1210 System 1. 8:Port X7 266..298 260..291 I0-ink 0 32132 Bytes + PQI (A) | Digital (B)
10-Link (i 32132 Bytes - PQI (A) | Digital (8)_7 [ 1:10 System 1.9:Port X8 299..331 292..323 IO-ink 0 32132 Bytes + PQI (A} / Digital (B)

Figure 10.11
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Creating an 10-Link Channel Configuration
1.

140

The I/O Module Submodules folder in the hardware catalog displays all configurable options

that can be selected.

10-Link Channel Configuration

v | Catalog

| [t
E Filter Profile: |4:F-JI::- F]
v[ﬂSubmcdulES

-

=

(= |

Class A (X1-%8) - Digita HO
Il pigital in (4} | Digital (B)
[l pigital out (4) | Digital (8)

~ [l Class A (X1-X8} - 10-Link Infout
[l 1o-Link 1i0 111 Byte + PQI (A} | Digital (B)
[l ic-Link 1i0 114 Bytez + PQI (A) | Digital (B)
m IO-Link ID 16716 Bytes + PQI (A} / Digital (B}
H I0-Link /O 2iZ Bytes + PQI (A} Digital (B}
Il ic-Link 1i0 2i8 Bytes + PQI (A) / Digital (B)
Il ic-Link /0 24124 Bytes + PQI (A} | Digital (B)
[l 1o-Link 110 313 Bytes + PQI (A) | Digital (8)
IO<Link IQ 32132 Bytes + PQI (4) | Digital (B)
m I0-Link /D 3214 Bytes + PQI (A} Digital (B)
[l ic-Link 1i0 4i1 Bytes + PQI (A} | Digital (B)
m I0-Link WO 4132 Bytes + PQI (A} [ Digital (B}
u I0-Link 'D 414 Bytes + PQI (A} | Digital (B}
[l ic-Link 1i0 8i2 Bytes + PQI (A)/ Digital (B)
E IO-Link /O 88 Bytes + PQI (A} I Digital (B}

+ [ Class A (X1-%8) - 10-Link Input
[l ic-Link In 1 Byte + PQI (&) | Digital (B}
m I0-Link In 16 Bytes + PQI (A} Digital (B)
[l 1o-Link In 2 Bytes + PQI (A} | Digital (B)
m I0-Link In 24 Bytes + PO (A} Digital (B}
H I0-Link In 3 Bytes + PQI (&) | Digital (B}
[l io-Link in 32 Bytes + PQI (A) / Digital (B)
Il io-Link In 4 Bytes + PQI (A} | Digital (B)
[l io-Link in 8 Bytes + PQI (A} | Digital (B)

~ [ Class A (X1-%8) - 10-Link Output
[l 1o-Link Out 1 Byte + PQI (4) | Digital (B)
[l ic-Link Out 16 Bytes + PQI (A} | Digital (B)
[l io-Link Out 2 Bytes + PQI (A) | Digital (B)
[l io-Link Out 24 Bytes + PQI (A} | Digital (B)
[l 1o-Link Out 3 Bytes + PQI (A} | Digital (B)
! I0-Link Out 32 Bytes + PQI (A) | Digital (B}
[l io-Link Out 4 Bytes + PQI (A} / Digital (B)
I0-Link Out 8 Bytes + PQI (&)  Digital (B}

v[ﬁ Other

m Deactivated (AEB)

Figure 10.12
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2. Select the desired option and then click and hold the left mouse button to drag the
configuration to a free 10-Link sub-slot.

[ Device overview |
¢ Module Fail-safe |Rack  |Slot | address | address | Type Aricle number
~ ICE11-8I0LGEOLV D S o O: PROFINET interface ICETTSI0L-GEO0LVID 70146527
~ v PN ° 0: PROFINET Interface X1 ICET1-8I0L-GEO0LVID
= O-Link Master_1 (] 1110 Syztem 1. IoLink Master
Staws/Contral Module o 1110 System 1.1 23 253 StatusiControl Module
10-Link 110 32132 Bytes + PQI (A} | Digital (B} 0 1:10 System 1. 2: Port X1 68,100 6899 10-Link IO 32132 Bytes + PQI (A) | Digital ()
Digital In (4} { Digital (8) 0 1:10 System 1. 3:Port X2 101 Digital In (A} | Digital (&)
Digital Out {4) | Digital {8) 0 1110 System 1. 4: Port X3 100 Digital Out {4} / Digital (8)
Deactivated (A/B) o 1:10 Systemn 1. 5: Port ¥4 Deactivated (A/B)
10-Link 110 114 Bytes + PQI () / Digital {8) o 1:10 System 1. 6:Part X5 102..103 101104 10-Link O 1/4 Bytes + PQI (A} { Digital (B)
10-Link 110 32/32 Bytez + PQI (A} | Digital (8)_S 0 1:10 System 1. 7:Port X6 233.265 228255 10-link U0 32132 Bytes + PQI (A) | Digital ()
10-Link 10 3232 Bytes + PQI (A)  Digital (B) 6 o 1:10 System 1.8: Port X7 266..298 260..291 10-link PO 32132 Bytes + QI (A) I Digital (8)
10-Link 110 32132 Bytes + PQI (A) | Digital (8).7 0 1:10 System 1.9:Port X8 299..331 292.323 10-Link UO 32/32 Bytes + PQL(A) / Digital (&)

Figure 10.13

The following options are available for the 10-Link C/Q channel (channel

A/pin 4):
Digital Input:

Digital Output:
Deactivated:

10-Link ... :

In this mode the channel works as a digital input.
The 10-Link master does not attempt to independently establish communi-
cation with the connected IO-Link device.

In this mode the channel works as a digital output.

This mode should be selected when neither the A channel nor the B channel
of the 1/0 ports (ports X1-X8) are used.
In this case, the power supply L+ to pin 1 of the connection is disabled.

In this mode (IO-Link communication mode), process data is exchanged
from or to the device via a communication connection.

The IO-Link master automatically starts communication with the connected
IO-Link device, taking into account the baud rate.

In this mode, all IO-Link functions can be used without limitation (parame-
terization, diagnosis, etc.).

Configuration modules with data lengths of 1-32 bytes + PQI" are available
for the physical input and 1-32 bytes for the physical output.

If the 10-Link device does not have a suitable configuration module, the next
largest data length must be selected.

After the initial configuration of the device, this port configuration is perma-
nently saved on the 10-Link master. This means that the next time you turn
on the power, the I/O port is preconfigured with these settings before the
controller sends a new port configuration.

The sensor power supply via /O port pin 1 is switched on directly dependent
on the last active configuration.

A configuration telegram of the PN controller is not required. The I/O data
remains invalid until a new configuration is received after the IO-Link master
is switched on.

1. Port Qualifier Information
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10.2.4 Parameterization of the Status/Control Module
Status/Control Module
¥4 Module |Fail-safe |Rack: |Slot laddress | Q sddress | Type Article number
= ICE11-8I0L-GE0LYVID o ©: PROFINET Interface 1CE11-810L-GE0LVID 70146527
> PH4O o 0: PROFINET Interface X1 ICE11-8I0L-GEOLVID
¥ 10-Link Master_1 a 1:10 System 1. 10-Link Master
StatusiControl Module o 110 System 1.1 2.3 2.3 StatusiControl Module.
10-Link fQ 32132 Bytes = PQI (A) I Digital (B) a 1110 System 1.2: Port X1 68..100 68.99  10-link IO 32132 Bytes + PQI (A} [ Digital (B)
Digital In (4) / Digital {B) a 1:10 System 1.3: PortX2 101 Digital In (A} | Digital (8}
Digital Out (A) | Digital (8} 0 1:10 System 1.4: Port X3 100 Digital Out (A} / Digital (B}
Deacuvated (AB) o 1:10 System 1.5: Port X4 Deactivated (A/E)
10-Link 0 114 Bytes + PQI (A)/ Digital (8) o 1:10 System 1.6: Port X5 102..103 101..104 10-Link O 1/4 Bytes = PQI (A} I Digital (B}
10-Link U0 32732 Bytes + PQI (A} Digital (8)_5 ] 1210 System 1.7:Port X6 233..265 228..259 10-Link IO 3232 Bytes + PQI (A) [ Digrtal (B}
10-Link U 32/32 Bytes + PQI (A) | Digital (B)_6 o 1:10 System 1.8: Port X7 266..298 260.291 10-Link D 32/32 Bytes + PQI (A) | Digital ()
10-Link 0 32/32 Bytes + POI (A} | Digitsl (8)_7 o 1110 System 1.9: Pore X8 299..331 292323 10-ink U0 32732 Bytex = POI (A} I Digital (B)

Figure 10.14
Parameters in the status/control module:

bt liodule parameters
General Device Settings
12 Mapping Configuration of StatusiControl Data
General Diagnostic Settings
Module failure
HO addresses

Figure 10.15

The status/control module in slot 1/sub-slot 1 is permanently preconfigured for each module. It
contains 2 bytes of input data and 2 bytes of output data for the digital IO data plus status and
control bits of the 10-Link master.

The bit assignments are described in the main chapter "Commissioning for PROFINET" in the
"Bit Assignment" chapter see chapter 10.3.

Using the status/control module, it is also possible to carry out all of the global module-specific
parameterization that is not related to ports in the 10-Link COM mode.

The following is a brief description of the individual areas for parameter setting.

General Device Settings

= S ropenies  [uinfo | Disgrostcs L1 &)

Catalog informasicn
Hardvare nstmupt
- hodule panaseters

Ganeral D gatse Temngs
e liber
VO addresses

el

=]
=}

Figure 10.16 Force Mode

*  Web Interface
Access to the web interface can be set to "Enabled" or "Disabled" with this parameter. In
the case of the "Disabled" setting, the web pages are not accessible.
Default setting: Enabled

* Force Mode
The 1/O input and output data can be forced (= changed) for implementation reasons. This
can be done via various interfaces, e.g., web interface, REST, OPC UA, MQTT. The sup-

port of interfaces for forcing depends on the selected software variant. This function can
be used to enable or disable possible forcing of /O data.

Default setting: Disabled
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Danger!
Unexpected signals, machine movements

Risk of injury or death! Unsupervised forcing can lead to unexpected signals and uncontrolled
machine movements.

* External Configuration
Configuration and parameter data can be set via various external interfaces outside the
GSDML configuration, e.g., web interface, REST, OPC UA, MQTT. This option enables or
disables the external configuration. An external configuration can only be made as long as
no cyclic PLC connection is active. Each new PLC configuration overwrites the external
configuration settings.
Default setting: Disabled
* Digital Out Ch. A controlled by...
e Port sub-module:
The output byte 1/bit O for the corresponding sub-slot module must be used to con-
trol the digital A channels.
» Status/Control Module:
In this case, the digital A-channel outputs can be controlled by the output bits of the
status/control module. The digital outputs can be controlled only from one source of
data.
Default setting: Port sub-module

1/0 Mapping Configuration of Status/Control Data

[ Properties |7 Info. &3] %] Diagnestics

| General [ I0tags [ Systemconstants | Texts |

~ General

10 Mapping Configuration of Status/Control Data

Catalog informatior

10 Mapping Configuration of Status/Control Data
AyteiChannel Order of
StatusiControl I0 Data: | Mode2: UINTIS High-Byte: X4BIA.X1BIA- UINT16 Low-Byte: XBBIA. XSBIA [+
Fort %1/ Ch. ATIOLIDIDO): | UINTI6 High-Byte / Bit 0
Port X1 {Ch.B (—IDUDO): | UINTI6 High-Byte / Bit 1
Port %2/ Ch. A (IOLIDIDO): | UINTI6 High-Byte 1 Bit 2
Port %2./.Ch.B (—iDUDO): | LINT16 High-Byte /Bit 3
Port X3/ Ch. A (IOLIDUDO): | UINTI6 High-Byte I Bit &
Port 3/ ch B (—DIDO): | LINTI6 High-Byte 1Bit 5
Port X4 /ch. A (OLIDUDO): | UINTI6 High-Byte | Bit 6
Port x4/ ch. B (—DUDO): [ UINTT6 High-Eyte /Bt 7
Port %5 1Ch.AIOLIDIDO): | UINTI6 Low-Byte /BitO
POMt X5/ Ch_B (—IDIDO): | UINTI6 Low-Byte /Bit 1
Port XA 1Ch A (D1 DIND): | LINTIA | aw-Ryte 1 Rit 7

K

KI(KI

Kl

Pl

<

“

«

<

<

<

Port X6/.ch.B (—DIIDO): | UINTI6 LowByte [Bit3
Port %7 1 Ch. AIOLIDIBO): | UINTI6 Low-Byte [Bit4
Port X7 /Ch. B (—/DIiBO): | UINTI6 LowByte [Bit5
Port X8./'Ch. A{IOLIDIDO): | UINTI6 Low-Byte [Bit6
Port X8{Ch. B (—IDIIDO): | UINTIG Low-Byte [Bit7

2

<

1

T A A A

Figure 10.17
Byte/Channel order of Status/Control I/O data

This parameter can be used to select 4 (modes 1—4) predefined bit mappings for the digital I/O
bits. The I/O data is mapped to the input and output bytes of the status/control module.

Mode 5 can be used for unrestricted, user-defined mapping. The parameter settings "Port
X1/Channel A" — "Port X8/Channel B" must be used for this purpose. These parameters allow
all /0 channels to be freely assigned to a bit in the status/control I/O data. Note that duplicate
assignments are not possible at this point. If an incorrect parameterization is detected in the
device, an error is registered.

If Mode 1 — Mode 4 was selected, the "Port X1/Channel A" — "Port X8 Channel B" settings in
the device are ignored.

The selected mapping is used equally for both input and output data traffic.
Legend

UINT16 High-Byte 15!/"low address" byte in a Siemens PLC

UINT16 Low-Byte 2nd/"high address" byte in a Siemens PLC

Applies when the Siemens PLC uses the Big Endian format
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Mode 1

Figure 10.18

Mode 2

Figure 10.19
Mode 3

Figure 10.20
Mode 4

Figure 10.21
Mode 5

[ JINTI6 High-Bye | Bit

[ JINTI8 Righ-Byte [ Bit 1

[amms High-Byte | Bit 2

I JINT16 High-Byte | Bit 3

| JINT16 High-Byte | Bit4

[ JINTI6 Righ-Byte | Bit 5

IN 116 High-yte / Bit &
NT16 High-Byte | Bit 7
INT! 6 Low-Byte | BitO
INT15 Low-Byte | Bit 1

| JINT16 Low-Byte | Bit2

NT16 Low-Byte | Bit3

INT16 Low-Byte | Bitd
INT15 Low-Byte | Bit5
INT16 Low-Byte [Bit6

EXIERAETEYENNER 't] E]

| JINT15 Lows-Byte |Bit7

Figure 10.22
For details on I/O mapping, see chapter 10.3.

General Diagnostic Settings

Modules with 10-Link Class A Ports

odule iture

Figure 10.23
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* Report Ug supply voltage fault alarms

The Ug supply voltage fault alarm? can be set to "Disabled" or "Enabled" with this param-
eter.
Default setting: Enabled

* Report U, supply voltage fault alarms

The U|_supply voltage fault alarm® can be set to "Disabled", "Enabled", or "Auto Mode"
with this parameter. In the "Auto Mode" setting, the U diagnostics are activated with the
first detection of a rising edge after power-up.

Default setting: Disabled

Note
n The Report U|_supply voltage fault option is disabled by default to avoid diagnostic messages
due to subsequent activation or deactivation of the power supply.

* Report DO fault without U
Diagnostics of the digital outputs can be configured depending on the U status. If the out-
put is active without active U while this parameter is activated, a diagnostic message is
generated for the output channel.
Default setting: Enabled

Modules with 10-Link Class A/B Ports

v o). B Properties  ["dinfo. 15 Disgnostics
| General [ 10tags | Sptemconstants | Temts |

- Gepenl

Catalog sisrmation Ganeral Diagnos tc Settings
Harduete memLp Ganoral Di e s
- lodule pasemeters

Gener) Device Settings Report US supplyvohuge fauk =y

10 Mapping Combgurstion 55 tatus Konteol Date Sinrmagi Enabled 1L
Fepsnt UL supply voliage Brult

Wodule fitue R bl I=]

0 addrasies Fapert 0O bult wihaut 1A | Caabied [~]

Figure 10.24

* Report Ug supply voltage fault alarms
The Ug supply voltage fault alarm® can be set to "Disabled" or "Enabled" with this param-
eter.
Default setting: Enabled

* Report U, supply voltage fault alarms
The Upyyx supply voltage fault alarm® can be set to "Disabled", "Enabled”, or "Auto Mode"
with this parameter. In the "Auto Mode" setting, the U diagnostics are activated with

the first detection of a rising edge after power-up.
Default setting: Disabled

Note

n The Report Upyy supply voltage fault option is disabled by default to avoid diagnostic
messages due to subsequent activation or deactivation of the power supply.

* Report DO fault without U 5%

Diagnostics of the digital outputs can be configured depending on the Upx status. If the
output is active without active U,y While this parameter is activated, a diagnostic mes-
sage is generated for the output channel.

Default setting: Enabled

a. Fault alarm of the Ug supply voltage
b. Fault alarm of the U_supply voltage
c. Fault alarm of the Ug supply voltage

d. Fault alarm of the Uy supply voltage
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Parameterization of 10-Link Channels X1 ... X8

Parameterization of the 10-Link Channels

By double-clicking the relevant |O-Link sub-slot in the hardware configuration and selecting the
"Module parameters" tab, you can set the following parameters.

15 +~PQIA)iDigital (@)
Digital In (A) I Digital (B} '
Digital Qut (4) Digitsl (8)

Deactivated (A/B)

10-Link UD 114 Bytes + POI (A) | Digital (8)

l..“. :._

Figure 10.25
Parameters of the 10-Link Channels

Figure 10.26

Extended Port Parameters®

e Sensor Supply Mode Pin 1/L+
The sensor voltage at pin 1 is permanently active and cannot be deactivated.
e DI Filter

This parameter can be used to define the filter time of the digital input. The following
options are available:

Off; 1 ms; 2 ms; 3 ms; 6 ms; 10 ms; 15 ms

Default setting: 3 ms

e. Depending on the configuration of the submodule, some of the parameters described below may differ
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* DI Logic
These parameters can be used to set the logic of the channels used as digital inputs.
« NO'
In this case, an undamped sensor has an open switching output (low level). The
input of the device detects a low level and supplies a "0" to the controller.
The channel LED indicates the status of the physical input.
° Ncg
In this case, an undamped sensor has a closed switching output (high level). The

input of the device detects a high level, inverts the signal, and supplies a "0" to the
controller.

The channel LED indicates the status of the physical inputs, regardless of the set-
ting.
Default setting: NO for all channels
* DO Restart Mode
This parameter can be used to set the restart behavior of the digital output.
* Automatic Restart after Failure:
If an output short-circuit or overload is detected, the output is switched off from the
I0-Link master. However, after a time delay, the output is automatically switched on
again to check whether the overload or short-circuit state is active.
* Restart after Output Reset:
If an output short-circuit or overload is detected, the output is switched off from the
IO-Link master.
Default setting: Restart after Output Reset
* DO Switch Mode
This option allows you to select a mode for the digital output switch.
* Push Pull Switch (0.5 A):
In this mode, the output is set to active for "high" and "low". In the "low" state, the out-
put can represent a current sink. In this mode, the digital output is supplied via Ug.
* High-Side Switch (0.5 A;1.0 A;1.5 A;2.0 A; 2.0 A Max.):
In this mode, the output is set to active for "high", but not for "low". A "low" output
means a high impedance at the digital output. In addition, a current limit can be
selected for each digital output in high-side switch mode. This selection allows the
level of actuator overvoltage diagnostics to be managed. 2.0 A Max. means that the
current limit is not active and that the maximum output current is available for this
output. In these modes, the digital output is supplied via U, .
Default setting: High-Side Switch (2.0 A Max.)
* DO Failsafe Value

The device supports a "failsafe" function for the channels used as digital outputs. During
configuration of the devices, the status of the PROFINET 10 node outputs after an inter-
ruption or loss of communication in the PROFINET IO network can be defined. The follow-
ing options can be selected:

* Set Low — the output channel is disabled and/or the output bit is set to "0".
e Set High — the output channel is enabled and/or the output bit is setto "1".
* Hold Last — the last output status is retained.
Default setting: Set Low
e DO Surveillance Timeout
For channels that are configured as digital outputs, the firmware of the modules allows you
to set a delay time in specific applications before output status monitoring is activated.

This delay time is called a "Surveillance Timeout"" and can be set for each individual out-
put channel. The delay time starts with a rising edge of the output control bit. Once this
time has elapsed, the output is monitored and fault states are reported by the diagnostics.
The "Surveillance Timeout" parameter can be set to a value between 0 and 255 ms. In the
static state of an output channel, i.e., when the channel is permanently on or off, the
unchangeable filter value before a diagnostic message is typically 5 ms.

Default setting: 80 ms

f. NO = Normally Open
g.NC = Normally Closed
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10-Link Input/Output Data Swapping

The following parameters can be used to set the 10-Link byte data sequence separately
for input and output data traffic.

° Swapping Mode:
The byte sequence swapping is performed for the selected number of data types or
for the entire length of the I/O data with the selected data types (Word = 2 bytes or
DWord = 4 bytes).
Default setting: Off

° Swapping Data Type:
Swapping can be set to Word (2 bytes) or DWord (4 bytes):
— Word Swapping: Byte 1 - Byte 2 => Byte 2 - Byte 1
— DWord Swapping: Byte 1 - Byte 4 => Byte 4 - Byte 1
The value of the data type has no effect when the "Swapping Mode" is set to "Off".
Default setting: Word

° Swapping Offset:
Swapping offset in bytes can be set depending on the configured I/O data length.
If "2" is set, byte 3 is swapped.
Default setting: 0

Failsafe Port Parameters for Ch. A in 10-Link Mode

Failsafe Port Parameters for Ch. A in 10-Link Mode

Replacement Value (Byte 1): :’

Replacement Value (Byte n): ‘:}

Failsafe Value(s): [SetLow [+

Replcemencvele: 0 |
Replacemencveue: 0 |

Figure 10.27 Selectable values, for output data only

To ensure proper functioning of the 10-Link failsafe values, the IO-Link node parameters should
be set in the same way if possible. In the event of an interrupted network connection, the 10-
Link master sends output data to the IO-Link node in accordance with its failsafe configuration.
If the connection is interrupted, the IO-Link node uses the failsafe options parameterized in the
device, if these are supported.

If the device supports a failsafe mechanism, select the I0-Link Master Command option.

Set Low'

All bits of output data with a value of "0" are transferred to the 10-Link node.
Default Setting

Set High/

All bits of output data with a value of "1" are transferred to the 10-Link node.
Hold Last®

The last valid output value received by the controller is transferred cyclically to the I0-Link
node.

For correct Hold Last behavior, the corresponding 10-Link node parameter must also be
setto Hold Last.

Replacement Value'

If this option is selected, the entered value of the replacement value input field described
below is transferred cyclically to the 10-Link node.

10-Link Master Command™

The "IO-Link master command" option enables the use of 10-Link-specific mechanisms
for valid/invalid output process data. The behavior is therefore determined by the node
itself.

h. Surveillance Timeout

i. Setlower-value bits

j. Sethigher-value bits

k. Keep the last value

|. Replacement Value
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Replacement value

Replacernent Value (Byte 1,
_enterindecimal): |0 |

Eiép-l&cefnent’fu‘&fﬁe: | 0 |

Replacernent Value: |0 |

Replacement Vslue (Byte n,
enterin decimal): |0 |

Figure 10.28 Byte data

‘Replazemnent Value (\flb.rd 1x
€.0. 0x0102 = 258 dec., 0301 fi.... [0 |

ReplacementValue: [0 |

Replacement Value: |0 |
‘Replazement Value (Werd n,
£, 0x0102 = 258 dec, 0xd1 A |0 |

Figure 10.29 Word data

If the "Fail Safe Value(s)" option "Replacement Value" has been set, the replacement value
entered in this input field(s) is used.

The value must be entered as a decimal value. Depending on the configured data length, the
values must be entered as bytes (0 — 255) or word decimal values (0 — 65535) in the order of
the displayed value.

e Byte 1 = highest value byte (UINT8), as decimal

* Byte n = lowest value byte (UINT8), as decimal

*  Word 1 = highest value word (UINT16), as decimal
*  Word n = lowest value word (UINT16), as decimal

Example
"Word" examples:

0x0102 = 258 dec.
0x01 = first byte of the IO-Link node
0x02 = second byte of the 10-Link node.

Default Port Parameters
Port Diagnostics, Ch. A

I0-Link Master Port diagnostics and 10-Link node alarms of the type "error" or "warning" can be
activated or deactivated via this option.

Default setting: Enabled
Digital Mode, Ch. B
This parameter defines the mode of channel B. The following settings are available:

e Disabled

e Digital Input

* Digital Output
The activated supply voltage in the output is indicated by the white port LED.
Default setting: Digital Input

m.lO-Link master command
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Process Alarm, Ch. A

IO-Link node alarm notifications can be enabled or disabled with this option. Deactivated
means that all I0-Link node alarms of the "Notification" type are suppressed in the 10-Link
master.

Default setting: Enabled
Configuration Source, Ch. A

* PROFINET IO controller
The I0-Link master port configuration is assigned by the PROFINET 1O controller.
¢ Port and device configuration tool"

The I0-Link master port configuration is assigned by an external I0-Link port and device
configuration tool.

Default setting: PROFINET IO controller
Input Fraction, Ch. A

If the user configures a sub-slot module with less than the actual input data of the device, the
10-Link master sends as many 10-Link node input bytes as possible to the PLC, including the
PQI byte of the sub-slot module. Consequently, only "0" up to (device input length - 1) octets of
the input data of the device can be mapped to the PROFINET process input data of the IO-Link
master. If this option is disabled and the input data length does not match, a data length mis-
match alarm is enabled. If an incongruence® is detected in the output data, a diagnosis of the
process data mismatches is generated regardless of the selected "Input Fraction" setting.

Default setting: Disabled
Pull/Plug, Ch. A

Enables or disables pull/plug alarms of an 10-Link nodeP. The failure or return of an 10-Link
node is mapped via PROFINET pull/plug alarms. This assignment is independent of the
switch-on and shutdown phases.

* Plug Alarms:
— Ready to Operate, IO-Link node is ready

— COM Fault, wrong device, or other problems. 10-Link node started but not ready for
operation due to a fault.

e Pull Alarms:
— COM Fault, no IO-Link node

Default setting: Enabled
Port Mode, Ch. A

¢ Deactivated:

An [O-Link port can be configured for later use using the "Deactivated" option. If the 10-
Link node is not connected, no diagnosis is generated.

* 10O-Link - Autostart:
No explicit port configuration is required with the "Plug&Play" option. Basic assignments
such as validation and backup9, Port Cycle Time, Vendor ID, and Device ID are not
required.

* 10-Link - Manual:
Explicit port configuration is possible for validation and backup9, Port Cycle Time, Vendor

ID, and Device ID. These parameters are GSD-based and can be configured via the
PROFINET engineering system.

Default setting: 10-Link Autostart

n.not yet supported

0. Mismatch

p. Add/remove submodules
qg.Test level
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Overview of Port Mode Configuration Types

Function 10-Link Autostart I0-Link Manual (GSD)
Access on Process Data (PD) Yes Yes
Diagnostics of port & device Yes Yes
I&M data (IMO) access Yes Yes
Device check (consolidated/real) No Yes
Backup & Restore No Yes
Device parameterization (PDCT) No No
Commissioning (online) No No
Table 10.1

Validation and Backup, Ch. A

To use the validation and backup functionality of the 10-Link master, set the port mode to 10-
Link - manual.

Depending on the Validation and Backup setting, an entry in the Vendor ID and Device ID
parameters is mandatory.

* No IO-Link-Device check

No verification of the connected vendor ID and device ID and no backup and restore of
the 10-Link master backup memory is supported.
Default Setting
* Type compatible (V1.0) IO0-Link-Device
Type-compatible according to 10-Link specification V1.0, including validation of vendor ID

and device ID. The 10-Link specification V1.0 does not support I0-Link master parame-
ters with "backup memory" and "restore" functions.

* Type-compatible (V1.1) I0-Link-Device
Type-compatible according to 10-Link specification V1.1; Vendor ID and Device ID are
checked by the 10-Link master.

* Type-compatible (V1.1) I0-Link-Device with Backup & Restore
Type-compatible according to 10-Link specification V1.1; Vendor ID and Device ID are
checked by the 10-Link master with backup” and Restore® of the 10-Link node parame-
ters.
Backup'
During the initial connection to an 10-Link node after activating this mode, the |O-Link
master loads the 10-Link node parameters into the backup memory! . In the example, the
backup memory was empty.
An upload is also executed if the 10-Link node has set the DS_UPLOAD_FLAG" . This IO-
Link node flag can be set in two ways.

1. Parameters are written to an IO-Link device in the block parameter mode: An IO-Link
node sets the DS_UPLOAD_FLAG independently if the Block Parameter Mode pa-
rameters have been written to the 10-Link node with the last system command
ParamDownloadStore, for example by a third-party USB 10-Link master for commis-
sioning.

2. Parameters are written to an IO-Link node in single-parameter mode: If the parame-
ters are written to an IO-Link node in single-parameter mode, the device parameter
backup memory on the 10-Link master can be updated with the system command

ParamDownloadStore" . This command sets the backup request DS_UPLOAD_-

r. 10-Link node to |O-Link master
s. 10-Link master to 10-Link node
t. backup memory

u. Data Storage Upload Flag

v. For example, a sub-index of a parameter index
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FLAG on the 10-Link node in the direction of the 10-Link master. The 10-Link master
carries out a transfer from the 10-Link node to the IO-Link master backup memory.
Restore®

For each newly connected 10-Link node, the 10-Link master compares the saved parame-
ters with the 10-Link node parameters and loads the saved backup parameters to the 10-
Link node in the event of differences.

The recovery process can be blocked by the I0-Link node via the Device Access Locks
parameter, provided that this is supported by the 10-Link node* .

Type-compatible (V1.1) 10-Link-Device with Restore:

Type-compatible according to 10-Link specification V1.1, Vendor ID and Device ID are
checked by the 10 master with Restore® 10-Link Device Parameter.

Restore®
During the initial connection to an 10-Link node after activating this mode, the IO-Link
master loads the |O-Link node parameters into the backup memory onceY .

For each additional connection to an I0-Link node, the 10-Link master compares the
saved parameters with the IO-Link node parameters and loads the saved backup parame-
ters to the 10-Link node in the event of differences.

In restore mode, no changes to the 10-Link node parameters are saved in the 10-Link
master backup memory. If the I0-Link node sets the DS_UPLOAD_FLAG in this mode,
the 10-Link node parameters are restored by the 10-Link master.

The recovery process can be blocked by the 10-Link node via the Device Access Locks
parameter, provided that this is supported by the 10-Link node” .

Reset conditions of the 10-Link master parameter backup memory

The I10-Link master backup memory is emptied by the following actions:

e 10-Link master factory reset, reset to factory settings: Changes in the port configura-
tion, such as from "Digital Input" to "IO-Link Mode"

* A change in the validation and backup settings, such as from "No IO-Link-Device
Check" to "Type-compatible 10-Link-Device (V1.1) with Backup & Restore"

For more information, please refer to the 'lO-Link Interface and System Specification' ver-
sion 1.1.3, which can be downloaded from https://io-link.com/.

Default setting: No 10-Link-Device check.

Caution!
Block mode

An [O-Link node sets the "Upload Flag" independently if parameters have been written to the
IO-Link node in block mode.

Port Cycle Time, Ch. A22

As fast as possible:

For the cyclic 10 data update between the 10-Link master and IO-Link nodes, the 10-Link
master uses the maximum supported |O-Link device update cycle time, which is limited by
the maximum supported IO-Link master cycle time.

1.6, 3.2, 4.8, 8, 20.8, 40, 80, 120 ms:

The cycle time can be set manually to the options provided. This option can be used for
I0-Link nodes that are connected via inductive couplers, for example. Inductive couplers
are usually the bottleneck in the update cycle time between 10-Link master and 10-Link
node. In this case, refer to the datasheet of the inductive coupler.

Default setting: As fast as possible

w.Index 0x0002, Sub-Index 0x00, Value 0x05
x. Index 0x000C, refer to the manufacturer-specific documentation

y. backup memory

z.Index 0x000C, refer to the manufacturer-specific I0-Link device documentation

aa.Port mode IO-Link - manual required
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10.2.6

Vendor ID, Ch. A2@

* The Vendor ID of the connected IO-Link device can be entered as a decimal value [0 —
65535] and is used for validating type compatibility depending on the "Validation and
Backup" settings.

Default setting: 0

Device ID, Ch. A%@

* The Device ID of the connected I0-Link device can be entered as a decimal value [0 —
65535] and is used for validating type compatibility depending on the "Validation and
Backup" settings.

Default setting: 0
Note

An 10-Link device sets the upload flag independently if parameters have been written to the 10-
Link device in block mode.

10-Link Device Parameterization

Siemens 10-Link Library

You can use the SIEMENS "IO_LINK_DEVICE" function block (FB50001) to write or read out
the data of an IO-Link node connected to the |0-Link master acyclically.

"IO_LINK_DEVICE" FB in STEP 7 V15.1

TFB50001
"I0_LINK_DEVICE"
—EN ENO—
—REQ DONE_VALID[—
-{iD BUSY —
{cap ERROR[—
—jRD_WR STATUS|—
PORT IOL_STATUS
-|IOL_INDEX RD_LEN
{10L_SUBINDEX
LEN
RECORD_IOL_
DATA
Figure 10.30

IO-Link node data is uniquely addressed via the index and subindex and can be accessed via
the hardware identifier of the status/control module (ID), in example 281, the client access

point®® and the corresponding 10-Link port?°.
Details can be found in the documentation for the "IO_LINK_DEVICE" FB from Siemens.

ab.CAP = 0xB400
ac.PORT: 1 — 8 for IO-Link ports
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TIA Project: "Status/Control Module Hardware Identifier

S7-1200_ICE11-8101
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T
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Figure 10.31
SIEMENS WRREC and RDREC

The read and write parameters from the PLC via the I0-Link master to the connected 10-Link

nodes can also be called up via the SIEMENS function blocks SFB52/RDREC and

SFB53/WREC.
"Write" sequence of WRREC and RDREC calls

10 Centroller (PN)

10 devies (PN}
Linking Module

PROFINET O-Link
X CALL ﬁ
(5 | | |
WR | | Write_req(ID, API, PN_Index, Data ) |
7 < — — — — Wiite_ep(CH) | |
AL_Write_req(IOL_Index, 10L_Subindex, OD, .
Read_req(ID, API, PN_Index)
< — __PRead_rpResurce busy) | | Busy
AL_Wrts_ind(OK)
Read_req{iD, API, PN_Index) Z | é —————————
e = _ Raad (0K | T
T |
T |
10L_Call "tunnet"
] == @
S 1 b
Figure 10.32

The following table shows the sequence with sample data compared to FB50001. The
FB50001 also uses the WRREC and RDREC blocks internally.

WRREC ID
FB50001
Call WRREC RDREC RDREC Response
ID (address | ID (address proxy) ID
proxy) (address
proxy)
CAP PN_Index = 0xB400 PN_Index
= 0xB400
WR Data Function | O0x08 Unsigned8 Data Function | 0x08
Header (fixed) Header (fixed)
Port Port 1-8 Unsigned8 Port 1-8
154
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Unsigned16 values must be entered for PROFINET in Big Endian format.

FB50001
Call WRREC RDREC RDREC Response
Fl_Index | OXFE4A| Unsigned16 Fl_Index | OXFE4A
(Fixed) (Fixed)
Con- 0x02 Unsigned8 Con- 0x00
trol/Status trol/Status
(—>Write)
IOL-Index IOLIndex | Ox... Unsigned16 IOL-Index | Ox...
(0-32767; (0-32767;
65535) 65535)
IOLSublndex IOL-Sub- | 0x00 Unsigned8 IOL-Sub- | 0x00
Index Index
(0-255) (0-255)
IOL-Data WR-Data Data (opt.
Error PDU)
Table 10.2
Note

Control parameters
Definition of Control octets

Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1

Cancel / Release IOL_CALL 0 0 0 0 0 0 0
IDLE Sequence 0 0 0 0 0 0 1
Write On-request Data or Port function | 0 0 0 0 0 1 0
Read On-request Data 0 0 0 0 0 1 1

Reserved

additional codes

Table 10.3

Status parameters
Definition of Control octets

Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1

Done / Transfer terminated 0 0 0 0 0 0 0
OIDLE Sequence 0 0 0 0 0 0 1
IOL_Error PDU 1 0 0 0 0 0 0
Reserved additional codes
Table 10.4
155
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1

1

1

FALSE |

"PMIO_IGN" Wr_REQ |
-
I

“DB6
"WRREC_DB”

e =—dEn

281

REQ

*PNIO_I&NE WF_ID — |0

1640000_B400
"ENIO_IENT

Index — INDEX

“PNIO_I&M" data —

RECORD

WRREC
Variant

FALSE
"PMIO_I&N Wr_
DOME —-— Done

FALSE
“PMIC_I&N" Wr_
BUSY -~ Busy

FALSE
"PMIC_I&N" Wr_
ERROR —— Error
1680070_0000
"PMIO_IEM W
STATUS — Status

EMO —

Figure 10.33

1

FALSE |
"FMIO_IZM Rd_REQ |
3

DB S
“RDREC_DB"

true = EN
----------------- REQ

281

“PNIC_I&M".Rd_ID —{ID

164#0000_E400
"PNIC_I&N Rd_

Index — |NDEX

"PNIO_IGN.data —

MLEN

RECORD

RDREC
Variant

FALSE
a3

VALID == "n2"

FALSE
WM14.4

BUSY == "n3"
FALSE
WMO.5
ERROR == "n4"
16400700000
UMD26
STATUS — "Tag_5"
1640000
WMWE2Z
LEN— "Tag_7"
END

Figure 10.34
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Example: Data before "Writing"

o Wr_REQ Boal fale FALSE
L = Wr_Index DWord 163 16#0000_B400
4] = Wr 1D HW_ IO 0 281

.-vi[l = Wr_Done bool folic FALSC

i< = Wr_Busy Bool false ‘FALSE

ﬂ L] Wr Error Bool falze FALSE

lqq w Wr_Status DWword 1630 16#0000_ 0000
] = Wrelen Ulnt 0 i}

«W = ¥ data Arrayf0.39] of Byte

@. L datajo] Byte 1620 16408

gD = datafl] Byte 620 16205

< L] datafZ] Byte 1630 163#FE

lgg = data[3] Byte 1620 16844
. dataf4] Byte 1640 16402

m = datafs] Byte 1640 16400

M = dataf6] Byte 1630 16#18

g = dataf7] Byte 1640 16400

el = datefs] Byte B30 16454

@ = datafg] Byte 1640 16845

g e data[10] Byte 1640 16#53

g = data[11] Byte 1620 16#54

o dataf12] Byte 1640 16800
o= data[13] Byte 1630 16#00

gl s datafi4] Byte 1620 16#00

G = data[15] Byte 1640 16800

gy = data[is] Byte 1630 16#00

l@ = data[17] Byte 1620 16200
Figure 10.35
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Example: Data after "Writing"

gl s WIr_REQ Bool : TRUE
a7 .= Vir_Index DViord &0 16#0000_B400
qlm Vir. 1D HW_IO o} 281
& = Vit_Dure Buul falie FALSE
g7 = Vir_ Busy Bool falie FALSE
B Vir_Errar Eoal falte FALSE
4 = Vir_Status Dviord 1650 16800000000
4] = Vir_Len uint i) o

4l = * data Arrayl0.:39] of Byte

41 = datal0] Byte 650 16408
A1 2= datal1] Byte 1660 16405
g om datal?] Byte 1650 16#FE
4] = datal3] Byte 1650 168#4A
o | = dataf4] Byte 1680 16802
G = datals] Eyte 16ED 16400
gy = datals] Byte 1680 16418
41 = data[7] Byte 1640 16500
4@ = datafs] Byte 16D 16#54
g = datal9] Byte 15H0 16845
| u data[10] Byte 1640 16453
4 9= data[11] Byte 1680 16854
41 2= data[12] Byte 1640 16400
g1 = datal13] Byte 9 16300
| [ ] dataf14] Ryte i TEEND
g 2w data[15] Byte ¢ 16#00
@ =  datalig] Byte 0 16400
41 = dataf17] Byte 4] 16400
Figure 10.36
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Example: "Read" data after "Writing"

_; Marme: — Dat&fype i_Stmv;lue _;ﬁ&onf{or_-vai-a_ﬁe =
A T Static
“@=  Rd_REQ | false TRUE
+0 = Rd_Index Dwvord VRO 163 0000 _BA4O0D
o] = Rd_ID HW 10 o 281
@ = Rd_valid Eool false FALSE
] = Rd_Busy Bool false FALSE
<l = Rd_Error Bool false FALSE
< = Rd_Status DWard 1650 16£0000_0000
< = Rd_Len Ulnt o o
0 = v data Arrayl0..39] of Byte
I datalo] Byte 1650 16#08
am = data[i] Byte 1650 16#05
1) L] data[2] Byte £:30, 16#FE
4] = data[3] Byte 16RO 16844
G = dataf4] Byte 1680 16400
@ = data[5] Byte 1650 16200
o " data6] Byte 168D 16#18.
41 = data[7] Eyte 1650 16200
g = datalg] Eyte 1650 16854
< " datafa] Byte 165D 16#45
41 = data[10] Byte 1650 16£53
e ] data[11] Byte T6ED 16854
a = data[12] Byte {650 16#00
41 = dataf13] Byte L6ED 16200
41 = data[14] Byte T6ED 16800
@ = datafis] Byte 1650 16400
@ = datal16] Byte 16ED 16200
40 = datal171 Byte 16HD 16200

Figure 10.37
"Read" sequence of the WRREC and RDREC calls

, AL_Read_req(IOL_Indax, iOL_Subindax)
—

P
-

| Read_req(ID, API, PN_Index) |
¢ — — —Resdrpemuneboml | Busy

AL_Read_ind(data)
| Read_req(D, API, PN_Index) K —

~~~~~~~ =
|<_ = o Peslisionl ]

Client (ES, FB, PC) 1 dewce (PN) Device
10 Controller (PN) Linking Moduig ik
PROFINET 10-Link
| Wiite_reqiD, API, PN_Index, Data ) _ |
|<_ SRR T R

Figure 10.38
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The following table shows the sequence with sample data compared to FB50001. The
FB50001 also uses the WRREC and RDREC blocks internally.

RDREC ID
FB50001
Call WRREC RDREC RDREC Response
ID (address | ID (address proxy) ID (address
proxy) proxy)
CAP PN_Index = 0xB400 PN_Index =
0xB400
WR Data Function 0x08 Unsigned8 Data Function 0x08
Header | (fixed) Header| (fixed)
Port Port 1-8 Unsigned8 Port 1-8
Fl_Index OxFE4A | Unsigned16 Fl_Index OxFE4A
(Fixed) (Fixed)
Control/Sta- | 0x02 Unsigned8 Control/Status| 0x00
tus (—Write)
IOL-Index IOLIndex 0x... Unsigned16 IOL-Index 0x...
(0-32767; (0-32767;
65535) 65535)
IOLSublndex IOL-Sub- 0x00 Unsigned8 IOL-Sub- 0x00
Index (0-255) Index (0-255)
IOL-Data WR-Data Data (opt.
Error PDU)
Table 10.5
Note

160

Unsigned16 values must be entered for PROFINET in Big Endian format.

Control parameters

Definition of Control octets

Bit7 Bit6 Bit5 Bit4 Bit3 Bit2

Cancel / Release IOL_CALL 0 0 0 0 0 0 0 0
IDLE Sequence 0 0 0 0 0 0 0 1
Write On-request Data or Port function | O 0 0 0 0 0 1 0
Read On-request Data 0 0 0 0 0 0 1 1

Reserved

additional codes

Table 10.6

Status parameters

Definition of Control octets

Bit7 Bit6 Bit5 Bit4 Bit3 Bit2

Done / Transfer terminated 0 0 0 0 0 0 0 0
OIDLE Sequence 0 0 0 0 0 0 0 1
IOL_Error PDU 1 0 0 0 0 0 0 0

Reserved

additional codes

Table 10.7
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]

1

1

FAISE |

"PNIO_I&N" Wir_REQ |
-
|}

DB
"WRREC_DB”

281
“PMIO_IEAT Wi ID —

16#0000_B400

“PMIC_I&N W
Index —

"PNIO_I&M" data —

EN
REQy

|53

INDEX

RECORD.

RREC
Variant

FALSE
"PMIO_I&N Wr_

DOME - Done

FALSE
*PNIC_ &N Wir_

BUSY ~= Busy

FALSE
“PNIC_ISNF® Wir_

ERROR —— Error

1650070_0000
*PHIC_I&N W

STATLS — Status

ENO

Figure 10.39

]
I
]
FAESE |
“PNIO_IENF Rd_REQ |

DB5
"RDREC_DB"

281
"PMIO_I&NT Rd_ID —

1650000_B400
"PMIC_I&N".Rd_
Index —

*PNIO_|&M data —

EN
REQ

1D

INDEX
MLEN

RECORD

RDREC
Variant

FALSE
TM143

VALID == "nZ"

FALSE
144

BUSY = "n3"

FALSE
o5

ERROR== "nd"

STATUS

LEN
ENOD

16#0000_0000
EMD26

— "Tag_35"
1650008

HnMWaZ
— "Tag_7"

Figure 10.40
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Example: Data before "Reading"

24 ™ Static

0 = 3d_REQ Jpol #| fabe FALSE

@ L 3d_Index DWiard 16 16#00(}6_3400
= 3d_ID WD o 281

i = 3d_Valid 3ol ke FALSE

lqg = 3d_Busy |30l fal:e FALSE

S 3d_Error 3oal fal:e FALSE

] = 3d_Status IWard 1680 16#0000_0000
lag = d_Len int 0 0

g = Wr_REQ ‘300l fale FALSE

<0 = Wr_index IWiord 1640 16£0000_B400
L = WD HW 0 o 281

0 = ‘Wr_Done i 3ool falie FALSE

] = Wr_Busy ool falie FALSE

e TR ‘Wr_Error 1 3ool fake FALSE

. W Status IWard FEHD 16#£0000_0000
lag = Wr_Len L dint 0 1]

= > data Array[0.39] of Byte

gn = datajo] Zyte ' 1640 16408

4y = data[1] [3yte 1680 16805

o datal2] 3yte HER0 16#FE

‘g1 = data[3] ayte {650 T6H4A

lgn = dataf4] ayte 16#0 16#03

5 datafs] 3yte 1680 16400

m o= data[6] Iyte 1680 16418

< L] datal7] 3yte BRD 16500

4l = datals] 3yte 1680 16400
s data[g] Iyte 16#0 16500
) data[10] 3yte 1680 16500

g o= detafmil 3yte HEHD 16500

43 = data[12] [3yte 1680 16500

= data[13] Zyte 60 16#00

g 0w data[14] Jyte FoE0 1G#00

lgg = datafis] [3yte 1650 16400

@ = data[ig] Byte 1650 16#00

= | L data[17] 3yte 1650 16500

Figure 10.41
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Example: Data after "Reading"

S Wr_REQ 'Bool falze TRUE
< = Wr_Index DWord 1660 16500006400
= Wr_ID HWLIO 0 281
Lg = Wr_Done bool false FALSE
A = Wr_Busy {Bool false FALSE
gl m Wr_Error | Bool alse FALSE
ldl s WrStatus DWord ERD 16%0000_0000
) = Wr_Len Uint 0 (2]
{EI - dats Arrayf0..39] of Byte
| data[o] Byte 160 16#08
o datal1] | Byte 1640 16#05
0 datal2] Byte 1640 16%FE
¥ | data[3] Byte 680 16844
| data[4] Byte 1680 16%03
| datal5] Byte 1680 16#00
Al data[6] Byte 1640 16#18
& data[7] Byte 6RO 16#00
] data[8] Byte 1640 16#00
| data[9] Byte 1640 16500
| data[10] Byte 1680 16400
o) data[11] Byte 1660 16800
| data[12] \Byte 1GED 16#00
< data[13] Byte 1650 16400
| datal14] Byte 1650 16#00
| data[15] Byte 1640 16#00
L data[i6] Byte 168D 16500
) data[17] Byte 1680 T16%00
Figure 10.42
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Example: "Read" data after "Reading"

Name |Date type Stertvalue. Menitor value.
4] * Static
A = Fd_REQ Bool falie TRUE
< . Rd_Index DViord 16£0 16#0000_B400
-] = Fd_ID HW_ IO 0 281
] = Fd_Valid Bool false FALSE
< = Rd_Busy Bool filse FALSE
4] = Fd_Error Bool fal:e ‘FALSE
] = kd_Status DWord 1650 1850000_0000
A . Fd_Len uint g 0
0 = ¥ data Array[0.39] of Byte
4 = datal0] 3yte 1680 16808
4] 2= datalt] 3yte 1650 16#05
a =  data[?] 3yte 1680 16#FE
1 ] data[3] 3yte 1640 15#%
= = datal4] Iyte 1680 16200
g = data[5] 3yte £40 16400
g = datafs] 3yte 1680 16#18
41 = data[7] ayte 1680 16200
41 = data[8] Iyte 1640 16#54
g = datalg] 3yte 1650 1a#ds
g = data[10] Byte 1650 16#53
<0 = data[t1] 3yte 1680 TEE54
4 o= datal12] 3yte 1630 16400
41 = data[13] 3yte 1680 16£00
g = datafi4] Syie 650 15800
41 = data[15] 3yte 1650 16400
4 = data[ig] ayte 1680 16200
g5 = data[17] N 1640 16200
Figure 10.43
Error PDU for the "Read/Write" sequence
Offset Parameter Content Data type
0 Port Error Error Codes detected by the Link-| Unsigned16
ing Module or Client
2 Error code I0-Link Error codes according to | Unsigned8
AL_Read/ AL_Write services
3 Additional Code I0-Link Error codes according to | Unsigned8
AL_Read/ AL_Write services
Table 10.8
Port error of the error PDU
Coding Port error code Definition Source
0x0000 No error No error detected Server
0x0001 to OxO6FFF Reserved - -

0x7000

IOL_CALL conflict

Inconsistent Header

Server and/or Client

information
0x7001 Incorrect IOL_CALL | Inconsistent Header | Server and/or Client
information (send-
/response)
0x7002 Port blocked Port temporarily not | Server
available
0x7003 to Ox7FFF Reserved - -
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Port error code Definition
0x8000 Timeout No correct termina- Client
tion of IOL_CALL
(Resource Busy
detection)
0x8001 Invalid port number Invalid port number or| Client and/or Server
port not supported
0x8002 Invalid IOL_Index Invalid Index Client
0x8003 Invalid IOL_Subindex | Invalid Subindex Client
0x8004 No Device No device Client
0x8005 to 0x8051 Reserved - -
0x8052 RDREC fault Fault during Read Client
record invocation
0x8053 WRREC fault Fault during Write Client
record invocation
0x8054 Unexpected Error Unspecific Error Client
detected
0x8055 Port Function error Port function failed Server
0x8056 Port Function not Port function is not Server
available available (in this state)
0x8057 Port Function not sup-| Port function for this | Server
ported port not supported
0x8058 to OxFFFF Manu Manufacturer-specific | Server
Table 10.9

10.2.7

Media Redundancy Protocol (MRP)

You can create redundant PROFINET communication with the modules without the need for
additional switches by using a ring topology. An MRP redundancy manager closes the ring,
detects individual failures and, in the case of a fault, sends the data packets via the redundant

path.

The following requirements must be met in order to use MRP:

e All devices must support MRP.
*  MRP must be activated on all devices.

* The devices can only be connected via the ring ports. This means an interconnected
topology cannot be used.

* A maximum of 50 devices are permitted in the ring.

e All devices must be part of the same redundancy domain.

* One device must be configured as the redundancy manager.
e All other devices must be configured as redundancy clients.

* Prioritized start-up (FSU) is not permitted.

* The watchdog time for all devices must be greater than the reconfiguration time (typically
200 ms, min. 90 ms for ICE1-* modules).

*  We recommend using the automatic network setting on all devices.
The following images show a potential MRP ring configuration. The PLC is used as a redun-

dancy manager and all other devices are used as clients. We recommend activating the diag-
nosis alarms to detect individual failures.
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10.2.8

166

Example: Setting up an MRP client in the TIA Portal®
JGeneraI H 10 tags ” Sys_temcnnstams "Texts |
~ General

Catalog information
= PROFINETinterface [X1]

General

Etherner addresses

+ Advanced opfions
Interface options
Wedia redundancy
» Realtime settings
» PortX01 10/100 WBitls ...
» Port X02 10/100 MBIt ...
Identification & Maintenance
Shared Device

Identification & Maintenance

> Media redundancy

MRP domain | mrpdomain-1
e redundaney ol
Ring port 1: [ PNAO [X1]\Port X01 10/100 MBit's [X1 P1 R [
fiing port 2: | FNHO [X11IPort X02 101100 MBit's [X1 P2 R] I

-

El

[ pagnostics interrupts

Dornain settings

Figure 10.44

Example: Setting up Watchdog Time Monitoring in the TIA Portal® for the Use of MRP

J General || 10 tags H System constants || Texts |

= General
Catalog information
* PROFINET interface [X1]
General
Ethernet addresses
Identification & Maintenance
> Advanced options
Interface options
Medie redundancy
+ Real time settings
10 cycle
* PUil X071 101100 MBius [
General
Part interconnection
Portoptions
» Port X02 10100 Maitis ..

> Real time settings

> > [0 cycle

Shared Device

10 controller outside project
with sccess to this 0 device | 0 [+]
[]

10 device send clock | 1 090 ms

Update time

(#) calculate update time automatically.

() setupdate time manuzlly

Updste time: | 2000 ms [=]

Identification & Maintenance

T

Shared Device | adgaptupdaie tinve when send cléci chatiges

Watchdog time
Accepted update cycles without
0 e
Watchdog time: | 200.000 ms |

Figure 10.45

Replacing Devices without a Removable Medium/Programming Unit

n Note

The replacement device that will be used for a replacement without a
removable medium/programming unit must still have its factory settings
applied. If necessary, the factory settings must be restored.

PROFINET IO devices that support the "Device replacement without removable medium or
programming unit" function can be replaced by identical devices in an existing PROFINET net-
work. In such cases, the 10 controller assigns the device name. To do so, it uses the configured
topology and the neighborhood relationships determined by the 10 devices. The Ethernet 10
modules support the device replacement function without a removable medium/programming
unit.

Click on the PLC in slot 1 (1).
In the "Profinet interface_1 [Module]" area, click on "Advanced options" (2).

Change to the "Properties" tab (3) and click on the option to replace a device without a
removable medium (4).
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57-1200_ICET-810L » PLC_1 [CPU 1215C ACUDGRIy]

E Topology view lé Network view ]—m‘ Device view [

d [rciicuizisa  [u]" 54 || Device overview
10 1 2 l"‘; W Module Slot I address Qaddress: | Type Article no.
[i HSC_3 118 1008..70. H5C Lﬁ

HSC_4 119 1012.90.. HsC

I HSC 5 120 1016..10... HSC

‘ HSC. 6 121 1020..10... HSC 17

I Pulse_1 132 1000..10.. Pulse generatar (FTO/P.. |

I Pulse_2 133 1002..10.... Pulse generator (FTOIP... |
Fulse_3 132 1004...10... Pulse generator (FTOP..
Pulse_2 135 1006..10... Pulse generator (PTOIP...

} PROFINETinteriace 'l 1 FROFINETinterface
2

'I_"<'l: — ]

:|_e{ Properties ['_ll, Info ,i_Jl?gl Diagnostics i Al
| General | i0tags | System constants | Texts >‘3\

: i =
Sonen Advanced opti \3) =

Ethernet addresses L | =]

Time synchronizat)
Operating mod
b idvanced options

Interface options /E Support device replacement without exchangeable medium

Interface options

Media redundanc [ Permiz iting of device names of all assigned 10 devices

¥ Real time setting 4 DU;.IECVZ.?’U.DP’modt
» Port [X1 P1] i

¥ Fort[¥1 F2) ' :"m“ i o 5
Web serveraccess | 2 4
Figure 10.46

n Note

A network topology is configured based on the connections between
PROFINET ports on the individual devices. This can be reached via slot 0 of
the PROFINET devices in use. Displaying all non-linked ports allows you to
specify a suitable partner port in each case.

Define the network topology for the device replacement. To do so, select "Devices & networks"
and "Topology view."

Use the mouse to drag a connection between the module and the PLC.

$7-1200_ICE11-8I0L_V16 » Devices & networks

|7 Topology view gk Network view [m Device view

EREIR e i [ [ Topology overview | Topology comparison |
H 2! Device [ port Slot | Partner station | Par...
PLC_1200 ICE11-8IOL-G6... “ p— ¥ 57-1200-Station_1
cPuT215C ICE11-810L-GEO... | v PLC_1200 1
PLC_1200 ‘L T ~ PROFINETSchnittstelle_1 1X1
Port_1 1x1P
| Port 2 1x1P2
‘ ~ GSD device_1
" v ICE11810L-G60LVID 0:PR..
i v PO 0:PR..

Port X01 100 MBitls  O: PR...
Port X02 100 MBitis  O:PR...

<]

3 p—— Dl — i al § B

Figure 10.47

L9 The port interconnection was successful if the link is shown in the "Topology View" and on
the "Partner Port."

Identification and Maintenance Functions (1&M)

The PROFINET IO-Link master has the ability to uniquely identify the devices installed in the
system using an electronic nameplate. This device-specific data can be read acyclically at any
time by the user. In addition, when the system is installed in the device, the location designa-
tion, the installation date, and further descriptions can be stored.
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Supported I&M Functions

1&M Data of the PN-1O Device

To read (I&M 0-3) and write (I&M 1-3) I1&M data, the corresponding hardware identifier for slot
0: PROFINET Interface X1 must be selected:

TIA Portal® hardware identifier of the PROFINET interface for 1&M 0-3 RDREC/WRREC

57-1200_E11-810L » Ungroupod desices *

[ Topology view [ Notwerk view

% ¥ Module Fadeuate fack et |addoess | Q addoess Type Aicha
= » ETHIOLGH0LID ] O FROMNET inertace IR ERAGEOLID Tk
» o (] O RO Tinterlsce X1 HE - IOLGHOLID
= iokink ibsee 1 (] 1210 System 1 $O-Link Waster
i Staruiiontrsl Medule W espwm i 2 O
§. 10-Link U3 33732 Bytes + PN {A) | Digitel () [l 100 Sptem b ot X1 68100 S2.99  HO-Link U0 32732 Bytes + QI (A} Digiad ()
K Congital n (4] | Cigecal (B (] 110 Sysmem 13- Part 3. 101 Digioal in (A){ Diginal {8}
Digieal Out (A) | Diginal (B} L} 1200 System 14 Fart X3 100 Cigital Out (A) [ Dighal (8}
Deacsvated (A} (] 1400 Syatmm 1. 5: Port Dessrrated (%)
HO-Link 1 1148 Bytes « PN (4] | Digital () (] 1700 System 16 Port X5, 102903 101104 30-Link 10 114 Bytes + IFGH (A0 1 Digiad ()
HO-ink 4O 32732 Bytes « PQUA) [ Digital (8)_S o 1RO Sytem 1T Port a6 233265 238 250 H0-Link KO 33032 ytes + MQUA) [ Digital ()
1O D 33002 Byt « P4 A) 1 Diginal (8.6 ] 1200 Systam 1.0 Part 57 366398 H60_T91 10-Link VO 13102 Byves « 1 (A [ Diginal ()
10k U0 Y2732 By o PO 0A) [ Digital (817 ] 200 Systern 1, B POt X8 369,991 92330 40 Link O 3232 Bytes = 1L (A [ gt (8]

i i)

a i u — i
15 Properties |ﬁ_.|.ln|o [_'gi_mwm m

Figure 10.48

* Module-specific I&M functions

The module-specific 1&M functions can be read out (0—3) or written (1-3) via slot 0. The
data records are assigned via the specified index.

1&M 0
Length
Data object [byte] Access Default value/description
MANUFACTURER_ID 2 Read 0x005D
ORDER_ID 20 Read Order number of the module in ASCII
SERIAL_NUMBER 16 Read Defined in the production process, in ASCII
HARDWARE_REVISION 2 Read Hardware revision of the device
SOFTWARE_REVISION 4 Read Software revision of the device
REVISION_COUNTER 2 Read Counts each statically stored parameter
change on the I0-Link master (e.g., device
name or IP address)
PROFILE_ID 2 Read 0xF600 (generic device)
PROFILE_SPECIFIC_TYPE | 2 Read 0x0003 (IO module)
IM_VERSION 2 Read 0x0101 (I&M version 1.1)
IM_SUPPORTED 2 Read 0x002E (I1&M 1-3 & 5 are supported)

Table 10.10 I&M 0 (Slot 0: PROFINET Interface X1, Index OxAFFO0)

1&M 1
Length
Data object [byte] Access Default value/description
TAG_FUNCTION 32 Read/write 0x20 et seq. (empty)
TAG_LOCATION 22 Read/write 0x20 et seq. (empty)
Table 10.11 I&M 1 (Slot 0: PROFINET Interface X1, Index OxAFF1)
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1&M 2
Length

Data object [byte] Access Default value/description

INSTALLATION_DATE | 16 Read/write| 0x20 et seq. (empty)
The supported data format is a visible charac-
ter string with a fixed length of 16 bytes;
"YYYY-MM-DD hh:mm" or "YYYY-MM-DD"
filled with spaces

Table 10.12 I1&M 2 (Slot 0: PROFINET Interface X1, Index OxAFF2)

1&M 3
Length

Data object [byte] Access Default value/description
DESCRIPTOR 54 Read/write | 0x20 et seq. (empty)

Table 10.13 I1&M 3 (Slot 0: PROFINET Interface X1, Index OxAFF3)

I&M Data of the IOL Master Proxy?9

To read 1&M 0 data, the corresponding hardware identifier for slot 1: 10 system 1.1 must be
selected:

Hardware identifier of the status/control module for RDREC "IO System 1"

S7-1200_ICE11-8I0L ¢ Ungrouped desicos * ICET1-8I0LGEOLAVID [ICE11-8I0LGEOLAVID)

SR =W

Fadwate Rack St
O FROMKET Intertace

[&}>
=
E

O PROFIRET Interlace X1

1230 Sy 1,
Sutusiontrs) Medule B L = ) :
10-Link 1D 33732 Bytes + PN (A) | Digits] (2] 100 System 1.2 Port Xl 68100 6599  NOLinkND 322 Byses + I (4] Digisd (B)
Dagrnalin (4] / Digeal (B} 1200 Symm 13 o X2 101 Cgrnal i (A} g ()
Ceginal Out (A) | Crginal (B} 1390 System 1 4: Fort 33 10 Bigital Gut (A} [ Dighal (B}

Deactivated (B}
10-Link 1O 114 Bytes + PG8 (A | Dvgital ()

1400 Syatem 1. 51 Port ¥4 Dearivated AR]

1730 Sytem 1. 6: Pork M5, 1020303 101104 0-Link ¥ 114 Bphes + PO (A0 [ Evgrtad %)
10-4irk U2 33732 Byt « PO UAY 1 Digiial (815
FOHLIN U 22132 By < P04 (A1 1 Digreal (B
10-4ink 3 D232 Byt o PO 04D 1 Oigital (BT

10 Syntem L7 Port X6 233265 238259 I0-Link MO 32132 Bytes « QNN [ Digitad ()
IO Syt LA Port X7 266,298 260291 10-Link MO 12112 Bytes - N0 (A) | Diginad ()
10 Sytem 18 Fort X8 299031 192320 40 Lnk KO 2132 Byter « QLAY [ Diginad (8)

cooooooal@ooo

ame Ty Hastnars ientifier Used by | Comment,
@ W 10U GECLAI-ID Link_Mater_1-Status_Control Module Ha_Subbodile b2 1) LTk
Figure 10.49
1&M 0
Length
Data object [byte] Access Default value/description
MANUFACTURER_ID 2 Read | 0x005D
ORDER_ID 20 Read | Order number of the module in ASCII
SERIAL_NUMBER 16 Read | Defined in the production process, in ASCII
HARDWARE_REVISION 2 Read Hardware revision of the device
SOFTWARE_REVISION 4 Read Software revision of the device
REVISION_COUNTER 2 Read Counts each statically stored parameter
change on the 10-Link master (e.g., device
name or IP address)
PROFILE_ID 2 Read | OxF600 (generic device)
PROFILE_SPECIFIC_TYPE | 2 Read | 0x0003 (IO module)

ad.Status/control module
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Length
Data object [byte] Access Default value/description
IM_VERSION 2 Read | 0x0101 (I&M version 1.1)
IM_SUPPORTED 2 Read | 0x0000

Table 10.14 I&M 0 (slot 0, index OXAFFO)

1&M Functions of the 10-Link Device

IO-Link device-specific I&M 0 and I&M 5 data can be read out via slot 1 and the associated

sub-slot 12¢ . The data records are assigned via the specified index. Data not equal to zero is
only received if a connection to an 10-Link device could be established.

Hardware identifier of the status/control module for RDREC "IO System 1.2"

LS mitias i =
10-Link U3 33732 Bytes + PN {A) | Digitel ()
Dagizal in (]| Cogezal (8}
Diginal Out (4] | Digina! (B}
Deactivated (V8)
10-Link 45 174 Bytes + PGE (R | Digital ()
KO-k VD 33702 Byte « PQU(AY [ Digital (B)S
HO-LNA D) 3322 Bytes = P08 (A) 1 Digital (8.6
104k 40 33702 Bytes « POU(A) [ Dugital (B),7

W04k VD 322 Byres QU Do ). |
Digioal in (A} Diginal (8

3 Cigital Out (A) [ Dighal (8}

1200 Syatem 1§ Fart 5k Deatinated (AT

1290 System . 6: Port N5, 102000 101104 $0-Link B0 14 Byt + FOH (A) [ Diginad (8)

120 Syeterm 1, T Port g I33.365 238 250 NO-LIAK MO 3332 Bytes + POUA) | Digital ()

200 Syrtam 1Ao7 266198 260201 Ok VO 13102 Bytes N (A} Diginal )

100 Syetor 1.9 POR X 299331 192320 JOLinkN0 D232 Byter - PN (A Diginad )

cooonooalEoss

I i3]
G Properties |‘3_.|.|n|o E_sa_mwm @

pupides el = s e Used by  Comment.

- ulzmmmmm_lw_l_&mmﬂ .m\_sm b2 1) 1200
Figure 10.50
1&M 0
1&M 0 data Octets Data type Mapping rule
VendorID 2 Unsigned16 | 10-Link Direct parameter page 1:
VendorlID. Direct mapping, for example
"0x136". Exceptions: 1 — 93; 26 — 257;
87 — 467.
OrderID 20 Visible String | "Product Name" or "DevicelD"
IM_Serial_Number 16 Visible String| Insert SerialNumber of Device (I0-Link
Index 21). If it is not available, set to "Not
accessible"
IM_Hardware_Revision |2 Unsigned8 | Set to 0x0000 (default value)
IM_Software_Revision 4 Char,3 x Set to V0.0.0 (official release but not
Unsigned8 | detectable)
IM_RevisionCounter 2 Unsigned16 | Setto "0" (0x0000)
IM_Profile_ID 2 Unsigned16 | 10-Link (APl = 0x4E01)
IM_Profile_Specific_Type | 2 Unsigned16 | Setto "0" (0x0000)
IM_Version 2 2X Octet 1 (MSB): set to 0x01
Unsigned8 | Octet 2 (LSB): set to 0x00
IM_Supported 2 Unsigned16 | Profile specific I&M: 0x0000 (Bit 0 for I&MO
(Bit Array) is always 0)

Table 10.15 I&M 0 (Slot 1: 10 System 1.2—1.9, Index OxAFFO)

ae.1.2/Port X1 — 1.9/Port X8
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"Read" example I1&M5 on port X1 with connected IOL device

= = iy B 'E Keepactuslvalues g’ Snapshot ™ ™ Copysnapshots tostantvalues . (B Load startvalues asactualvalues By By
ReadDatalM5 (snapshot created: 11/27/2020 6:00:10 PM)
 [Hame | Eota type | Monitor value Betein | Comment

1 <@ v Static : = [

@ Rd_Req Eool FALSE 0

3 g Rd_Index Dword 16£0000_AFFS =

i@ RO HALIO 282 ]

5 @ Rd_Req_Len Uint o =

5 4me Rd_Valid Eoal FALSE (]

7 | e Rd_Busy Eool FALSE (]

£ @@ Rd_error Eool FALSE (|

g g e Rd_Statuz DWiord 16%0000_00AG (]

16 4@ = Rd_Res_Len Uint o =)

1@ e v byte Array[D..329] of Byte =

12 @ = bytefo] Eyte 16400 ! ElockType High: 1&MS = 0x0025

134 = bytel1] Eyte 16525 BlockType Low: [&MS = 0x0025

@ . byte[2] Eyte 1600 ] BlockLength High: 18M= Dx0042

15 |40 = byte[3] Eyte T63A2 { BlockLength Low: [&MS = 0x00A2 (162 dez)

164 n byte[a] Byte 16301 Blockversion High: 1

17 @ = byte[5] Eyte 16800 [ BlockVersion Low: O

18 " byte[6] Eyte 16300 | NumberOfEntries High

124 = byte7] Eyte 16201 | NumberOfEntries: Low

soiqm byte[8] Eyte 16400 BlockType Low [&M5 Data

2 byre[9] Eyte 16434 = ElockType High IZ5 Data

224 L byle[“]] Eyte 16500 A BlockLength Low I&MS Data = Dx009A

23 <@ = byte[11] Eyte 16594 ElockLength Low I%M5 Data = 0x009A (154 dez)

Jilqn = bytef12] Eyte 16501 glockVersion High: 1

35 lq) = byte[13] Eyte 16400 | Blockversion Low: 0

26 q = byte[14] Eyte 16#49 [ IM Annotation *I0-Link Devices”

74 = byte[15] Eyte 16%4F

GEiqm bytel16] Eyte 16420

Figure 10.51
1&M 5

I&M 5 data Octets Data type Mapping rule

IM_Annotation 64 String (UTF8)| "IO-Link Devices"

IM_OrderID 64 Visible String | "Product Name" or "DevicelD"

IM_VendorID 2 Unsigned16 | "VendorID"

IM_Serial_Number 16 Visible String | Insert SerialNumber of device (I0-Link

Index 21). If it is not available, set to "Not
accessible".

IM_Hardware_Revision |2 Unsigned8 Set to 0x0000 (default value)

IM_Software_Revision | 4 Char,3 x Set to V0.0.0 (official release but not
Unsigned8 detectable)

Table 10.16 I&M 5 (Slot 1: 10 System 1.2—1.9, Index OxAFF5)

Reading and Writing I&M Data

In its standard library, SIEMENS TIA Portal® offers system function blocks with which I&M data
can be read and written. A data record contains a BlockHeader of 6 bytes and the I1&M record.

The data requested when reading or the data to be written therefore begins only following the
existing header. The content of the header must also be taken into account when writing.

* Toread I&M 0-3, the "RDREC block" must be configured with LEN = 6 Byte Block
Header + I&M data length.

* Toread &M 5, the "RDREC block" must be configured with LEN = 6 Byte Block
Header + 8 Byte I&M + I&M data length.
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Data object Description

BlockType 2 Word I&M 0: 0x0020 BlockHeader
I&M 1: 0x0021
&M 2: 0x0022
1&M 3: 0x0023
1&M 5: 0x0025

BlockLength 2 Word I&M 0: 0x0038
1&M 1: 0x0038
I&M 2: 0x0012
1&M 3: 0x0038
1&M 5: 0x0098

BlockVersionHigh 1 Byte 0x01
BlockVersionLow 1 Byte 0x00

I&M data I&M 0: 54 Byte I&M record
I&M 1: 54
I&M 2: 16
I&M 3: 54
I&M 5: 152

Table 10.17 Data record with BlockHeader and 1&M record

Reading 1&M Records

I&M data can be read in the Siemens PLC using the standard RDREC function block (SFB52).
The logical address of the slot/sub-slot (ID) and the I&M index (INDEX) must be used as han-

dover parameters. Return parameters report the length of the received I&M data and a status or
error message.

Example: "Read" 1&MO of the PROFINET IO device

& 25 By B = 7] keepactmlualies g svapshot | B copysnapshots tostartvalues B . | Load start velues as sctual values B, )
ReadDatalMO (snapshot created: 12/1/2020 5:08:26 PM)
| Neme "Dawa\ype — ;élanvalue | Monitorvalue iCommem
B ’FE-" Sta;;t - D ' T - il - ————————————— " -
3 l@=  RdReqg Bool false FALSE
3 s Rdndex DWord 16#0000AFF0  16#0000-AFFO
4 lamw DM HYLIO 279 279
5 i@ Rd_Req_Len Uint o o
G me  Rdvalid Bool falze FALSE
7 & Rd_Busy Bool false FALSE
2 @lw Rd_error Bool false FALSE
9 . Rd_Status DWord 1650 16#0000_0000
16 lan = Rd_Res_Len uint 0 &0
1@ v bye Array[0-60] of Byte
T2l . byte[0] Eyte 16500 16400 BlockType High: ISMO = 0x0020
3@ = byef1] Byte: 16420 16420 Block Type Low: 1&MO = 0x0020
i4la W bytel2] Byte 16500 16400 BlockLength High: ISkD = 0x0038
iSlan = byel3] Byte 16438 16238 BlockLengthn Low: IEMD = 0x0038
16@ w  byted] Byte 16801 16801 Blockversion High: 1
i = byefE] Byte 1650 16400 BlockVersion Low: 0
8@ = byels Byte 16%0 16201 Dats: Vendor ID High of connected I0L-Device
19l = bye[7] Byte 1650 16864 Data: VendorID Low: of connected I0L-Device
Joam = byeis] Byte 1650 16439 Data: Order D 1 (335 700 001}
Jila = byte[d) Byte. 1650 16433 Data: Order ID
224 = byeflo] Byte 1650 16435 Data: Order ID
23 = byef11] Byte 1650 16220 Data: Order ID
i@ s byept2] Byte 1650 16237 Data: Order ID
5m w bye13] Byte 1650 16430 Data: Order ID
la = by Byte 16%0 16230 Data: Order ID
7@ = byte[15] Byte 1650 16420 Data: Order ID
2!!-?@] L] bytefi6] Byte 1650 16#30 Data: Order ID
Hia byte[17] Byte 1650 16#30 Dats: Order ID
304 = bye[ig] Byte 16£0 16231 Data: OrderiD
Jilen = byte[19] Eyte 1650 16220 Data: Order 1D
Zla = byte[20] Eyte 1650 16430 Date: Order ID
Figure 10.52
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Example: "Read" I&MO at port X1 with connected IOL device

Fl, B =

| Hame
1 40~ Static
2 |l Rd_Req
: lams Rd_Irdex
i @ RD_ld
5 = Rd_Req_Len
6 e Rd. Valid
7 e Rd_Busy
s @@= Rd_eror
9 @e Rd_Status
16 <4m = Rd_Res_Len
11 4@ e > bye
124m = bite[0]
12am » byte[1]
4l = bite[2]
islan = bite(3]
16 = beld]
i7lan = byte[s]
iman = bytels]
19 = byef7]
o4 = byels]
2ilem = bite[9]
22l = byte[10]
3@ = bite[11]
M4l = byte[12]
254m = bye[13]

=il Keepactuslvalues Fg  Snspshot % B
ReadDatalM0 (snapshot created: 12/1/2020 5

8:26 PM)

| Data type Swrevalue Maonitor value
Bool fise FALSE
Dwiord 1650000AFF0  16#0000_AFFO
HWLIO 22 282
Ulnt 0 0
Bool FALSE
Bool FALSE
Bool FALSE
Dviord 16400000000
Ulnt 60
Array[0..60] of Byte
Byte 16#00
Byte 16420
Byte 16400
Byte 16838
Byte 16801
Byte 16#00
Byte TRE0N
Byte 16402
Byte 16831
Byte 16437
Byte 16833
Byte 16#32
Byte 16449
Byte 16#4C

Copysnapshots to startvalues [ [ Load startvalues as actuslvalues iy,

Comment

BlozkType High: IEMO0 = 0x0020

Block Type Low: 1&MO = 0x0020

BlazkLength High: I&M0 = 0x0038
BlockLengthn Low: [&MO = Ox0038
BlozkVersion High: 1

BlockVersion Low: ¢

Nata: Vendar IN High of connerted 101 Nevice
Data: Vendor ID Low: of connected I0LDevice
Data: Order 1D 1 (173241}

Data: Order ID

Data: Order 1D

: Order ID

: Order 1D

: Order ID

g5 8
& 5 8

Figure 10.53

Example: "Read" I1&M5 at port X1 with connected IOL device

Name
1 < ¥ Static

2 4= RdReq

3 @l=  Rdndex
4 4m= RO

5 4@m=  RdReqlen
& a@n Rd_valid

7 l4am=  rdBusy
4 <@ s Rd_emor
9 4 RdStatus
10 4=  RdRes_len
it ams ~ bye
f2lan W byeo]
13a = byte[1]
il = byel2]
5@ =  bytef3]
164 = byte[4]
17 <@ - byte[5]
134 =  byels]
1@ = byel?]
Ve o bytels]
2@ = bytels)
2248 = byefio]
2340 = byefi1]
4@ = byeli2]
5l = byelt3l
64 = byte{14]
2 - bytel15]
| w bye[16]
20 4% = byef17]
S04 = bye[13]
il = byela]
3@ = byel2o]
B v byte[21]
J4lan = byte22]

= Keep sctualvalues [« Snapshot M 1 |
ReadDatalM5 (snapshot created: 11/27/2020 6:00:10 PM)

| Data type | start value

Bool
DWord 16£0000AFFS
HW.IO 282

uint (3

sise

Boel
Bool
Bogl
DWord
Ulnt
ArrayiD.165] of Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte:
Byte
Byte
Byte:
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte

Copysnapshotsto startvalues | [ Load startvalues as actualvalues Wy Bl

snagzhot

FALSE
1650000_AFFS

16200
16525
16200
16%A2
16201

16200
16200
16201

16%00
16%34
16200
16594
16201

16200
16543
16%4F
16420
16%4C
16569
1636E
16368
16514
16544

[Monitorvalue | femin  Comment

FALSE = :

1620000_AFFS =

282 =

o g

FALSE 8

FALSE =)

FALSE ]

16£0000_0046 B8

0 8

=]

16400 l BlockType High: 18M5 = 0x0025
16%25 [ ElockType Low: I8MS = 0x0025
16#00 BlockLength High: 18M=0x00A2
16#AZ BlockLength Low: 1&MS = 050042 (162 dez)
16201 BlockVersion High: 1

16500 BlockVersion Low: 0

16#00 NumberofEntries High

16#01 NumberOftntries: Low

16#00 | BlockType Low 18NS Data
16#34. glockType High [&MS Data
16#00 BlockLength Low &5 Data = 0x009A
16594 | BlockLength Low %M Data = Dx009A (154 dez)
16201 Blockversion High: 1

16200 BlockVersion Low: 0

16%49 IM Annotation “I0-Link Devices”
1684F

16820 B

1674C [

16#69

1626E

16268

16%20°

16844,

Figure 10.54
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Writing 1&M Records

I&M data can be written in the Siemens PLC using the standard WRREC function block
(SFB53). The logical address of the slot/sub-slot (ID), the I&M index (INDEX), and the data
length (LEN) must be used as handover parameters. Return parameters report a status or error

message.

Example: Completed 1&M1 write operation of a PROFINET IO device

= By B B 7] keepoctuclvalies g Sephot ™ B, Copysnapshotstostantvalues . B Load startvalues os sctial values B G
WriteDatalM1 (snapshot created: 12/1/2020 5:21:20 PM)
[Nome Dete ipe {Smrtvalue [Monitorvelue  Comment
1 4~ Static &
2 s WrReg Bool folse FALSE
5 g s Wirdex DWord 16%0000AFF1  16#0000 AFF1
4 @ Wl HWLIO 279 270
5 gf®  WrReglen uint ( 0
& 4lm W Done ‘Beol filse FALSE
7 am=  wrBusy Bool Blse FALSE
8 @w  W.Evor Bocl filse FALSE
8 lan= st DWord 1640 16400000000
10 4m =  WhRes_len uint ¢ ]
e v bye Armayl0.59] of Byte
e = byefo] Byte 16#00 16400 BlockType High: 1211 = 0x0021
i3l@ = byeli] Byte 16#21 16221 Block Type Low: 1201 = 0x0021
i = byef2] Byte 16500 16400 BlockLength High: O fer 18M 1
15 = byel3] Byte 1638 16438 BlockLengthn Low: 038 for 18M 1
16 = bypel4] Byte. 1 16201 Blockversion High: 1
iila  w byels] Byte 1640 16400 BlockVersion Low: 0
iEia s byels] Byte 16561 16361 Daa: "a®
19@ = bye[7] Byte 16862 16262 Data:"b"
giam = byefs] Byte 16563 16263 Data: "c”
2@ = bye[a] Byte 16564 16#64 Data: "d”
2@ = byef1o] Byte 1640 16#00
3 |lg = byte[11] Byte 1650 16400
2@ = byefi2] Byte 1640 16400
Figure 10.55

Prioritized Start-Up/Fast Start-Up (FSU)

Devices with Fast Start-Up (FSU) function support optimized system start-up. This ensures
faster restarting after the power supply is restored.

Fast Start-Up can be activated using PROFINET interface [X1] > Advanced options > Interface
options (PROFINET interface [X1] > Advanced options > Interface options) via Prioritized Start-

up (Prioritized Start).

Select "Device view" and the desired module.

Then, in the "General" tab, select the "Advanced Options" area.

Click on the "Prioritized startup" option to enable prioritized start-up.

_J General Il 10 tags ][System constants

II Texts ]

v General
Catalog information
¥ PROFINETinterface [X1]
General
Ethernet addresses
Identification & Maintenance
w Advanced options
Interface options
Media redundancy
~ Real time settings
10 cycle

>

Interface options

[ Prioritized startup
["] use IEC V2.2 LLDP mode

Figure 10.56
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For better FSU performance, the transfer settings of connectors X01 and X02 should be set as
follows:

i WG ropertios  [Pinfo | % Diagnostics L]
| General [ 10 tags | Systemcorstants | Tems |
- Gontral I Baee _ = ——— — A IE|
Catalog inkmatien
= PROFRET iertece (X1] v v Pon options
Gereral
Eshemet addreses Aetne:
KarsScaton & Mainstosnce
= hévanced optons 58 fetm bl pe e
Jeteriae sptions "
[ Cmtion
b Beal time teregt .
» Pori a1 s b PR P B R R oo et}
+ Portxn2 100 Meivs [X1 P2 &} b =
el Damee E o Ematie nuneoegenason
i :
Figure 10.57

The settings for the local and partner ports must be identical.

Measured booting times

PROFINET FSU time?®": < 2200 ms

Start time with FSU enabled?9: ~2400 ms
Start time without FSU enabled?9: ~5400 ms

"Suspend/Resume" of the 10-Link Port Control

Use Case of the Automatic Tool Change Function

Depending on the status of a production process, a tool change is necessary within a machine,
which is usually carried out by disconnecting a specific tool such as a gripper and by subse-
quently connecting another tool. This connecting and disconnecting includes mechanical con-
nections and electrical connections for power supply and communication.

With the following 10-Link calls (e.g., via a Siemens FB50001),

e Suspend port operation
* Resume port operation

the 10-Link port control can be changed dynamically during cyclic data exchange.

Concept

The basic concept of the "Suspend Port operation" user function is to suppress all PROFINET
error messages to the system/user, as the action is intended. Essentially, after the interruption,
all pending diagnostic messages of the relevant port and device are deleted.

The current port status can always be viewed by the user via the "PortActive" flag bit in the "Port
Qualifier Information - PQI". Three types of activities characterize these port operations:

* Automatic Port Operation
* Suspend Port operation
* Resume Port operation

af Measured according to specification: Internal switch is ready to send telegrams.

ag.The PLC reads out a digital input and sets a digital output on the 10-Link master after the DUT (IO-Link master) is
started up. The PLC is directly connected to DUT port X01, without any further switch between the PLC and DUT.
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Automatic Port Operation

The following actions automatically set a port to the status "Port operation resumed", indicated
by the flag bit "PortActive" = 1:

* Switching on the power supply of the I0-Link node or IO-Link master
* Configuration changes to the IOL master port
* The port configuration mode is set to Digital Input or Digital Output

Suspend/Resume Port Operation

Suspend/Resume Port Operation

Controfler

Mechanics

TOL-CALL » Suspond Port oporation
e

IOL-CALL; Resurme Port operation
—_—

PortActive =0 wndocking =
PQ =0, DevCom =0

PortActive =1

Figure 10.58

Visualization of the following actions:

e Successful "Suspended Port operation” results in the flag bit display "PortActive" = 0 and

"DevErr" =0

* Disconnecting the tool/device results in the flag bit display "PQ" = 0 and "DevCom" = 0
e Connecting a "new" tool/device leads to the flag bit display "PQ" = 1 and "DevCom" = 1
e Successful "Resumed Port operation” results in the flag bit display "PortActive" = 1

Use Cases

Use case

No. 1: A device is replaced
by a device of the same
type with identical parame-
ters.

Inspection level (backup &
restore)

0: No device check

1: Type-compatible device
2: Type-compatible device
3: Type-compatible device
with "Backup & Restore"
4: Type-compatible device
with "Restore"

V1.0)
v1.1)
V1.1)

—_ P

Vi1

Description

In use case no. 1, all inspec-
tion levels are permitted.
Recommended: Type-com-
patible device (V1.1) with
“Backup & Restore"

No. 2: A device is replaced
by a device of the same
type with different parame-
ters.

0: No device check
1: Type-compatible device (V1.0)
2: Type-compatible device (V1.1)

“Backup & Restore" does not
make sense in use case no. 2.
Recommended: Type-com-
patible device (V1.0 orV1.1)

No. 3: A device is replaced
by a device of a different

type.

0: No device check
1: Type-compatible device (V1.0)
2: Type-compatible device (V1.1)

“Backup & Restore" does not
make sense in use case no. 3.
Recommended: Type-com-
patible device (V1.0 orV1.1)
D

e The port configuration can be adjusted in the "Port operation suspended"” state (use case

no. 3).

* In addition, after active communication (DevCom =1), the device parametrization can be
adjusted via the control program (use case no. 2).
* Especially for use cases no. 2 and no. 3, using the "Backup & Restore" feature for better
visibility and startup performance is recommended

I3 PEPPERL+FUCHS
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“Suspend and Resume" Cycle

For a complete "Suspend and Resume" cycle, execute the following "Read" and "Write"
requests one after the other.

After writing the "Suspend" or "Resume" commands, verify the successful execution of the
command using the associated "Read" request.

Write Record Suspend — Port command

The following example shows how to suspend an IO-Link port operation using the TIA WRREC

function block:

ID=0
UDBZ3
"VIRREC_FF"
WRREC
Any
e TRUE
TRUE W30 FALSE
%1330 Tag_58"—EN YDR23 DBX10.0
“Tag 59" —lciK REQ) DONE —- "WRREC_PF".DONE
%34.0
E FALSE
L UDE23.DEX10.1
— BUSY - “WRREC_FF" BUSY
FALSE
) _ DB23 DEX10.2
620 —ID "WRREC_PF".
E#B400 — INDEX ERROR —- ERROR
28—ILEN
16#0070-0000
%DB23.DBD12
PIB22.DBXD.0 “WIRREC_PF".
"WR_PF_SUSF". STATUS — STATUS
Data —| RECORD END —
Figure 10.59 ID = 0 to address the IO-Link master proxy
INDEX = 0xB400
LEN = 8 bytes for commands
WRREC Data
| gl‘dama - | Datatype | Offset ;.Start.va.lue | Comment
1 AW v Static
2 4 m * Dats Arrayf0. 59] of Byte 0O
3 < = Dataf0] Byte 00 1688 Call Header
4« = Dataf1] Byte 10 1681 Fort Number (1... 8)
5 4 = Dataf2] Byte 20 165%FE Call Fixed
LT = Data[3] Byte 30 16844 Call Fixed
7 am = Dataf4] Byte 40 16502 call write
B |4m ] Datal5] Byte 5.0 16#FF Index Port Command
= T | = Data[s] Byte 6.0 16#FF Index Port Command
1040 = Data[7] Byte 70 16#3 Command Suspend
Figure 10.60
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Read Record Suspend — Port status

Use this request to verify that the previous writing of the "Suspend" port command was suc-

cessful.
#0821
“RDREC_PF*
RDREC
s TRUE FALSE

TRUE Wa3z0 %DB21.DBX10.0

w331 “Tag_58" —{EN VALID == "ROREC_FF" VALID
"Teg.62" —CLK Q REQ) —_

oy %DB21.0BX10.1

Tag_61 BUSY -~ "RDREC_PF" BUSY
TRUE
FALSE

%B21.0BX10.2

ERROR == "RDREC_PF".ERROR
1620 —p
o | 16#0070_0000
SHRAO0 g “DB21.DBD12
12 — MLEM "RDREC_PF".
STATUS — STATUS
PIDB24.DBX0.0
“ROD_PF_SUSP". LEN— O
Data — RECORD ENO
Figure 10.61

ID = 0 to address the I0O-Link master proxy

INDEX = 0xB400

LEN = 12 bytes, 8 bytes for commands + 4 bytes for the error PDU

If the "Suspend" port command was successful, the read data looks as follows:

| IMame | Deta type | Offset ‘Startvelue | Moniter value | Comment

I @[> Static i ]

2 ane > pota Array{0_11] of Byte 0.0

3l = Dawjol Byte 0.0 1670 16408 call Header

4 |l4q = Datal1] Eyte 1.0 680 16801 Port Wumber (1..8)
5 40 - Date[2] Byte 0 1650 16#FE Call Fixed

6 |40 L] Data[3] Byte 30 23] 16844 Call Fixed

7@ = Dataf4] Byte 40 650 16200 Status 0x00 = OK, 0xB0 = Error FDU
& |am = Data[5] Byte 50 1680 168FF Index Port Command
9 g = Data[s] Byte 6.0 1680 16#FF Index Port Command

10 (0 = Data[7] Byte 70 {2:31) 16203 Command Suspend

1 <@ = Dats[8] Byte BO BRO 16200 Error PDU

12 0 bl Data[9] Byte S0 T6#0 16200 Error PDU

i34m = Dats[10] Byte 100 670 16200 Sl job Error

14 <@ L] Dat[il] Byte 110 -2:30] 16500 SitJob Error
Figure 10.62

The 10-Link device can now be disconnected.

If the "Suspend" process has not yet been completed before the "Read Record" has arrived at
the 10-Link master, a negative PROFINET response with the code "Resource busy — 0x80C2"

is sent.

Possible Error PDU Codes
NO_ERROR
IOL_CALL_CONFLICT
INCORRECT_IOL_CALL
PORT_BLOCKED
TIMEOUT
INVALID_PORT_NUMBER
INVALID_IOL_INDEX
INVALID_IOL_SUBINDEX

0x0000
0x7000
0x7001
0x7002
0x8000
0x8001
0x8002
0x8003
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NO_DEVICE
DECODE_ERROR
RDREC_FAULT
WREC_FAULT

UNEXPECTED_ERROR_SEQ

FUNCTION_ERROR

FUNCTION_NOT_AVAILABLE

0x8004
0x8051
0x8052
0x8053

0x8054

0x8055

0x8056

FUNCTION_NOT_SUPPORTED 0x8057

Write Record Resume — Port command

The following example shows how an IO-Link port operation can be resumed with the TIA
WRREC function block after the 10-Link node has been successfully connected:

WDB25
*WRRE_PF_
Resume”
WRREC
Any
FALSE
%®DB25.DBX10.0
TRUE “WRRE_FF_
U320 DOME —- Resume” DONE
“Tag_58" —EN
FALSE
HED %HB25.DEX10.1
"VIRRE_PF_
BUSY == Resume” BUSY
FALSE
¥DB25.DEX10.2
“WRRE_FF_
1640 —in ERROR—- Resurne” ERRCR
16#B400 — INDEX Y
- 16#0070_0000
= ®DB25.DBD12
"WRRE_PF_
FDE26 DBXD.0 STATUS — Resume” STATUS
"WR_FF_RES" Data —|RECORD END
Figure 10.63
WRREC Data
 |Mame |Data type |Dffeet . [ Startvslue | Comment
1 @@ ¥ Static
3 i@ = ~ Data Array[0.31] of Byte 0D
3. <@ = Datafo] Byte 00 1658 Call Header
4 4 = Dataf1] Byte 1.0 1681 Port Number (1..8)
5 4] 2w Data[2] Byte 20 16#FE Call Fixed
6 40 = Dataf3] Byte 30 16844 Call Fixed
7 4m = Dataf4] Byte 40 16802 call Write
8 4] = Data[5] Byte 50 16HFF Index Port Command
3 = Dataf&] Byte 6.0 16%FF Index Port Command
0 ﬂ = Dataf7] Byte 7.0 1684 Command Resume = 0x04
Figure 10.64
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Read Record Resume — Port status
Use this request to verify that the previous writing of the "Resume" port command was suc-

cessful.
YWDB27
*RDREC_PF_RES”
RDREC
Any
FALSE
YDA27.DBX10.0
“RDREC_PF_
. RES".VALID
P_TRIG TRUE VALID: 3
WA32.0
TRUE g m FALSE
333 8- N YDB27.DBX10.1
Tag 65" == Cli Q REQ “RDREC_PF_
Y343 BLISY —- RES" BUSY
*Teg_66"
A FALSE
UDB27 DBX10.2
"RDREC_FF_
ERROR =~ RES” ERROR
1650 — D E——
B &#0070_D000
168 B400 — ; et
s INDEX %DB27 DBD12
12— MLEN "RDREC_FF_
STATUS =— RES" STATUS
PIDB28 DBX0.0 )
"RD_FF_ LEN—"
RESUME™.Data — RECORD ENQ
Figure 10.65

ID = 0 to address the I0O-Link master proxy

INDEX = 0xB400

LEN = 12 bytes, 8 bytes for commands + 4 bytes for the error PDU

If the "Resume" port command was successful, the read data looks as follows:

| [Mame Data type | Offset Start value Monitor value | Commient

1 |4~ Static

2 4l e = Data Arrayi0.231] of Byte 0.0

= i | = Data[0] Byte 0.0 1620 163#08. Call Header

4 4@ = Data[1] Byte 10 1620 16201 Port Number (1.8)
5 4 L Data[2] Byte 20 1620 16#FE Call Fixed

6 4@ = Data[3] Byte 30 1650 16444 call Fixed

7 |4 L] Dataf4] Byte 4.0 1680 16700 Status 0x00=0K, 0x80 = Error PDU
& 4m = Dats[5] Byte 5.0 1650 16#FF Index Fort Command
2 44 = Data[6] Byte 6.0 HEED 16%#FF Index Port Command
16 < = Data[7] Byte 70 FE#0 16704 Caommand Resume
1M = Data]8] Byte 8D 1620 16400 Error FDU

12 L Data[9] Byte 8.0 1680 16500 Error PDU

134 = Data[i0] Byte 10.0 1620 16200 Sl Job Error
1440 = Data[11] Byte 110 1620 16400 S Sob Error
Figure 10.66

If the "Resume" process has not yet been completed before the "Read Record" has arrived at
the 10-Link master, a negative PROFINET response with the code "Resource busy — 0x80C2"

is sent.

Possible Error PDU Codes

NO_ERROR 0x0000
IOL_CALL_CONFLICT 0x7000
INCORRECT_IOL_CALL 0x7001
PORT_BLOCKED 0x7002
TIMEOUT 0x8000
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INVALID_PORT_NUMBER 0x8001
INVALID_IOL_INDEX 0x8002
INVALID_IOL_SUBINDEX 0x8003
NO_DEVICE 0x8004
DECODE_ERROR 0x8051
RDREC_FAULT 0x8052
WREC_FAULT 0x8053
UNEXPECTED_ERROR_SEQ 0x8054
FUNCTION_ERROR 0x8055

FUNCTION_NOT_AVAILABLE 0x8056
FUNCTION_NOT_SUPPORTED 0x8057

Bit Assignment

The IO-Link master uses a modular device model. Slot 1/sub-slot 1 contains the status/control
module of the 10-Link master. This module provides 2 bytes of input data and 2 bytes of output
data. When an IO-Link master is selected from the GSD file, the module is integrated automati-
cally and cannot be changed.

The IO-Link ports use the following sub-slots 2 through 9 in slot 1. Depending on the configura-
tion, they may have a different operating mode and data length.

Process Data Status / Control Module, Slot 1 / Sub-slot 1

The status/control module has an Unsigned1 62" for digital input data and an Unsigned1 62" for
digital output data.

Status data (input)

The two Unsigned16 input bytes contain the status of the digital inputs. For the digital A channel
inputs, the data is also available in the input byte of the corresponding sub-slot module.

Control data (output)
The two Unsigned16 output bytes contain the control bits for the digital B channel outputs.

The byte 1/bit 0 output for the corresponding sub-slot module must be used to control the digi-
tal A channels.

The General Device Settings parameter Digital Out Ch. A Controlled By: Status/Control Module
can be used to switch to control bits. In this instance, the outputs cannot be controlled via the
byte 1/bit 0 sub-slot output.

The digital output can be controlled only from one source of data.
Parameter Dependencies of the Digital I/O Data Mapping
For the bit mapping settings see chapter 10.2.4.

Status/Control Data with Bit Mapping

For details on bit mapping configuration see chapter 10.2.4.

Legend

X1A Port 1, channel A

UINT16 High Byte 1st/"low address" byte in a Siemens PLC
UINT16 Low Byte 2nd/"high address" byte in a Siemens PLC

Table 10.18 Siemens PLC with Big Endian format

ah.UINT16/Word
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Mode 1
1/0 Status/control Bit7 Bit6 Bit5

Slot | UINT16 High Byte X8B | X8A | X7B | X7A |[X6B | X6A |X5B | X5A
11 UINT16 Low Byte X4B | X4A | X8B |X3A |[X2B |X2A |[X1B | X1A

Table 10.19 Digital input/output mapping mode 1

Mode 2
1/0 Status/control Bit7 Bit6 Bit5

Slot | UINT16 High Byte X4B | X4A | X8B |X3A [X2B |X2A |[X1B | X1A
11 UINT16 Low Byte X8B | X8A |X7B | X7A |[X6B | X6A |X5B | X5A

Table 10.20 Digital input/output mapping mode 2

Mode 3
1/0 Status/control Bit7 Bit6 Bit5

Slot | UINT16 High Byte X8B | X7B |X6B |X5B |X4B |X3B |X2B |X1B
11 UINT16 Low Byte X8A | X7A | X6A | X5A |[X4A | X3A |[X2A | X1A

Table 10.21 Digital input/output mapping mode 3

Mode 4
1/0 Status/control Bit7 Bit6 Bit5

Slot | UINT16 Low Byte X8A | X7A | X6A | X5A |[X4A | X3A |[X2A | X1A
11 UINT16 High Byte X8B | X7B |X6B |X5B |X4B |X3B |X2B | X1B

Table 10.22 Digital input/output mapping mode 4

Mode 5

The mapping for mode 5 depends on the user settings.
Port X8 X7 ) (5 ) & X4 ) & ) ¢ X1
I/O pin 2/4 2/4 2/4 2/4 2/4 2/4 2/4 2/4
I/0O channel B/A B/A B/A B/A B/A B/A B/A B/A
PN diag. channel 8 7 6 5 4 3 2 1

Table 10.23 PROFINET channel diagnostics mapping

I0-Link Connections Process Data, Slot 1/Sub-Slot 2-Sub-Slot 9

The process data lengths of the 10-Link connections in COM mode depend on the configura-
tions of IO-Link connections X1-X8. Data lengths of 1-32 bytes of input data and/or 1-32 bytes
of output data are configurable.

The data content can be taken from the descriptions of the 10-Link devices.

If no precise data length exists for the 10-Link device configuration, always select the next larg-
est data length.

The IO-Link master also attaches the PQI byteaito the end of the regular port input data of an
10-Link node.

ai.Port Qualifier Information
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Ch. A configuration as digital input

If the port is configured as a digital input, the port data length is one byte and the status of the
digital input is set to bit 0. The status of the digital input is also assigned to the status bytes of
the status/control module.

The selected mapping mode for the status/control module has no effect on the process data of
the IO-Link ports.

Input Data: Sub-Slots 1.2-1.9
Bit7 Bit6é Bit5 Bit4 Bit3 Bit2 Bit1 Bit0

Slot 1.1 X1 Byte 1-33 | = Ifthe IO-Link portis in "Digital-In" mode, the status is set to
Slot1.3 | X2 Byte 1-33 "DI-C/Q" (channel A, pin 4) in bit O/byte 1. In this case, no
St 14 | X3 Byte 1-33 PQI byte is available.

Slot1.5 | X4 Byte 1-33
Slot 1.6 X5 Byte 1-33
Slot1.7 | X6 Byte 1-33
Slot 1.8 | X7 Byte 1-33
Slot 1.9 X8 Byte 1-33
Table 10.24

* The last byte contains the PQI (Port Qualifier Information).

PQI Description

Bit Acronym Short Description Description
0 - Reserved 0 Reserved
1 - Reserved 0 Reserved
2 NewParam | New parameter 0 Not supported yet, don't evaluate this bit!
1 Not supported yet, don't evaluate this bit!
3 | SubstDev | Substitute device 0 Not supported yet, don't evaluate this bit!
detection 1 Not supported yet, don't evaluate this bit!
4 PortActive | Port operation 0 port deactivated via port function
1 port activated (default)
5 DevCom Device communication | 0 no IOL device available
1 IOL device detected and is in PREOPER-
ATE or OPERATE state
6 DevErr Port/Device error 0 no error/warning occurred indication
1 error/warning assigned to IOL device or
IOL master port occurred
7 PQ Device process data |0 invalid I/O process data from IOL device
validity 1 valid I/O process data from device
Table 10.25
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Output Data: Sub-Slots 1.2-1.9
Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0

Slot 1.1

X1 Byte 1-32

Slot 1.3

X2 Byte 1-32

Slot 1.4

X3 Byte 1-32

Slot 1.5

X4 Byte 1-32

Slot 1.6

X5 Byte 1-32

Slot 1.7

X6 Byte 1-32

Slot 1.8

X7 Byte 1-32

Slot 1.9

X8 Byte 1-32

If the 10-Link port is in "Digital-Out" mode, the state is set to
"DO-C/Q" (channel A, pin 4) in bit O/byte 1.

Table 10.26

Ch. A configuration as digital output

If the port is configured as a digital output, the port data length is one byte for digital output con-

trol bit 0.

If the General Device parameter Digital Out Ch. A Controlled by is set to "Status/Control Mod-
ule", the output cannot be controlled by bit 0 in the port output byte.
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11 The Integrated Web Server

The module has an integrated web server that provides functions for configuring modules, and
displaying status and diagnostic information.

The web interface provides an overview of the module configuration and status. It can also be
used to adjust specific settings, perform a restart, reset to factory settings, and update firm-

ware.

Status Page

Enter http:// inthe address bar of the web browser, followed by the IP address, e.g.,

http://192.168.1.1.

If the module home page does not open, please check your browser and firewall settings.

Status

ICE11 Webserver

Name

Kign ® A D 10 Version
C R ¥ -
e seWw

US Voltage
UL Voltage

Forcemode

Channel
X1A

X1B
X2A
X2B
X3A
X3B
X4A

X4B

X5A
X58B

X568

XT A
X7B
XBA
XBB

Device Overview Device Information

Application Version

ED:] Fieldbus Version

Device Diagnosis

Paort Information

Type
10-Link

Digitaf Input/Cutput
10-Link
Digital Input/Output
10-Link
Digital Input/Output
10-Link

Digital Input/Output

10-Link
Digital Input/Cutput

10-Link

Digital Input/Output
1C-Link
Digital InputiCutput
O-Link
Digital InputOutput

ICE11-810L-GB0L-V1D
11.1.3.0

1.0.0.0

1.0.505.0

| oPERATE |

234V
234V

Forcing is lockad. .Loc- ed

Configuration
10-Link

3 Eytea I, 1 Bylas Out
Digftal Input
1Bitin

Digital Input
1Bk In

Digitat Input
188

10-Link

2 Bytes In, 0 Byles Out
Digital Input
184 I

Digital Input
18t

Digital Input
16

Inactive
Inactive

Digital Output
184 0ut

Digital Input
1Bk In

Inactive
inactive
Inactive
Inactive

State

gopaoopEEoEfonnf

Dia Details

@

@

e

©e & e ©e e

Figure 11.1

This page serves as a starting point for access to the integrated web server.

Device Overview

The left side shows a graphical representation of the module with all LEDs and the positions of

the rotary coding switches
Device Information

The "Device Information” table contains some basic data on the module, e.g., the version, the
state of the cyclic communication, and a diagnostic indicator. The diagnostic indicator shows
whether a diagnosis is present in the module.

Port Information

The "Port Information” table indicates the configuration and status of all I/O ports of the module.
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Ports (Connection Side)

Click the "Ports" tab in the menu bar of the start window. A new window opens with the details
of the individual ports:

ICE11 Webserver
| staius | Ports T
Port Details
Show details for port
@ X1 O X2 0OX3 OX4 OX5 OX6 OX7 OX8
Port Information 10-Link
Forcemode Vendor ID 1
Port X1 Device ID 1116420
Dia Vendor Name Pepperi+Fuchs
Port Diagnosis Vendor Text v pepperi-fuchs.comfio-link
! Product Name OMT 100-R100-2EP10-V31-L
» Mo diagnosis Product ID 267075-100084
pns chamets o o
T 10-Link erial No. 4 7
Lz = Speed conz
Function 10-Link
3 Bytesin, 1 Bytss Out Cycle time 3200
Stale HW Revision HW01.00
10-Link Events FW Revision FW01.00
FW Update
« Mo evenis
100D Upload
Fin 21 Channel 8 Configure device
Type Digital Inpul/Outputl
Eunction ?g.".f' Input Application Name (Tag) [Feloweid 122 ||._—3£.|
Sfale IF Fc g8
Input Logic Normally Open
Input Filer off
==
Process Data input PDI24.24
Input Data Name Value
Switching Signal 1 o
Switching Signal 2 0
Measurement Value 0
Signal Quality Indicalor o
ea
=]
Output Data Process Data Output PDOS.2
Name Value
C5C1 - Transducer Disable o
CSC2 - Evaluation Hold 0
Figure 11.2

The Port Details page displays all information about the selected port. The left column displays
all port and channel-specific information. If the port is configured as an 10-Link and an 10-Link
node is connected, all IO-Link information for the connected device is displayed in the right col-
umn.

* Port diagnostics shows incoming and outgoing diagnoses in plain text.

* Pin 2 and pin 4 contain information about the configuration and status of the port.

e Additional information about the connected sensor and its process data is shown for 10-
Link ports.

10DD Buttons
The series called IODD provides access to the "IODD on Module" functions. The UPLOAD but-

ton allows the user to upload an IODD file to the module, regardless of the original device for
which the IODD was created.

The maximum number of IODDs is limited by the storage space. If there is no more space avail-
able for new IODDs, an error message is sent. In this case, navigate to the IODD Management
page to delete IODDs that are no longer in use.
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If a suitable IODD for the currently connected device already exists in the system memory, the
CONFIGURE button is displayed in the interface. Clicking on the button opens the Parameters
page to configure the device.

Parameters Page

I3 PEPPERL+FUCHS

T 1000 - Devize conigurasion - Gaogle Chiome

A Micht sicher | 172.24.55.187 flodd MmvendoriD=18&devicaiD=11164208pan=0
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Diagnosis

Service Function

Patameter W M Description

Sxdem Command Fsstons Fackory Sasiogy

Device Oparaten et aeTiey the decce .

Locslor lodcaos ensties 2 gefinad Tashing pasern of e et LEDY

Device Status Information

Pmamein Vihar LU Max Doscriphion.

[ Davice b OK = condlion te

Dtaded Davics Statun it of i cxenity pending events i e dinice

Erniter Stase 0 frum s el by (Snabind a6 Skject detecton B Nl posstie

Local Contral Slats (1 I0-Lisk mode) dastied il ool ane Samperary enaied for adisfmast o Mach-n in 10.Link mede
Operation Information

Pasanieser Valoe Unit i M Cencriphin

Operateg oo B h abcurs e cuetsl houn of cpeeaton

Tt il il el e
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Bavametes Vee U s Dosermvon,
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M Deecten Flsegn 400 e e e sk of he 3gascind dilestion 1ang0

Mg Detecsion Rargo 1000 mn walie of the

Communication Characteristics

Paramenn Vitkat Unit M Max Doscription

Mo Cycle Tierw » [2 e corr ¥ spponied by S devics. Thm valcs deires e lowes! povale procsn data cycle
Masier Cyoie Tme 2 i by e rraster. Thes srnoees dats eytie
0Lk P 10 i i
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Device Information
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Prased et Deitance semsor Asttersl et pitrrsten o e deee

Prosuct 1D 26075100084 Vienorapeche produc of 1y Kesaheition (e § e number of ot musber)
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Figure 11.3

The "IODD — Device configuration" parameters page displays all parameters provided by the
IODD of the device. This means that the parameter set is variable and depends on the con-
nected IO-Link device.

The stored IODD reads the metadata of the parameters such as names, units, min/max values,
descriptions, etc. The values are obtained directly from the connected device. Therefore, it may
take a few seconds for the page to refresh.

If not already saved in the browser, you will be asked for your login details to continue. To edit
the device parameters, valid user access with group membership in the web interface is
required. After registration, you can change active values. Deactivated values cannot be
changed. These can be marked as read-only in the IODD. After each change, all current values
are written back directly to the device.

Limitations

e Editing parameter values changes them directly in the connected device. This does not
trigger a parameter server action.

e There is a maximum IODD size that can be uploaded to the system. This depends on sev-
eral values such as file size, number of parameters, nesting levels, etc.

Process Data

The process raw data of the input and output direction (byte set) is displayed for each con-
nected I0O-Link device. If a suitable IODD with information about process data is already stored
in the system, this data is also displayed in a user-friendly format corresponding to the IODD.
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System Page

Click the "System" tab in the menu bar of the start window. A new window opens with informa-
tion on the system of the module:

188

ICE11 Webs
| Suius oster  EVTENNN
System
General Information IP Settings
Firmware Parameter Settings
Application Version 11.1.3.0 |P-Address e |.[e l o |
Fieldbus Version  1.0.0.0
10 Version 1.0505.0 Subnet Mask e J[o Jlo |
Device Gateway . 2] I [} . |e
Name ICE11-8I0L-GB0L-V1D i e
Startup configuration @ static O DHCP
Product ID ICE11-8I0L-GGOL-V1D
Ordering Number 70146527
Haowee 10
Sernal Number 40000058740639
Production Date  2023.01.31 10:00 L RS 4 DRCIHE SirCaing ’
Elfermet Matt state Enabled Opcua state Disabled
MAC Address  D0.0D:81:0B:23:54 Broker 10.0.255.10 Fart | 4840
Network ' Port 1883 Anonymous login Yes
IP-Address 10.0.255.12 Base TODIF icel Listen for Cor_nrnands No
Subnetmask 255255 255.0 A0 EHLNE (e EfocessENCHY A
Gateway 10.0.255.12 Publish Inter\fal (ms) 2000 Change config No
Source e Publish Identity Yes Device Reset No
Fioldbus. Publish Config Yes
rrevs EHOFINET Publish Stafus Yes Syslog £
State OPERATE F'uhh_sh Prosess Yes Syslog state Disabled
Fublish Devices No Globat severity 3
Will State Enabled Server address
Will Topic lastwilliCE11 Server port 514
Listen for Commands No Server severity 3
Process Forcing No
Change Config No CoAP Va
Lo il 0 CoP state Disabled
Qos Al most once Port 5893
NTP Ve
NTP client state Disabled
Server address 0.0.0.0
Server port 123
Update interval 60
10DD
Manage IODDs
Restart device
[ confirm 1o restart the device. All connections will be closed.
Reset configuration to factory defaults
Restoring factory settings affects all neb p , including fieldbus specific settings.
All network connections will be closed.
Mote: If ihe module has rotary swilches, the new IP address is equivaient to the rotary switch position
[} confim to reset the device, Al configuration data will be overwritten by default values!
Firmware update
FW-Update

Figure 11.4

This page contains information about the following values and parameters:

* The firmware name and version are displayed under "Firmware".

* The "Device" section contains all the information about the module itself.
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* Restart device

* The module initializes a software reset.
Reset configuration to factory defaults

e The module restores the default factory settings.

Note
n During a factory reset, the "BF/MS/RUN" LED will light up red three times. Once reset to the

factory settings, the "BF/MS/RUN" LED will light up green three times. Once the LED has lit up
green three times, restart the device and wait ten seconds.

* Firmware update
The module initializes a firmware update.

Select the provided *.ZIP container to update firmware. For firmware updates, please con-
tact our support team. Follow the instructions that appear on the screen.

F3 Upload Config - Google Chrome - m} X
P g g

A Nicht sicher | 172.24.55.187/fwup.htm Q

Firmware Update

Choose file o load

Datei auswahlen | Keine ausgewahit

Figure 11.5
I0DD Management Page

FEPEPPERL+FUCHS

ICE11 Webserver

Manage 10DDs
Vendor ID Device ID Name Action
1 1116419 Peppert-Fuchs_OMT100_R10x-20160404-100D1.1 xml
1 1116420 Pepperl-Fuchs_OMT 100-L_R10x-20180815-10DD1.1.xml Delete |
Upload
Figure 11.6
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The IODD Management page can be accessed from the System page and displays all IODDs
that are currently stored in the system. All IODDs that match connected devices are marked.
On the IODD Management page, you can manually delete each I0ODD in the system.

User Administration

Click on the "User" tab in the menu bar of the start window. A new window opens with the user
administration settings for the module:

FZPEPPERL+FUCHS

Users

Username Groups. Edit Del
Admin, REST,

/)
NOTeonfig

user WEB, OPC-UA 7] [x]

Figure 11.7

This page contains the settings relevant to managing the users of the module. New users can
be added with Admin or Write access permissions.

Tip

For security reasons, change the default admin password once the device has been
configured.

Default user login data:

* User:admin
* Password: private

2024-04

I3 PEPPERL+FUCHS



2024-04

ICE11-8I0OL*-G60L-V1D
The Integrated Web Server

Contact Page

Click on the "Contact" tab in the menu bar of the start window. A new window with the contact
data of Pepperl+Fuchs opens:

2 PEPPERL+FUCHS

ICE1 Webserver

Pepperl+Fuchs Global Headquarters

World Headquarters North American Headquarters Asia Headquarters

Pepperl+Fuchs GmbH Pepperl+Fuchs Inc Pepperl+Fuchs Asia Pte. Ltd
Lilienthalstrafte 200 1600 Enterprise Parkway P+F Building

68307 Mannheim Twinsburg, Ohio 44087 18 Ayer Rajah Crescent

Germany usAa Singapore 139942

Phone: +49 621 776-0 Phone: +1 330 425-3555 Phone: +65 6779-9091

Fax: +49 621 776-1000 Fax: +1 330 425-4607 Fax: +65 687-31637

E-mail: info@de.pepper--fuchs.com E-mail: sales@us.pepperl-fuchs.com E-mail: sales@sg.pepperl-fuchs.com

Website: www. pepperl-fuchs. de Website: www.pepperl-fuchs.us Website: www._pepperl fuchs com.sg

Copyright 2016, Pepperl+Fuchs GmbH | All rights reserved

Figure 11.8
The address of the contact page is:
http://[IP address]/contact.htm

This page provides information about Pepperl+Fuchs Group contact details.
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192

lloT Functionality

The device offers interfaces and functions for optimal integration into existing or future lloT2net-
works. The device continues to function as a fieldbus node that can communicate with a PLC®
and be controlled by it. The device offers common lloT interfaces that enable communication

channels alongside the PLC. Communication is carried out via the lloT-relevant protocols
MQTT and OPC UA.

You can use these interfaces to

* read all the information in the device
* change the configuration of the device
* take control of the device if this is permitted

All interfaces can be extensively configured and offer read-only functionality. The device offers
a user administration feature. You can control access to and use of the lloT protocols. This
allows you to manage all modification options for the device settings via personalized user
authorization. All lloT protocols can be used and configured independently of the fieldbus. You
can control the device via lloT protocols without a PLC.

Warning!
Cybersecurity

Use the lloT functionality in a secured local network environment without direct access to the
Internet. See chapter 2.

MQTT

The MQTTCprotocol is an open network protocol for machine-to-machine communication.
MQTT is used to transmit telemetric data messages between devices. The integrated MQTT
client allows the device to publish a specific set of information to an MQTT broker. The mes-
sages can be published either periodically or manually triggered.

MQTT Configuration

The MQTT functions are deactivated in the factory settings. The MQTT client can be config-
ured and read out.

1. Use the Web interface, see xxx
2. Send a JSON object as an "HTTP request", see xxx and below.
e The configuration URL is: http://[ip-address]/w/config/mgtt.json.
e The configuration can be read back as a JSON file: http:// [ip-
address]/r/config/mgtt.json
The configuration takes the form of a JSON object, with each JSONMember representing a
configuration element. The object does not have to contain all elements. Only the elements

provided will be changed. Any configuration changes will not take effect until after a device
restart.

The following configuration elements are available:

a.lloT = Industrial Internet of Things
b. PLC = programmable logic controller
¢. MQTT = Message Queuing Telemetry Transport

I3 PEPPERL+FUCHS
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MQTT Configuration

Element Data Type Description Example
mqtt-enable boolean Master switch for the MQTT client. true/false’
broker string IP address of the MQTT broker “192.168.1.1"
login string Username for MQTT broker "admin”
Default: null
password string Password for MQTT broker “private"
Default: null
port number Broker port 1883
base-topic string Base topic "iomodule_[mac]"
Default: "ice11"
will-enable boolean If true, the device provides a last will mes- | true/false
sage to the broker
will-topic string The topic for the last will message. Default: null
auto-publish boolean If true, all enabled domains will be pub- true/false
lished automatically in the specified inter-
val.
publish-interval | number The publish interval in ms if autopublish is | 2000
enabled. Minimum is 250 ms.
publish-identity | boolean If true, all identity domain data will be pub-| true/false
lished
publish-config | boolean If true, all config domain data will be pub- | true/false
lished
publish-status | boolean If true, all status domain data will be pub- | true/false
lished
publish-process | boolean If true, all process domain data will be pub- true/false
lished
publish-devices | boolean If true, all IO-Link device domain data will | true/false
be published
commands- boolean Master switch for MQTT commands. If true/false
allowed false, the device will not subscribe to any
command topic, even if specific command
topics are activated below.
force-allowed boolean If true, the device accepts force com- true/false
mands via MQTT.
reset-allowed boolean If true, the device accepts restart and fac- | true/false
tory reset commands via MQTT.
config-allowed | boolean If true, the device accepts configuration true/false
changes via MQTT.
gos number Selects the "Quality of Service" status for | 0 = At most once
all published messages. 1 = At least once
2 = Exactly once
Table 12.1

1

MQTT Response

.bold = standard

The resulting response is a JSON object with a "status" field. The status should be "0" if no
error occurs and "-1" if an error occurs.

In the event of an error, the response contains an error array.
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The error array contains an error object for each error that occurred. The object consists of an
"Element" field, which identifies the configuration element that caused the error, and a "Mes-
sage" field for the error message.

* A JSON object that is not well-formed causes an error.
* Non-existent parameters cause an error.
* Parameters with an incorrect data type cause an error.

Writing all available parameters at once is not permitted. You should write only one or a small
number of parameters at a time.

Example

{"status": -1, "error": [{"Element": "publish-interval", "Message":
"Integer expected"}]}

{"status": 0}

{"status": -1, "error": [{"Element": "root", "Message": "Not a

JSONobject"}]

MQTT Topics

MQTT mainly refers to topics. All messages are attached to a topic, which adds context to the
message itself. Topics can consist of any type of string and may contain slashes (/) and wild-

card symbols (*, #).
Base Topic

The device has a configurable base topic, which is the prefix for all topics. The base topic can
be freely selected by the user. The base topic can also contain selected variables.

Base Topic Variables

Variable Description

mac The MAC address of the device

Name The name of the device

order The ordering number of the device

serial The serial number of the device
Table 12.2

Variables in the base topic must be written in square brackets ("[ 1").

Example

The base topic "io_[mac]" is translated into "io A3B6F3F0F2F1". All data is organized into
domains. The domain name is the first level in the topic after the base topic. Note the following
notation: Base topic/domain/.....

Data Domains

Domain Name

Definition

Example

identity All fixed data that is defined by the | Device name, ordering number,
used hardware and which cannot be | MAC address, port types, port capa-
changed by configuration or at run- | bilities and more.
time.

config Configuration data that is commonly | IP address, port modes, input logic,
loaded once at startup, mostly by a | failsafe values and more.
PLC.

status All non-process data that changes | Bus state, diagnostic information, 10-
quite often in normal operation. Link device status and data.

process All process data that is produced Digital inputs, digital outputs, cyclic
and consumed by the device itself or| I0-Link data.
by attached devices.
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Domain Name Definition Example

iold I0-Link device parameters accord- | Vendor name, product name, serial
ing to the 10-Link specification. number, hardware revision, software
revision and more.

Table 12.3

Often there is a topic for all gateway-related information and topics for each port. All identity
topics are published only once when the device is started, as this information should be static.
All other topics are either published at a fixed interval or triggered manually, depending on their
configuration.

Data Model

Total Publi- Publica-
cation tion Inter-

Example Counter val

2024-04

[base-topic]/iden- | Name, ordering number, MAC, vendor, | 1 Startup
tity/gateway 1&M etc.

[base-topic]/iden- | Port name, port type 8 Startup
tity/port/n

[base-topic]/con- | Configuration parameters, IP address, | 1 Interval
fig/gateway etc.

[base-topic]/con- | Port mode, data storage, mapping, 8 Interval
fig/port/n direction

[base-topic]/sta- | Bus state, device diagnostics, master | 1 Interval
tus/gateway events

[base-topic]/sta- | Portorchannel diagnostics, |O-Link 8 Interval
tus/port/n state, IO-Link device events

[base-topic]/pro- | AllDigital IN/OUT 1 Interval
cess/gateway

[base-topic]/pro- | Digital INOUT per port, IOL-data, 8 Interval
cess/port/n pdValid

[base- IO-Link device parameter 8 Interval
topic]l/iold/port/n

Table 12.4

An MQTT client that wants to subscribe to one or more of these topics can also use wildcards.

Application Examples

Entire Topic Description

[base-topic]/identity/gateway

Receive only identity objects for the gateway

[base-topic]/identity/#

Receive all data related to the identity domain

[base-topic]/status/port/5

Receive only status information for port num-

ber 5

Receive information of all domains for port
number 2

[base-topic]/+/port/2

[base-topic]/process/port/# Receive only process data for all ports

[base-topic]/config/# Receive config data for the gateway and all

ports.

Table 12.5
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Publish-Topic
Overview of all Publish JSON data for the defined topics:
Identity/Gateway
tbd json_string
ordering_number json_string
device_type json_string
serial_number json_string
mac_address json_string
production_date json_string
fw_name json_string
fw_date json_string
fw_version json_string
hw_version json_string
vendor_name json_string
vendor_address json_string
vendor_phone json_string
vendor_email json_string
vendor_techn_support json_string
vendor_url json_string
vendor_id json_integer
device_id json_integer
Table 12.6
Config/Gateway
Input Data Type Scope Default Notes
fieldbus_protocol| json_string profinet, ether-
net/ip, ethercat
network_configu-| json_string PN: dcp
ration EIP:
stored_value,
bootp, dhcp
rotary_switches | json_integer 0...999
ip_address json_string 192.168.1.1
subnet_mask json_string 255.255.255.0
report_alarms json_boolean 0.0.0.0
report_ul_alarm | json_boolean true / false true
report_do_- json_boolean true / false false
fault_without_ul
force_mode_lock| json_boolean true / false false
web_inter- json_boolean true / false false
face_lock
do_auto_restart | json_boolean true / false true
fast_startup json_boolean true / false false PROFINET and
EIP only
Table 12.7
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Status/Gateway
Input Data Type Scope Default Notes
protocol json_string wait_for_io_system
wait_for_io_Connection
failsafe
connected
error
ethernet_port1 json_string 100_mbit/s_full
100_mbit/s
10_mbit/s_full
10_mbit/s
ethernet_port2 json_string 100_mbit/s_full
100_mbit/s
10_mbit/s_full
10_mbit/s
module_restarts json_integer 0...4294967295
channel_diagnostics json_boolean | true/false
failsafe_active json_boolean | true/false
system_voltage_fault json_boolean | true/false
actuator_voltage_fault | json_boolean | true/false
internal_module_error json_boolean | true/false
forcemode_enabled json_boolean | true/false
Table 12.8
Process/Gateway
Input Data Type Scope Default Notes
Input_data json_integer(]
output_data json_integer(]
Table 12.9
Identity/Port/1 ... 8
Input Data Type Scope Default Notes
port json_integer 1..8
type json_string digital_universal
digital_input
digital_Output
io_link
max_output_power_cha json_string 2.0_mA
0.5_mA
max_output_power_chb json_string 2.0_mA
0.5_mA
channel_cha json_string input/output
input
output
io_link
aux
channel_chb json_string input/output
input
output
io_link
aux
Table 12.10
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Config/Port/1 ... 8

Input Data Type Scope Default Notes
port json_integer 1..8
direction_cha json_string input/output
input
output
direction_chb json_string input/output
input
output
failsafe_cha json_string set_low set_low
set_high
hold_last
failsafe_chb json_string set_low set_low
set_high
hold_last
surveillance_timeout_cha json_integer 0...255 80
surveillance_timeout_chb json_integer 0...255 80
Table 12.11

Status/Port/1 ... 8

Input Data Type Scope Default Notes
port json_integer 1..8

physical_state_cha json_integer 0..1

physical_state_chb json_integer 0..1

actuator_short_circuit_cha json_boolean true / false
actuator_short_circuit_chb json_boolean true / false

sensor_short_circuit json_boolean true / false

Table 12.12

Command-Topic, MQTT Subscribe

The main purpose of MQTT is to publish device data to a broker. This data can be obtained by
any registered subscriber that is interested in it. On the other hand, the device itself may have
subscribed to a topic on the broker and therefore receives data. This data can be configuration
or forcing data. This allows the user to fully control a device exclusively via MQTT, without the
use of other communication channels such as web or REST.

If the configuration allows commands in principle, the device subscribes to special command
topics, through which it can receive commands from other MQTT clients. The command topic
is based on the base topic. It always has the following form:

[base-topic]/command

After the command topic, fixed topics are for various writable objects. The data format of the
MQTT payload is always JSON. It is possible to set only one subset of the possible objects and
fields.

[...1/forcing

Use the [base-topic]/command/forcing command topic for force object data. The force object
can have any of the following properties:
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Force Object Properties

Property Data Type Example Remarks
forcemode boolean true / false Forcing Authority: on/off
digital array
iol array
Table 12.13

Different specification values are arrayed successively for the digital and 10L Force object

properties:

Digital Force Object

Property Data Type Example Remarks
port integer 1,2,5
channel string "a", "b"
force_dir string “out", "in", "clear"
force_value integer 0,1
Table 12.14
10-Link Force Object
Property Data Type Example Remarks
port integer 0,1,5
output array[integer] [55, 88, 120]
input array[integer] Input simulation

Table 12.15 Force object for |O-Link devices

[...]/config

Use the [base-topic]/command/config command topic for Config object data. The
Config object can have any of the following properties:

Config Object Properties

Property Data Type Example Remarks
portmode array
ip_address string "192.168.1.5"
subnet_mask string "255.255.255.0"
gateway string "192.168.1.100"
Table 12.16

There are several specification values specified for the portmodeConfig object property:

Config Object: Portmode

Property Data Type Example Remarks
port integer 2

channelA’ string "dio", "di", "do", "iol", "off"

channelB? string "dio", "di", "do", "iol", "off", "aux"

inlogicA string “no", "nc"

inlogicB string “no", "nc"
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Property Data Type Example Remarks
filterA integer 3 input filter in ms
filterB integer 3 input filter in ms
autorestartA boolean
autorestartB boolean
iolValidation integer 0 = NoCheck

1=Type 1.0

2=Type 1.1

3=Type 1.1 BR

4 =Type 1.1 RES
iolDevicelD integer for validation
iolVendorID integer for validation

Table 12.17

1.channelA = Pin 4
2.channelB = Pin 2

[...]/reset

Use the [base-topic]/command/reset command topic for Reset object data about
restart and factory reset topics. The Reset object can have any of the following properties:

Reset Object Properties

Property Data Type Example Remarks
factory_reset boolean true / false
system_reset boolean true / false

Table 12.18

[...]/publish
Use the [base-topic]/command/publish command topic for Publish object data.

The manually triggered publication of all topics can be used if "auto publish" is switched off or if
“long interval" is set.

MQTT Configuration via JSON

Depending on your application, download and install Insomnia or a similar application:
insomnia.rest/download/.

Configure MQTT
POST: [IP-address]/w/config/mgtt.json
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plication Edit  View Window Tools Help

Insomnia POST * 192.168.1.16/w/config/mattjson

TIME 63 ms SIZEI3 B

Preview =

Figure 12.1

3. Read MQTT from:
GET: [I1P-address]/r/config/mgtt.json
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Application  Edit. View Window Tools Help

Insomnia

SIZESZT B

Figure 12.2

OPC UA

OPC Unified Architectured is a platform-independent standard with a service-oriented architec-
ture for communication in and with industrial automation systems.

The OPC UA standard is based on the client-server principle and allows machines and devices
to communicate horizontally with each other and vertically with the ERP system or the cloud,
regardless of preferred fieldbuses. The device provides an OPC UA server at the field device
level to which an OPC UA client can connect for data-secure information transfer. In the case of
OPC UA, we adhere to the "IO-Link Companion Specification", which you can download
directly from io-link.com, with the following exceptions.

d.OPC UA = Open Platform Communications Unified Architecture
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Unsupported OPC UA Features within the "10-Link Companion Specification"

Function Support

Managing IODDs Not supported
(Section 6.1.6 in the specification)

Mapping IODD information to OPC UA ObjectTypes Not supported
(Section 6.3 in the specification)

IOLinklODDDeviceType Not supported
(Section 7.2 ff. in the specification)

ObjectTypes generated based on IODDs Not supported
(Section 7.3 ff. in the specification)

Creation of Instances based on ObjectTypes generated out of IODDs Not supported
(Section 7.4 in the specification)

IODDManagement Object Not supported
(Section 8.2 in the specification)

RemovelODD Method Not supported
(Section 8.3 in the specification)

Table 12.19

OPC UA Configuration

By default, the OPC UA functions are deactivated. The OPC UA server can be configured
either by using the web interface or directly through a JSON object sentin an "HTTP request."
The configuration URL is: http://[ip-address]/w/config/opcua.json The configuration can also be
read back as a JSON file: http://[ip-address]/r/config/opcua.json The configuration takes the
form of a JSON object, whereby each JSONMember represents a configuration element. The
object does not have to contain all elements. Only the elements provided will be changed. Any
configuration changes will not take effect until after a device reboot.

The following configuration elements are available:
OPC UA Configuration

Element Data Type Description Example
port integer Server port for the OPC UA server 0, 4840", OXFFFF
opcua-enable boolean Master switch for the OPC UA server. | true/false
anon-allowed boolean If true, anonymous login is allowed. true/false

commands-allowed | boolean Master switch for OPC UA commands. | true/false
If false, there will be no writable OPC

UA objects

force-allowed boolean If true, the device accepts force com- | true/false
mands via OPC UA

reset-allowed boolean If true, the device accepts restart and | true/false
factory reset commands via OPC UA

config-allowed boolean If true, the device accepts configuration| true/false

changes via OPC UA

Table 12.20

1.bold = standard

All configuration elements are optional and not bound to any particular order. Not every ele-
ment needs to be sent. This means that only configuration changes are applied.

Optional: The configuration parameters of OPC UA can be set directly via the web interface.
For sharing with other devices, you can download the web interface.
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Response:

The resulting response is a JSON object with a "status" field. The status should be "0" if no
error occurs and "-1" if an error occurs.

In the event of an error, the response contains an error array.

The error array contains an error object for each error that occurred. The object consists of an
"Element" field, which identifies the configuration element that caused the error, and a "Mes-
sage" field for the error message.

Example

{"status": -1, "error": [{"Element": "upcua-enable", "Message":
"Boolean expected"}]}

{"status": 0}

{"status": -1, "error": [{"Element": "root", "Message": "Not a JSON
object"} 1}

OPC UA Address Space

OPC UA provides various services on the device that allow a client to navigate through the
address space hierarchy and read or write variables. In addition, the client can observe up to
10 attributes of the address space regarding value changes.

A connection to an OPC UA server is reached via the endpoint URL: opc.tcp:// [ip-
address] : [port]

Various device data such as the MAC address, device settings, diagnostics or status informa-
tion can be read out via Identity objects, Config objects, Status objects and Process objects.
Command objects can be read and written. This makes it possible, for example, to transfer new
network parameters to the device in order to use force mode or to reset the entire device to fac-
tory settings. The following graphics show the OPC UA address space of the device. The
objects and information displayed depend on the device variant used.

OPC UA Configuration — Quick Start

Caution!
Third party

Pepperl+Fuchs assumes no responsibility for any content contained on the referenced web-
sites and does not guarantee the functionality of the third-party software mentioned above.

OPC UA Configuration via JSON

Depending on your application, download and install Insomnia or a similar application:
insomnia.rest/download/.

Configure OPC UA
POST: [IP-address]/w/config/opcua.json
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Figure 12.3

3. Read MQTT from:
GET: [I1P-address]/r/config/opcua.json

Application Edit View Window Tools Help

Insomnia GET » 192.168.1.16/r/config/opcuajson

TIME 15 ms SIZE148 B

Preview =

£
L

Figure 12.4
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REST API

The REST API® is a programmable interface that uses HTTP requests for GET and POST data.
This allows access to detailed device information. With the gateway, the REST APl can be used
to read out the device status. The REST API can also be used to write configuration and forcing
data. There are two different REST API standards available for the requests:

1. A standardized REST API specified by the IO-Link community and described separately:
JSON Integration 10222 V100 Mar20.pdf

Please download the file from io-link.com.
2. A customized REST API, which is described below.

Supported REST API Features within the 10-Link Specification

Function Supported

Gateway GET /identification
GET /capabilities
GET /configuration
POST /configuration
POST /reset

POST /reboot

GET /events

Master GET /masters

GET /capabilities
GET /identification
POST /identification
Port GET /ports

GET /capabilities
GET /status

GET /configuration
POST /configuration
GET /datastorage
POST /datastorage

X[ X[ X| X[ X X X[ X| X| X[ X]| X| X[ X]| X| X

e. REST API = Representational State Transfer — Application Programming Interface
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Function Supported

Devices GET /devices

GET /capabilities

GET /identification
POST /identification
GET /processdata/value

GET /processdata/getdata/value

GET /processdata/setdata/value

POST /processdata/value

GET /parameters

X[ X[ X| X[ X[ X| X[ X]| X]| X

GET /parameters/{index}/subindices

GET /parameters/{parameterName}/subindices

GET /parameters/{index}/value

x| X

GET /parameters/{index}/subindices/{subindex}/value

GET /parameters/{parameterName}/value

GET /parameters/{parameterName}/subindices/ {subParameter- | -
Name}/value

POST /parameters/{index}/value X

POST /parameters/{parameterName}/value -

POST /parameters/{index}/subindices/{subindex}/value X

POST /parameters/{parameterName}/subindices/ {subParameter- -
Name}/value

POST /blockparametrization -
GET /events X
IODD GET /iodds -
POST /iodds/file -
DELETE /iodds -
IODD GET /iodds/file -

Table 12.21

Default device information

Request method: http GET

Request URL: <ip>/info.json
Parameter: n.a.

Response format: JSON

The objective of the "Standard device information" request is to obtain a complete picture of the
current device status. The format is JSON. For 10-Link devices, all ports with the connected I0-
Link device information are included.

Structure
STANDARD Object

Name Data type Description Example
Name string Device name "ICE11-8I0L-G60L-V1D"
orderid string Ordering number "70146527"
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Name Data type Description Example
fw-version string Firmware version "V.1.1.0.0 - 01.01.2021"
hw-version string Hardware version "V.1.00"
mac string MAC address of the device "3C B9 A6 F3 F6 05"
bus number 0 = No connection 1
1 = Connection with PLC
failsafe number 0 = Normal operation 0
1 = Outputs are in failsafe
ip string IP address of the device
snMask string Subnet Mask
gw string Default gateway
rotarys array of Current position of the rotary
numbers (3) | switches:
Array element O = x1
Array element 1 =x10
Array element 2 = x100
ulPresent boolean True, if there is a UL voltage supply
detected within valid range
usVoltage_mv | number US voltage supply in mV
ulVoltage_mv | number UL voltage supply in mV (only avail-
able for devices with UL supply)
inputs array of Real state of digital inputs \[128.3\]
numbers (2) | Element 0 = 1 Byte: Port X1 Channel
A to Port X4 Channel B
Element 0 = 1 Byte: Port X5 Channel
A to Port X8 Channel B
output array of Real State of digitaloutputs \[55.8\]
numbers (2) | Element 0 =1 Byte: Port X1 Channel
A to Port X4 Channel B
Element 0 = 1 Byte: Port X5 Channel
A to Port X8 Channel B
consuming array of Cyclic data from PLC to device
numbers (2)
producing array of Cyclic data from device to PLC
numbers (2)
diag array of Diagnostic information:
numbers (4) | Element 0 = 1 Byte:
Bit 7: Internal module error (IME)
Bit 6: Forcemode active
Bit 3: Actuator short
Bit 2: Sensor short
Bit 1: UL fault
Bit 0: US fault
Element 1 = 1 Byte:
Sensor short circuit ports X1 ... X8
Element 2 =1 Byte:
Actuator short circuit ports X1 Chan-
nel A to X4 Channel B
fieldbus FIELDBUS
Object
Table 12.22
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FIELDBUS Object

Name Data type Description Example
fieldbus_name | string Currently used fieldbus
state number Fieldbus state
state_text number Textual representation of fieldbus
state:
0 = Unknown
1 = Bus disconnected
2 = Preop
3 = Connected
4 = Error
5 = Stateless
forcing FORCING Object Information about the forcing state of
the device
channels Array of CHANNEL (16) | Basic information about all input/out-
put channels
iol IOL object Contains all IO-Link-related informa-
tion such as events, port states,
device parameters
iol/diagGateway | array of DIAG Array of currently active device/ gate-
way-related events
iol/diagMaster | array of DIAG Array of currently active IOL-Master-
related events
iol/ports array of PORT (8) Contains one element for each 10-
Link port
Table 12.23
CHANNEL Obiject
Name Data type Description Example
Name string Name of channel
type number Hardware channel type as number:
0=DIO
1 =Input
2 = Output
3 = Input/Output
4 =10-Link
5=10L AUX
6 =10L AUX with DO
7 =10L AUX with DO. Can be deactivated.
8 = Channel not available
type_text string Textual representation of the channel type
config number Current configuration of the channel:
0=DIO
1 =Input
2 = Output
3 =10-Link
4 = Deactivated
5=10L AUX
config_text string Textual representation of the current config
inputState boolean | |nput data’ bit to the PLC
outputState boolean | Output data bit to the physical output pin
forced boolean | True, if the output pin of this channel is
forced
209
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Name Data type Description Example
simulated boolean | True, if the input value to the PLC of this
channel is simulated
actuatorDiag boolean | True, if the output is in short circuit / overload
condition
sensorDiag boolean | Trye, if the sensor supply? is in short circuit /
overload condition
maxOutputCurrent _mA| number Maximum output current of the output in mA
current_mA number | Measured current of the output in mA3
voltage_mV number | Measured voltage of this output in mv*
Table 12.24
1.producing data
2.=Pin1
3.if current measurement is available
4.if voltage measurement is available
PORT Object
Name Data type Description Example
port_type string Textual representation of the 10-Link port type
iolink_mode | number Current port mode:
0 = Inactive
1 = Digital output
2= Digital input
3=SI0
4 =10-Link
iolink_text string Textual representation of the current port mode “Digital Input"
aux_mode number Indicates the configured mode for the Pin 2:
0= No AUX
1 = AUX output'
2 = Digital output®
3 = Digital input
aux_text string Textual representation of the current aux mode "AUX Output"
cqg_mode number Port mode according to IOL specification
ig_mode number Pin 2 mode according to IOL specification
port_status | number Port status according to IOL specification
ds_fault number Data storage error number
ds_fault_text | string Textual data storage error
device DEVICE | 10-Link device parameters.
object e Null if no 10-Link communication active
diag array of Array of port-related events
DIAG (n)
Table 12.25
1.always on
2.can be controlled by cyclic data
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DIAG Object
Name Data type Description Example
error number Error code
source string Source of the current error. "device"
“master"
eventcode number Event code according to 10-Link specifi-
cation
eventqualifier | number Event qualifier according to 10-Link spec-
ification
message string Error message "Supply Voltage fault"
Table 12.26

DEVICE Object

Name Data type Description Example
device_id number
vendor_id number
serial string
baudrate string Baudrate (COM1,2,3)
cycle_time number Cycle time in microseconds
input_len array of numbers (n) IOL input length in bytes
output_len array of numbers (n) IOL output length in bytes
input_data array of numbers (n) IOL input data
output_data array of numbers (n) IOL output data
pd_valid number "1",if IOL input data is valid
pdout_valid number "1",if IOL output data is valid
Table 12.27
FORCING Object?
Name Data type Description Example
forcingActive boolean Force mode is currently active
forcingPossible | boolean True, if forcing is possible and force
mode can be activated
ownForcing boolean True, if forcing is performed by REST
API at the moment
forcingClient string Current forcing client identifier

digitalOutForce

d | array of numbers (2)

The force values of all 16 digital output
channels

digitalOutMask

array of numbers (2)

The forcing mask of all 16 digital output
channels

digitallnForced

array of numbers (2)

The force values of all 16 digital input
channels

digitallnMask

array of numbers (2)

The forcing mask of all 16 digital input
channels

Table 12.28

f. Standard parameters of the IOL-Device

g. Forcing information of the device
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Configuration and Forcing

Method: POST
URL: <ip>/w/force.json
Parameter: n.a.
Format: JSON
ROOT Object
Name Data type Description Example
forcemode boolean Forcing authority on/off true / false
portmode array (Port mode object)
digital array (Digital object)
iol array (IOL object)
Table 12.29

PORT MODE Object

port integer 0-7
channel integer "g" "
direction string "dio","di","do","iol", "off", "aux"
aux string "dio","di","do","iol", "off", "aux"?
inlogica string “no","nc"
inlogicb string “no","nc"
Table 12.30
1.optional, default is "a"
2.10L only, but optional
DIGITAL Object
Name Data type Description Example
port integer 0-7
channel integer "a","b"
force_dir string "phys_out","plc_in","clear"!
force_value integer 0.1
Table 12.31
1.optional, default is "phys_out"
IOL Object
Name Data type Description Example
port integer 0-7
output array[integer] or null to clear forcing Output forcing [55,88,120]
input array[integer] or null to clear forcing Input simulation to PLC | [20,0,88]
Table 12.32
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Reading and Writing of ISDU Parameters

The ISDUh) provides an extremely flexible message format, which can include single or multi-
ple commands.

The device supports the reading and writing of ISDU parameters of the connected IOL device.
Itis possible to perform this as a bulk transfer by reading and writing multiple ISDU parameters
via a single request.

Read out
Method: POST
URL.: <ip>/r/isdu.json
Parameter: port (0-7)
Example: 192.168.1.20/r/isdu.json?port=>5
Format: JSON

Reading Out "ISDU Object"

Name Data type Description Example

iX integer Index to be read 0-INT16

subix integer Subindexto beread | 0-INT8
Table 12.33

Reading Out "ISDU Response Object"

Name Data type Description Example
status integer 0 =no error 0, -1
-1=an error occurred
message | string Error message if error occurred
data array (Read ISDU data object) da;tla, if no error occurred. otherwise
nu
Table 12.34

Reading Out "ISDU Data Object"

Name Data type Description Example
iX integer Index that was read 0-INT16
subix integer Subindex that was read 0-INT8
status integer 0 =no error 0, -1
-1=an error occurred
eventcode | integer IOL eventcode if status is -1
data array[integer] | data, if no error occurred. otherwise null
Table 12.35
Write
Method: POST
URL.: <ip>/w/isdu.json
Parameter: port (0-7)
Format: JSON

h.ISDU = Indexed Service Data Unit
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Writing "ISDU Object"

Name Data type Description Example
iX integer Index to be read 0-INT16
subix integer Subindex to be read | 0-INT8
data array[integer] Data to be written

Table 12.36

Writing "ISDU Response Object"

Name Data type Description Example
status integer 0 =no error 0, -1
-1=an error occurred
message| string Error Message if error occurred
data array (Write ISDU data object)| data, if no error occurred. otherwise null
Table 12.37

Writing "ISDU Data Object"

Name Data type Description Example
iX integer Index that was written 0-INT16
subix integer Subindex that was written 0-INT8
status integer 0 =no error 0, -1
-1=an error occurred

eventcode integer IOL eventcode if status is -1

Table 12.38

Example

Reading out ISDU
ISDU read request:

{"ix":5,"subix":0},
{"ix":18, "subix":0},
{"ix":19, "subix":0},
{"ix":20,"subix":0}

Response:
{

"message" :"OK",
"data":
[

{"ix":5,"subix":0,"status":-1,"eventcode":32785},

"ix":18,"subix":0,"data":[79,68,83,49,48,76,49,46,56,47,76,65,54,44
,50, 48,48,45,77,49,50],"status":0},
"ix":19,"subix":0,"data":[53,48,49,50,57,53,51,53],"status":0},

"ix":20,"subix":0,"data":[100,105,115,116,97,110,99,101,32,115,101,
110, 115,111,114]1,"status":0}

1,
"status":0}
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Example
Writing IDSU
ISDU write request:

[
"ix":24,"subix":0,"data":[97,98,99,100,101,102]},
"ix":9,"subix":0,"data":[97,97,97,97,97,981} 1

Response:
{

"message":"OK",
"data":
[
"ix":24,"subix":0,"status":0},
"ix":9,"subix":0,"eventcode":32785, "status":-1}
1,
"status":0}

CoAP Server

The Constrained Application Protocol' is a specialized Internet application protocol for
restricted networks, such as lossy or low-power networks. COAP is especially useful in
machine-to-machine communication and can be used to translate simplified HTTP requests
from low-speed networks.

CoAP is based on the server-client principle and is a service layer protocol with which nodes
and machines can communicate with each other. The gateway provides the CoAP server func-
tionalities via UDP via a REST API interface.

CoAP Configuration

The CoAP functions are deactivated in the factory settings. The CoAP server can be config-
ured either by using the web interface or directly through a JSON object sentin an "HTTP
request".

The configuration URL is:http:// [ip-address]/w/config/coapd.json

The configuration can also be read back as a JSON file:http://[ip-address]/r/con-
fig/coapd.json

The configuration takes the form of a JSON object, with each JSONMember representing a
configuration element. The object does not have to contain all elements. Only the elements

provided will be changed. Any configuration changes will not take effect until after a device

restart.

The following configuration elements are available:

CoAP Configuration

Element DataType Description Example
enable boolean Master switch for the CoAP server true/false’
port integer Port of the CoAP server 5683
(0 to 65535)
Table 12.39

1.bold = standard

i. CoAP = Constrained Application Protocol
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CoAP Response:

The resulting response is a JSON object with a "status" field. The status should be "0" if no
error occurs and "-1" if an error occurs.

In the event of an error, the response contains an error array.

The error array contains an error object for each error that occurred. The object consists of an
"Element" field, which identifies the configuration element that caused the error, and a "Mes-
sage" field for the error message.

Example

{"status": -1, "error": [{"Element": "upcua-enable", "Message":
"Boolean expected"}]}

{"status": 0}

{"status": -1, "error": [{"Element": "root", "Message": "Not a JSON
object"} 1}

REST API Access via CoAP

The connection to the CoAP server can be established via the following URL: coap:// [ip-
address]: [port]/[api]

You can access the following REST API requests in JSON format via CoAP endpoint:
REST API Access via CoAP

e APl Mo
GET | /r/status.Ir

GET | /r/system.Ir

GET | /info.json"

GET | /r/config/net.json

GET | /r/config/mqtt.json

GET | /r/config/opcua.json

GET | /r/config/coapd.json

GET | /r/config/syslog.json

GET | /contact.json
GET | /fwup_status
GET | /iolink/v1/gateway/identification

GET | /iolink/v1/gateway/capabilities

GET | /iolink/v1/gateway/configuration

GET | /iolink/v1/gateway/events

GET | /iolink/v1/masters

GET | /iolink/v1/masters/1/capabilities
GET | /iolink/v1/masters/1/identification
GET | /iolink/v1/masters/1/ports

GET | /iolink/v1/masters/1/ports/{port_num- The APl is available for all 8 ports.
ber}/capabilities {port_number} should be selected
between "1" and "8".

GET | /iolink/v1/masters/1/ports/{port_number}/sta- | The APl is available for all 8 ports.
tus {port_number} should be selected
between "1" and "8".

GET | /iolink/v1/masters/1/ports/{port_number}/con- | The APl is available for all 8 ports.
figuration {port_number} should be selected
between "1" and "8".
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GET | /iolink/v1/devices/masteriport{port_num- The APl is available for all 8 ports.
ber}/identification {port_number} should be selected
between "1" and "8".
GET | /iolink/v1/devices/masteriport{port_num- The APl is available for all 8 ports.
ber}/capabilities {port_number} should be selected
between "1" and "8".
GET | /iolink/v1/devices/masteriport{port_num- The APl is available for all 8 ports.
ber}/processdata/ getdata/value {port_number} should be selected
between "1" and "8".
GET | /iolink/v1/devices/masteriport{port_num- The APl is available for all 8 ports.
ber}/events {port_number} should be selected

between "1" and "8".

COAP Configuration - Quick Start

Caution!
Third party

-

Pepperl+Fuchs assumes no responsibility for any content contained on the referenced web-
sites and does not guarantee the functionality of the third-party software mentioned above.

COAP Configuration via JSON

Depending on your application, download and install Insomnia or a similar application:
insomnia.rest/download/.

Configure CoAP
POST: [IP-address] /w/config/coapd. json

.. 4

@ Insomnia — = (m] X
Application. Edit View Window Tools Help

O / Insomnia ¥

No Environment v Cookies

ST hitp://192.168.1.16/w/config/coa...

Preview v

Figure 12.5
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3.

Read CoAP from:
GET: [IP-address]/r/config/coapd.json

@ Insomnia— = O x

Application Edit View Window Tools Help

O / Insomnia ¥

No Environment + Cookies GET ¥
= o~ JSON ~

]

£1  hittp://192.168.1.16/r/config/coap...

Figure 12.6

Syslog

The gateway provides a syslog client that can connect to a configured syslog server and is able
to log messages.

Syslog is a platform-independent standard for logging messages. Each message contains a
timestamp and information about the severity level and subsystem. The Syslog protocol
RFC5424 is based on the server-client principle and allows machines and devices to send and
centrally collect messages in the network. (For more details on the syslog standard used, visit
datatracker.ietf.org.

The device supports the storage of 256 messages in a ring buffer, which are sent to the config-
ured syslog server. If the ring is full with 256 messages, the oldest message is replaced by the
new messages that arrive. All messages can be stored on the syslog server. The syslog client
of the 10-Link master saves none of the messages permanently.

Syslog Configuration

The syslog functions are deactivated in the factory settings. The syslog client can be config-
ured either by using the web interface or directly through a JSON object sentin an "HTTP
request”.

The configuration URL is: http:// [ip-address]/w/config/syslog.json

The configuration can also be read back as a JSON file:http://[ip-address]/r/con-
fig/syslog.json

The configuration takes the form of a JSON object, with each JSONMember representing a
configuration element. The object does not have to contain all elements. Only the elements

provided will be changed. Any configuration changes will not take effect until after a device

restart.
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The following configuration elements are available:

Syslog Configuration
Name Data Type

syslog-enable | boolean

Description

Master switch for the
syslog client

Example

true/false’

global-severity | integer

Message level of the sys-
log client:

0 = Emergency

1=Alert

2 = Critical

3 =Error

4 = Warning

5 = Notice

6 = Info

7 = Debug

The client stores all mes-
sages of the set severity
level, including all mes-
sages with a lower level.

0/1/2/3/4/5/6/7

server address

string (IP address)

syslog server IP address

192.168.0.51 (Default: null)

server-port

integer (0 to 65535)

The server port of the
syslog server

514

server-severity | integer (0 to 7)

Message level of the
syslog server:
0 = Emergency

1=Alert

2 = Critical
3 =Error

4 = Warning
5 = Notice
6 = Info

7 = Debug

0/1/2/3/4/5/6/7

Table 12.40

1.bold = standard

Syslog Response:

The resulting response is a JSON object with a "status" field. The status should be "0" if no
error occurs and "-1" if an error occurs.

In the event of an error, the response contains an error array.

The error array contains an error object for each error that occurred. The object consists of an
"Element" field, which identifies the configuration element that caused the error, and a "Mes-

sage" field for the error message.

Example

{"status": -1, "error":
"Boolean expected"}]}
{"status": 0}
{"status": -1,
object"} 1}

"error":

[{"Element":

[{"Element": "root",

"upcua-enable",

"Message":

"Message":

"Not a JSON
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P>

Syslog Configuration — Quick Start

Caution!
Third party

Pepperl+Fuchs assumes no responsibility for any content contained on the referenced web-
sites and does not guarantee the functionality of the third-party software mentioned above.

Syslog Configuration via JSON

Depending on your application, download and install Insomnia or a similar application:
insomnia.rest/download/.

Configure syslog
POST: [IP-address]/w/config/syslog.json

@) Insomnia— - O X

Application  Edit View Window Tools Help

O / Insomnia ¥

Mo Environment = Coolkies

post http://192.168.1.16/wjconfig/sysl...

Figure 12.7

Read syslog from:
GET: [IP-address]/r/config/syslog.json
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@ Insomnia - - m} X

Application Edit View Window Tools Help

O [/ Insomnia ¥
No Environment =
s G-

er  hitp://192.168.1.16/r/config/sysl...

Preview

{

Figure 12.8

NTP

The gateway provides an NTPlclient in version 3, which can connect to a configured NTP
server. The NTP client is able to synchronize network time at a configurable interval.

NTP is a network protocol that uses UDP datagrams to send and receive timestamps to syn-
chronize them with a local clock. The NTP protocol RFC1305 is based on the server-client prin-

ciple and only supports synchronization with UTC universal time X For more details on the NTP
standard used, visit datatracker.ietf.org.

NTP Configuration

The NTP client is deactivated by default. The NTP client can be configured either by using the
web interface or directly through a JSON object sentin an "HTTP request".

The configuration URL is:http://[ip-address]/w/config/ntpc.json
The configuration can also be read back as a JSON file:http://[ip-address]/r/con-
fig/ntpc.json

The configuration takes the form of a JSON object, with each JSONMember representing a
configuration element. The object does not have to contain all elements. Only the elements

provided will be changed. Any configuration changes will not take effect until after a device

reboot.

j. NTP = Network Time Protocol
k. UTC = Coordinated Universal Time
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The following configuration elements are available:

NTP Configuration

Name Data Type Description Example
NTP client status boolean Master switch for the NTP client true/false’
1/2/10/60
Server address string NTP server IP address 192.168.1.50
Server port integer Port of the NTP server 123
Update interval integer Interval at which the client connectsto | 1/2/10/60
the configured NTP server.
Note: The value is specified in seconds.

Table 12.41

1.bold = standard

NTP Response:

The resulting response is a JSON object with a "status" field. The status should be "0" if no
error occurs and "-1" if an error occurs.

In the event of an error, the response contains an error array.

The error array contains an error object for each error that occurred. The object consists of an
"Element" field, which identifies the configuration element that caused the error, and a "Mes-
sage" field for the error message.

Example

{"status": -1, "error": [{"Element": "ntpc-enable", "Message":
"Boolean expected"}]}

{"status": 0}

{"status": -1, "error": [{"Element": "root", "Message": "Not a JSON
object"} 1}

NTP Configuration - Quick Start

Caution!
Third party

Pepperl+Fuchs assumes no responsibility for any content contained on the referenced web-
sites and does not guarantee the functionality of the third-party software mentioned above.

NTP Configuration via JSON

Depending on your application, download and install Insomnia or a similar application:
insomnia.rest/download/.

Configure NTP
POST: [IP-address]/w/config/ntpc.json
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@ Insomnia - Insomnia — = m} X

Application Edit View Window Tools Help

O / Insomnia *

No Environment Cookies
o- JSON +

http://192.168.1.16/w/config/ntpcjson

Preview v

1

Figure 12.9

Read NTP from:
GET: [I1P-address]/r/config/ntpc.json

@ Insomnia - Insomnia — = m} X

Application Edit View Window Tools Help

O / Insomnia *

No Environment Cookies ~ hitp
o- JSON +

http://192.168.1.16/r/config/ntpc.json

Preview v

Figure 12.10
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13 Troubleshooting
13.1 Diagnostics Indicator in the Integrated Web Server
The module shows the error diagnostics on the connection page of the integrated web server.
For information on how to call up the connection page, .
FEPEPPERL+FUCHS
Ports User
Port Details
Show details for port
2 X1 o X2 X3 o X4 = X5 ° X6 e X7 o X8
Port Information 10-Link
Port X6 Vendor ID
Type 10-Link Device ID
Class:B+D0 Vendor Name
Dia Vendor Text
Port Diagnosis Product Name
= [O-Link device broken wire Sk
Product Text
Pin 4/ Channel A Serial No.
Function 10-Link HW Revision
nln.ﬂﬂvlesﬂlﬂ FW Revision
2:?: I Channel B Epicsion Natte {feu) Set
Function AUX Power
State Input Data ‘ ‘
Qutput Data ‘ ‘
Index: Subindex: 0
Parameter
Read/Write ‘ ‘
(hex.)
Figure 13.1
Diagnostic data is displayed in the "Port Diagnosis" area of the connection page, according to
the connection.
13.2 Diagnostic Processing via CC-Link
Register for diagnosis Description
X1 X20 X1 10-Link data valid RO’
X2 X21 X2 10-Link data valid RO
X3 X22 X8 10-Link data valid RO
X4 X23 X4 10-Link data valid RO
X5 X24 X5 10-Link data valid RO
X6 X25 X6 10-Link data valid RO
X7 X26 X7 10-Link data valid RO
X8 X27 X8 10-Link data valid RO
Table 13.1
1.Read-only
224
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Serial no. Register for diagnosis Description
1 X38 Ug supply present RO
2 X39 Ug supply fault RO
3 X3A U, supply present RO
4 X3B U, supply fault RO
5 X3C Internal module error RO
6 X3D Force-mode diagnosis RO
Table 13.2
1.Read-only

System supply/sensor supply fault
The level of the voltage value of the incoming system/sensor supply is monitored globally. If the
voltage falls below approx. 18 V or the voltage exceeds approx. 30 V, an error diagnosis is gen-

erated. The 10-Link specification requires at least 20 V at the L+2 output supply of the I/O ports.
A minimum of 21V is required at the Ug power supply for the IO-Link master to minimize the

risk of internal voltage drops in the 10-Link master.
The green Ug indicator goes out.

The fault diagnosis has no effect on the outputs.

Caution!
Error message in the event of low voltage

Ensure that the supply voltage, measured at the most remote node, does not fall below
21V DC in terms of system power supply.

Auxiliary/actuator power supply fault

The level of the voltage value of the incoming auxiliary/actuator supply is monitored globally. If
Report U /Upyx Supply Voltage Fault diagnosis is enabled, a diagnosis is generated if the volt-
age falls below approx. 18 V or the voltage exceeds approx. 30 V. The U /Upyx indicator lights
up red.

If output channels are set to High State and Report DO Fault without U /U 5y, further error
messages caused by the voltage fault are generated on the channels.

If Report U /Uaux Supply Voltage Fault is disabled, U /Uayx or channel diagnoses do not
occur.

Overload/short-circuit of the digital outputs

In the event of an overload or a short-circuit of an output channel, the following channel-specific
diagnoses are generated in the data image being created:

I3 PEPPERL+FUCHS

Port no. Pin Register for diagnosis Description Access
X1 4 |X10 X1 channel A short-circuit RO
2 X11 X1 channel B short-circuit RO
X2 4 X12 X2 channel A short-circuit RO
2 X13 X2 channel B short-circuit RO
a.Pin1
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Pin Register for diagnosis Description

X3 4 X14 X3 channel A short-circuit RO
2 X15 X3 channel B short-circuit RO
X4 4 X16 X4 channel A short-circuit RO
2 X17 X4 channel B short-circuit RO
X5 4 X18 X5 channel A short-circuit RO
2 X19 X5 channel B short-circuit RO
X6 4 X1A X6 channel A short-circuit RO
2 X1B X6 channel B short-circuit RO
X7 4 X1C X7 channel A short-circuit RO
2 X1D X7 channel B short-circuit RO
X8 4 X1E X8 channel A short-circuit RO
2 X1F X8 channel B short-circuit RO
Table 13.3
1.Read-only

A channel error is determined by comparing the setpoint set by a controller with the physical
value of an output channel.

Activation of an output channel® filters the channel errors for the time period set by the "Surveil-
lance timeout" parameter via the configuration of the device. The value of this parameter can
range from 0 to 255 ms; the default setting is 80 ms

The filter is used to prevent premature error messages when you switch on a capacitive load,
switch off an inductive load or in the event of other voltage peaks during a status change.

Actuator power supply overload/short-circuit

The B-channel outputs of X5 to X8 are supplied by the Uy voltage. In the event of an over-

load or short-circuit of the actuator power supply of ports X5 to X8, the following channel-spe-
cific diagnoses are generated in the data image being created.

Port no. Register for diagnosis Description Access
X1 X30 Reserved RO
X2 X31 Reserved RO
X3 X32 Reserved RO
X4 X33 Reserved RO
X5 X34 X5 actuator supply short-circuit RO
X6 X35 X6 actuator supply short-circuit RO
X7 X36 X7 actuator supply short-circuit RO
X8 X37 X8 actuator supply short-circuit RO

Table 13.4

1.Read-only

b.rising edge of the channel status
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Overload/short-circuit of the I/0 port sensor supply outputs

In the event of an overload or short-circuit between pin 1 and pin 3 of ports X1 to X8, the follow-
ing channel-specific diagnoses are generated in the data image being created.

13.3

I3 PEPPERL+FUCHS

Register for diagnosis Description
X1 X28 X1 sensor short-circuit RO
X2 X29 X2 sensor short-circuit RO
X3 X2A X3 sensor short-circuit RO
X4 X2B X4 sensor short-circuit RO
X5 X2C X5 sensor short-circuit RO
X6 X2D X6 sensor short-circuit RO
X7 X2E X7 sensor short-circuit RO
X8 X2F X8 sensor short-circuit RO
Table 13.5
1.Read-only

Alarm Signals and Error Messages from Modules via EtherCAT

If a recognized fault is detected during parameterization, the module sends error messages to
the master. The coding of the first and second parts of the error messages is based on specifi-
cations CiA 301 and CiA 401. The third part of the error message is the known (manufacturer-
defined) diagnosis register.

The error message is in an 8 byte format and is coded as follows:

Contents of an Error Message

Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8
Error code Error register | Diagnosis register
CoE 0x1001
Table 13.6

Contents of the Error Register (CoE Register 0x1001):

Error code Error register (CoE 0x1001), byte 3
Byte 1,

byte 2 B7 B6 B5 B4 B3 B1 BO Description of the fault (Bit 7-Bit 0)

0x0000 0 0 0 0 0 0 0 No error

0x2300 0 0 0 0 0 1 1 Output overload, MI-SCS or MI-SCA

0x3100 0 0 0 0 1 0 1 Voltage error, MI-LVS

0x3300 0 0 0 0 1 0 1 Voltage error at outputs, MI-LVA

0xF000 1 0 0 0 0 0 1 Additional "Forcing" function, MI-FC

0xFF00 1 o (0 (0 |0 |O 1 Additional "device diagnosis” function,
MI-IME

Content of the Diagnosis Register
Bit 7 Bit 6 Bit 5 Bit 4

Byte4 |MI-IME |MI-FC |0 0 MI-SCA | MI-SCS | MI-LVA | MI-LVS
Byte5 | SCS-X8 | SCS-X7 | SCS-X6 | SCS-X5 | SCS-X4 | SCS-X3 | SCS-X2 | SCS-X1
Byte6 | CE-X4B | CE-X4A | CE-X2B | CE-X2A | CE-X2A | CE-X2A | CE-X1B | CE-X1A
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Byte Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

Byte7 | CE-X8B | CE-X8A | CE-X7B | CE-X7A | CE-X6A | CE-X6A | CE-X5B | CE-X5A

Byte8 |0 0 0 0 0 0 0 0
Legend:

* MI-LVS: Module information byte—voltage for power/sensor supply low

* MI-LVA: Module information byte—voltage for actuator low

* MI-SCS: Module information byte—sensor short circuit on an M12 slot

* MI-SCA: Module information byte—actuator short circuit

* MI-FC: Module information byte—forcing active

* MI-IME: Module information byte—internal module error

e CE-X1A ... CE-X8A: Channel error, channel A (pin 4) of slots X1 to X8

* CE-X1B ... CE-X8B: Channel error, channel B (pin 2) of slots X1 to X8

The following example shows the error message received by a TwinCAT master regarding an
actuator voltage power fault:

‘ €33 21.11.2016 16:16:41 390 ms | 'Box 1 (0980 ESL 393-121 8D' (1001): CoE - Emergency (Hex: 3300, 05, '02 00 00 00 00').
Figure 13.2

Diagnostic Processing via EtherNet/IP

Errors in the System/Sensor Power Supply

The voltage value of the power supply for the system and the sensors is monitored globally.
If the voltage falls below approx. 18 V or rises above 30V, fault diagnosis is generated.
The green Ug LED is switched off.

The error message has no effect on the outputs.

Caution!
Power supply

It must be ensured that the supply voltage, measured at the most remote node, does not fall
below 21 VDC'

The following diagnosis is generated in the "producing” data image:

General Diagnostics
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

228

Byte O IME FME DTO DTU SCA SCS LVA LvVS
Byte 1 0 0 0 0 IDN IDW IDE IVE
Table 13.7 General Bit

This includes:

IME: Module information - internal module error

FME: Module information - Force mode activated

DTO: Module information - excess temperature

DTU: Module information - insufficient temperature

SCA: Module information - actuator short circuit channel A

SCS: Module information - sensor short circuit

LVA: Module information - auxiliary power supply low voltage

LVS: Module information - system/sensor electric power supply low voltage
IDN: IO-Link port information - device message

IDW: IO-Link port information - device warning

I3 PEPPERL+FUCHS

2024-04



2024-04

ICE11-8I0L*-G60L-V1D

Troubleshooting

* IDE: 10-Link port information - device fault
* IVE:0-Link port information - validation error

Error in the Auxiliary Voltage/Actuator Power Supply

The voltage value of the power supply for the auxiliary voltage/actuator power supply is moni-
tored globally.

If the U /U pyx diagnostic messaging is activated, an error message is generated as soon as
the voltage falls below approx. 18 V or rises above 30 V.

The red UL/UAUX LED ||ghtS up.

If the output channels are enabled, additional error messages, which are caused by the power
failure, are generated at the 10-Link connections.

The Upyx diagnostic message is disabled by default and must be enabled through parameter-
ization.

The following diagnosis is generated in the "producing” data image:

General Diagnostics
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

Byte O IME FME DTO DTU SCA SCS LVA LVS
Byte 1 0 0 0 0 IDN IDW IDE IVE
Table 13.8 General Bit

If output channels are set to High State and Report DO Fault without U /U 4, further error
messages caused by the voltage error are generated on the channels.

The following diagnosis is generated in the producing data image:

Actuator/U,x Diagnostics

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

Byte 0 8 7 6 5 4 3 2 1
Byte 1 16 15 14 13 12 11 10 9
Table 13.9 Channel Number (fix)

* 1...16: Actuator/U, /Upyx channel error on channel 1 ... 16
If Report U /U yx Supply Voltage Fault is disabled, U /U xor channel diagnoses do not
occur.
Overload/Short Circuit of the Sensor Supply Outputs of the 10-Link
Connections

In the event of an overload or short circuit between pin 1 and pin 3 at connections X1 ... X8, the
following channel-specific diagnostic messages are generated in the producing data image:

General Diagnostics
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

I3 PEPPERL+FUCHS

Byte 0 IME FME DTO DTU SCA SCS LVA LvS

Byte 1 0 0 0 0 IDN IDW IDE IVE

Table 13.10 General Bit
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Sensor Diagnostics
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3

Byte 0 X8 X7 X6 X5 X4 X3 X2 X1
Byte 1 0 0 0 0 0 0 0 0

Table 13.11 Port Number

e X1 ...X8: Sensor short circuit at port X1 ... X8

Overload/short circuit of the digital outputs

In the event of an overload or a short circuit of an output channel, the following channel-specific
diagrams are generated in the producing data image:

General Diagnostics

Bit 7 Bit 6 Bit 1 Bit 0
Byte 0 IME FME DTO DTU SCA SCS LVA LVS
Byte 1 0 0 0 0 IDN IDW IDE IVE

Table 13.12 General Bit

Actuator/U,yx Diagnostics

Bit7 Bit6 Bit1  Bit0
Byte 0 8 7 6 5 4 3 2 1
Byte 1 16 15 14 13 12 11 10 9

Table 13.13 Channel Number (fix)

e 1...16: Actuator/U; /Upyx channel error on channel 1 ... 16

A channel error is determined by comparing the setpoint value set by a controller and the phys-
ical value of an output channel.

When an output channel is activated by a rising edge of the channel status, the channel errors
are filtered for the duration specified via the "Surveillance Timeout" parameter when configur-

ing the device. The value of this parameter covers a range of 0 to 255 ms; the factory setting is
80 ms.

The filter is used to prevent premature error messages when you switch on a capacitive load or
switch off an inductive load, as well as other voltage peaks during a status change.

In the static state of the output channel, i.e., while it is permanently switched on, the filter time
between fault detection and diagnosis is typically 5 ms.

10-Link COM Error

If an 10-Link device is disconnected in COM mode, an incorrect IO-Link device is plugged in or

an electrical fault occurs on the C/QCline, for example due to a short circuit, the following diag-
nosis is generated in the producing data image:

10-Link Diagnostics

Byte O ICE8 ICE7 ICE6 ICE5 ICE4 ICE3 ICE2 ICE1

Byte 1 0 0 0 0 0 0 0 0

Byte 2 IVES IVE7 IVEG IVE5S IVE4 IVES3 IVE2 IVE1
c.Pin4
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Byte 3 IDES8 IDE7 IDE6 IDE5 IDE4 IDE3 IDE2 IDE1

Byte 4 IDw8 |IDW7 |IDWe6 |IDW5 |IDW4 |IDW3 |IDW2 |IDW1

Byte 5 IDN8 IDN7 IDN6 IDN5 IDN4 IDN3 IDN2 IDNA1
Table 13.14 General Bit

This includes:

ICE1 ... 8:10-Link port information - COM error®
IDE1 ... 8: 10-Link port information - device fault
IDN1 ... 8: 10-Link port information - device message
IDW1 ... 8: 10-Link port information - device warning
IVE1 ... 8:10-Link port information - validation error

10-Link Validation Error

If an IO-Link device is replaced, the validation is already configured. The manufacturer and/or
device ID do not correspond to the data of the device and the following diagnosis is generated

in the producing data image:

10-Link Diagnostics

Byte O ICE8 ICE7 ICE6 ICE5 ICE4 ICE3 ICE2 ICE1

Byte 1 0 0 0 0 0 0 0 0

Byte 2 IVES8 IVE7 IVEG IVE5 IVE4 IVE3 IVE2 IVE1

Byte 3 IDES8 IDE7 IDE6 IDE5 IDE4 IDE3 IDE2 IDE1

Byte 4 IDw8 |IDW7 |IDWe6 |IDW5 |IDW4 |IDW3 |IDW2 |IDW1

Byte 5 IDN8 IDN7 IDN6 IDN5 IDN4 IDN3 IDN2 IDNA1
Table 13.15 General Bit

If extended status data was activated when configuring an IO-Link port, the manufacturer ID

and the device ID are also transferred to the producing data image.

I0-Link Device Diagnosis

The diagnosis of an I0-Link device is carried out in three stages: "Error", "Warning" or "Notifica-

tion."

The following diagnosis is generated in the producing data image:

I0-Link Diagnostics

Byte O ICE8 ICE7 ICE6 ICE5 ICE4 ICE3 ICE2 ICE1
Byte 1 0 0 0 0 0 0 0 0
Byte 2 IVE8 IVE7 IVEG IVE5S IVE4 IVES3 IVE2 IVE1
Byte 3 IDES8 IDE7 IDE6 IDES IDE4 IDE3 IDE2 IDE1
Byte 4 IDW8 IDW7 IDW6 IDW5 IDW4 IDW3 IDW2 IDW1
Byte 5 IDN8 IDN7 IDN6 IDNS IDN4 IDN3 IDN2 IDN1
Table 13.16 General Bit
d.No device, damaged line, short circuit
231
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If the IO-Link event data is activated by configuring an 10-Link port, the device also reports
event codes in the producing data image. Use the documentation of your 10-Link device to
decrypt the error messages.

13.5 Diagnostic Processing via Modbus
Register Length Description Default Access
400401 |1 System/sensor supply voltage present - RO!

0: System/sensor supply voltage not present
1: System/sensor supply voltage present

400402 |1 System/sensor supply voltage error - RO
0: System/sensor supply voltage error does not exist
1: System/sensor supply voltage error occurred

400403 |1 Auxiliary/actuator supply voltage present - RO
0: Auxiliary/actuator supply voltage not present
1: Auxiliary/actuator supply voltage present

400404 |1 Auxiliary/actuator supply voltage error - RO
0: Auxiliary/actuator supply voltage error does not
exist
1: Auxiliary/actuator supply voltage error occurred
400405 |1 Internal module error - RO
400406 |1 Force-mode diagnostics - RO
400407 |1 I/0O port sensor supply output overload/short-circuit | - RO
This register represents the overload/short-circuit sta-
tus bit by bit
400408 |1 Overload/short-circuit of the digital outputs channel | - RO
A, CQ

This register shows the overload/short-circuit status
of the digital outputs channel A, CQ bit by bit

400409 |1 I1Q Short error - RO
Overload/short-circuit of the digital outputs channel
B, IQ

This register shows the overload/short-circuit status
of the digital outputs channel B, 1Q bit by bit.

400410 |1 Overload/short-circuit of the Class B actuator power
%ﬁ?sppégister shows the status of the Class B actuator
power supply bit by bit
Table 13.17
1.Read-only
Register Length Description Default Access
400426 1 Status of IO-Link Ch. 1 - RO!
400427 1 Status of 10-Link Ch. 2 - RO
400428 1 Status of 10-Link Ch. 3 - RO
400429 1 Status of 10-Link Ch. 4 - RO
400430 1 Status of I0-Link Ch. 5 - RO
400431 1 Status of 10-Link Ch. 6 - RO
400432 1 Status of 10-Link Ch. 7 - RO
400433 1 Status of 10-Link Ch. 8 - RO
Table 13.18
1.Read-only
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Register Length Description Default Access
402501 200 IO-Link Events Ch. 1 - RO
402701 200 IO-Link Events Ch. 2 - RO
402901 200 IO-Link Events Ch. 3 - RO
403101 200 IO-Link Events Ch. 4 - RO
403301 200 IO-Link Events Ch. 5 - RO
403501 200 IO-Link Events Ch. 6 - RO
403701 200 IO-Link Events Ch. 7 - RO
403901 200 IO-Link Events Ch. 8 - RO

Table 13.19

1.Read-only

System supply/sensor supply fault

The level of the voltage value of the incoming system/sensor supply is monitored globally. If the
voltage falls below approx. 18 V or the voltage exceeds approx. 30V, a fault diagnosis is gener-

ated. The 10-Link specification requires at least 20 V at the L+° output supply of the I/O ports. A
minimum of 21V is required at the Ug power supply for the IO-Link master to minimize the risk

of internal voltage drops in the 10-Link master.
The green Ug indicator goes out.

The fault diagnosis has no effect on the outputs.

Caution!
A Error message in the event of low voltage

Ensure that the supply voltage, measured at the most remote node, does not fall below 21V
DC in terms of system power supply.

The diagnoses in holding register 400401 are updated.

Auxiliary/actuator power supply fault

The level of the voltage value of the incoming auxiliary/actuator supply is monitored globally. If
Report U /Upyx Supply Voltage Fault diagnosis is enabled, a diagnosis is generated if the volt-

age falls below approx. 18 V or the voltage exceeds approx. 30 V. The U, /Upyx indicator lights
up red.

Holding register 400402 can be read to obtain the current status of the auxiliary/actuator power
supply. The diagnostic data of holding register 400403 is updated.

If output channels are set to High State and Report DO Fault without U /U 4, further error
messages caused by the voltage fault are generated on the channels.

If Report U /Upyx Supply Voltage Fault is disabled, U /U, x or channel diagnoses do not
occur.

e.Pin1
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Overload/short-circuit of the I/0 port sensor supply outputs

In the event of an overload or short-circuit between pin 1 and pin 3 of ports X1 to X8, holding
register 400407 is updated with the following data:

Sensor supply short-circuit

400407 b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl boO
Byte 1 N/A | N/A | NJA | N/A | N/A | N/A [ N/JA |N/A | X8 | X7 |[X6 |X5 |X4 | X8 [X2 |X1
Table 13.20

Overload/short-circuit of the digital outputs

In the event of an overload or short-circuit between pin 4 and pin 3 of ports X1 to X8, holding
register 400408 is updated with the following data. This diagnosis is valid if channel A of the
respective port is in Digital Output Mode.

Overload/short-circuit of channel A, CQ

400408 b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl boO
Byte 1 N/A | N/A | NJA | N/A | N/A | N/A [ N/JA |N/A | X8 | X7 |[X6 |X5 |X4 | X8 [X2 |X1
Table 13.21

In the event of an overload or short-circuit between pin 2, channel B and pin 3 of ports X1 to X8,
holding register 400409 is updated with the following data. This diagnosis is valid if channel A
of the respective port is in Digital Output Mode.

Overload/short-circuit of channel B, 1Q

400409 b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl boO
Byte 1 N/A | N/A | NJA | N/A | N/A | N/A [ N/JA |N/A | X8 | X7 |[X6 |X5 |X4 | X8 [X2 |X1
Table 13.22

Overload/short-circuit of the I/O port sensor supply outputs

In the event of an overload or short-circuit between pin 1 and pin 3 of ports X1 to X8, holding
register 400407 is updated with the following data:

Sensor supply short-circuit

400407 b15 b14 b13 bi12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl boO
Byte 1 N/A | N/A | NJA | N/A | N/A | N/A [ N/JA |N/A | X8 | X7 |[X6 |X5 |X4 | X8 [X2 |X1
Table 13.23

Overload/short-circuit of the Class B actuator power supply.

In the event of an overload or short-circuit of the Class B actuator power supply on ports X5 to
X8, holding register 400410 is updated with the following data.

Overload/short-circuit of actuator power supply P24 (Class B)

400410 b15 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
Byte 1 N/A | N/A | N/A | N/A | N/A | N/A |N/A [N/A | X8 | X7 | X6 |X5 |X4 |X3 | X2 |X1
Table 13.24
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10-Link channel status

I0-Link contains a default status value for the channels. The statuses of an individual 10-Link
channel can be read in holding registers 400426 to 400433.

Status of the 10-Link channel

Disabled

OP mode
DI mode
DO mode

O o0 b WO NN = O

No device present

Diagnostic mode
Pre-OP mode

254 Power OFF

255 No status available

10-Link channel events

During operation, the 10-Link master generates events for a specific channel. In holding regis-
ters 402501 to 404100, up to 32 events can be stored.

Register Length Description Default Access
402501 1 I0-Link Ch. 1 no. of events present - RO’
402502 5 IO-Link Ch. 1 Event 1 - RO
402507 5 IO-Link Ch. 1 Event 2 - RO
RO
402662 5 IO-Link Ch. 1 Event 32 - RO
402667 33 Reserved - RO
402701 1 IO-Link Ch. 2 no. of events present - RO
402702 5 IO-Link Ch. 2 Event 1 - RO
402707 5 IO-Link Ch. 2 Event 2 - RO
RO
402762 5 IO-Link Ch. 2 Event 32 - RO
402767 33 Reserved - RO
RO
403901 1 I0-Link Ch. 8 no. of events present - RO
403902 5 IO-Link Ch. 8 Event 1 - RO
403907 5 IO-Link Ch. 8 Event 2 - RO
RO
403962 5 IO-Link Ch. 8 Event 32 - RO
403967 33 Reserved - RO
Table 13.25
1.Read-only
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The following example shows details of a single event that applies to all 32 events on 8 chan-
nels:

Register Length Description Default Access
402502 2 Timestamp - RO’
402504 1 Event type, classification - RO
402505 1 Event code - RO
402506 1 Reserved - RO
Table 13.26
1.Read-only

The 32 event registers act like a ring buffer. Once the FIFO buffer is full, the earliest event is
removed from the buffer and all other events are moved up one level. The latest event details
are then available under Event 32.

Timestamp
Local timestamp of a device. Requires four bytes.
Event type

Classification of events. There are three different types of events. The type is classified via val-
ues 1 to 3 in the respective holding register.

1 Notification
2 Warning

3 Error
Event code

The event code represents a unique code for individual events according to the 10-Link specifi-
cations. The following event code(s) are generated in the respective holding register.

0x1000 General malfunction

0x1800 No device

0x1801 Parameterization error when powering up the device
0x1802 Incorrect manufacturer ID - Inspection level mismatch
0x1803 Incorrect device ID - Inspection level mismatch
0x1804 Short-circuit on C/Q

0x1805 PHY above temperature

0x1806 Short-circuit on L+

0x1807 Overload on L+

0x1808 Devices event overflow

0x1809 Backup inconsistency - outside the storage capacity
0x180A Backup inconsistency - identification error

0x180B Backup inconsistency - non-specific data storage error
0x180C Backup inconsistency - upload error

0x180D Parameter inconsistency—download error

0x180E P24, Class B missing or low voltage

0x180F Short-circuit on P24, Class B

0x1810 Short-circuit on 1/Q

0x1811: Short-circuit on C/Q, Digital
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0x1812 Overload on 1/Q
0x1813 Overload on C/Q, Digital
0x6000 Invalid cycle time
0x6001 Revision fault
0x6002 ISDU batch failed
OxFF21 DL: Device inserted
OxFF22 Device communication lost
0xFF23 Data storage identification mismatch
0xFF24 Data storage buffer overflow
OxFF25 Data storage parameter access denied
0xFF26 Port status changed
OxFF27 Data storage upload complete
O0xFF31 DL: Incorrect event signal

Table 13.27

Alarm Signals and Error Messages from Modules via PROFINET

Note

Alarm signals and error messages are only transmitted via PROFINET if the parameter for
diagnosis is activated in the controller when the modules are configured.

If the modules detect a fault state, they trigger an alarm signal. The modules support diagnostic
alarms. Diagnostic alarms are triggered by periphery faults, such as overloads, short circuits,
and low voltage.

An alarm is triggered both by incoming events (e.g., sensor short circuits) and outgoing events.
The alarms are evaluated dependent on the PROFINET IO controller used.

Evaluating Alarms in the TIA portal

If a diagnostics alarm is triggered, the user program in the TIA portal is interrupted and a diag-
nostics block is called. The following blocks are used:

Cause OB call
Diagnostics alarm (short circuit, overload, wire break, low voltage on an 1/0 OB82
module)

Failure of a station or a rack OB86

The initial information regarding the cause and type of fault is provided by the OB called and its
start information. More detailed information regarding the error event can be obtained in the
error OB by calling RALRM_SFB [SFB54] (read supplementary alarm information). For this
purpose, SFB 54 must called in every error OB.

If the error OB called does not exist in the CPU, the CPU switches into the STOP operating
state.
The Structure of the Diagnostics Data Records

Block version 0x0101 and the format identifier (USI, User Structure Identifier) 0x8000 are used
to display the diagnostics data records.

The data values "ChannelNumber" and "ChannelError" contain the following values, depending
on the error that has occurred:
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Type of error Source of fault Channel number Error code
Undervoltage/overvoltage of | Module 0x8000 (diagnosis | 0x0002
sensor/system power supply not channel-spe-

cific)
Auxiliary voltage/actuator volt- | Auxiliary voltage | 0x8000 (diagnosis | 0x0103
age too low not channel-spe-

cific)
Overload/short circuit of the 10 port (pin 1) 0x01 to Ox08 0x01
sensor supply
Port driver temperature excess | 10 port (pin 1) 0x01 to Ox08 0x0113
Overload/short circuit of the 10 port (pin 4) 0x01 to Ox08 0x010A
digital 500 mA outputs
Overload/short circuit of the 10 port (pin 2) 0x05 - 0x08 0x0109
digital 2 A outputs
Overload/short circuit of auxil- | 10 port (pin 2) 0x05 - 0x08 0x0108
iary power supply (Uayy) at
Class B port
I0-Link C/Q Error 10 port (pin 4) 0x01 - 0x08 0x0006
IO-Link device diagnosis IO-Link device | 0x01 - 0x08 Dependent on the I10-

Link device diagnosis
Extended diagnosis:
0x9000

Display of diagnosis in the TIA Portal
Select the faulty I/O module in the hardware manager and navigate to its device view.

Select the affected channel/the submodule.

wnp =

Open the online diagnostics by right-clicking with the mouse and select the menu item "Online
& diagnostics > Channel diagnostics."

~ Diagnostics
General
Diagnostic status

Channel diagnostics

Channel disgnostbics
¥ Functions

Channel type Channel no. Error
Output 2 Viire break
F
i+
i
; Help on selected diagnostics row
| Possible causes for encoders: A
-#Acable to the encoderis broken. =
- Faultin exremal circuit
- Defective encoder g
-Incorrect encoder fype Setin parameners
-Input channel is not used (open)
~Megsuring resistor is too high

| Possible causes for actuators: |
| -Acable 1o the actusteris broken. o~

Figure 13.3
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