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Introduction
1 Introduction
1.1 Content of this Document

This document contains information that you need in order to use your product throughout the
applicable stages of the product life cycle. These can include the following:

* Product identification

* Delivery, transport, and storage
* Mounting and installation

* Commissioning and operation
* Maintenance and repair

e Troubleshooting

e Dismounting

e Disposal

Note
n For full information on the product, refer to the further documentation on the Internet at
www.pepperl-fuchs.com.

Note

n For specific device information such as the year of construction, scan the QR code
on the device. As an alternative, enter the serial number in the serial number search
at www.pepperl-fuchs.com/device-information.

The documentation consists of the following parts:

* Present document
e Datasheet

Additionally, the following parts may belong to the documentation, if applicable:

* EU-type examination certificate
* EU declaration of conformity

* Attestation of conformity

* Certificates

e Control drawings

* Instruction manual

* Functional safety manual

e Cybersecurity documentation

* Other documents

1.2 Manufacturer

Pepperl+Fuchs Group
LilienthalstraBe 200, 68307 Mannheim, Germany

Internet: www.pepperl-fuchs.com

1.3 Target Group, Personnel

Responsibility for planning, assembly, commissioning, operation, maintenance, and dismount-
ing lies with the plant operator.

Only appropriately trained and qualified personnel may carry out mounting, installation, com-
missioning, operation, maintenance, and dismounting of the product. The personnel must have
read and understood the instruction manual and the further documentation.

Prior to using the product make yourself familiar with it. Read the document carefully.

6 I3 PEPPERL+FUCHS
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Symbols Used

This document contains symbols for the identification of warning messages and of informative
messages.

Warning Messages

You will find warning messages, whenever dangers may arise from your actions. It is mandatory
that you observe these warning messages for your personal safety and in order to avoid prop-
erty damage.

Depending on the risk level, the warning messages are displayed in descending order as fol-
lows:

Danger!
This symbol indicates an imminent danger.

Non-observance will result in personal injury or death.

Warning!
This symbol indicates a possible fault or danger.
Non-observance may cause personal injury or serious property damage.

Caution!
This symbol indicates a possible fault.

Non-observance could interrupt the device and any connected systems and plants, or result in
their complete failure.

Informative Symbols

Note
This symbol brings important information to your attention.

Tip
This symbol brings an useful tip to your attention.

Example
This symbol provides an example of the issue described.

Action

This symbol indicates a paragraph with instructions. You are prompted to perform an action or
a sequence of actions.
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Cybersecurity Information

2 Cybersecurity Information

The ICE11-8l0L-G60L-V1D is secure for the area of application defined here in accordance
with IEC 62443-4-1. The operator must implement the measures defined in this section to
ensure the secure operation and protection of the device while online.

Security Context

The ICE11-8I0L*-G60L-V1D is intended for use in an automation network. This is a secure net-
work with known and trusted participants that is separated (physically or logically) from the
company network.

A firewall must be configured so that only defined ports are forwarded to other subnets.
The device uses the following ports:

* Ports 49152, 34964 for PROFINET

* Port2222 and port 44818 for EtherNet/IP

e Port 68 DHCP client

* Port 80 for the administration website using HTTP

e Port 1883 (factory default, changeable) for MQTT if enabled

e Port 4840 (factory default, changeable) for OPC UA if enabled
e Port 514 (factory default, changeable) for syslog if enabled

* Port 5683 for COAP if enabled

To avoid losing packets, we recommend limiting the network load to < 5 % of the bandwidth.
We recommend operating the gateway behind a network switch.

The device must be physically secured against unauthorized access and operated in a lock-
able switch cabinet or room that is only accessible to authorized personnel. Otherwise, there is
a risk that some of the device settings can be changed via the "X3" service interface and the

password' printed on the gateway.
The device contributes to the "defense-in-depth" strategy with the following security functions:

Security function Addressed threat

Access control with single-factor authentica- | Protection against unauthorized access,
tion (SFA) and automatic time-based login brute-force attacks.
lock in the event of incorrect authentication.

Deletion of all information stored in the device | Protection against information being subject to
using the "Reset to factory settings" function. | spying by physical access to the device after
decommissioning and disposal by the system
operator.

The access data is hashed by the SHA1 cryp-| Protection against reading and recalculation
tographic hash function with salt and pepper. | of a password or finding a collision, e.g., with
"Rainbow table."

Even in the unlikely event that this would be
possible, this would have to be repeated for
each individual device, since results cannot
be transferred to other devices, even if the
same password is used.

1.if left unchanged

8 I PEPPERL+FUCHS
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Cybersecurity Information

The Following Measures Must Be Implemented on the Device for
Commissioning:

¢ Hardening: Change the device-specific password printed on the device.
* Special security Access control with single factor authentication (SFA)
functions: Automatic login lock if access data is entered incorrectly after the sev-
enth attempt for a duration of 1 minute to protect against brute-force
attacks.

The access data is hashed multiple times by the SHA1 cryptographic
hash function with salt and pepper.
KeePass password manager for generating and storing passwords.

The Following Settings Must Be Implemented on the Device for

Operation:
¢ Additional security ~ Password change: every 2 years.
layers:
¢ Servicing and man- Check the website regularly for the release of security advisories and
agement: subscribe to the RSS feed: https://www.pepperl-

fuchs.com/global/en/29079.htm.

The Following Measures Must Be Implemented on the Device for
Decommissioning:

e Useraccessdata:  Delete using the "Reset to factory settings" function.
e Configuration: Delete using the "Reset to factory settings" function.

* Log data (history, Stored only temporarily and deleted after a restart.
historical data, and
error data):

Requirements for User Roles to Ensure Cybersecure Operation

* Administrator: Implement the measures defined in "The following measures must be
implemented on the device for operation."
If applicable: Update the firmware and install security patches.

User Account Privileges and Rights

e Administrator: Switching functions on and off
Configuration
Reset to factory settings
Read the log and device status
Firmware updates

I3 PEPPERL+FUCHS
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Product Description

Use and Application

The module is a multiprotocol fieldbus module with 8 type A IO-Link master ports according to
I0-Link standard V1.1.3.

The G60L design in fully cast metal housing is resistant to mechanical damage and environ-
mental influences. The G60L has protection class IP65/IP67.

The fieldbus module serves as an interface between the controller of a fieldbus system and the
field level. Due to its multiprotocol capability, the fieldbus module supports the Ethernet com-
munication protocols PROFINET, EtherNet/IP, EtherCAT, CC-Link, and MODBUS TCP.

An L-coded M12 connector plug used for supplying power enables a current rating of up to 2 x
16 A.The inputs and outputs are equipped with A-coded M12 connector plugs. Connection to
the fieldbus is achieved using a D-coded M12 connector plug.

The communication protocols are configured either manually via a rotary switch or automati-
cally. The diagnostics display status information for each channel via LEDs. An integrated web
server enables access to the fieldbus module. Information regarding the status of the module is
also displayed and network parameters such as the IP address and subnet mask can be con-
figured.

Multiprotocol (PROFINET, EtherNet/IP, EtherCAT®, MODBUS TCP,
CCLink IE Field Basic)

The multiprotocol modules allow you to select different protocols for communication within a
fieldbus system. As a result, multiprotocol modules can be integrated into different networks

without the need to obtain specific modules for each protocol. Thanks to this technology, you
can also use one module in different environments.

Using rotary coding switches in the lower area of the modules, you can conveniently and easily
set both the protocol and the address of the module, provided that the protocol to be used sup-
ports this. If you have chosen a protocol and started the cyclic communication once, the mod-
ule remembers this setting and uses the selected protocol from this point on. To use another
supported protocol with this module, perform a factory reset.

Input/Output Channels for the Field Level

For the field level, the modules have the following input/output channels

* 4 x10-Link Master Ports Class A

* 4 x10-Link Master Ports Class B
If one or more of the 10-Link ports are not required, these can also be freely configured as digi-
tal inputs or outputs (SIO mode).

10-Link Characteristics of the Modules

The modules support IO-Link Standard V1.1.3.

* Parametrization of 10-Link devices in PROFINET using Siemens |IO_LINK_DEVICE func-
tion blocks for Step 7 and the TIA Portal

8 x 10-Link master ports

e |CE11-8I0L1-G60L-V1D
4 class A connections and 4 class B connections
e |CE11-8I0L-G60L-V1D

8 class A connections with additional freely configurable digital input/outputs at pin 2 of
the I/O port

10-Link connections
* 4-pin M12 connector

F3PEPPERL+FUCHS
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Product Description

Parameter storage

The Parameter Storage function stores and monitors the parameters of the 10-Link device
and the 10-Link master.

This function makes it possible for you to easily replace the 10-Link device or the 10-Link
master.

This is possible from 10-Link specification V1.1 onward and only if the 10-Link device and
the 10-Link master support the function.

Special Product Features

I3 PEPPERL+FUCHS

Rugged design:

Connectivity options for the module series include the widespread M12 connector with A
coding for I/0 signals and D coding for the network. In addition, the connectors are color-
coded to prevent users from using the wrong ports.

Integrated web server:

Network parameters such as IP address, subnet mask, and gateway can be adjusted via
the integrated web server. The modules support the communication protocols BOOTP
and DHCP for automated assignment of network parameters via the corresponding serv-
ers.

You can read the parameters of the 10-Link device via the integrated web server and write
new parameters to the modules in single-write mode. Single-write mode does not activate
the automatic parameter storage mechanism.

Force Mode

In Force Mode, the module ports can be configured as digital inputs/outputs or IO-Link
ports.

"Force Mode" allows the simulation of process data at the digital inputs/outputs without
the need to connect sensors and actuators. This means that you can test an application in
advance without a full physical application. It is possible to simulate input switching states
or to switch outputs even without a controller. This feature makes machine commissioning
simpler and quicker and can be used to test new production plants.

Integrated network switch:

The integrated two-port Ethernet switch of the modules allows you to set up a line topol-
ogy or a ring topology for the EtherNet/IP network or PROFINET network. The additional
DLR or MRP protocol allows you to design a highly available network infrastructure.
Redundancy function:

The module firmware supports the redundancy function DLR (Device Level Ring) or MRP
(Media Redundancy Protocol) for ring topologies. This means that if the connection is
interrupted, the modules switch immediately to an alternative ring segment and therefore
ensure interruption-free operation. The supported DLR class is "beacon-based" in accor-
dance with the EtherNet/IP specification.

Fail-safe function:

The modules provide a fail-safe function. You can therefore choose the behavior of each
individual output channel in the event of an interruption or a loss of communication.

QuickConnect:

QuickConnect allows the modules to record the communication in an EtherNet/IP network
especially quickly through an accelerated boot-up process. This allows you to switch tools
faster, for example.

11
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Product Description

3.2 Indicators and Operating Elements

©)

@55@
7T
‘@32
7T

AN

(1)  Channelindicator LED
(2) Statusindicator LED
(3) Rotary switch

Note

The LEDs in the lower area of the Ethernet 10 module have different names and functions
depending on the selected protocol. The following LED descriptions are therefore divided into
a general part (1), which is valid for all protocol settings, and LED descriptions for a specific
protocol setting (2).

X4

l Link/Act l. D|A BF IFM U|_ US /

0 B0 B0 @ ®:

-xo1 X02'-RUN ERR -----------

%ﬁﬂﬁ%iﬁ%

CC mc EC
x100

@é

Figure 3.1
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Indicators - General Part
Description for LED A, B, DIA, U /Upyx, Us

LED
U /Uaux

Function

Green: Auxiliary sensor/actuator voltage OK
e 18V (x1V)<U/Uayx <30V (£1V)

Red': Auxiliary sensor/actuator voltage too low or too high
° UL/UAU)(<18V(11V) or UL/UAU)(>30V(11V)

Off: No auxiliary sensor/actuator voltage

Green: System/sensor voltage OK
© 18V (:1V)<Ug<30V (£1V)

Red: System/sensor voltage too low or too high
« Ug<18V (x1V)orUg>30V (x1V)

Red flashing: The device is reset to its factory settings
Off: No system/sensor voltage

Green: 10-Link-COM-Mode
e |O-Link communication present

Green flashing: IO-Link-COM-Mode
* No IO-Link communication

Yellow: Standard I/O mode
e Status of the digital input or output at C/Q

Off: None of the states described above

White: Status of digital input and digital output at pin 2 "On"
Red
* Overload or short-circuit at pin 4 and pin 2

e All modes: Overload or short-circuit at line L+ (pin 1)
e Communication errors

Off: One of the states described above.

FM

Blue: "Force Mode" active

Lnk/Act X01
Lnk/Act X02

Green: Connected to an Ethernet node
Yellow flashing: Ethernet node data exchange
Off: No connection

Table 3.1

1.1f "Report U_supp
2.X1-X8

I3 PEPPERL+FUCHS
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EtherNet/IP Indicators
E/IP area: relevant LEDs Lnk/Act X01, Lnk/Act X02, MS, NS

LED
BF

Function

Red: No configuration, slow or no physical connection

Red flashing: Link exists but no communication link to the Ethernet/IP controller is
available

Off: No error

DIA

Red: Ethernet/IP diagnostic alarm active

Red flashing (1 Hz): Time-out or FailSafe mode is active

Red flashing (2 Hz) for 3 s: DCP signal service is triggered via the bus
Red double flashing: Firmware Update

Off: No error

MS

Green: Module ready for operation

Green flashing: Configuration missing

Red/green flashing: Self-test

Red: Non-recoverable, serious error

Flashing red: Minor recoverable error (e.g., incorrect configuration)
Off: Module is powered down

NS

Green: Module has at least one existing connection

Green flashing: Module has no existing connections. IP address is available
Red/green: Module is performing a self-test

Red: Module has determined that the assigned IP address already exists
Red flashing: The connection has timed out or been interrupted

Off: Module is turned off or does not have an IP address.

Table 3.2

PROFINET Indicators
P area: relevant LEDs Lnk/Act X01, Lnk/Act X02, BF, DIA

LED
BF

Function

Red: No configuration, slow or no physical connection

Red flashing: Link exists but no communication link to the PROFINET controller is
available

Off: No error

DIA

Red: Ethernet/IP diagnostic alarm active

Red flashing (1 Hz): Time-out or FailSafe mode is active

Red flashing (2 Hz) for 3 s: DCP signal service is triggered via the bus
Red double flashing: Firmware Update

Off: No error

MS

Green: Module ready for operation

Green flashing: Configuration missing

Red/green flashing: Self-test

Red: Non-recoverable, serious error

Flashing red: Minor recoverable error (e.g., incorrect configuration)
Off: Module is powered down

NS

Green: Module has at least one existing connection

Green flashing: Module has no existing connections. IP address is available
Red/green: Module is performing a self-test

Red: Module has determined that the assigned IP address already exists
Red flashing: The connection has timed out or been interrupted

Off: Module is turned off or does not have an IP address.

Table 3.3

F3PEPPERL+FUCHS
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EtherCAT Indicators

EC area:

LED
BF

relevant LEDs Lnk/Act X01, Lnk/Act X02, BF, DIA

Function

Red: No configuration, slow or no physical connection

Red flashing: Link exists but no communication link to the EtherCAT controller is
available

Off: EtherCAT control has established an active connection to the deviceNo error

DIA

Red: EtherneV/IP diagnostic alarm active

Red flashing (1 Hz): Time-out or FailSafe mode is active

Red flashing (2 Hz) for 3 s: DCP signal service is triggered via the bus
Red double flashing: Firmware Update

Off: No error

MS

Green: Module ready for operation

Green flashing: Configuration missing

Red/green flashing: Self-test

Red: Non-recoverable, serious error

Flashing red: Minor recoverable error (e.g., incorrect configuration)
Off: Module is powered down

NS

Green: Module has at least one existing connection

Green flashing: Module has no existing connections. IP address is available
Red/green: Module is performing a self-test

Red: Module has determined that the assigned IP address already exists
Red flashing: The connection has timed out or been interrupted

Off: Module is turned off or does not have an IP address.

Table 3.4

Modbus Indicators
MB area: relevant LEDs BF, DIA

LED
BF

Function

Red: Bus fault, no configuration, no or slow phys. connection

Red flashing (2 Hz): Link present, but no communication connection to the Modbus-

TCP controller
Off: Modbus-TCP control has established an active connection to the device

DIA

Red: Ethernet/IP diagnostic alarm active

Red flashing (1 Hz): Time-out or FailSafe mode is active

Red flashing (2 Hz) for 3 s: DCP signal service is triggered via the bus
Red double flashing: Firmware Update

Off: No error

MS

Green: Module ready for operation

Green flashing: Configuration missing

Red/green flashing: Self-test

Red: Non-recoverable, serious error

Flashing red: Minor recoverable error (e.g., incorrect configuration)
Off: Module is powered down

NS

Green: Module has at least one existing connection

Green flashing: Module has no existing connections. IP address is available
Red/green: Module is performing a self-test

Red: Module has determined that the assigned IP address already exists
Red flashing: The connection has timed out or been interrupted

Off: Module is turned off or does not have an IP address.

Table 3.5

I3 PEPPERL+FUCHS
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CC-Link Indicators
CC area: relevant LEDs BF, DIA

LED Function
BF Red: Bus fault, no configuration, no or slow phys. connection
Red flashing (2 Hz): Link present, but no communication connection to the CC-Link
IE controller
Off: CC-Link IE control has established an active connection to the device
DIA Red: CC-Link IE diagnostic alarm active
Red flashing (1 Hz): Time-out or FailSafe mode is active
Red flashing (2 Hz) for 3 s: DCP signal service is triggered via the bus
Red double flashing: Firmware Update
Off: No error
MS Green: Module ready for operation
Green flashing: Configuration missing
Red/green flashing: Self-test
Red: Non-recoverable, serious error
Flashing red: Minor recoverable error (e.g., incorrect configuration)
Off: Module is powered down
NS Green: Module has at least one existing connection
Green flashing: Module has no existing connections. IP address is available
Red/green: Module is performing a self-test
Red: Module has determined that the assigned IP address already exists
Red flashing: The connection has timed out or been interrupted
Off: Module is turned off or does not have an IP address.
Table 3.6

Operating Elements

Rotary switch X100 Setting the fieldbus protocol
Setting the IP address’

Rotary switch X10 Setting the IP address

Rotary switch X1 Setting the IP address

1.0nly EtherNET/IP

F3PEPPERL+FUCHS
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3.3 Interfaces and Connections

The contact arrangements below show the front view of the plug-in area of the connectors.

Fieldbus Connection X01, X02

Caution!
A Risk of destruction!

Never route the power supply to the data cable.

e Connection: M12 socket, 4-pin, D-coded
* Color coding: green

Figure 3.2 Schematic drawing of port X01, X02

Function

Ports X01, X02 1 TD+ Transmit data +
2 RD+ Receive data +
3 TD- Transmit data -
4 RD- Receive data -

Table 3.7 Assignment of port X01, X02

Connection for 10-Link, Digital Inputs/Outputs X1 ... X8

e Connection: M12 socket, 5-pin, A-coded
* Color coding: black

Caution!
A Risk of destruction with external sensor supply!

The module infeed for the sensor supply Ug may only be provided over the specified power
connection (Power X03/X04 >> Ug +24 V/GND_Ug) for the module. It is not permitted to supply

external power via the 10-Port (port X1-X8 >> pin 1/pin 3) and this may destroy the module
electronics through power feedback.

Caution!
A Risk of destruction!

Never route the power supply to the data cable.

5
o
41(0®0O) )2
o

3

Figure 3.3 Schematic drawing of inputs/outputs 1-8

I3 PEPPERL+FUCHS 17
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A

ICE11-810L-G60L-V1D

Port Pin Signal Function

|O-Link Class A, | 1 L+ IO-Link sensor power supply +24 V

|)r(1f|)lj|-t-s)/(%utputs 2 IN-x Channel B: digital input/output (type 1)
3 L- Ground connection |O-Link sensor power supply GND_Ug
4 c/Q Channel A: 10-Link data exchange
5 n.c. not assigned

ICE11-810L1-G60L-V1D

Port Pin Signal Function
|O-Link Class A, | 1 L+ IO-Link sensor power supply +24 V
|)r(1$lj|-t-s)/(c£>1utputs 2 IN/OUT Channel B: digital input/output (type 1)
3 L- Ground connection 10-Link sensor power supply
GND_Ug
4 c/Q Channel A: 10-Link data exchange
5 n.c. not assigned
|O-Link Class B, | 1 L+ IO-Link sensor power supply +24 V
Qg%lfs)/(%utputs 2 AUX/OUT Auxiliary power supply1 +24 V or digital output
3 L- Ground connection |O-Link sensor power supply
GND_Ug
4 c/Q Channel A: 10-Link data exchange
5 GND AUX | Ground connection auxiliary voltage AUX/OUT

Table 3.8

1.galvanically isolated from the power supply Ug

Connection for Power Supply X03, X04

* Power supply with M12 power L-coded
e Color coding: gray

Note

For the system/sensor and actuator supply, use only power supplies that comply with PELV
(protective extra-low voltage) or SELV (safety extra-low voltage). Power supplies according to
EN 61558-2-6 (transformer) or EN 60950-1 (switching power supplies) fulfill these
requirements.

Caution!
Loss of function when the system supply voltage is too low.

Ensure in all cases that the supply voltage measured at the most remote node (sensor/actua-
tor) does not drop below 18 V DC in terms of system supply voltage.

Caution!
No galvanic isolation

If you operate devices with galvanic isolation and devices without galvanic isolation within a
system, the galvanic isolation of all connected devices is canceled.

F3PEPPERL+FUCHS
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Note

Power supply connection

When connecting the power supply, ensure a separate power supply to the sensor and system
via Ug and auxiliary voltage via Ug for actuators, for example. Where the plant has a separate

power supply concept for system current and load current, this means the sensor and system
area of the Ethernet IO module can continue working even if there is a failure of the load power

supply.
Where several Ethernet IO modules are connected in series, ensure the separate power
supplies are connected properly Ug .U|.

The 10-Link specification requires at least 20 V at the output supply of the I/O ports L+'. A
minimum of 21V is required at the power supply Ug for the IO-Link master to minimize the risk

of internal voltage drops in the 10-Link master.

1.Pin1

I3 PEPPERL+FUCHS

Figure 3.4 Schematic drawing of M12 L-encoding (plug); port X03 (IN)
1
2
(@
3
4
Figure 3.5 Schematic drawing of M12 L-encoding (socket); port X04 (OUT)
ICE11-8I10L-G60L-V1D
Port Pin Signal Function
Voltage supply |1 Ug(+24 V) Sensor/system supply
X03, X04 .
GND U, Ground/reference potential U
GND Ug Ground/reference potential Ug

U (+24 V) Auxiliary voltage

FE (5) FE (FE) Functional earth

Table 3.9

19
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ICE11-810L1-G60L-V1D

Port Pin Signal Function
Voltage supply |1 Ug(+24V) Sensor/system supply
X03, X04
2 GND Uaux | Ground/reference potential Up '
GND Ug Ground/reference potential Ug
Uaux (+24V) | Auxiliary voltage?
FE (5) FE (FE) Functional earth
Table 3.10

1.galvanically isolated from GND Ug

2.galvanically isolated from Ug

Dimensions

__/
17.6
30.7

27

N

4.5

59.6

Figure 3.6
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4 Installation
4.1 General Information

Install the module with two M6x25/30 size screws on a level surface. The required torque is
1 Nm. Use washers according to DIN 125. For the installation holes, use a spacing of
237.3 mm to 239.7 mm.

Note
Power supply connection

When connecting the power supply, ensure a separate power supply to the sensor and system
via Ug and auxiliary supply via U_for e.g., actuators. Where the plant has a separate power

supply concept for system current and load current, this means the sensor and system area of
the Ethernet 10 module can continue working even if there is a failure of the load power supply.

Where several Ethernet IO modules are connected in series, ensure the separate power
supplies are connected properly Ug .U|.

Note

To dissipate interference currents and for EMC resistance, the modules use a ground
connection with an M4 thread. This is marked with the symbol for grounding and the label "XE."

Note

Connect the module using a low-impedance connection with the reference ground. In the case
of a grounded mounting surface, you can connect the module directly via the fixing screws.

Note

For non-grounded mounting surfaces, use a ground strap or a suitable FE conductor. Connect
the ground strap or FE conductor to the grounding point using an M4 screw and place a washer
and a serrated washer under the fixing screw if possible.

Caution!
Destruction of the device

When starting the device for the very first time, set rotary switch X100 to the desired position
before applying the operating voltage.

Do not operate rotary switch X100 when starting the device for the very first time until the fol-
lowing LEDs indicate normal continuous operation:

The MS and Ug LEDs are solid green when the rotary switches are in position 0-0-0."

Failure to observe this may result in the destruction of the device!

1. Factory setting, EtherNet/IP

A

I3 PEPPERL+FUCHS

Warning!
Risk of injury

Terminals, the housing of field-wired terminal boxes or components may exceed a temperature
of 60 °C.
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Warning!

Temperature resistant cables

Use temperature-resistant cables with the following properties:
Heat resistant up to at least 96 °C.

Notes on operation in UL-compliant applications

Note

For UL applications, only connect devices using a UL-certified cable with suitable CYJV or
PVVA ratings. To program the control unit, refer to the manufacturer's information. Only use
suitable accessories.

Approved for indoor use only. Please note the maximum height of 2000 m. Approved up to
maximum pollution degree 2.

Warning!

Temperature resistant cables

For UL applications at a maximum ambient temperature of +70 °C:

Use temperature-resistant cables with a heat resistance of at least +125 °C.

Warning!
Note the following maximum currents for the sensor supply of Class A devices

Max. 4,0 A per port; for UL applications max. 5.0 A for each port pair X1/X2, X3/X4, X5/X6,
X7/X8; max. 9,0 A’ in total for the entire port group X1 ... X8.

1.with derating

>

Warning!
Note the following maximum currents for the sensor supply of Class A/B devices

Max. 4,0 A per port; for UL applications max. 5.0 A from the Ug power supply for each port pair
X1/X2, X3/X4, X5/X6, X7/X8 and max. 5.0 A from the U ayx power supply for the port group X5

... X8; max. 9,0 A' in total for the entire port group X1 ... X8.

1.with derating

22
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5.1

5.2

I3 PEPPERL+FUCHS

Commissioning, Protocol Setting

MAC Addresses

Each device has 3 unique, manufacturer-assigned MAC addresses that cannot be changed by
the user. The first assigned MAC address is printed on the device. This MAC address has no
function for EtherCAT®. For EoE (Ethernet over EtherCAT®), the device is assigned a virtual
MAC address.

Assigning the Device Name to a PROFINET 10 Module

Each module must have a device name so that each node in the PROFINET network can be
assigned an IP address. A node search displays all PROFINET devices that have been found.

The module has three assigned MAC addresses when it is delivered. These are unique and
cannot be changed by the user. The first MAC address is shown on the housing of the Ethernet
10 module. (See between X2 and X3). Using this address, each device can be found in the list
of available nodes and assigned a device name.

Connect the module to the PROFINET network.
In "Device View," select the module "Slot 0."

Open the dialog "Accessible devices" via the main menu "Online -> Accessible devices ...."

74 Siemens - C:\WUsers\lkrato\Documents\SoftwarellO-ModulelICE1-810L-G60L-V1 D\PROFIN
Project Edit View Insert | Online |Opticns Tools * e
f % B save project a & Goonline _ Ctrl+K

& Extended go online...
$ S7-1200_ICE1-8I0L » U

&Y Go offline Ctrl+M
B simulation » BtW
Step runtimelsimulation
I pownload to device Cul+L p G
g Extended download to device.
L=t Download and reset PLC program —
g ~ General Download user program to Memory Card
Catalog information : =
-g 09 'ﬂinapshct of the actual values
| ¥ PROFINET interface [X1] S
a B8 Load snapshots as actual values
General - 2 .
ﬂ; Load start values as actual values
Ethernet addresses
identification & Me_. ||l Upload from device (software) =
- | vi new ion (hardwi n re)... |—
» Advanced options Up oLad t.je ce als ed station (hardware and software)
: Backup from online device
Shared Device S ke
! Hardware detection »
é HMI Device maintenance » j
I ﬁ? Accessible devices... :I
o Start CPU Ctrl+Shift+E -
! <l g sttin
IR swop cPU Cerl+Shift+Q
%l Online & diagnostics Ctrl+D
T ROUTET 8UUTESS. | U . g - U B —l

Figure 5.1
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Accessible devices

e |+
u—
Intel(R) 82579LM Gigabit Network Connection ||

MGk
172.24.55.131 84-78-EB-32-15-87
172.24.55.145  2047-47-F2-16-82
1722455146  B8-CA3ACF98-28

: 172.24.55.152 10-65-30-A9-C8-BA

CPU 1515F-2 PN i 172.24.55.171 28-63-36-BAFF-D5

1. Found accessible device 1805pfn445
1 Found accessible device fcpu-pn

Figure 5.2
4. Selecta module from those found.

L If the desired module is not displayed in the list of available nodes on the network, you can
change the device filter and refresh the list. If the device still does not appear, please check
your firewall settings.

5.  Assign the selected PROFINET device name to the module.

[ FC_ 1200 [P 1215C ARG
I Oevice coniguration
) Orlne & dagnists

Y Displayhide inieriices
» [ COM<3> 2120 multma soee cable]
» [ COMES 2120 mutsimacter cable]
= [ wed) Emrermer Connectien (7) 113U
2 vidore accesible devices
o Diaplaymare inkormaticn
[ s 1200 110025801

1 Rewhek Ush GOE Famiy Contraber
e irele s AC 9540 160MI
L Peimsermal fLocal]

Cg e lsruse)

Figure 5.3
L If the device name was set successfully, this will be indicated by the status.

6. Complete the process by pressing the "Assign Name" button.

24 I PEPPERL+FUCHS
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IODD

The I0DD" consists of a set of files that formally describe an 10-Link device. The IODD is cre-
ated by the device manufacturer and is required for each IO-Link device.

The device can use an IODD to facilitate 10-Link device configuration and make process data
more readable to people. IODDs can be uploaded via the web interface and then stored sus-
tainably on the I0-Link master. When an appropriate 10-Link device is connected, the stored
IODD is used to provide a user-friendly configuration page. On the configuration page, you can
view and adjust all parameters of the device. In addition, the process data is also formatted and
displayed for the user in accordance with the IODD.

I0-Link Device Parameters and ISDU Requests

Each 10-Link node offers parameters that can be read and written via the special I10-Link ser-
vice ISDUZ.

Each parameter is addressed by an index. Sub-indexes are possible, but optional. Some of the
parameters (mostly marked "read-only") are required for |O-Link devices and can always be
found on the same indexes.

The manufacturer may use additional parameters and therefore more indexes too for their
devices to provide additional configuration options. These manufacturer-specific parameters
can be described in an IODD. The device's "IODD on Module" function can read and evaluate
this information from an 10DD and use it to provide the user with viewing and editing options for
manufacturer-specific parameters without requiring additional knowledge of manufacturer-spe-
cific device properties.

Standard Definitions File

I0ODDs usually refer to a "Standard Definitions File". The latest "Standard Definitions File" is
pre-installed in the system upon initial delivery. You can also manually update the "Standard
Definitions File" by clicking on the "Upload Standard Definitions File" button.

Protocol Setting

Multiprotocol

You can use the multiprotocol modules to select various protocols for communication within a
fieldbus system. This allows you to integrate the multiprotocol modules into different networks
without having to obtain specific modules for each protocol. This technology also allows you to
use the same module in different environments. Using the rotary switches on the front of the
modules, you can easily and conveniently set the protocol and address of the module, provided
that the protocol to be used supports this. Once you have selected a protocol and started the
cyclical communication, the module remembers this setting and uses the selected protocol
from this point on. To use another supported protocol with this module, perform a factory reset.

Setting a Protocol

Multiprotocol modules have a total of three rotary switches. Move the first rotary switch X100 to
the relevant switch position to set the protocol. For the other rotary switches, set the last two
digits of the IP address when using EtherNet/IP.

1.10DD = 10 Device Description
2.1SDU = Indexed Service Data Unit
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Caution!
A Destruction of the device

When starting the device for the very first time, set rotary switch X100 to the desired position
before applying the operating voltage.

Do not operate rotary switch X100 when starting the device for the very first time until the fol-
lowing LEDs indicate normal continuous operation:

The MS and Ug LEDs are solid green when the rotary switches are in position 0-0-0.

Failure to observe this may result in the destruction of the device!

1.Factory setting, EtherNet/IP

(o)
@3.5@
@3.3@ ep Ethen'et/IP’
-
‘@33@
Lo y B
A R —
: CC-Link IE Bield EtherCAT.
Basic
#Modbus TCP

Figure 5.4 Rotary switch X100

Assignment of the Rotary Switches per Protocol
Protocol X100 X10 X1
EtherNet/IP 0-2 0-9 0-9
PROFINET P - -
EtherCAT EC - -
Modbus TCP MB 0-9 0-9
CC-Link IE Field CC 0-9 0-9

Table 5.1

In its delivered state, the module does not contain any protocol settings. In this case, set the
desired protocol.

In order to accept a changed protocol setting via the rotary switches, a restart or a "Reset" via
the web interface is necessary.

Once you have set the protocol using the rotary switches, the module saves these settings as
soon as it starts a cyclical communication. You can no longer change the protocol using the
rotary switch from this point on. The device always starts with the saved protocol.

To change the protocol, perform a factory reset first.

If you set the rotary coding switch to an invalid position, the device signals this with a flash
code: the BF/MS/ERR LED flashes red three times.

You can change the IP address depending on the protocol you choose.

26
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EtherNet/IP

If you use EtherNet/IP as the protocol, use rotary switch X100 to set the value 100 as the last
octet of the IP address for the module. You can use rotary switch X100 to set a value of 0 to 2
for the IP address. You can use rotary switches X10 and X1 to select values between 0 and 9.
You can use rotary switch X10 to configure position 10 of the last octet of the IP address. You
can use rotary switch X1 to configure position 1 of the last octet of the IP address.

The default setting for the first three octets of the IP address is 192.168.1.

Example: Rotary switch settings 2 (X100), 1 (X10), and 0 (X1) result in an IP address of
192.168.1.210 for EtherNet/IP.

Alternatively, the required network parameters can be obtained via DHCP or BOOTP if the
rotary switch is set to zero.

PROFINET

If you are using PROFINET as the protocol, set rotary switch X100 to the value "P."
EtherCAT

If you are using EtherCAT as the protocol, set rotary switch X100 to the value "EC."
Modbus TCP

If you would like to use Modbus TCP as the protocol, set the protocol using the first rotary cod-
ing switch. The second rotary coding switch X10 can be used to configure the 10 digit of the
last octet of the IP address. The third rotary coding switch X1 allows for the configuration of the
1 digit. Values between 0 and 9 can be selected for the second and third switches. The default
setting for the first three octets of the IP address is 192.168.1.

Example

The rotary coding switch setting 5 - X100, 1 - X10 and 0 - X1 results in the IP address
192.168.1.10 for Modbus TCP.

Only IP addresses between 192.168.1.1 and 192.168.1.99 for Modbus TCP can be assigned
via the rotary switches.

Rotary switch position Function

500" The network parameters last saved are used: IP
address, subnet mask, gateway address, DHCP
ON/OFF, BOOTP ON/OFF

501 to 599 The last two digits of the saved or default IP address are
overwritten by the rotary switch setting.

979 The device is reset to factory settings. The network
parameters are also reset to the preset values. Commu-
nication is not possible in this operating mode.

1.Network parameters already saved

CC-Link IE Field Basic

If you opt for CC-Link IE Field Basic as the protocol, set rotary switch X100 to the value CC. You
can use the X10 and X1 rotary switches to specify the last 2 digits of the IP address. You can
select values between 0 and 9.

The default setting for the first three octets of the IP address is 192.168.3.x.

Example: Rotary encoding switch setting 6 (x100), and 1 (x10), and 0 (x1) gives you an IP
address of 192.168.3.10 for CC-Link IE Field Basic. It is only possible to assign IP addresses
between 192.168.3.1 and 192.168.3.99 for CC-Link IE Field Basic via the rotary switches.

I3 PEPPERL+FUCHS 27
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Rotary switch position Function

600" The network parameters last saved are used: IP
address, subnet mask, gateway address

600 to 699 The last two digits of the saved or default IP address are
overwritten by the rotary switch setting.

979 The device is reset to factory settings. The network
parameters are also reset to the preset values. Commu-
nication is not possible in this operating mode.

1.Network parameters already saved

Factory Settings
A factory reset erases any changes you have made to settings, etc. and restores the factory
settings. The saved protocol selection is also reset.

To perform a factory reset, set rotary switch X100 to 9, rotary switch X10 to 7, and rotary switch
X1 to 9. Then switch the module off and on again. The factory settings are restored after 10
seconds.

During factory reset, the Ug LED flashes red. After resetting, the Ug LED indicates the voltage
Ug again.
To select a new protocol, follow the instructions in this chapter.

©
®3:3@
N —
@33

9 0 0 0

- — "
@@

X100 X10 X1

Figure 5.5 Restoring factory settings: X100 =9, X10=7, X1=9

Caution!

Destruction of the Operating System

When restoring the factory settings, ensure that the module is connected to the voltage supply
and switched on for at least 10 seconds. If it has been on for fewer than 10 seconds, the oper-
ating system may be destroyed. The module would then need to be sent to Pepperl+Fuchs for

repair.
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6.1

6.2
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Commissioning with CC-Link

Preparation

CSP+ file

A CSP+ file describes the device information of a CC-Link device and is required to configure
the module in an engineering tool. You can find the CSP+ file on the product detail page on our
website pepperl-fuchs.com. The CSP+ file and the associated icons are combined in an
archive file. To download and install this file, see chapter 6.4. Install the CSP+ file using your
controller manufacturer's hardware or network configuration tool. In GxWorks®, install the files
using the CSP+ Hardware Installation Tool. The module is then available in the hardware cata-
log as a "Communications Adapter."

MAC Addresses

The modules have three assigned MAC IDs when they are delivered. These are unique and
cannot be changed by the user.

The first assigned MAC ID is printed on the module.

Factory Settings

CC-Link IE Field Basic parameters as supplied or after resetting to factory settings.

Network mode: Static

Fixed IP address: 192.168.3.XXX (XXX = rotary switch position
or last stored setting)

Subnet mask: 255.255.255.0

Gateway address: 192.168.3.100

Device names: ICE11-8I0L-G60L-V1D

Product type: CC-Link IE Field Basic Slave Station

Setting network parameters

Use the two right-hand rotary switches X10 and X1 on the front of the device to set the last
octet of the static IP address. Each rotary switch in the CC-Link IE Field Basic area is assigned
a decimal place, so that a number between 0 and 99 can be configured. During startup, the
position of the rotary switches is typically read within a time cycle.

The full IP address, subnet mask, gateway address and network mode’ can be configured via
the web server or other available configuration interfaces. New configuration interfaces cannot
be applied until the device is restarted. For more information, see chapter 5.4.

Configuration of CC-Link IE Field Basic

The module's parameters can be configured using SNMP, the web server, or lloT protocols.
Acyclic messages are sent via SNMP to read and overwrite the configuration. When sending,
all existing parameters are overwritten by this data and the content of the SNMP messages is
given the highest valence.

To prevent parameters from being overwritten by the web server or lloT protocols during opera-
tion, some lock parameters can be enabled in the PLC configuration or configuration group.

The following information represents different setting groups with their configuration parame-
ters. The respective default settings are highlighted.

1.DHCP or BOOTP
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General Settings

Setting Description Default
Suppress Uy, Diagnosis Mode | Supply voltage error U/ Uy fault report 0

0 = enabled

1 = disabled

2 = auto
Suppress Actuator Diagnosis Actuator without U/ Uy, voltage fault report | O
without U 0 = enabled

1 = disabled
Suppress Ug Diagnosis Report Ug voltage fault 0

0 = Diagnosis disabled
1 = Diagnosis enabled

Reserved Reserved 0

Output Auto Restart Output Auto Restart 0
0 = deactivated
1 = activated

Web Interface Lock Web Interface Lock 0
0 = deactivated
1 = activated

Forcing Lock Force Mode Lock 0
0 = deactivated
1 = activated

External Configuration Lock External Configuration Lock 0
0 = deactivated
1 = activated

Force Mode Lock

The input and output process data can be forced via various interfaces.! Interface support

depends on the software features available. If force mode lock is activated, no input process
data or output process data can be forced via these interfaces.

Danger!
Risk of injury or death!

Forcing can lead to unexpected signals and uncontrolled machine movements.

Web Interface Lock

Access to the web interface can be set. If web interface lock is activated, the web pages are no
longer accessible.

Report U,/ Up,x Supply Voltage Fault

During commissioning, it is possible that no power supply is connected to the U/ Uy pins. It
may therefore be helpful to suppress and deactivate the U/ U5,y supply voltage fault message.

Report Actuator Fault without U / U, Voltage

During commissioning, it is possible that no power supply is connected to the U/ Uy pins. It
may therefore be helpful to suppress and deactivate the U/ Uy voltage fault message.

Report Ug voltage fault

During commissioning, it is possible that no power supply is connected to the Ug pins. It may
therefore be helpful to suppress and deactivate the report Ug voltage fault message.

1.e.g., web interface, REST, OPC UA, MQTT
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External Configuration Lock

Configuration parameters can be set via various alternative interfaces (e.g., web interface,

REST, OPC UA, MQTT). An external configuration can only be made as long as no cyclic PLC

connection is active. Each new PLC configuration overwrites the external configuration set-

tings.

Port configuration, X1 to X8

Setting
Port Mode

Description

Port mode

0: Disabled
1:10-Link Manual
2:10-Link Auto

3: Digital Input

4: Digital Output

Default

3

Validation Check

Validation option

0: No device check or deletion’

1: Type-compatible V1.0 device'

2: Type-compatible V1.1 device'

3: Type-compatible V1.1 device with backup & restore?
4:Type-compatible V1.1 device with restore®

IQ Mode, Pin 2

IQ mode

0: Disabled

1: Digital Input
2: Digital Output

Cycle Time

Cycle time

: As fast as possible
:1.6ms

:3.2ms

:4.8ms

:8.0ms

:20.8 ms

:40.0 ms

:80.0 ms

:120.0 ms

ONOOPhWN—-O

Vendor ID

Vendor ID
0 to 65535

Device ID

Device ID
0to 16777215

|O-Link Failsafe Mode

Failsafe mode

0: Set Low

1: Set High

2:Hold Last

3: Replacement Value
4:10-Link Master Command

|O-Link Failsafe Value 0 to
31

IOL Failsafe replacement values
0 to 255

Swap Length

Consuming Swap Length, Consuming data
0: DWORD
1: WORD

Offset Consuming

Swap Offset, Consuming data
0 to 30 bytes

Swap Count Consuming

Swap Count, Consuming data
0 to 30 bytes

Swap Length Producing

Swap Length, Producing data
0: DWORD
1: WORD

I3 PEPPERL+FUCHS

31




ICE11-8I0L*-G60L-V1D

Commissioning with CC-Link

32

Setting
Offset Producing

Description

Swap Offset, Producing data
0to 30 bytes

Default
0

Swap Count Producing

Swap Count, Producing data
0to 30 bytes

0

Sensor Supply Disabled

Sensor supply disabled
0: Sensor supplied with electrical voltage
1: No electrical voltage on sensor

Suppress all Diagnosis

Diagnosis suppression
0: Generate diagnostics on this channel
1: Do not generate any diagnostics on this channel

Surv. Timeout, Pin 2

DO Surveillance Timeout for Pin 2 (1Q), valid values:
0to 255

80

Surv. Timeout, Pin 4

DO Surveillance Timeout for Pin 4, CQ valid values:
0to 255

80

Failsafe Mode SIO, Pin 2

DO Failsafe for Pin 2, 1Q
0: Set Low

1: Set High

2:Hold Last

Failsafe Mode SIO, Pin 4

DO Failsafe for Pin 4, CQ
0: Set Low

1: Set High

2:Hold Last

DI Filter, Pin 2

DI Filter for Pin 2, 1Q
0: Disabled

1:10 ms

2:20ms

3:30ms

4:60 ms

5:100 ms

6: 150 ms

DI Filter, Pin 4

DI Filter for Pin 4, CQ
0: Disabled

1:10 ms

2:20ms

3:30ms

4:60 ms

5:100 ms

6: 150 ms

DI Logic, Pin 2

DI Logic for Pin 2, 1Q
0: Normally open
1: Normally closed

DI Logic, Pin 4

DI Logic for Pin 4, CQ
0: Normally open
1: Normally closed

DO Restart, Pin 2

DO Restart for Pin 2, 1Q
0: Inactive
1: Active

DO Restart, Pin 4

DO Restart for Pin 4, CQ
0: Inactive
1: Active

Error LED Disable, Pin 2

Disable pin 2 error LED
0: Enable LED on channel B
1: Disable LED on channel B

Error LED Disable, Pin 4

Disable pin 4 error LED
0: Enable LED on channel A
1: Disable LED on channel A
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Setting Description Default

Level LED Disable, Pin 2 | Disable pin 2 Level LED 0
0: Enable LED on channel B
1: Disable LED on channel B

Level LED Disable, Pin 4 | Disable pin 4 Level LED 0
0: Enable LED on channel A
1: Disable LED on channel A

Use Push-Pull, Pin 4 Use Push-Pull for pin 4 0
0: Use High-Side-Switches
1: Use Push-Pull

Current limit, Pin 2 Pin 4 current limit; maximum current limit until pin 2 is 65535
switched off
0 to 65535
Current limit, Pin 4 Pin 4 current limit; maximum current limit until pin 4 is 65535
switched off
0 to 65535
Table 6.1

1.No data storage
2.Download + upload
3.Download master on device

Port mode
The port mode describes how the 10-Link master handles the presence of an IO-Link device on
the port.

Disabled: The 10-Link port is deactivated, but can be configured for later use. If the

I0-Link device is not connected, no diagnostics are generated.

Manual 10-Link:  The IO-Link port is enabled and an explicit port configuration can be made
for the Validation and Backup parameters (Inspection Level), Vendor ID,
Device ID, and Cycle Time.

Auto IO-Link: The IO-Link port is activated and no explicit port configuration is required.
Configurations such as Validation and Backup (Inspection Level), Vendor
ID, Device ID, and Cycle Time are not required.

Digital input: In this mode, the channel operates as a digital input. The status of the
channel can be seen in the Digital Input Channel Status of the cyclical pro-
cess data.

Digital output: In this mode, the channel operates as a digital output. The channel can be

controlled via the Digital Output Channel Control® or via the I0-Link Output

Data? of the cyclical process data. This depends on the Digital Output Con-
trol parameter in the General Settings.

1.the first two bytes of the output data
2.the first byte of the output data of each 10-Link device

Validation and Backup

This parameter enables the user to set the behavior of the IO-Link ports in relation to the type
compatibility and data storage mechanism of the connected IO-Link device.

The prerequisite for using Validation and Backup is that you configure the port mode to "|O-Link
Manual."

The IO-Link master has a backup memory that can be used to save device parameters and
restore them to the 10-Link device. This backup memory is emptied by the following actions:

e 10-Link master factory reset, reset to factory settings
* Reconfiguration of the Channel Mode, for example from "Digital Input" to "IO-Link"

K PEPPERL+FUCHS 33



ICE11-8I0L*-G60L-V1D

Commissioning with CC-Link

34

* Reconfiguration of validation and backup, for example from "No device check" to "Type
compatible V1.1 device with Backup & Restore"

For more information, please refer to the "lO-Link Interface and System Specification" version
1.1.3, which can be downloaded from https://io-link.com/.

No Device Check (No Data Storage)

No verification of the connected manufacturer ID or device ID and no "backup and restore" sup-
port of the IO-Link master parameter server.

Type-Compatible V1.0 Device (No Data Storage)

Type-compatible with regard to IO-Link specification V1.0, which includes the validation of
manufacturer ID and device ID. The IO-Link specification V1.0 does not support an 10-Link
master parameter server. Type-compatible V1.1 device (no data storage): Type-compatible
with regard to 10-Link specification V1.1, which includes the validation of manufacturer ID and
device ID. Backup and Restore is deactivated.

Type-Compatible V1.1 Device with Backup + Restore (Upload + Download)

Type-compatible with regard to IO-Link specification V1.1, which includes the validation of
manufacturer ID and device ID. Backup and Restore is activated.

Please note the following information on backup and restore conditions:

e Backup (device to master):
A backup1 is performed if an 10-Link device is connected and the master has no valid
parameter data. The read parameter data is saved permanently on the I0-Link master.
An upload is also executed if the 10-Link device has set the DS_UPLOAD_FLAG.? This
IOL device flag can be set in two ways:

* Parameters are written to an IOL device in block parameter mode: An 10-Link device
sets the DS_UPLOAD_FLAG independently if the block parameter mode parame-
ters have been written to the IO-Link device with the last system command Param-
DownloadStore, for example, by a third-party USB 10-Link master for
commissioning.

* Parameters are written to an IOL device in single parameter mode: If single parame-
ter data on the IOL device is changed during operation, the device parameters
stored on the IOL master can be updated using the ParamDownloadStore com-
mand.® This command sets the DS_UPLOAD_REQ flag on the IOL device, so the
IO-Link master can perform an upload process from the |O-Link device.

* Restore (master to device):
A restore* is executed if an 10-Link device is connected and the 10-Link master has saved
valid parameter data for the IOL device that does not correspond to the current device
parameters.
The recovery process can be blocked by the I0-Link device via the Device Access Locks

parameter, provided this is supported by the IO-Link device.®
Type-Compatible V1.1 Device with Restore (Download Master to Device)

Type-compatible with regard to 10-Link specification V1.1, which includes the validation of ven-
dor ID and device ID. Only "Restore" is activated.

Please note the following information on restore conditions:

* Restore (download/IOL master to IOL device):
A restore (download from the IOL master to the IOL device) is executed if an 10-Link
device is connected and the 10-Link master has saved valid parameter data for the IOL
device that does not correspond to the current device parameters.
In restore mode, no changes to the IOL device parameters are saved permanently on the

1.Upload from the IOL device to the IOL master

2.Data Storage Upload Flag

3.Index 0x0002, sub-index 0x00, value 0x05

4.Download from IOL master to IOL device

5.Index 0x000C, refer to the manufacturer-specific I0-Link device documentation
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IOL master. If the IOL device sets the DS_UPLOAD_FLAG in this mode, the device
parameters are restored by the IOL master.

The recovery process can be blocked by the 10-Link device via the Device Access Locks
parameter, provided that this parameter is supported by the IOLink device (index 0x000C,
refer to the manufacturer-specific I10-Link device documentation).

IQ mode

The operating mode of pin 21 of the respective IO-Link channel can be configured using this
parameter.

Digital Output

In this mode, the channel operates as a digital output. The channel can be controlled via the

Digital Output Channel Control? or via the 10-Link Output Data® of the cyclical process data.
This depends on the Digital Output Control parameter in the General Settings.

Digital Input
In this mode, the channel operates as a digital input. The status of the channel can be seenin
the Digital Input Channel Status of the cyclical process data.

Cycle Time
The 10-Link cycle time can be configured with this parameter.

The prerequisite for using the cycle time is that you configure the port mode to "lO-Link Man-
ual."

As fast as possible

The IO-Link port uses the max. supported 10-Link device and IO-Link master update cycle time
for the cyclical I/O data update between the IO-Link master and the IO-Link device.

1.6 ms, 3.2 ms, 4.8 ms, 8.0 ms, 20.8 ms, 40.0 ms, 80.0 ms, 120.0 ms

The cycle time can be set manually to the options provided. This option can be used, for exam-
ple, for I0-Link devices that are connected via inductive couplers. Inductive couplers are usu-
ally the bottleneck in the update cycle time between the IO-Link master and the 10-Link device.
In this case, please refer to the datasheet of the inductive coupler.

Manufacturer ID/vendor ID

The vendor ID is required for the validation of the 10-Link device and can be configured with
this parameter.

The prerequisite for using the vendor ID is that you configure the port mode to "IO-Link Man-
ual." Validation and Backup must be set to a type-compatible V1.X device.

Device ID

The device ID is required for the validation of the I0-Link device and can be configured with this
parameter.

The prerequisite for using the device ID is that you configure the port mode to "IO-Link Man-
ual." Validation and Backup must be set to a type-compatible V1.X device.

IOL Failsafe

The module supports a failsafe function for the output data of the 10-Link channels. In the event
of an internal device error, the PLC is in the STOP state and cannot supply any valid process
data; the connection is interrupted or communication is lost: The output data of the 10-Link
channels is controlled by the configured failsafe values.

1.Channel B
2.the first two bytes of the output data
3.the first byte of the output data of each 10-Link device

I3 PEPPERL+FUCHS 35



ICE11-8I0L*-G60L-V1D

Commissioning with CC-Link

36

Set Low

If failsafe is active, all bits of the 10-Link output data are set to "Low".!

Set High

If failsafe is active, all bits of the 10-Link output data are set to "High" 2
Hold Last

If failsafe is active, all bits of the 10-Link output data maintain the last valid process data
3
status.

Replacement Value

A substitute value can be set for each 10-Link device via the 10-Link failsafe parameter object.
If failsafe is active, these substitute values are transmitted to the I0-Link device. The currently
configured IO-Link output data size must be taken into account. Note that in the case of a fault,
the substitute values are sent instead of the output process data, so a configured swapping
mode has an influence on the byte order.

10-Link Master Command
If failsafe is active, an 10-Link-specific mechanism for valid/invalid output process data is used
and the 10-Link device determines the behavior itself.

Failsafe values

IOL Failsafe values represent 32 replacement values byte by byte. If failsafe is active, these val-
ues are transmitted to the 10-Link device.
Swapping Length

The byte order of I0-Link is Big Endian. The Swapping Mode and Swapping Offset parameters
help the user to set the output data in the correct format. Up to 16 "words" or up to 8 "double
words" can be selected for conversion of the output data.

Raw 10-Link Data

No "byte swap".

Data Type DWORD

Data byte order: Byte 1, Byte 2, Byte 3, Byte 4
Sequence after "Swap": Byte 4, Byte 3, Byte 2, Byte 1
Data Type WORD

Data byte order: Byte 1, byte 2

Sequence after "Swap": Byte 2, Byte 1

Swapping Offset

The Swapping Offset describes the starting point in the process data for use of the configured
Swapping Length. Both parameters depend on the configured input and output data size.

Swapping Count

The Swapping Count describes the number of bytes swapped in the process data using the
configured Swapping Length.

Sensor Supply Disabled

The Sensor Supply Disabled setting can be used to disable the supply of a sensor. The I0-Link
master will disable the supply for the corresponding IO-Link port.

1.mQ"
o nqn
3."0" or "{"
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Suppress all Diagnosis

By default, the IO-Link master generates all possible diagnostics and sends corresponding
reports about cyclic and acyclic data. By setting Suppress all Diagnosis, all diagnoses can be
suppressed.

DO Surveillance Timeout

The digital output channels are monitored during runtime. The error states are detected and
reported as a diagnosis. To avoid error states when switching the output channels, Surveillance
Timeout can be configured with a delay and deactivated monitoring.

The delay time begins with a rising edge of the output control bit. After the delay time has
elapsed, the output is monitored and error states are signaled via diagnostics. If the channel is

permanently switched on or off, the typical filter value is 5 ms.!

DO Failsafe

The module supports a failsafe function for the channels used as digital outputs. In the event of
an internal device error, the PLC is in the STOP state and cannot supply any valid process data.
The connection is interrupted or communication is lost. The outputs are controlled according to
the configured failsafe values.

Set Low

If failsafe is active, the physical output pin of the channel is set to "Low" 2

Set High

If failsafe is active, the physical output pin of the channel is set to "High" 3
Hold Last

If failsafe is active, the physical output pin of the channel maintains the last valid process data
4
status.

DO Restart Mode

In the event of a short-circuit or overload on an output channel, a diagnosis is signaled and the
output is switched to "off."

If DO Restart Mode is deactivated, the output channel is not automatically switched on again. It
can be switched on after a logical reset of the channel's process output data.

If DO Restart Mode is activated for this channel, the output is automatically switched on again
after a fixed time delay to check whether the overload or short-circuit status is still active. If it is
active, the channel is switched off again.

DI Logic

The logical state of an input channel can be configured using these parameters. If a channel is

set to "Normally Open," a low signal5 is transferred to the process input data, e.g., if an
undamped sensor has an open switching output.

If a channel is set to "Normally Closed," a high signal6 is transferred to the process input data,
e.g., if an undamped sensor has a closed switching output.

The channel LED indicates the physical input state of the port pin, regardless of these settings.

1.not changeable
2."0"

3."1"

4."0"or"1"

5."0"

6."1"
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DI Filter

These parameters can be used to configure a filter time for each digital input channel. If a filter
is not required, it can be deactivated.

Error LED Disable

Each channel of ports X1 to X8 has an error LED. The error LED can be deactivated by
enabling the Error LED Disable parameter. If this parameter is enabled, the LED status will not
show "ON" in the event of a port error.

Level LED Disable

Each channel of ports X1 to X8 has a Level LED. The Level LED can be disabled by enabling
the LEVEL LED Disable parameter. If this parameter is enabled, the LED status will not show
"ON" in the event of input or output peaks.

Use Push Pull

If Use Push Pull is enabled, the output is actively switched to "high" or "low". In the Low state,
the output can be a current sink. The digital output is supplied with a maximum current of 0.5 A
by Us.

If this option is not enabled, the "High-Side switch" option is used and the current limit is set
according to the Current Limit parameter. This option is not available for the B channel of any
port.

Current Limit

This parameter allows you to configure the current limitation for the digital outputs.You can
choose between different current limiting options.

In the Low state, the output has a high impedance. Depending on the device version, the digital
output is supplied by U or U,y and has an adjustable current limit. This means that the output
is switched off and the error diagnosis of the actuator channel is reported as soon as this limit is
exceeded. If you set the limit to 2.0 A max., the current limitation is not active and the maximum
output current is available.

6.3 Process Data Assignment

The module supports process data communication in both directions. In this context, "consum-
ing data" is defined as the process output data that controls the physical outputs and 10-Link
output data. In this context, "producing data" is defined as the process input data that contains
the physical inputs, diagnoses and 10-Link input data with optional extended status and event
data.

The following chapters describe the data images for the data direction of consuming and pro-
ducing data, which are assigned to the output and input assemblies.

Consuming Data (Output)

Register for DO Register for 10-Link?

X1 |4 YO RWw00 — RWwOF RW3
2 Y1 - RW
X2 |4 Y2 RWw10 - RWw1F RW
2 Y3 - RW
X3 |4 Y4 RWw20 - RWw2F RW
2 Y5 - RW
X4 |4 Y6 RWw30 - RWw3F RW
2 Y7 - RW
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Register for Do'

Register for 10-Link?

Access

X5 |4 Y8 RWw40 — RWw4F RwW
2 Y9 - RW
X6 |4 YA RWw50 — RWw5F RwW
2 YB - RW
X7 |4 YC RWw60 — RWw6F RwW
2 YD - RW
X8 |4 YE RWw70 — RWw7F RwW
2 YF - RwW
Table 6.2
1.=single bit
2.=WORD

3.Read/write

Producing Data (Input)

Register for DI'

Register for 10-Link?

Access

X1 4 X0 RWr00 — RWrOF RO3
2 X1 - RO
X2 |4 X2 RWr10 - RWr1F RO
2 X3 - RO
X3 |4 X4 RWr20 — RWr2F RO
2 X5 - RO
X4 |4 X6 RWr30 — RWr3F RO
2 X7 - RO
X5 |4 X8 RWr40 — RWr4F RO
2 X9 - RO
X6 |4 XA RWr50 — RWr5F RO
2 XB - RO
X7 |4 XC RWr60 — RWr6F RO
2 XD - RO
X8 |4 XE RWr70 — RWr7F RO
2 XF - RO
Table 6.3
1.=single bit
2.=WORD
3.Read-only
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Diagnostics processing

Port no. Register for Diagnostics  Description Access
X1 X20 X1 10-Link data valid R ("Read-only")
X2 X21 X2 10-Link data valid R
X3 X22 X3 10-Link data valid R
X4 X23 X4 10-Link data valid R
X5 X24 X5 10-Link data valid R
X6 X25 X6 10-Link data valid R
X7 X26 X7 10-Link data valid R
X8 X27 X8 10-Link data valid R
Table 6.4
Register for Diagnostics Description Access
1 X38 Ug supply present R ("Read-only")
2 X39 Ug supply Fault R
3 X3A U, supply present R
4 X3B U supply Fault R
5 X3C Internal module error R
6 X3D Force mode diagnosis R
Table 6.5

40
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6.4

3.

Configuration and Operation with GxWorks®

The configuration and commissioning of the module described in this chapter refers to the
GxWorks® V2 Mitsubishi engineering tool. If you are using an engineering tool from another
provider, please refer to the corresponding documentation.

Integration of the CSP+ file

Open GxWorks® and navigate to Tool > Profile Management > Register.

5 MELSOFT GX Works3
%koject Edit Find/RepIace Converg View Online Debug Recording Diagnostics‘Tool | Window Help
iDEASE0le - PRI R | SRR S AR
(e g R hE R G TR D 2 e R e B

Navigation Check Parameter...

Memory Card [ P | °°0- Max.: ---
Check Program...

Check the Assigned Device of Glcbal Label...
Confirm Memory Size (Offline)...

Logging Configuration Tool...

Realtime Monitor Function...

GX VideoViewer...

Module Tool List...

Dnve lool List...

Predefined Protocol Support Function...

Circuit Trace...

Update Firmware...

Profile Management »
Register Simple Device Communication Library...
Configuration Management »

Register...
Delete...

Register Sample Library...
FB Property Management (Offlin€)...
Shortcut Key...

£ Options..

Figure 6.1
Select 0x1253_ICE11-8I0L-G60L-V1D_1.0_en.cspp and the CSP+ file will be registered.

Adjusting Network Parameters
Open GxWorks® and create a new project.

Select the series and type of PLC used.

New x
Series iul Beceu ] Pv
Type =8 posu v
Mode
Program Language |= 5T v

o
Figure 6.2

To open the Settings window, navigate to Project > Parameter > "the selected CPU
module" > Module Parameter.
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Figure 6.3

L The CC-Link IE Field Basic Master Station can be configured in the window that opens.

To configure the PLC or master station, navigate to Own Node Settings.

|

|- External Device Configuration
Extemal Device Configuration

Tl Item Setting
[Input the Seting ftem to Search | lify] RS | ek
=/ IP Address
& 1P Address 192.168. 3.85
=@ Basc‘;vsi:"’fss Subnet Mesk 255255255 0
m Node Settings
g CC-Link IEF Bas&g Settings Do Sy g & o
MODBUS/TCP Settings Communication Data Code Binary
External Device Configuration = CC-Link IEF Basic Settings
(& Application Settings To Use or Net to Use CC-Link IEF Basic Setting Use
Network Configuration Settings [<Detailed Setting> =
Refresh Settngs <Detailed Setting>
=/ MODBUS/TCP Settings
To Use or Nct to Use MODBUS/TCP Setting Not Used
Device Assignment <Detailed Setting>

<Detailed Setting>

Setthe setting for cyclic transmission.
Setthe Station No., Number of Occupied Stations, IP Address. Subnet Mask. and the like.
To setthe CC-Link IE Field Network Basic. itis required to setthe Networ< Configuration Settings and Refresh Setting.

etting Item List Setting Item

e ‘ Check | | Restorethe Default Settings \
[ oy
Figure 6.4
Under CC-Link IEF Basic settings > To Use or Not to Use CC-Link IEF Basic Setting,
select "Use".
* The Network Configuration Settings option allows you to configure the CC-Link IE Field
Basic Master, the connected stations, a network, parameters, and much more.

page and the CPU page.

Settings under Refresh Settings are required for automatic data transfer between the link
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Processing parameters

1. Select the ICE11* from the Module List. Alternatively, click on the Detect Now button for
automatic device recognition.

&% CC-Link IEF Basic Configuration o X
T 5 don Edit View Close with Discarding the Setting Close with P oy

Detect ow | i Ecan Setfg | H
ic Selection | | My Favorites | 4>
RWw/RW Setting Comme.
STA# | Station Type Strt | End | Ponts | Start | End MM.‘ msf‘l P Address. ‘ ‘Subnet Mask [ MAC Address nt ok EF

0 Master Station 192.168.3.39 255.255.255.0 B CC-Link IEF Basic Module (Mitsubishi Electric
Module

GOT2000Series.
8 Inverter (FR-AB00 Series)
=k

8 Inverter (FR-EB0O Series)
Inverter (FR-FB0O Series)
@ Vision Sensor :
& COIEF Basic Module (Pepper! + Fuchs GmbH)

B 10-Link Master
{4 ICE11-BI0L-G60L-VID  8xI0-Link Class A

Figure 6.5
2. Right-click on "Slave Station" and select Online > Parameter Processing of Remote
Station....
854 CC-Link IEF Basic Configuration = 8 X
[t cc-ti sic jon Edit View Cl iscarding the Setting Close with Reflecting the Setting
etact Now, | Lk can ety | Eu

Connected Count == kIEF Basic Selection | Find Module | My Favorites| 4 P
AT v [r] s | = e < ‘
ﬂ - o . 0 Master Station . = Bl l = Eﬂxgmmzmmmb

ter
~GBOL-VID  8xI0-Link Class A

ing Reflection of
Parameter Processing of Remote Station...

>

Figure 6.6

3. Inthe following window, under Method selection, select "Parameter read" or "Parameter write",
depending on which method you would like to configure for the module. For details on the
different parameters, see chapter 6.2.
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ComnectedCount [~ 1

&8 CC-Link IEF Basic Configuration a %
i CC-Link EF Basic Configuration Edit View Close with Discarding the Setting Close with Reflecting the Setting

pkieF Basic Slection | Find Module | My Favorites| 47

B

‘ = | | & ‘l Parameter Processing of Remote Station

0 HostStation

i R
1CE11-8I0L-GSOL-VID
L L Station No.: 1

Method selecton:  [parameter read

Parameter read
[Parameter write
Informaton

~| |Rudp:mfmmm.

oe
select Al | cancel Al selections |

[Initial Value |Unit Read Value |Unit |Write Value | Unit |

Clear All Read Vakue™ |

Clear All"Write Value”

ic Module (Pepper + Fuchs GmbH)

1-8I0L-G60L-VID  8xI0-Link Class A

‘There is no option in the selected process.

~Process is executed to a modue of Target Module Information”.
i 9

Inport... | Export...

Figure 6.7

After you have set the parameters, click on Communication Setting Reflection of Slave
Station to apply the changes to the appropriate module. CC- manual
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7.1

7.2

7.3
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Commissioning for EtherCAT

EtherCAT

.
EtherCAT.

EtherCAT® is a registered trademark amd patented technology, licensed by Beckhoff Automa-
tion GmbH, Germany.

Preparation

Downloading and Installing the ESI File

An ESI file (EtherCAT Slave Information file) is required to configure a module in the controller.
The ESI file supports all module variants.

You can find the relevant ESl file in the Commissioning section of the product detail page for
the device. To access the product detail page for the device, go to http://www.pepperl-
fuchs.com and type information about the device, e.g. the product description or the item num-
ber, into the search function.

Use the hardware or network configuration tools from your controller manufacturer to install the
ESI file for the module variant used. For TwinCat®, you usually have to copy the ESI file to the
installation folder, for example: C: \TwinCAT\3.1\Config\Io\EtherCAT. Afterinstallation,
the modules are available in the hardware catalogs.

Reading MAC IDs

Each module has a unique MAC ID that is assigned by the manufacturer. The MAC ID cannot
be changed by the user. The assigned MAC ID is printed on the front side of the module.

This MAC ID has no function for EtherCAT. For EoE (Ethernet over EtherCAT), the I/O module
is assigned a virtual MAC ID.

Configuration

PDO Assignments

The module supports different PDO1assignments for input and output data. There are assign-
ments for bit or byte access with or without diagnostic data that are associated with the input
data (TxPDO, I/0O module to EtherCAT® controller).

You determine the data content by selecting the appropriate PDO.
The modules offer the following PDO assignments:

1.PDO = Process Data Object
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7.3.1 Configuration
Input Data
PDO content
Size
Index [byte] Index
Input 0x1A00 | 32 0x6000:01 1 UINT32 1 byte IO-Link input data
etc. etc. etc. etc.
0x6000:32 1 UINT32 32 byte IO-Link input data
0x1A01 | 32 0x6010:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6010:32 1 UINT32 32 byte IO-Link input data
0x1A02 | 32 0x6020:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6020:32 1 UINT32 32 byte IO-Link input data
0x1A03 | 32 0x6030:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6030:32 1 UINT32 32 byte IO-Link input data
0x1A04 | 32 0x6040:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6040:32 1 UINT32 32 byte IO-Link input data
0x1A05 | 32 0x6050:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6050:32 1 UINT32 32 byte IO-Link input data
0x1A06 | 32 0x6060:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6060:32 1 UINT32 32 byte IO-Link input data
0x1A07 | 32 0x6070:01 1 UINT32 1 byte 10-Link input data
etc. etc. etc. etc.
0x6070:32 1 UINT32 32 byte IO-Link input data
0x1A08 | 4 0x2080:01 1 UINT32 Status of digital input ports
X1-X4
0x2080:02 1 UINT32 Status of digital input ports
X5- X8
0x2080:03 1 UINT32 Status of the 10-Link commu-
nication
0x2080:04 1 UINT32 IO-Link process data status
0x1AQ9 |1 0x10F3:04 1 UINT32 “New messages available"
flag from the diagnostic
object 0x10F3
0x1AOA | 1 0x10F8:00 1 UINT32 Timestamp object 0x10F8
46
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PDO PDO content
Size

Type Index [byte] Index Size Type

Input 0x1A80 | 8 0xF100:01 1 UINT32 IO-Link connector status 1
0xF100:02 1 UINT32 I0-Link connector status 2
0xF100:03 1 UINT32 IO-Link connector status 3
0xF100:04 1 UINT32 IO-Link connector status 4
0xF100:05 1 UINT32 IO-Link connector status 5
0xF100:06 1 UINT32 IO-Link connector status 6
0xF100:07 1 UINT32 IO-Link connector status 7
0xF100:08 1 UINT32 IO-Link connector status 8

Table 7.1

Output Data

PDO content

Index
Output | 0x1600 | 32 0x7000:01 1 UINT32 1. bytes of IO-Link output data

etc. etc. etc. etc.

0x7000:32 1 UINT32 32. bytes of 10-Link output data
0x1601 | 32 0x7010:01 1 UINT32 1. bytes of IO-Link output data

etc. etc. etc. etc.

0x7010:32 1 UINT32 32. bytes of 10-Link output data
0x1602 | 32 0x7020:01 1 UINT32 1. bytes of IO-Link output data

etc. etc. etc. etc.

0x7020:32 1 UINT32 32. bytes of 10-Link output data
0x1603 | 32 0x7030:01 1 UINT32 1. bytes of IO-Link output data

etc. etc. etc. etc.

0x7030:32 1 UINT32 32. bytes of 10-Link output data
0x1604 | 32 0x7040:01 1 UINT32 1. bytes of I0-Link output data

etc. etc. etc. etc.

0x7040:32 1 UINT32 32. bytes of 10-Link output data
0x1605 | 32 0x7050:01 1 UINT32 1. bytes of IO-Link output data

etc. etc. etc. etc.

0x7050:32 1 UINT32 32. bytes of 10-Link output data
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PDO content

Size
Index [byte] Index

0x1606 | 32 0x7060:01 1 UINT32 1. bytes of 10-Link output data
etc. etc. etc. etc.
0x7060:32 1 UINT32 32. bytes of I0-Link output data
0x1607 | 32 0x7070:01 1 UINT32 1. bytes of 10-Link output data
etc. etc. etc. etc.
0x7070:32 1 UINT32 32. bytes of I0-Link output data
0x1608 | 4 0x2280:01 1 UINT32 Digital output mapping ports X1- X4
0x2280:02 1 UINT32 Digital output mapping ports X5— X8
0x2280:03 1 UINT32 Control of 10-Link COM Mode
0x2280:04 1 UINT32 Reserved
Table 7.2
Modular Slots
The ESl file contains a modular, slot-based PDO configuration for various 10-Link configura-
tions. The following slots are available:
Slot Description
STD_IN_1_bit IO-Link port as standard digital input
IOL_I_1byte I0-Link, 1 byte as process data input
IOL_I_2byte I0-Link, 2 bytes as process data input
IOL_I_4byte I0-Link, 4 bytes as process data input
IOL_I_6byte I0-Link, 6 bytes as process data input
IOL_I_8byte I0-Link, 8 bytes as process data input
IOL_I_10byte I0-Link, 10 bytes as process data input
IOL_I_16byte I0-Link, 16 bytes as process data input
IOL_I_24byte I0-Link, 24 bytes as process data input
IOL_I_32byte I0-Link, 32 bytes as process data input
STD_OUT_1_bit IO-Link port as standard digital output
IOL_O_1byte I0-Link, 1 byte as process data output
IOL_O_2byte I0-Link, 2 bytes as process data output
IOL_O_4byte I0-Link, 4 bytes as process data output
IOL_O_6byte I0-Link, 6 bytes as process data output
IOL_O_8byte I0-Link, 8 bytes as process data output
IOL_O_10byte I0-Link, 10 bytes as process data output
IOL_O_16byte I0-Link, 16 bytes as process data output
IOL_O_24byte I0-Link, 24 bytes as process data output
IOL_O_32byte I0-Link, 32 bytes as process data output
IOL_I/O_1/1byte I1O-Link
* 1 byte as process data input
* 1 byte as process data output
48
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Slot Description

2026-06

IOL_I/O_2/2byte

10-Link
° 2 bytes as process data input

° 2 bytes as process data output

IOL_I/O_2/4byte

10-Link
° 2 bytes as process data input

* 4 bytes as process data output

IOL_I/O_4/4byte

10-Link
° 4 bytes as process data input

* 4 bytes as process data output

IOL_I/O_4/2byte

10-Link
* 4 bytes as process data input

° 2 bytes as process data output

IOL_I/O_2/8byte

10-Link
° 2 bytes as process data input

* 8 bytes as process data output

IOL_I/O_4/8byte

10-Link
* 4 bytes as process data input

* 8 bytes as process data output

IOL_I/O_8/2byte

10-Link
* 8 bytes as process data input

° 2 bytes as process data output

IOL_I/O_8/4byte

10-Link
* 8 bytes as process data input

* 4 bytes as process data output

IOL_I/O_8/8byte

10-Link
* 8 bytes as process data input

* 8 bytes as process data output

IOL_I/O_4/32byte

10-Link
* 4 bytes as process data input

* 32 bytes as process data output

IOL_I/O_32/4byte

10-Link
° 32 bytes as process data input

* 4 bytes as process data output

IOL_I/O_16/16byte

10-Link
* 16 bytes as process data input

* 16 bytes as process data output

IOL_I/O_24/24byte

10-Link
° 24 bytes as process data input

° 24 bytes as process data output

IOL_I/O_32/32byte

10-Link
* 32 bytes as process data input

* 32 bytes as process data output

Table 7.3
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7.3.2 Device Parameters

The modules support different parameters. The parameters are sent to the module during com-
missioning of the controller.

The following parameters can be set:

Extended Parameters
SDO content

Size [byte] Index Size Name/description

0x23n0! 2 0x23n0:01 1 UINT8 Data storage: .

0 = Data storage disabled
(saved data set is retained)

1 = Data storage download
only (IOLM — IOLD)

2 = Data storage upload only
(IOLD — IOLM)

3 = Data storage download
and upload

4 = Data storage disabled and
deleted (a previously saved
data set is deleted)

Other = Reserved

0x23n0:02 1 UINTS8 Fail-safe mode

0 = Set low

1 = Set high

2 = Hold last

3 = Substitute value (see
object 0x23n1)

4 = |O-Link master command
Other = Reserved

Table 7.4

1.n =number between 0 ... 7 = port number -1

Fail-Safe Function

The firmware on the module provides a fail-safe function for the outputs for interruptions or loss
of communication. When configuring modules, you can define the status of the outputs after an
interruption or a loss of communication.

Substitute values

SDO SDO content
Index Size [byte] Index Size Name/description
0x23n1? 2 0x23n1:01 1 UINT8 Failsafe substitute value byte 1
etc. etc. etc. etc.
0x23n1:32 1 UINT8 gezlilsafe substitute value byte
Table 7.5

1.n =number between 0 ... 7 = port number -1
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Digital outputs mode
SDO
Index Size [byte]
0x2380 16

SDO content

Index
0x2380:01

UINT8

Name/description

Port 1 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:02

UINT8

Port 1 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:03

UINT8

Port 2 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:04

UINT8

Port 2 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:05

UINT8

Port 3 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:06

UINT8

Port 3 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:07

UINT8

Port 4 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:08

UINT8

Port 4 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:09

UINT8

Port 5 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:10

UINT8

Port 5 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:11

UINT8

Port 6 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

I3 PEPPERL+FUCHS
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SDO content

Size [byte] Index Name/description

0x2380 16 0x2380:12 1 UINT8 Port 6 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:13 1 UINT8 Port 7 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:14 1 UINT8 Port 7 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:15 1 UINT8 Port 8 Channel A
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

0x2380:16 1 UINT8 Port 8 Channel B
0 = Set Low

1 = Set High

2 = Hold Last
Other = Reserved

Table 7.6

The following options are available:

Option Value Description

Set low! 0 Deactivation of the output channel

Set high 1 Activation of the output channel

Hold last 2 Hold the last output status
1.Standard
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General device settings
SDO

Index Size [byte]

0x2381 7

SDO content

Index
0x2381:01

BOOL

Name/description

Web interface locked
0 =false
1 =true

0x2381:02

BOOL

Force mode locked
0 =false
1 =true

0x2381:03

BOOL

All emergency messages disabled
0 =false
1 =true

0x2381:04

BOOL

UL emergency messages disabled
0 =false
1 =true

0x2381:05

BOOL

Actuator emergency messages disabled
0 =false
1 =true

0x2381:06

BOOL

External configuration permitted
0 =false
1 =true

0x2381:07

BOOL

Automatic restart of the output after a mal-
function

0 =false

1 =true

Table 7.7
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Surveillance Timeout

The module firmware allows you to set a delay time before monitoring of output currents
begins. The delay time is also known as “Surveillance Timeout”. You can define this for each
individual output channel.

The delay time starts after the status of the output channel changes, i.e., if this is activated after
arising edge or is disabled after a falling edge. After this time has elapsed, the monitoring of
the output begins and the diagnostics begin reporting error states. The value of the monitoring
time limit is 0 ms to 255 ms. The default value is 80 ms. If the output channel is in a static state,
i.e., permanently switched on or switched off, the value is 100 ms.

SDO content

Size [byte] Index Name/description
0x2382 16 0x2382:01 1 UINT8 Surveillance Timeout Port 1
Channel A
0x2382:02 1 UINT8 Surveillance Timeout Port 1
Channel B
0x2382:03 1 UINT8 Surveillance Timeout Port 2
Channel A
0x2382:04 1 UINT8 Surveillance Timeout Port 2
Channel B
0x2382:05 1 UINT8 Surveillance Timeout Port 3
Channel A
0x2382:06 1 UINT8 Surveillance Timeout Port 3
Channel B
0x2382:07 1 UINT8 Surveillance Timeout Port 4
Channel A
0x2382:08 1 UINT8 Surveillance Timeout Port 4
Channel B
0x2382:09 1 UINT8 Surveillance Timeout Port 5
Channel A
0x2382:10 1 UINT8 Surveillance Timeout Port 5
Channel B
0x2382:11 1 UINT8 Surveillance Timeout Port 6
Channel A
0x2382:12 1 UINT8 Surveillance Timeout Port 6
Channel B
0x2382:13 1 UINT8 Surveillance Timeout Port 7
Channel A
0x2382:14 1 UINT8 Surveillance Timeout Port 7
Channel B
0x2382:15 1 UINT8 Surveillance Timeout Port 8
Channel A
0x2382:16 1 UINT8 Surveillance Timeout Port 8
Channel B
Table 7.8
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Digital I/0 Mode, Channel B

The "Digital /0 mode" parameter allows the input/output channels (/O channels) of channel B
of the module to be configured.

The following settings are possible:
1 = Input

2 = Output

Other = Reserved

SDO SDO content
Index Size [byte] Index Size Type Name/description

0x2383 16 0x2383:01 1 UINT8 | Digital I/lO Mode Port 1 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:02 1 UINT8 | Digital I/lO Mode Port 2 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:03 1 UINT8 | Digital I/O Mode Port 3 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:04 1 UINT8 | Digital I/lO Mode Port 4 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:05 1 UINT8 | Digital I/lO Mode Port 5 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:06 1 UINT8 | Digital I/lO Mode Port 6 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:07 1 UINT8 | Digital I/lO Mode Port 7 Channel B
1 =Input

2 = Output

Other = Reserved

0x2383:08 1 UINT8 | Digital I/lO Mode Port 8 Channel B
1 =Input

2 = Output

Other = Reserved

Table 7.9
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Digital Inputs Mode

The device supports the configuration of the digital input logic of channel A (pin 4) and channel
B (pin 2) of the 10-Link port.

SDO SDO content
Index Size [byte] Index Size Type Name/description

0x2384 16 0x2384:01 1 UINT8 | Digital Input Logic Port 1 Channel A
0=NO
1=NC

0x2384:02 1 UINT8 | Digital Input Logic Port 1 Channel B
0=NO
1=NC

0x2384:03 1 UINT8 | Digital Input Logic Port 2 Channel A
0=NO
1=NC

0x2384:04 1 UINT8 | Digital Input Logic Port 2 Channel B
0=NO
1=NC

0x2384:05 1 UINT8 | Digital Input Logic Port 3 Channel A
0=NO
1=NC

0x2384:06 1 UINT8 | Digital Input Logic Port 3 Channel B
0=NO
1=NC

0x2384:07 1 UINT8 | Digital Input Logic Port 4 Channel A
0=NO
1=NC

0x2384:08 1 UINT8 | Digital Input Logic Port 4 Channel B
0=NO
1=NC

0x2384:09 1 UINT8 | Digital Input Logic Port 5 Channel A
0=NO
1=NC

0x2384:10 1 UINT8 | Digital Input Logic Port 5 Channel B
0=NO
1=NC

0x2384:11 1 UINT8 | Digital Input Logic Port 6 Channel A
0=NO
1=NC

0x2384:12 1 UINT8 | Digital Input Logic Port 6 Channel B
0=NO
1=NC

0x2384:13 1 UINT8 | Digital Input Logic Port 7 Channel A
0=NO
1=NC

0x2384:14 1 UINT8 | Digital Input Logic Port 7 Channel B
0=NO
1=NC

0x2384:15 1 UINT8 | Digital Input Logic Port 8 Channel A
0=NO
1=NC

0x2384:16 1 UINT8 | Digital Input Logic Port 8 Channel B
0=NO
1=NC

Table 7.10
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Digital Input Filters

The device supports the configuration of a digital input filter for channel A (pin 4) and channel B
(pin 2) of the 10-Link port.

SDO SDO content

Index Size [byte] Index Size Type Name/description

0x2385 16 0x2385:01 1 UINT8 Digital Input Filter Port 1 Channel A
0x2385:02 1 UINT8 Digital Input Filter Port 1 Channel B
0x2385:03 1 UINT8 Digital Input Filter Port 2 Channel A
0x2385:04 1 UINT8 Digital Input Filter Port 2 Channel B
0x2385:05 1 UINT8 Digital Input Filter Port 3 Channel A
0x2385:06 1 UINT8 Digital Input Filter Port 3 Channel B
0x2385:07 1 UINT8 Digital Input Filter Port 4 Channel A
0x2385:08 1 UINT8 Digital Input Filter Port 4 Channel B
0x2385:09 1 UINT8 Digital Input Filter Port 5 Channel A
0x2385:10 1 UINT8 Digital Input Filter Port 5 Channel B
0x2385:11 1 UINT8 Digital Input Filter Port 6 Channel A
0x2385:12 1 UINT8 Digital Input Filter Port 6 Channel B
0x2385:13 1 UINT8 Digital Input Filter Port 7 Channel A
0x2385:14 1 UINT8 Digital Input Filter Port 7 Channel B
0x2385:15 1 UINT8 Digital Input Filter Port 8 Channel A
0x2385:16 1 UINT8 Digital Input Filter Port 8 Channel B

Table 7.11
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Timeout Before Restart

The device supports the configuration of a pre-reboot digital output timeout for channel A (pin
4) and channel B (pin 2) of the IO-Link port.

SDO SDO content

Index Size [byte] Index Size Type Name/description

0x2386 | 16 0x2386:01 | 1 BOOL | Digital output timeout before restart [ms] Port 1 Channel A
0x2386:02 | 1 BOOL | Digital output timeout before restart [ms] Port 1 Channel B
0x2386:03 | 1 BOOL | Digital output timeout before restart [ms] Port 2 Channel A
0x2386:04 | 1 BOOL | Digital output timeout before restart [ms] Port 2 Channel B
0x2386:05 | 1 BOOL | Digital output timeout before restart [ms] Port 3 Channel A
0x2386:06 | 1 BOOL | Digital output timeout before restart [ms] Port 3 Channel B
0x2386:07 | 1 BOOL | Digital output timeout before restart [ms] Port 4 Channel A
0x2386:08 | 1 BOOL | Digital output timeout before restart [ms] Port 4 Channel B
0x2386:09 | 1 BOOL | Digital output timeout before restart [ms] Port 5 Channel A
0x2386:10 | 1 BOOL | Digital output timeout before restart [ms] Port 5 Channel B
0x2386:11 | 1 BOOL | Digital output timeout before restart [ms] Port 6 Channel A
0x2386:12 | 1 BOOL | Digital output timeout before restart [ms] Port 6 Channel B
0x2386:13 | 1 BOOL | Digital output timeout before restart [ms] Port 7 Channel A
0x2386:14 | 1 BOOL | Digital output timeout before restart [ms] Port 7 Channel B
0x2386:15 | 1 BOOL | Digital output timeout before restart [ms] Port 8 Channel A
0x2386:16 | 1 BOOL | Digital output timeout before restart [ms] Port 8 Channel B

Table 7.12
58

F3PEPPERL+FUCHS

2026-06



2026-06

ICE11-8I0OL*-G60L-V1D
Commissioning for EtherCAT

Additional 10-Link Port Settings

SDO SDO content
Index Size [byte] Index Name/description
ox30n0! |9 0x30n0:01 1 UINT8 Swap mode
0x30n0:02 1 UINT8 Swap length
0x30n0:03 1 UINT8 Swap offset
0x30n0:04 1 BOOL Sensor supply activated
0 =false
1 =true
0x30n0:05 1 BOOL Pin 2 LED activated
0 = false
1 =true
0x30n0:06 1 BOOL Suppress all diagnostics
0 = false
1 =true
0x30n0:07 1 BOOL Pin 4 DO use of push-pull
0 = Use high-side switches
1 = Use push-pull
0x30n0:08 1 UINT16 | Pin 4 currentlimitin mA (maximum current limit
until pin 4 is switched off)
Default value: 2000
0x30n0:09 1 UINT16 | Pin 2 DO use of push-pull in mA (maximum
current limit until pin 2 is switched off)
Default value: 2000
Table 7.13

1.n = number between 0 ... 7 = port number -1

Description
Swap mode

Swap length

Swap offset

I3 PEPPERL+FUCHS

Byte sequence swapping is performed for the selected number of data
types or for the entire length of I/O data with the selected data type
(Word = 2 bytes or DWord = 4 bytes).

Swapping can be set to Word (2 bytes) or DWord (4 bytes).
*  Word swapping = byte 1 — byte 2 => byte 2 — byte 1

* DWord swapping = byte 1 — byte 4 => byte 4 — byte 1

A swapping offset of the bytes can be set depending on the configured
I/0O data length. If the setting is "2", the swapping is carried out by the
3rd byte.
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10-Link Parameterization

SDO SDO content
Index Size [byte] Index Size Name/description
0x40n0’! 7 0x40n0:01 1 UINT8 Control panel
0x00 = no action
0x02 = read
0x03 = write
0x40n0:02 1 UINT8 Status

0x00 = no activity
0x01 = active/occupied
0x02 = access

0x04 = error

OxFF = failure
0x40n0:03 1 UINT8 Index
0x40n0:04 2 UINT16 Subindex
0x40n0:05 1 UINT8 Length
0x40n0:06 232 UINT232 Data
0x40n0:07 2 UINT16 Error code

Table 7.14

1.n =number between 0 ... 7 = port number -1

I0-Link Configuration Data
SDO SDO content

Index Size [byte] Index Size Type Name/description
oxsono! | 11 0x80n0:01 | 4 UINT32 | Device ID

0x80n0:05 | 4 UINT32 | Vendor ID

0x80n0:32 | 1 UINT8 | 10-Link version

Version of the 10-Link specification of the connected |10-
Link device acc. to version 1.0 of the IO-Link specifica-
tion.

Bit 0 ... 3 = sub-version

Bit4 ... 7 = main version

0x80n0:33 | 1 UINT8 | Frame functions

0x80n0:34 |1 UINT8 | Cycle time

0x80n0:35 | 1 UINT8 | Offset

0x80n0:36 | 1 UINT8 | Number and structure of the process input data

"ProcessDataln" = value in |O-Link format acc. to ver-
sion 1.0 of the 10-Link specification

Bit0 ... 4 = length

Bit 5 = reserved

Bit 6 = SIO indicator. Indicates whether the device sup-
ports standard I/O mode.

Bit 7 = byte indicator. Indicates whether the value of the
length is interpreted as bit length or as byte length +1.
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SDO SDO content

Index Size [byte] Index Size Type Name/description

0x80n0 0x80n0:37 |1 UINT8 | Number and structure of the process output data
"ProcessDataOut" = value in 10-Link format acc. to ver-
sion 1.0 of the 10-Link specification

Bit0 ... 4 = length

Bit 5 = reserved

Bit 6 = SIO indicator. Indicates whether the device sup-
ports standard I/O mode.

Bit 7 = byte indicator. Indicates whether the value of the
length is interpreted as bit length or as byte length +1.

0x80n0:38 |2 UINT16 | Compatible ID

0x80n0:39 | 2 UINT16 | Reserved

0x80n0:40 |2 UINT16 | Master control

Control of the 10-Link master port. Defines the different
operating modes of the IO-Link master.

Bits 0 ... 3:

0 = Inactive

1 = Digital input port

2 = Digital output port

3 = Communication via 10-Link protocol

4 = Digital input with support for acyclic 10-Link

Table 7.15

1.n = number between 0 ... 7 = port number -1

10-Link Serial Number

SDO SDO content

Index Size [byte] Index Size Name/description

0x80n1’ 20 0x80n1:01 1 VISIBLE_STRING Serial number
Table 7.16

1.n = number between 0 ... 7 = port number -1

I0-Link Information Data
SDO content

Size [byte] Index Size Type Name/description
0x90no! 11 0x90n0:01 | 4 UINT32 | Device ID

0x90n0:05 | 4 UINT32 | Vendor ID
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SDO SDO content

Index Size [byte] Index Size Type Name/description

0x90n0 11 0x90n0:32 | 1 UINT8 | IO-Link version

Version of the 10-Link specification of the connected
IO-Link device acc. to version 1.0 of the IO-Link speci-
fication.

Bit 0 ... 3 = sub-version

Bit4 ... 7 = main version

0x90n0:33 | 1 UINT8 | Frame functions

0x90n0:34 | 1 UINT8 | Cycle time

0x90n0:35 |1 UINT8 | Offset

0x90n0:36 | 1 UINT8 | Number and structure of the process input data

"ProcessDataln" = value in IO-Link format acc. to ver-
sion 1.0 of the 10-Link specification

Bit0 ... 4 = length

Bit 5 = reserved

Bit 6 = SIO indicator. Indicates whether the device sup-
ports standard 1/O mode.

Bit 7 = byte indicator. Indicates whether the value of
the length is interpreted as bit length or as byte length
+1.

0x90n0:37 | 1 UINT8 | Number and structure of the process output data
"ProcessDataOut" = value in 10-Link format acc. to ver-
sion 1.0 of the 10-Link specification

Bit0 ... 4 = length

Bit 5 = reserved

Bit 6 = SIO indicator. Indicates whether the device sup-
ports standard 1/O mode.

Bit 7 = byte indicator. Indicates whether the value of
the length is interpreted as bit length or as byte length
+1.

0x90n0:38 | 2 UINT16 | Compatible ID
0x90n0:39 | 2 UINT16 | Reserved

0x90n0:40 | 2 UINT16 | Master control

Control of the 10-Link master port. Defines the different
operating modes of the IO-Link master.

Bits 0...3:

0 = Inactive

1 = Digital input port

2 = Digital output port

3 = Communication via 10-Link protocol

4 = Digital input with support for acyclic 10-Link

Table 7.17

1.n =number between 0 ... 7 = port number -1

10-Link Serial Number of Connected Devices

SDO SDO content

Index Size [byte] Index Size Type Name/description

0x90n1? 20 0x90n1:01 1 VISIBLE_STRING Serial number
Table 7.18

1.n =number between 0 ... 7 = port number -1
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7.3.3

.4 b

Configuration Example with TwinCAT® 3

The configuration and commissioning of the modules described below refers to the TwWinCAT®

3 software from Beckhoff Automation GmbH & Co. KG.

The configuration is based on the example of an ICE1-16DIO-G60L-V1D module. For other
module versions, configuration is carried out with a few minor changes.

If you have a control system from a different provider, please refer to the corresponding docu-

mentation from the provider.

Caution!
Personal injury and property damage

Before you adjust the inputs or outputs of the module, make sure that no personal injury or
property damage can occur.

Integrating the Ethernet 10 Module

Install the ESI file of the module family in TwinCat®. In TwinCAT® 3, the ESI file is normally
inserted in the installation folder C: \TwinCAT\3.1\Config\Io\EtherCAT.
Alternatively, use the menu commands in TwinCAT® to reload the program: TWINCAT >
EtherCAT Devices > Reload Device Descriptions.

L After you restart TwinCAT®, the modules will be available in the hardware catalog.
Start TwinCat and open a new project.

Navigate to Solution Explorer > 1/0 > Devices in the left-hand window. Right-click on
"Devices" and select the Add New Item ... > EtherCAT Master option.

Insert Device X

. Ok

Cancel

Type: =% EtherCAT ~
O EtherCAT Master

-5 EtherCAT Slave

EtherCAT Automation Protocal (Network Wariables)

EtherCAT Automation Protocal via E_GG01, EtherCAT

=8 EtherCAT Sirmulation

.88 EtherCAT Open Mode Adapter

(- E¥ Ethermnst
[ #&5E Profibus DF
[ dgd Profinet
[H-€if CANopan Target Type
[H-=z= DeviceNet @ PCanly
[H-=z~ EtherhNet/P

Cx anl
il ##f BERCOS interface { Jean
[H-11/0 Beckhoff Lightbus () BX only
[ ~F USB or
(1995 BACnet w

Name: |Dew:91 ‘

Figure 7.1
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4.

If you have not already done so, select a network adapter and install the driver for EtherCAT®
real-time communication. Navigate to Adapters in the right-hand window and click on
Compatible Devices... to select the driver and start the installation.

M ICE11-8IOL _Test - Microsoft Visual Studio
FILE EDIT VIEW PROJECT BUILD DEBUG TWINCAT TWINSAFE PLC TOOLS WINDOW  HELP
N I | B-a-2 W H“| X @ 8 I ) (¢ .| ) Attach.. ~ v] IRelease v||TwinCATRT(x86) -H ,Ei[
% | Build 4022.27 (Loaded)  ~ v E | B 2 N @|® 7. | cx-19FDE4 ~| < [iIcen1_sioL I m&ls
Solution Explorer AR B ICE11-8I0L_Test & X
o
Co®|e-a| s - General | Adepter | EtherCAT  Onine | CoEt - Onine
Search Solution Explorer (Ctrl+) P~ © Network Adapter
.g'1 Solution 'ICE11-8I0OL _Test' (1 project) @05 (NDIS) Orcl O DPRAM
4 ] ICE11-8IOL Test
4 [ sYSTEM Description: [PCI\Tel8254x1 ]
2 Li -
8 License Device Name:  [PCI\TCI8254X1 ]
b @ Real-Time
b Tasks PCl Bus/Slot: | Search... |
%:;m? MAC Address: 000105 19d e4 | [ Compatible Devices... |
pe System
TcCOM Objects IP Address: [169.254.147.91 (255.255.00) |
MOTION ] Promiscuous Mode (use with Wireshark only)
P [ Virtual Device Names
C++
[
4 /0 O Adapter Reference
4 o% Devices Adapter v
Device 1 (EtherCAT)
2% Image Freerun Cycle (ms): 4 H
29 Image-Info
N A Cumcllnis-

Figure 7.2

Configuration

Navigate to Solution Explorer > I/O > Devices in the left-hand window. Right-click on Device

1 (EtherCAT) and select the Add New Item... option. Select the device and click on OK.

D ICE11-8I0L Test - Microsoft Visual Studio

FILE EDIT VIEW PROJCT BULD DEBUG TWINCAT TWINSAFE PLC TOOLS WINDOW HELP
i0-0|B-D-ARB|XAA|2 Q| » Atach. - - [Release | [TwinCATRT (x86) -|| 5% [butfer -
B B2 @ ®7.|[cx19re -] < [1cen_sioL - g3l e Gar=0|swsE

—_—

Solution Explorer
Co@| e-a| s =
Search Solution Explorer (Ctrl+ )

2] Solution 'ICE11-8I0L _Test' (1 project)
4 Gl 1CEN-BIOL Test
4 (@ svsTEM
% License
b @ Real-Time
b & Tasks
gfg Routes
2% Type System
TcCOM Objects
MOTION
LC
| SAFETY
Ce+
4 /o
4 “% Devices
4 &) Device 1 (EtherCAT)
29 Image
9 Image-Info
2 SyncUnits
Inputs
@ Outputs
InfoData
&7, Mappings

vevvw
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@-# System Couplers

58 Terminal Couplers (BK1xxx, ILxxxx-B110)

™ Customer specific Terminals

58 Panel Couplers

-] EJ Coupler(EJxxxx)

@-bH TwinSAFE Coupler
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(0-% : TwinSAFE Fieldbus Boxes

()38 EtheCAT Fieldbus Boxes (EPxxxx) c
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Figure 7.3
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2.

Navigate to Slots in the right-hand window and configure the IO-Link channels. For example,
you can change the input/output length, channel mode or I/O mode of channel B (pin 2).You
can also set additional PDOs such as "TXPDO" for DI/IOL status, "TxPDQO" for a new diagnostic
message flag, "TxPDQ" for a time marker and "RxPDQ" for DO/IOL control.

D ICE11-8I0L Test - Microsoft Visual Studio. Y1 | Quick Launch (Ctr|
FLE EDT VEW PROKCT BULD DEBUG TWINAT TWINSAFE PLC TOOLS WINDOW HELP
c-o|B-m-ARP| XAA]2-C | »atach. - | [Refease | [TwinCATRT (x86) -] 59 [butter RspEeEB-.
Build 4022.27 (Loaded) | < 1 K| B0 2 X @] @ 2., | [cx-19r0E4 -] < [icer_so -l g6 G er=0|awE|DD -
ICEN-8O0L Test % X
cod|e- a5~ Genersl BheCAT DC  Process Data Sets  Statup | CoE -Onine Diag Hetory Onine
Search Solution Explorer (Ctrl+d) P~
557 Solution ICE11-8I0L Test' (1 project) St e Moddsiders Modls. WModkdikdent; | Descoonon
4 gl IcEn-gioL Test 2 |EsToON 1ot 000001101 Standard Input
3 310k Cn 2 0L e 0001102 10k 1 yte Process Dt bt
F310-Urk 3 ) |EHOLIZye 000001103 10-Uink 2 Byte Process Data bt
ee F310-Urk 4 0L e 00001104 10-Unk 4 Bte Process D nput
101k Ch 5 0L 6o 000001105 10-Lnk § Byt Process Daa It
o 410k Ch§ F0L_|_soy 00001106~ 10-Link 8 Byte Process Data Input
o 0k 7 0L 0vte 00001107 10-Uk 10 Bte Process Data iput
12 Tpe System 310Uk Cn & 0L 6ovte 00001108 10-Uink 16 Bte Process Data iput
TcCOM Objects 10k 1 PIN2 STON 162 ChB 000001501 00U 24 00001103 10-Uink 24 Bte Process Data iput
MoTIoN F410-Lnk Ch 2 PIN2 STOIN_1bt_Ch8 000001504 oL 00001104 10-Lnk 32 Bte Process Data Input
> @ec F110-Link Ch 3 PIN-2 STO_IN_1bt_Ch8 000001507 FASTOOUT bt x00001201 Output
5 sareTy 310Uk Cn 4 PIN2 STOIN 12 h8 00001510 FH00L0_oge 00001202 10-Unk 1 Byt Process Dsta Output
Ces 10Uk Ch5PINZ STOIN_ b2 n6 00001513 FHI0L0 Zte 00001203 10-Uk 2 Byt Process Dsta Output
<@ 10Uk Ch6PINZ STOIN 162 n6 000001516 FHI0L0 e (00001204 10-k 4 Byt rocess Data Output
4 % Devices 10Uk Cn7PINZ STON 162 n8 00001518 FHI0L0 e (00001205 10-nk § Byt Process Data Output
4 5% Device 1 EtherCAD 10Uk Ch&PINZ STON 162 nB 00001522 FI0L0 fope (00001206 10-ik & Byte Process Data Output
23 image 7700 DUOL atus FI0L0 1byte 00001207 10-irk 10 Bte Process Data st
33 image-info 1 TXPD0 New Diag Messages flag 0L 0 Teoye 001208 10-Lnk 16 Byt Process Data Output
b 2 Synctnits FATXP00 Tmestanp FI0L0 24me (00001205 10-Unk 24 Bte Process Data Outout
b @ s 3 RAPDO DO/IOL contrl F310L0_yte  OO0120A  1O-Lnk 32 Bte Process Data Output
b W Oupets F10L_/0_1/_lbyte (00001302 10-Uik 1 Byte Process Data put /1 Bte Process Data
i e F10L/0 2/ 2te (00001303 10-ik 2 yte Process Data put / 2 Bte Process Data
L 130404 Process Dta b -
b 3 Box 1 (CET1-810L-GE0LV1D) OL10.2/ e 0000104 _1Oek 20t s/
3%, Meppings DloowkoadSos  CI05P) e proet soeciis LTS

Figure 7.4

Navigate to Process Data in the right-hand window and select the PDOs for the inputs and
outputs.

EoE IP address

n Note

An IP address must be set if the web server will be used for the module in the
future. If web server services are not to be facilitated, you can also disable this
option. The following steps describe how to do this.

An IP address must be set to be able to use the device's web interface. Click on EtherCAT >
Advanced Settings... In the right-hand window and navigate to Mailbox > EoE.

D¢ ICE11-8I0L Test - Microsoft Visual Studio

FILE EDIT VIEW PROJECT BUILD DEBUG TWINCAT TWINSAFE PLC TOOLS WINDOW HELP

ic-o|B-O-AHP| XA -S| » Atach.. - | [Release | [TwinCAT R (x86) <|| 5 [oufter |
i [Build 402227 (Loaded) ~| <% g B | Bl @ X @ || ® /7., | [cx-19FDE4 -] < % [icen_sioL R 1 &6 G =0 & |

Solution Explorer
coR| e-a| s =
Search Solution Explorer (Ctrl+ ) p-

ICE11-8I0L Test + X
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Type: [icerr-8i0LG0LVID ]
Product/Revision: (70146527 /1 ]
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ol e L N .
% License = .
b @ Real-Time BheCAT Add (D [1001 < l Advanced Settings... |
b & Tesks Identification Value: [0 E
¥ Routes Previous Port: Master
£5 Type System
TcCOM Objects
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|4 sareTy
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29 Image-Info
2 SyncUnits
Inputs
@ Outputs
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vvvvw

Figure 7.5
Disable the Virtual Ethernet Port option if you are not using web services.
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3. Enable IP Port and IP Address if you are using web services. Depending on your local
network adapter settings, enter your IP settings.

Advanced Settings

=) General

... Behavior
-Timeout Settings
- Identification
-FMMU / SM

- Init Commands

=- Mailbox

-CoE

- FoE

- Distributed Clock
(- ESC Access

EoE

[ Vitual Ethemet Port
Vitual MAC Id:
O Switch Port
@ IP Port
QODHcP
O i
Subnet Mask:
Default Gateway:
DNS Server: L
DNS Name: Box_1__ICE11_8I
[] Time Stamp Requested

O | [§ibbeecheny)

Figure 7.6

N

Activating Configuration

Danger!
Risk of personal injury or material damage.

Keep clear of moving machine parts while adjusting the settings on the inputs
and outputs of the device.

1. If the module is connected to the EtherCAT network, select TWINCAT in the menu bar and then
Activate Configuration.

2.  Select TWINCAT in the menu bar again and then Restart TwinCAT (Config Mode). Confirm
the following dialog boxes by clicking on Yes. The device is now in the "OP" state and is

transmitting I/O data.
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3. Click on "Write..." to set an output of the device.

Set Value Dialog

Ner 32 | [k

Hex: |0x20 ] | Cancel

Float: [ l

Bool: e [T | HexEdit..

Binary: |20 ] ‘1

|

Bit Size: O1 @8 O O3 O4 O

Figure 7.7

n Note

Configuration of the PLC and module is now complete. You may now create

your user program.

7.4 Firmware Update

A firmware update of the device is possible via the integrated web server using the EoE proto-

col', or the FOE protocol?.

Danger!
m Risk of data loss, damage to the device and injury due to uncontrolled machine movements.

Do NOT disconnect the power supply of the device during the update.

Firmware update via FoE

The FoE service must be supported by both the IOL master and the IOL device. The FoE ser-

vice is supported by default. If the FOE service is activated and the device is in the "Pre-Op"
state, an update can be performed via FOE in TwinCAT® as in the following example:

1.EoE = Ethernet over EtherCAT®
2.FoE = File over EtherCAT®
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1.
2.

68

Update via FoE

Rename the file name of the firmware update file provided by Belden to "firmware".

In TwinCAT®, select the device for the update:

M ICE11-8IOL _Test - Microsoft Visual Studio

TcCOM Objects

b
Ce+
4 1/0
4 *% Devices
4 == Device 1 (EtherCAT)
29 Image
2% Image-Info
b 2 SyncUnits
b Inputs
b @ Outputs
4 InfoData
> 3 Box 1 (ICE11-8I0L-G60L-V1D)

&% Mappings

FILE EDIT VIEW PROJECT BUILD DEBUG TWINCAT TWINSAFE PLC TOOLS WINDOW  HELP
NI | B-ro-2 W J‘| P A1 | EPRACS '| P Attach... v‘ -;IRelease vHTwinCATRT(x86) 'H M |buffer
 |Build 4022.27 (Loaded) _ ~ B B2 <@ ®7. | cx19roes -] < icer1_sioL -1 1 &]6. 6 @
Solution Explorer ICE11-8I0L_Test + X
cod|o-8| &= General EheCAT DC  ProcessData Slots  Statup CoE-Online Diag History Online
Search Solution Explorer (Ctrl+a) P~ State Machi
] Solution 'ICE11-8I0L_Test' (1 project) [t | [Bootstrap ]
4 gl ICE1-8I0L Test e e G S
+ Mo e P
% License Op | [CearEmor | :
b @ Real-Time o .
b ;aSk: DLL Status
outes -
2% Type System Por A 4

Port B: No Carier / Closed

Port C No Canier / Closed

Port D No Canier / Closed

File Access over EtherCAT

oot

Figure 7.8

In the device window on the right, go to the File Access over EtherCAT box and click on

Download.

In the following window, select the update file provided by Belden:

Edit FoE Name X
String: |firmware |
Hex: |BB 697260 77 61 7265 | Cancel

I —
Password (hex):  |00000000

Figure 7.9
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5. Inthe "String:" Field, add the file extension ".fwu", if not already visible:

Edit FoE Name X
String: |firmware.fwu| | | 0K |
Hex: |BB G97260 77 61 7265 2EGE 77 75 | . Cancel

Password (hex): 00000000

Figure 7.10
6. Click on OK and wait for the file to be transferred to the device.

n Note

After the file has been transferred, the device resets automatically. During the
restart, older firmware update files are replaced by the files in the update
package.
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8.1

Commissioning for EtherNet/IP

Configuration

The module supports implicit messaging and explicit messaging for EtherNet/IP communica-
tion. I/O process data is transmitted cyclically; assembly object connections are transmitted via
implicit messaging.

Non-critical data with low priority, configuration settings and diagnostic data can be exchanged
via acyclic messages using explicit messaging. The exchange takes place via EtherNet/IP and
manufacturer-specific object classes. For more information on object classes, see chapter 8.5.

Assembly Types
The module supports three different assembly types.
Assembly ID Assembly Name Size Payload
130 Output Connection 0 ...260 bytes Consuming Data Image
Point Assembly
131 Input Connection 0 ...446 bytes Producing Data Image
Point Assembly
145 Configuration Assembly 0 or 400 bytes Module Configuration Data
Table 8.1 Assembly Types

The "Consuming Data Image" and the "Producing Data Image" have dynamic sizes that
depend on the complete input data size and output data size of all connected IO-Link devices
and the other input status information. The general input process data sizes and output process
data sizes of each connection can be configured in the engineering tool. All IO-Link device pro-
cess data sizes can be configured via "Module Configuration Data."

For the components of the "Consuming Data Image" and the "Producing Data Image," see
chapter 8.3.

For the components of the "Module Configuration Data," see chapter 8.2.

Connections

The module supports two different connection types.

Output Input Con-
Connec- nection Configura- Configura-
Connec- Connec- tion Point Output Point Input Data tion tion Data
tion Name tionType Assembly Data Size Assembly Size Assembly Size
10-Link Exclusive 130 0...260 131 0...446 145 0or480
(Exclusive | owner bytes bytes bytes
Owner)
IO-Link (Lis-| Listen Only | 192 0 131 0...446 N/A 0 byte
ten Only) bytes
Table 8.2 Definition of Connection Types
The dynamic data sizes depend on the complete input data size and output data size of all con-
nected IO-Link devices and other input status information. The general input process data
sizes and output process data sizes of each connection can be configured in the engineering
tool. Each IO-Link device process data size can be configured using the "Configuration Data"
modules. Some engineering tools require the immediate configuration of the connection
parameters. Use the parameters listed below for the configuration.
70
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10-Link Parameters, Exclusive Owner

Connection Properties

Parameter

Connection name

Content
IO-Link (Exclusive Owner)

Application type

Exclusive owner

Trigger mode Cyclic
RPI min. 1 ms
Table 8.3

Connection Parameters, O ->T

Parameter

Content

Real time transfer format 32 Bit Run/Idle Header
Connection type POINT2POINT
Assembly ID 130
Data size 0 ...260 bytes
Data type INT (2 bytes)

Table 8.4

Connection Parameters, T -> O

Parameter

Real time transfer format

Content
Pure data and modeless

Connection type

MULTICAST, POINT2POINT

Assembly ID 131

Data size 0 ... 446 bytes

Data type INT (2 bytes)
Table 8.5

I0-Link Parameters, Listen Only

Connection Properties

Parameter

Content

Connection name IO-Link (Listen Only)
Application type Listen Only
Trigger mode Cyclic
RPI min. 1 ms
Table 8.6

Connection Parameters, O ->T

Parameter

Content

Real time transfer format Heartbeat
Connection type POINT2POINT
Assembly ID 192

Data size 0 byte
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Parameter Content
Data type INT (2 bytes)
Table 8.7

Connection Parameters, T-> O

Parameter Content
Real time transfer format Pure data and modeless
Connection type MULTICAST
Assembly ID 131
Data size 0 ...446 bytes
Data type INT (2 bytes)
Table 8.8
8.2 Configuration Parameters

The module's parameters can be configured using the assembly configuration, CIP object
classes, web server or lloT protocols. An assembly configuration is sent when an exclusive
owner connection has been established. They are optional in this assembly. When sending, all
existing parameters are overwritten by this data. The content of the assembly configuration
therefore has the highest priority.

To prevent the parameters from being overwritten by CIP object classes, web server or lloT pro-
tocols during operation, some blocking parameters can be activated in the PLC configuration or
the configuration assembly.

The following details represent various setting groups with their configuration parameters. They
are part of the assembly configuration and can be set via the "Explicit Messaging" of the speci-
fied CIP object classes. The default values are highlighted in bold.

General Settings

Byte Offset CIP Object
Config Class 0xAO0,
Configuration Parameter Assembly Valid Values Instance 1
Force Mode Lock 1 SINT 0: Disable Attribute 2
1:Enable
Web Interface Lock 2 SINT 0: Disable Attribute 3
1:Enable
Digital Output Control 3 SINT 0: DO Channel Control | Attribute 4
1:10-Link Control
Report U /Upyx Supply Volt-| 4 SINT 0: Disable Attribute 5
age Fault 1: Enable
Report DO Fault without 5 SINT 0: Disable Attribute 6
UL/UAUX 1: Enable
CIP object configuration lock| 24 SINT 0: Disable Attribute 25
1:Enable
External configuration lock | 25 SINT 0: Disable Attribute 26
1: Enable
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Byte Offset CIP Object
Config Data Class 0xAO,
Configuration Parameter Assembly Type Valid Values Instance 1
10 Mapping Mode 31 SINT 0: Default Assignment | Attribute 32
1: Byte Swap

2:LSB Ch.A-MSB Ch.B
3:LSB Ch.B - MSB Ch.A
4: Free 1/0 Mapping

Table 8.9

Force Mode Lock

The input process data and the output process data can be forced via various interfaces, e.g.,
web interface, REST, OPC UA, MQTT. Interface support depends on the software features
available. If "Force mode lock" is activated, no input process data or output process data can be
forced via these interfaces.

Danger!
Personal injury or death!

Unsupervised forcing can lead to unexpected signals and uncontrolled machine movements.

Web Interface Lock

Access to the web interface can be set. If Web interface lock is activated, the web pages are no
longer accessible.

Digital Output Control

A digital output can have only one control source.You can use the parameter Digital Output
Control to configure the DO channel control® or the 10-Link output data? as the control source.
Report U /Upyx Supply Voltage Fault

During commissioning, it is possible that no electric power supply is connected to the U /Upyx

pins. It may therefore be helpful to suppress and deactivate the "U /U,y supply voltage fault"
message.

Report DO Fault without U /Upyx

Use this parameter to suppress the actuator diagnostic message that is sent if no U, /Uyx sup-
ply is connected while the output data of a digital channel is being controlled.

CIP Object Configuration Lock

If no Exclusive Owner connection is set up, all configuration parameters can be set by manu-
facturer-specific CIP object classes. To prevent parameter changes, the setting function of
these objects can be blocked.

If the CIP object configuration block is activated, the manufacturer-specific parameters cannot
be set via CIP services. This also applies to the CIP object configuration lock itself. This param-
eter can be reset via a configuration group if an Exclusive Owner connection has been set up.

External Configuration Lock

Configuration parameters can be set via various alternative interfaces, e.g., web interface,
REST, OPC UA, MQTT. An external configuration can only be carried out if no cyclical PLC con-
nection is active. Each new PLC configuration overwrites the external configuration settings.

1.the first two bytes of the output data
2.the first byte of the output data of each 10-Link device
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10 Mapping Mode

The module supports five different I/O mapping modes for Digital Output Channel Control and
the Input Channel Status. Modes 0 to 3 are predefined bit mappings. Mode 4 is a free user-
defined mapping that can be used in conjunction with the /O mapping of channel 1 ... 16 in the
channel settings.

Default Assignment, Mode 0
DO Ch. Control

/DI Ch. Status Bit7
Byte 0, LSB X4B X4A X3B X3A X2B X2A X1B X1A

Byte 1, MSB X8B X8A X7B X7A X6B X6A X5B X5A

Table 8.10

Byte Swap, Mode 1
DO Ch. Control

/DI Ch. Status Bit7
Byte 0, LSB X8B X8A X7B X7A X6B X6A X5B X5A

Byte 1, MSB X4B X4A X3B X3A X2B X2A X1B X1A

Table 8.11

LSB Ch.A - MSB Ch.B, Mode 2
DO Ch. Control

/DI Ch. Status Bit7 Bit 6
Byte 0, LSB X8A X7A X6A X5A X4A X3A X2A X1A

Byte 1, MSB X8B X7B X6B X5B X4B X3B X2B X1B

Table 8.12

LSB Ch.B - MSB Ch.A, Mode 3
DO Ch. Control

/DI Ch. Status Bit7 Bit 6
Byte 0, LSB X8B X7B X6B X5B X4B X3B X2B X1B

Byte 1, MSB X8A X7A X6A X5A X4A X3A X2A X1A

Table 8.13

Free 1/0 Mapping, Mode 4
I/0 mapping of channel 1 ... 16 is used; see "Channel settings."
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Channel Settings

Configuration Parameter

Byte Offset
Config
Assembly

Valid Values

CIP Object
Class 0xAO,
Instance 1
...16

IO Mapping (Ch1 ... 16) 32 SINT[16] | 0 ... 15: Bit number of | Attribute 1
16 channel process
data
16: Inactive
DO Surveillance Timeout 48 INT[16] |O0...255;80 Attribute 2
(Ch1...16)
DO Failsafe (Ch1 ...16) 80 SINT[16] | 0: Set Low Attribute 3
1: Set High
2: Hold Last
DO Restart Mode (Ch1 ... 16) | 96 SINT[16] | O: Disable Attribute 4
1: Enable
DO Switch Mode 112 SINT[16] | 0: Push-Pull, Ug, 0.5 A Attribute 5
1: High-Side U, 0.5 A
2: High-Side U, 1.0 A
3: High-Side U, 1.5 A
4: High-Side U, 2.0 A
5: High-Side U, 2.0
A max
DI Logic (Ch1 ... 16) 128 SINT[16] | 0: Normally Open Attribute 6
1: Normally Close
DI Filter (Ch1 ... 16) 144 SINT[16] | 0: Disabled Attribute 7
1:1ms
2:2ms
3:3ms
4:6ms
5:10 ms
6:15ms
Channel Mode (Ch1 ... 16) 192 SINT[16] | O: Inactive Attribute 10
1: Digital Output
2: Digital Input
3:10-Link
4: Auxiliary Power
Table 8.14
Channel Assignment
Channel 1 Port X1.ChA CIP object instance 1
Channel 2 Port X1.ChB CIP object instance 2
[..] [...] [..]
Channel 15 Port X8.ChA CIP object instance 15
Channel 16 Port X8.ChB CIP object instance 16
Table 8.15
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10 Mapping (Ch1 ... 16)

These configuration parameters can be used to define customized |0 mapping. It is valid for
the input data direction and the output data direction. Double mapping is not permitted. In the
event of inconsistent mapping, the entire assembly configuration is rejected with an error code.

To use these parameters, it is necessary to configure the 10 mapping mode of the general set-
tings to Free 10 Mapping (Mode 4). The default value for each parameter is its own channel
number.

DO Surveillance Timeout (Ch1 ... 16)

The digital output channels are monitored during runtime. The error states are detected and
reported as diagnostics. To avoid error states when switching the output channels, Surveillance
Timeout can be configured with a delay and deactivated monitoring.

The delay time begins with a rising edge of the output control bit. After the delay time has
elapsed, the output is monitored and error states are signaled via diagnostics. If the channel is
permanently switched on or off, the typical filter value is' 5 ms.

DO Failsafe (Ch1 ... 16)

The module supports a failsafe function for the channels used as digital outputs. In the event of
an internal device error, the PLC is in the STOP state and cannot supply any valid process data.
The connection is interrupted or communication is lost. The outputs are controlled according to
the configured failsafe values.

Set Low If failsafe is active, the physical output pin of the channel is set to "Low"; "0".
Set High If failsafe is active, the physical output pin of the channel is set to "High"; "1".
Hold Last If failsafe is active, the physical output pin of the channel maintains the last

valid process data status; "0" or "1".

DO Restart Mode (Ch1 ... 16)

In the event of a short circuit or overload on an output channel, a diagnosis is signaled and the
output is switched to "off."

If DO Restart Mode is activated for this channel, the output is automatically switched on again
after a fixed time delay to check whether the overload or short-circuit status is still active. If it is
active, the channel is switched off again.

If DO Restart Mode is deactivated, the output channel is not automatically switched on again. It
can be switched on after a logical reset of the channel's process output data.

DO Switch Mode (Ch1 ... 16)

You can use this parameter to configure the current limit for the digital outputs by selecting a
DO switch mode. You can choose between two different output switch modes:

Push-Pull, Ug, If a channel is set to "Push-Pull", the output is set to active for "High" or
05A “Low". In the "Low" state, the output can represent a current sink. The
digital output is supplied with a maximum current of 0.5 A via Ug. This op-

tion is not available for the B channel of a port.

High-Side, U, Ifa channelis set to "High-Side", the output is set to active for "High", but

0.5A..2.0 Amax notfor"Low". Inthe "Low" state, the output has a high impedance. The
digital output is supplied via U, or Upyx and has an adjustable current
limit. This means that an actuator channel fault diagnosis is signaled if
the limit is exceeded. If you set 2.0 A max., the current limit is not active
and the maximum output current is available.

1.not changeable
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DI Logic (Ch1 ... 16)

The logical state of an input channel can be configured using these parameters. If a channel is
set to "Normally Open", a low signal "0" is transmitted to the process input data, e.g., if an
undamped sensor has an open switching output.

If a channel is setto "Normally Close", a high signal "0" is transmitted to the process input data,
e.g., if an undamped sensor has a closed switching output. The channel LED indicates the
physical input state of the port pin, regardless of these settings.

DI Filter (Ch1 ... 16)

These parameters can be used to configure a filter time for each digital input channel. If a filter
is not required, it can be deactivated.

Channel Mode (Ch1 ... 16)
The operating mode of each channel can be configured using these parameters.

Inactive This mode should be selected when the channel is not in use.

Note

Attention: If a port's channel A is set to inactive, the associated channel B is also set to inactive,
regardless of its configuration. In this case, the entire port is deactivated.

Digital Output In this mode, the channel operates as a digital output. The channel can be

controlled using Digital Output Channel Control' or by 10-Link Output Data?®
of the cyclical process data. This depends on the Digital Output Control pa-
rameter in the General Settings.

Digital Input In this mode, the channel operates as a digital input. The status of the chan-
nel can be seen in the Digital Input Channel status of the cyclical process
data.

10-Link In this mode, the channel attempts to establish communication with an 1O-

Link device. IO-Link process data can be exchanged via a communication
link between the 10-Link master and the |O-Link device. The size of the IO-
Link input and output data and the port mode depend on the 10-Link port
settings.

1.The first two bytes of the output data.
2.The first byte of the output data of each 10-Link device.

Note
Attention: Not all channels support this configuration.

Auxiliary Power 10-Link master versions with Class B ports offer an auxiliary power output
on channel B. If Auxiliary Power has been configured, the output voltage for
the affected channel is powered by the Upx supply input and cannot be
controlled individually. 10-Link Class A ports do not support this configura-
tion.

Note
Attention: Not all channels support this configuration.
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I0-Link Diagnostic Settings

Byte Offset

Configuration Config CIP Object Class
Parameter Assembly Data Type Valid Values 0xA2, Instance 1
IO-Link master 208 SINT 0: Disable Attribute 1
Diagnostics 1: Enable
10-Link-Device 209 SINT 0: Disable Attribute 2
Error 1: Enable
IO-Link-Device 210 SINT 0: Disable Attribute 3
Warning 1: Enable
IO-Link-Device 211 SINT 0: Disable Attribute 4
Notification 1: Enable
10-Link-Device 212...219 SINTI[8] 0: Disable Attribute 5...12
Diagnosis Port 1 ...8 1: Enable

Table 8.16

10-Link-Master Diagnosis

If this parameter is activated, the 10-Link master diagnostics is transmitted to the IO-Link diag-
nostics of the input process data. If configured, additional diagnostics and information are
transmitted in the 10-Link extended status and in the |O-Link events.

If this parameter is deactivated, no IO-Link master diagnosis is reported.
10-Link-Device Error

If this parameter is activated, the 10-Link device errors are transmitted in the IO-Link diagnos-
tics of the input process data. If configured, additional diagnostics and information are transmit-
ted in the 10-Link extended status and the 10-Link events.

If this parameter is deactivated, no 10-Link device error is reported.

10-Link Device Warning If this parameter is activated, the 10-Link device warnings are trans-
mitted in the IO-Link diagnostics of the input process data. If configured, additional diagnostics
and information are transmitted in the 10-Link extended status and the 10-Link events.

If this parameter is deactivated, no 10-Link device warning is reported.
10-Link-Device Notification

If this parameter is activated, the 10-Link device notifications are transmitted in the 10-Link
diagnostics of the input process data. If configured, additional diagnostics and information are
transmitted in the IO-Link extended status and the IO-Link events.

If this parameter is deactivated, no 10-Link device notification is reported.
10-Link-Device Diagnosis Port 1...8

If this parameter is activated for an IO-Link port, the corresponding diagnostics are transmitted
in the 10-Link diagnostics of the input process data. If configured, additional diagnostics and
information are transmitted in the 10-Link extended status and the 10-Link events.

If this parameter is deactivated for an 10-Link port, no corresponding diagnostics are reported.
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Settings IO-Link Port 1.

Configuration Parameter

..8

Byte Offset
Config
Assembly

Valid Values

CIP Object
Class

OxA3,
Instance 1 ...
8

I3 PEPPERL+FUCHS

Output Data Size 224,246, 268,| SINT | 0: No data Attribute 1
290, 1: 2 bytes
312, 334, 356, 2: 4 bytes
378 3: 8 bytes
4: 16 byte
5:32 bytes
Input Data Size 225,247,269,| SINT | 0: No data Attribute 2
291, 1: 2 bytes
313, 335, 357, 2: 4 bytes
379 3: 8 bytes
4: 16 byte
5:32 bytes
Input Data Extension 226,248, 270,| SINT | 0: No Data Attribute 3
292, 1: Extended Status
314, 336, 358, 2: Events
380 3:Extended Status +
Events
Output Data Swapping Mode | 227,249, 271,| SINT | 0: Raw 10-Link Data | Attribute 4
293, 1..16:1...16 WORD
315, 337, 359, 17 ...24:1...8
381 DWORD
Output Data Swapping Offset | 228, 250, 272,| SINT | 0 ... 30 bytes, "0" Attribute 5
294,
316, 338, 360,
382
Input Data Swapping Mode | 229, 251, 273,| SINT | 0: Raw I0-Link Data | Attribute 6
295, 1..16:1...16 WORD
317,339, 361, 17...24:1...8
383 DWORD
Input Data Swapping Offset | 230, 252, 274,| SINT | O ... 30 bytes, "0" Attribute 7
296,
318, 340, 362,
384
IOL Failsafe 231,253, 275,| SINT | 0: Set Low Attribute 8
297, 1: Set High
319, 341, 363, 2: Hold Last
385 3: Replacement
Value'
4:10-Link Master
Command
Port Mode 232,254, 276,| SINT | 0: Deactivated Attribute 9
298, 1: Manual, with valida-
320, 342, 364, tion and backup con-
386 fig
2: Autostart, no vali-
dation and backup
config
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Configuration Parameter

Byte Offset
Config
Assembly

Data
Type

Valid Values

CIP Object
Class
0xA3,

Instance 1 ...

8

Validation and Backup 233,255,277,| SINT | 0: No device check | Attribute 10
299, and clear, no data
321, 343, 365, storage
387 1: Type compatible,
V1.0 device, no data
storage
2: Type compatible,
V1.1 device, no data
storage
3: Type compatible,
V1.1 device with
Backup + Restore,
download + upload
4: Type compatible,
V1.1 device with
Restore, download
master to device
Vendor ID 234,256,278, DINT |0 ...65535, "0" Attribute 11
300,
322, 344, 366,
388
Device ID 238,260,282,| DINT |0...16777215, "0" Attribute 12
304,
326, 348, 370,
392
Cycle Time 242,264,286, SINT | 0: As fast as possi- | Attribute 13
308, ble
330, 352, 374, 1:1.6ms
396 2:3.2ms
3:4.8ms
4:8.0 ms
5:20.8 ms
6:40.0 ms
7:80.0 ms
8:120.0 ms
Table 8.17

1.transferred via 10-Link Failsafe Parameter Object
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Assignment of the 10-Link Ports

IO-Link port 1 Port X1.ChA CIP object instance 1

[...] [...] [...]

IO-Link port 8 Port X8.ChA CIP object instance 8
Table 8.18

The number of IO-Link ports depends on the IO-Link master version. |0-Link masters with
fewer than 8 10-Link ports only support configuration parameters for their own counter. Unused
configuration data bytes are sent as "zero bytes" within the configuration assembly.

Configuration parameters of an 10-Link port are only taken into account by the application if the
corresponding channel mode is set to I0-Link in the channel settings.

Output Data Size

The output data size of the respective 10-Link device can be configured with this parameter.
There can be up to 32 bytes of IO-Link output data per port.

The output data size of each IO-Link device has an influence on the total output data size of the
connection. It must be ensured that all |O-Link output data fits into the total size.

This parameter can only be set if no connection is active.
Input Data Size

The input data size of the respective I0-Link device can be configured with this parameter.
There can be up to 32 bytes of IO-Link input data.

The input data size of each IO-Link device has an influence on the total input data size of the
connection. It must be ensured that all |O-Link input data fits into the total size.

This parameter can only be set if no connection is active.
Input Data Extension

The input data extension can be selected to extend the individual I0-Link input data with
extended status information and/or 10-Link events.

The input data extension of each 10-Link device has an influence on the total input data size of
the connection. It must be ensured that all |O-Link output data, including the extension, fits into
the total size.

This parameter can only be set if no connection is active.
Output Data Swapping Mode

The byte order of I0-Link is Big Endian, which is not compatible with the Little Endian format of
EtherNeV/IP. The Output Data Swapping Mode and Output Data Swapping Offset parameters
help the user to set the output data in the correct format. Up to 16 "WORD" or up to 8 "DWORD"
can be selected for conversion of the output data.

Raw I0-Link Data No "byte swap"
Data Type WORD Data byte order: Byte 0, Byte 1
Sequence by "Swap": Byte 1, Byte 0

Data Type DWORD Data byte order: Byte O, Byte 1, Byte 2, Byte 3
Sequence by "Swap": Byte 3, Byte 2, Byte 1, Byte 0

Output Data Swapping Offset

The Output Data Swapping Offset describes the starting point in the process data for use of the
configured Output Data Swapping Mode. Both parameters depend on the configured output
data size.
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Input Data Swapping Mode

The byte order of I0-Link is Big Endian, which is not compatible with the Little Endian format of
EtherNet/IP. To obtain input data in the correct format, the Input Data Swapping Mode and Input
Data Swapping Offset parameters support the user. Up to 16 "WORD" or up to 8 "'DWORD" can
be selected for conversion of the input data.

Raw IO-Link Data No "byte swap"

Data Type WORD Data byte order: Byte 0, Byte 1
Sequence by "Swap": Byte 1, Byte 0

Data Type DWORD  Data byte order: Byte 0, Byte 1, Byte 2, Byte 3
Sequence by "Swap": Byte 3, Byte 2, Byte 1, Byte 0

Input Data Swapping Offset

The Input Data Swapping Offset describes the starting point in the process data for use of the
configured Input Data Swapping Mode. Both parameters depend on the configured input data
size and the optional input data extension.

IOL Failsafe The module supports a failsafe function for the output data of the IO-Link chan-
nels. In the event of an internal device error, the PLC is in the STOP state and cannot supply
any valid process data; the connection is interrupted or communication is lost: The output data
of the 10-Link channels is controlled by the configured failsafe values.

Set Low If failsafe is active, all bits of the 10-Link output data are set to "Low",
IIOII.

Set High If failsafe is active, all bits of the 10-Link output data are set to "High",
II1 II.

Hold Last If failsafe is active, all bits of the 10-Link output data maintain the last

valid process data status "0" or "1".

Replacement Value' A substitute value can be set for each 10-Link device via the IO-Link
failsafe parameter object. If failsafe is active, these substitute values
are transmitted to the IO-Link device. The currently configured 10-
Link output data size must be taken into account. Note that in the
case of a fault, the substitute values are sent instead of the output
process data, so a configured swapping mode has an influence on
the byte order.

10-Link Master Com-  If failsafe is active, an IO-Link-specific mechanism for valid/invalid
mand output process data is used and the 10-Link device determines the
behavior itself.

1.Replacement Value

Port Mode

The port mode describes how the 10-Link master handles the presence of an IO-Link device on

the port.

Deactivated The 10-Link port is deactivated, but can be configured for later use. If
the 10-Link device is not connected, no diagnostics are generated.

10-Link Autostart The IO-Link port is activated and no explicit port configuration is re-

quired. Configurations such as Validation and Backup1, Vendor ID, De-
vice ID, and Cycle Time are not required.

10-Link Manual The IO-Link port is activated and an explicit port configuration can be

made for the parameters Validation and Backup', Vendor ID, Device
ID, and Cycle Time.

1.Inspection Level
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Validation and Backup

This parameter enables the user to set the behavior of the IO-Link ports in relation to the type
compatibility and data storage mechanism of the connected IO-Link device.

The prerequisite for using Validation and Backup is that you configure the port mode to "IO-Link
Manual."

The IO-Link master has a backup memory that can be used to save device parameters and
restore them to the 10-Link device. This backup memory is emptied by the following actions:

e 10-Link master factory reset, reset to factory settings
* Reconfiguration of the Channel Mode, for example from "Digital Input" to "IO-Link"

* Reconfiguration of validation and backup, for example from "No device check" to "Type
compatible V1.1 device with Backup & Restore"

For more information, please refer to the '1O-Link Interface and System Specification' version
1.1.3, which can be downloaded from https://io-link.com/.

No Device Check, No Data Storage

No verification of the connected manufacturer ID or device ID and no "backup and restore" sup-
port of the IO-Link master parameter server.

Type-Compatible V1.0 Device, No Data Storage

Type-compatible with regard to IO-Link specification V1.0, which includes the validation of
manufacturer ID and device ID. The 10-Link specification V1.0 does not support an 10-Link
master parameter server.

Type-Compatible V1.1 Device, No Data Storage

Type-compatible with regard to IO-Link specification V1.1, which includes the validation of
manufacturer ID and device ID. Backup and Restore is deactivated.

Type-Compatible V1.1 Device with Backup + Restore, Upload + Download

Type-compatible with regard to IO-Link specification V1.1, which includes the validation of
manufacturer ID and device ID. Backup and Restore is activated.

Please note the following information on Backup and Restore conditions:
e Backup, Device to Master

A backup1 is performed if an 10-Link device is connected and the master has no valid
parameter data. The read parameter data is saved permanently on the 10-Link master.

An upload is also executed if the 10-Link device has set the DS_UPLOAD_FLAG (Data
Storage Upload Flag). This IOLDevice flag can be set in two ways

* Parameters are written to an IOL device in block parameter mode: An 10-Link device
sets the DS_UPLOAD_FLAG independently if the block parameter mode parame-
ters have been written to the IO-Link device with the last system command Param-
DownloadStore (for example, by a third-party USB-IOLink Master for
commissioning).

* Parameters are written to an IOL device in single parameter mode: If single parame-
ter data on the IOL device is changed during operation, the device parameters
stored on the IOL master can be updated using the ParamDownloadStore command
(index 0x0002, sub-index 0x00, value 0x05). This command sets the DS_UP-
LOAD_REQ flag on the IOL device, so the IO-Link master can perform an upload
process from the I0-Link device.

* Restore, Master to Device
A restore (download from the IOL master to the IOL device) is executed if an IO-Link
device is connected and the 10-Link master has saved valid parameter data for the IOL
device that does not correspond to the current device parameters.

The recovery process can be blocked by the 10-Link device via the Device Access Locks

parameter, provided this is supported by the 10-Link device?.

1.Upload from the IOL device to the IOL master
2.Index 0x000C, refer to the manufacturer-specific |O-Link device documentation
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Type-Compatible V1.1 Device with Restore, Download Master to Device

Type-compatible with regard to 10-Link specification V1.1, which includes the validation of ven-
dor ID and device ID. Only "Restore" is activated.

Please note the following information on restore conditions:

* Restore, Download / IOL Master to IOL Device

A restore (download from the IOL master to the IOL device) is executed if an 10-Link
device is connected and the 10-Link master has saved valid parameter data for the IOL
device that does not correspond to the current device parameters.

In restore mode, no changes to the IOL device parameters are saved permanently on the
IOL master. If the IOL device sets the DS_UPLOAD_FLAG in this mode, the device
parameters are restored by the IOL master.

The recovery process can be blocked by the IO-Link device via the Device Access Locks
parameter, provided that this parameter is supported by the IOLink device (index 0x000C,
refer to the manufacturer-specific I0-Link device documentation).

Manufacturer ID, Vendor ID
The vendor ID is required for the validation of the 10-Link device and can be configured with

this parameter. The prerequisite for using the vendor ID is that you configure the port mode to
"IO-Link Manual." Validation and Backup must be set to a type-compatible V1.X device.

Device ID

The device ID is required for the validation of the I0-Link device and can be configured with this
parameter. The prerequisite for using the device ID is that you configure the port mode to "IO-
Link Manual." Validation and Backup must be set to a type-compatible V1.X device.

Cycle Time
The 10-Link cycle time can be configured with this parameter.

The prerequisite for using the cycle time is that you configure the port mode to "lO-Link Man-
ual."

As fast as possible:

The IO-Link port uses the max. supported |O-Link device and IO-Link master update cycle time
for the cyclical I/O data update between the IO-Link master and the IO-Link device.

1.6 ms, 3.2 ms, 4.8 ms, 8.0 ms, 20.8 ms, 40.0 ms, 80.0 ms, 120.0 ms:

The cycle time can be set manually to the options provided. This option can be used, for exam-
ple, for 10-Link devices that are connected via inductive couplers. Inductive couplers are usu-
ally the bottleneck in the update cycle time between the 10-Link master and the 10-Link device.
In this case, please refer to the data sheet of the inductive coupler.

Process Data Assignment

The module supports process data communication in both directions. In this context, "consum-
ing data" is defined as the process output data that controls the physical outputs and 10-Link
output data. In this context, "producing data" is defined as the process input data that contains
the physical inputs, diagnoses and I0-Link input data with optional extended status and event
data.

The following chapters describe the data images for the data direction of consuming and pro-
ducing data, which are assigned to the output and input assemblies.

Consuming Data Image, Output

Digital Output - Reserved, e.g., Fea-
Output Data Frame Channel Control ture Control I0-Link Output Data
"Consuming data" 2 bytes, INT 2 bytes, INT 0 ... 256 bytes, INT
size
Table 8.19
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The complete output data frame has a variable size of up to 260 bytes. It is generally preceded
by a 4-byte run/idle header, which results in a total of up to 264 bytes.

The bit assignment is described below.

Digital Output - Channel Control

Digital Output
Channel Con-

trol Bit Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit 1 Bit 0
Channel num- | ByteO,| 8 7 6 5 4 3 2 1
ber, default LSB
mapping Byte 1,] 16 15 14 13 12 11 10 9
MSB
Table 8.20

The control values are effective if the corresponding channels are configured as outputs and
Digital Output Control is set to DO Channel Control.

10-Link Output Data

10-Link Out-

put Data
IO-Link port out- 0 byte 0 byte 0 byte 0 byte 0 byte 0 byte 0 byte 0 byte

10-Link 10-Link 10-Link 10-Link 10-Link 10-Link 10-Link 10-Link
Port 1 Port 2 Port 3 Port 4 Port 5 Port 6 Port 7 Port 8
Control Control Control Control Control Control Control Control

put size 2 bytes 2 bytes 2 bytes 2 bytes 2 bytes 2 bytes 2 bytes 2 bytes
4 bytes 4 bytes 4 bytes 4 bytes 4 bytes 4 bytes 4 bytes 4 bytes
8 bytes 8 bytes 8 bytes 8 bytes 8 bytes 8 bytes 8 bytes 8 bytes
16 byte 16 byte 16 byte 16 byte 16 byte 16 byte 16 byte 16 byte
32 bytes | 32 bytes | 32 bytes |32 bytes | 32bytes |32 bytes | 32bytes | 32 bytes
Table 8.21

The output size of the IO-Link port does not depend on the configured channel mode. It is
always taken into account in the 10-Link output data, so the offsets do not need to be recalcu-
lated by the user in the event of a channel mode reconfiguration. Each 10-Link port can be set
to its required size. The control data is transmitted to the device. However, the content depends
on the 10-Link output data swapping mode and the output data swapping offset.

If no 10-Link port is configured, the consuming data image has no I0-Link output data.

Producing Data Image, Input

Digital Input - Actuator/
Input Data  Channel Sta- General Diag- Sensor Diag- Uaux Diagno- |0-Link Diag- 10-Link Input
Frame tus nosis nosis sis nosis Data
“Producing 2 bytes, INT | 2 bytes, INT | 2 bytes, INT |2 bytes, INT |0 byte 0...432
data" size 6 bytes, INT | bytes, INT
Table 8.22

I3 PEPPERL+FUCHS

The complete input data frame has a variable size of up to 446 bytes.
The bit assignment is described below.
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Digital Input - Channel Status

Digital Input

Channel Sta-

tus Bit Bit 6 Bit 5 Bit 4 Bit 3

Channel num- | Byte O, | 8 7 6 5 4 3 2 1
ber, default LSB

mapping Byte 1,] 16 15 14 13 12 11 10 9

MSB

Table 8.23

Each status value is effective if the channel is configured as an input.

General Diagnosis

General Diag-

nostics

Bit Bit7 Bité Bit5 Bit4

General Bit Byte 0, | IME FME |DTO |(DTU |SCA |SCS |LVA LVS

LSB
Byte 1,| 0 0 0 0 IDN IDW IDE IVE
MSB

Table 8.24

LvVS Low Voltage System/Sensor Supply

LVA Low Voltage Actuator Supply

SCS Short Circuit Sensor

SCA Short Circuit Actuator/UL/Uyx

DTU Device Temperature Underrun

DTO Device Temperature Overrun

FME Force Mode Enabled

IME Internal Module Error

IVE I0-Link Validation Error, collective error

IDE IO-Link Device Error, collective error

IDW IO-Link Device Warning, collective error#

IDN I0-Link Device Notification, collective error

0 Reserved

Sensor Diagnosis

Sensor Diag-

nostics

Port number

Bit Bit7 Bité Bit5 Bit4

Bit 3

Bit 2

Byte 0,| X8 X7 X6 X5 X4 X3 X2 X1
LSB
Byte 1,| 0 0 0 0 0 0 0 0
MSB

Table 8.25

X1 ... X8 Sensor short circuit at port X1 ... X8
0 Reserved
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Actuator/U/Uyx Diagnosis

Actua-
tOl'/UL/UAUX

Diagnostics Bit Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1

Channel num- | ByteO,| 8 7 6 5 4 3 2 1
ber, fix LSB
Byte 1,| 16 15 14 13 12 11 10 9
MSB
Table 8.26

1...16 Actuator/U /Upyx channel error on channel 1 ... 16

SIO-Link Diagnosis

10-Link

Diagnos-

tics

General Bit | Byte 0, LSB | ICE8 |ICE7 |ICE6 |[ICE5 |ICE4 |ICE3 |ICE2 |ICE1
Byte 1, MSB | 0 0 0 0 0 0 0 0
Byte 0,LSB | IVE8 |IVE7 |IVE6 |IVE5 |IVE4 |IVE3 |IVE2 |IVE1
Byte 1, MSB | IDE8 |IDE7 |IDE6 |IDE5 |IDE4 |IDE3 |IDE2 |IDE1
Byte 0, LSB | IDW8 |IDW7 |IDW6 |IDW5 |IDW4 |IDW3 | IDW2 | IDW1
Byte 1, MSB | IDN8 |IDN7 |IDN6 |IDN5 |IDN4 |IDN3 |IDN2 |IDNf1

Table 8.27

ICE1...8 10-Link Port COM Error, no device, damaged line, short circuit

IVET1 ... 8 I0-Link Port Validation Error

IDE1 ...8 10-Link Port Device Error

IDW1 ...8 |O-Link Port Device Warning

IDN1 ...8 10-Link Port Device Notification

0 Reserved

If no IO-Link port is configured, the input_data image does not display 10-Link diagnosis.
10-Link Input Data

2026-06

10-Link 10-Link Port 1 [---] 10-Link Port 8
Input Extended Extended
Data Status  PQl Status Events [...] Status  PQlI Status Events
IO-Link | O byte 2 bytes | 0 byte 0 byte [..] 0 byte 2 bytes | 0 byte 0 byte
port input| 2 bytes 8 bytes 12 bytes 2 bytes 8 bytes 12 bytes
size 4 bytes 4 bytes

8 bytes 8 bytes

16 byte 16 byte

32 bytes 32 bytes

Table 8.28

I3 PEPPERL+FUCHS

87



ICE11-8I0L*-G60L-V1D

Commissioning for EtherNet/IP

The input size of the I0-Link port does not depend on the configured channel mode. It is always
taken into account in the 10-Link input data. The offsets for a channel mode reconfiguration do
not need to be recalculated by the user. Each 10-Link port can be set to its required size. The
input data of the device is mapped to the "Status" field and the content depends on the Input
Data Swapping Mode and the Input Data Swapping Offset.

An [O-Link port can be configured using the Channel mode. The PQI provides some |O-Link
information, is permanently available, and is not dependent on the status size. The extended
status and the events can be activated via the 10-Link port configuration.

Port Qualifier Information PQl

Bit7 Bit6 Bit5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
General Bit| Byte 0, LSB | PQ | DevErr| DevCom| PortActive| SubstDev| NewPar| 0 0
Byte 1, MSB| 0 0 0 0 0 0 0 0
Table 8.29
NewPar Device parameter update detected
SubstDev Substitute device, replacement device detected, different serial number
PortActive Port activated
DevCom Device detected and in the PREOPERATE or OPERATE state
DevErr Device or port error/warning occurred
PQ Valid I/O process data from the device
0 Reserved

Extended Status

10-Link
Extended
Status Bit7 Bit6é Bit5 Bit4 Bit3 Bit2 Bit1
Extended |ByteO,LSB |0 0 0 ICT |BUI |SPE |ILE OLE
Diagnostics Byte 1, MSB | 0
Vendor ID | Byte 2 Vendor ID, LSB
Byte 3 Vendor ID, MSB
Device ID | Byte 4 Device ID, LSB
Byte 5 Device ID
Byte 6 Device ID, MSB
Byte 7 0
Table 8.30
OLE Length error of the output process data, device mismatch
ILE Length error of the input process data, device mismatch
SPE Startup Parameterization Error = direct parameter error
BUI Backup Inconsistency = parameter memory error
ICT Invalid cycle time
0 Reserved
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Events

Bit5 Bit4 Bit2 Bit1 Bit0

I0-Link Events Bit

Bit7 Bit6

Event Qualifier 1 | Byte 0, LSB | Mode Type 0 0 Instance
Byte 1, MSB| 0 0 0 0 0 0 0 0
Event Code 1 Byte 2 Event Code
Byte 3
Event Qualifier 2 | Byte 4 Mode Type 0 0 Instance
Byte 5 0 0 0 0 0 0 0 0
Event Code 2 Byte 6 Event Code
Byte 7
Event Qualifier 3 | Byte 8 Mode Type 0 0 Instance
Byte 9 0 0 0 0 0 0 0 0
Event Code 3 Byte 10 Event Code
Byte 11
Table 8.31
Instance Unknown; "0", Reserved; Physical Layer PL; "1", Data Link Layer DL; "2",
Application Layer AL; "3", Application; "4"
Type Notification; "1", Warning; "2", Error; "3"
Mode Event single shot; "1", Event disappeared; "2", Event appeared; "3"
Event Code Diagnostic code reported by the 10-Link device
0 Reserved

Sample Applications

The connection parameters and configuration parameters of the module with its variable data
sizes offer you an individual approach to implementing your application. The size of the individ-
ual IO-Link ports can be determined, which has an impact on the process data offsets.

The following application examples describe the process data assignment for the input data
and output data, including the byte offsets. If there is no need to configure the data sizes, use
the first example to obtain the default byte offsets for your application. If you want to reduce the
data sizes, for example to set them to the required I0-Link data lengths, or if you do not need
the extended status, see the second example to understand how the data mapping works.

For Rockwell Automation/Allen Bradley PLC customers, the use of an add-on instruction in Stu-
dio 5000® as an interface to the process data is recommended.see "Add-On Instruction AOI"
on page 97

Example
Process Data Images - Default Configuration

The input data sizes and output data sizes of the IO-Link ports are preset to the maximum size
in the EDS files by default. This means that you receive all the data from each 10-Link port. The
following tables provide an overview of the data structures and the byte offsets for input data
and output data:
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Connection parameters

Data size output
Data size input

260
446

Default Output Process Data

Byte-Offset Output Data
0 Digital output channel control, 2 bytes
2 Reserved, 2 bytes
4 IO-Link port 1 data, control, 32 bytes
36 IO-Link port 2 data, control, 32 bytes
68 IO-Link port 3 data, control, 32 bytes
100 IO-Link port 4 data, control, 32 bytes
132 IO-Link port 5 data, control, 32 bytes
164 IO-Link port 6 data, control, 32 bytes
196 IO-Link port 7 data, control, 32 bytes
228 IO-Link port 8 data, control, 32 bytes
Table 8.32

Default Input Process Data

Byte-Offset

Input Data

0 Digital input channel status, 2 bytes

2 General diagnostics, 2 bytes

4 Sensor diagnostics, 2 bytes

6 Actuator diagnostics, 2 bytes

8 IO-Link diagnostics, 6 bytes

14 IO-Link port 1 data, status, 32 bytes
46 IO-Link port 1 PQI, 2 bytes

48 IO-Link port 1 extended status, 8 bytes
56 IO-Link port 1 events, 12 bytes

68 IO-Link port 2 data, status, 32 bytes
100 IO-Link port 2 PQI, 2 bytes

102 IO-Link port 2 extended status, 8 bytes
110 IO-Link port 2 events, 12 bytes

122 IO-Link port 3 data, status, 32 bytes
154 IO-Link port 3 PQI, 2 bytes

156 IO-Link port 3 extended status, 8 bytes
164 IO-Link port 3 events, 12 bytes

176 IO-Link port 4 data, status, 32 bytes
208 IO-Link port 4 PQI, 2 bytes

210 IO-Link port 4 extended status, 8 bytes
218 IO-Link port 4 events, 12 bytes

230 IO-Link port 5 data, status, 32 bytes
262 IO-Link port 5 PQI, 2 bytes
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Byte-Offset Input Data

264 10-Link port 5 extended status, 8 bytes
272 I0-Link port 5 events, 12 bytes
284 I0-Link port 6 data, status, 32 bytes
316 I0-Link port 6 PQI, 2 bytes
318 I0-Link port 6 extended status, 8 bytes
326 I0-Link port 6 events, 12 bytes
338 IO-Link port 7 data, status, 32 bytes
370 IO-Link port 7 PQl, 2 bytes
372 IO-Link port 7 extended status, 8 bytes
380 IO-Link port 7 events, 12 bytes
392 I0-Link port 8 data, status, 32 bytes
424 IO-Link port 8 PQl, 2 bytes
426 10-Link port 8 extended status, 8 bytes
434 IO-Link port 8 events, 12 bytes

Table 8.33

Example
Process data images with modified data sizes

The input data sizes and the output data sizes of the 10-Link ports and the presence of the
extended status can be modified by the configuration group.You can decide which data is
mapped to the process data. The following configuration tables provide an example and an
overview of possible data structures and byte offsets for input data and output data:

Connection parameters

Data size output 62
Data size input 66

10-Link Port 1
Data size output 2 bytes
Data size input 2 bytes

Data extension input No data

10-Link Port 2
Data size output 32 bytes
Data size input 0 byte

Data extension input  Extended Status

10-Link Port 3
Data size output 16 byte
Data size input 4 bytes

Data extension input Extended Status + Events
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10-Link Port 4

Data size output
Data size input
Data extension input

8 bytes
2 bytes
No data

10-Link Port5 ... 8

Data size output
Data size input
Data extension input

0 byte
0 byte
No data

Modified process data

Byte-

Offset  Output Data Input Data

0 Digital output channel control, 2 bytes Digital input channel control, 2 bytes
2 Reserved, 2 bytes General diagnostics, 2 bytes

4 IO-Link port 1 data, control, 2 bytes Sensor diagnostics, 2 bytes

6 I0-Link port 2 data, control, 32 bytes Actuator diagnostics, 2 bytes

8 IO-Link diagnostics, 6 bytes

10

12

14 IO-Link port 1 data, status, 2 bytes
16 IO-Link port 1 PQl, 2 bytes

18 IO-Link port 2 PQl, 2 bytes

20 IO-Link port 2 extended status, 8 bytes
22

24

26

28 IO-Link port 3 data, status, 4 bytes
30

32 IO-Link port 3 PQI, 2 bytes

34 IO-Link port 3 extended status, 8 bytes
36

38 I0-Link port 3 data, control, 16 bytes

40

42 IO-Link port 3 events, 12 bytes

44

46

48

50

52
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Byte-
Offset  Output Data Input Data
54 IO-Link port 4 data, control, 8 bytes IO-Link port 4 data, status, 2 bytes
56 IO-Link port 4 PQI, 2 bytes
58 IO-Link port 5 PQI, 2 bytes
60 IO-Link port 6 PQI, 2 bytes
62 IO-Link port 7 PQI, 2 bytes
64 IO-Link port 8 PQI, 2 bytes
66
Table 8.34
8.4 Configuration and Operation with Rockwell Automation Studio
5000®

The configuration and commissioning of the module described on the following pages refers to
Rockwell Automation Studio 5000®, V30. If you are using an engineering tool from another pro-
vider, please refer to the associated documentation.

Basic Commissioning

1.  Create a new project in Studio 5000®.
2.  Select the appropriate controller.

3. Ifnointegrated EtherNet/IP interface is available, add the correct communication interface to
your backplane under Controller Organizer > I/O-Configuration.

Define a communication path to enable the project to be downloaded.
Install the module's EDS_files in Studio 5000® using the EDS hardware installation tool.

Go to Controller Organizer > I/0-Configuration and right-click on Ethernet.

N o o~

Select New Module from the menu. The following selection window opens:
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Select Module Type
Catalog Module Discovery Favorites
[icen CleorFilters | |Hide Filters # |
[®] Module Type Category Filters A | @] Module Type Vendor Filters N
Analog [J Online Development nc.(Automation Value)
CIP Motion Converter [J PanduitCorporation
Communication [CJ ParkerHannifin Corporation
Communications & Pepperl + Fuchs S
v Catalog Number Description Vendor Category
70146527 ICE11-8I0L-G60L-VID Pepperl+Fu.. Communications Adapter
1 of 588 Module Types Found Add toFavorites |
[[] Close on Create | Create » | Close Help
Figure 8.1

8. Use the Module Type Vendor Filter on the right-hand side to display all installed
Pepperl+Fuchs devices.

9. Select the device that you want to add and click on "Create."

[ Genea®  General
Connection
Module Info Type: 70146527 ICE11-8I0L-G60L-V1ID
Internet Protocol
PortConsiguraton Vendor. Pepperl + Fuchs
Network Parent Local
Name: ICE1 ] Ethemet Address
Private Network:  192.168.1. =
Description: ® 68 D] s
Opaswess [ ]
(OHostName:
Module Definition
Revision: 1.002
Electronic Keying: Compatble
Connections: 10-Link (Exclusive Owner)
Status: Offine [ oK Cancel | [ Apply | [ Help
Figure 8.2

10. Enter a name for the device and select the previously selected IP address. In this example, the
name is ICE11 and the IP address is 192.168.1.1.

11. Click on Change to change the settings for the device revision, the electronic coding and the
connection type.

94
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1 Module Definition* X

Revision: 11 v ——C—

Electronic Keying: vCompaﬁbIe Module v

Connections:

Name Size
10-Link (Exclusive Owner) _ [nput: 446 |
Oulpul 260 |

SINT

0 e Owne
10-Link (Listen Only)

Figure 8.3

12. Select the connection type and configure the total sizes of the input and output process data.
The sizes depend on the number of connected 10-Link devices and their data lengths in both
directions. Each input data size and output data size of the devices must also be defined later in
the 10-Link port configuration. The selection of the data type refers to the type in which Studio

5000® maps the input data and the output data. The default data type is SINT. The INT type

can be selected if each size corresponds to a multiple of 2. The DINT type can be selected if
each size corresponds to a multiple of 4. Click OK.

13. You can see the selected connection in the Connection folder under Module Properties. In this
folder, you can also define the Requested Packet Interval (RPI) and the EtherNet/IP connection
type. A value of 1 ms is the minimum for the RPI parameter and the connection types Unicast or

Multicast can be selected. Apply the settings.

51 New Module

General* Connection” Module Info* IntemetProtocol* Port Configuraton®  Network*

Requested Packet Interval
Name (RPI) (ms)

Connection over
EtherNet/IP

Input Trigger

10-Link (Exclusive Quner) 20.0 3]1.0 - 9999.9

Unicast

[ Cyclic

[Jmhibit Module

["]Major Fault On Controller If Connection Fails While in Run Mode

Module Fault

Status: Creating

[Cox ]

Cancel

Help

Figure 8.4

14. Go to Controller-Tags in Controller Organizer. The controller tags for the configuration

parameters contain the device name followed by a ":C." The configuration parameters can be

set under Value. See chapter 8.2.
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4 ICE11:C {..} _0039:70146527_B...
ICE11:C.Force_Mode_Lock 0 Decimal BOOL
ICE11:C.Web_Interface_Lock 0 Decimal BOOL
ICE11:C.Digital_Output_Control 0 Decimal BOOL
ICE11:C.Report_UL_UAux_Supply_Voltage_Fault 1 Decimal BOOL
ICE11:C.Report_DO_Fault_without_UL_UAux 1 Decimal BOOL
ICE11:C.CIP_object_configuration_lock 0 Decimal BOOL
ICE11:C.External_configuration_lock 0 Decimal BOOL

> ICE11:C.I0O_Mapping_Mode 0 Decimal SINT
> ICE11:C.I0O_Mapping_Port1_Ch_A 0 Decimal SINT
> ICE11:C.I0_Mapping_Port1_Ch_B 1 Decimal SINT
> ICE11:C.IO_Mapping_Port2_Ch_A 2 Decimal SINT
> ICE11:C.IO_Mapping_Port2_Ch_B 3 Decimal SINT
> ICE11:C.IO_Mapping_Port3_Ch_A 4 Decimal SINT
> ICE11:C.IO_Mapping_Port3_Ch_B 5 Decimal SINT
> ICE11:C.I0O_Mapping_Port4_Ch_A 6 Decimal SINT
> ICE11:C.IO_Mapping_Port4_Ch_B 7 Decimal SINT
» ICE11:C.I0_Mapping_Port5_Ch_A 8 Decimal SINT
» ICE11:C.I0_Mapping_Port5_Ch_B 9 Decimal SINT
> ICE11:C.I0_Mapping_Port6_Ch_A 10 Decimal SINT
> ICE11:C.IO_Mapping_Port6_Ch_B 11 Decimal SINT
Figure 8.5

15. The tag of the process data entered contains the device name followed by ":l.Data". The output
process data has the same name followed by ":O.Data". Both arrays show the configured data
sizes. See chapter 8.3.
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Scope: |@ICET1_Sample v | Show |All Tags
Name =2« Value € Style Data Type D
> ICE11:C ) _0039:70146527_B...
|4 1cE11: | (.} _0039:70146527.9...
ICE11:L.ConnectionFaulted 0 Decimal BOOL
> ICE11:l.Data {...} Decimal SINT[446]
4 |ICE11:0 {..} _0039:70146527_9...
4 ICE11:0.Data {...} Decimal SINT[260]
> ICE11:0.Data[0] 0 Decimal SINT
> ICE11:0.Data[1] 0 Decimal SINT
> ICE11:0.Data[2] 0 Decimal SINT
> ICE11:0.Data[3] 0 Decimal SINT
> ICE11:0.Data[4] 0 Decimal SINT
> ICE11:0.Data[5] 0 Decimal SINT
> ICE11:0.Datal6] 0 Decimal SINT
> ICE11:0.Data[7] 0 Decimal SINT
> ICE11:0.Data[8] 0 Decimal SINT
Figure 8.6
L3 When 'l(lhe configuration is complete, the parameters can be downloaded to the EtherNet/IP
controller.

Add-On Instruction AOI

Rockwell Automation Studio 5000® provides the user with a mechanism for optimizing and
encapsulating data and logic via an add-on instruction. This AOI can be added to a current path
"rung" like any other predefined instruction in the controller and is useful for pre-processing a
device's input data and output data. With the help of user-defined data types UDT, the user
receives a comprehensible interface with a clear designation and description for each field of
the process data. The advantage is that there is no need to calculate byte offsets for the input
data and the output data. Each process data field can be addressed directly via a unique name.
You can find AQlIs for the module on the product detail page under the Software tab.
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Using an AOI

Navigate to Controller Organizer in your Studio 5000® project. Right-click on Add-On
Instructions. Click on Import Add-On Instruction...:

“ontroller Organizer

& °=

4 =l Controller ICE11_Sample

Scope: |EBICE

< Controller Tags Dlame
i1 Controller Fault Handler > ICE11:C
i1 Power-Up Handler > ICE11:
4 . Tasks
4 53 MainTask > ICE1T:0
4 45 MainProgram > ICE11_Digi
D P t d Local T
4 aréme ents and Local Tags > 10Link Dia
f® MainRoutine
Unscheduled > IOLink_P1
4 =l Motion Groups b 10Link_P2
% Ungrouped Axes
4 & Assets > IOLink_P3
I Add-On Instraateas Y]
4 < Data Types New Add-On Instruction... _
b 1 User-Def Im&m Add-On Instruction... p
I Strings ¥ cut cirisx P
Iz Add-On- N 7
> 1 Predefing D Cony SHise
> 1 Module- A Paste Ctrl+v 8
! Trends Paste With Configuration... Ctrl+Shift+V or
= Logical Model
I Logi s . Print 4
4 =11/0 Configuratic
4 83 PointlO > Local:1:l

@ [0] 1769-L16ER-BB1B ICE11_Sample

4 =l Embedded I/O

# [1] Embedded Discrete_lO
! Expansion I/O, 0 Modules

4 g5 Ethernet

@ 1769-L16ER-BB1B ICE11_Sample
fl 70146527 ICE11

«|'» \ Monitor T

(%] 0Ermo

Complete — 0 e

Figure 8.7
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2. Open the *.L5X file:

& Import Add-On Instruction X
Lookin: | = AOIs V] 0 @~
* Name & Date modified Type Size
[[ 7 1CE11_8I10L_Master_2_0.L5X 3/9/2023 1:52 PM RSLogix 5000 XML ... 43K8 |
Quick access
Desktop
(==
m
Libraries
=
This PC
Network
File name: ICE11_8I0L_Master_2_0.L5X v (o)
Files oftype: \LogixDesigner XML Files ("L5X) v [§  cancel |
Help )
Figure 8.8
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3.  Click on OK to create the AOI with all the necessary User-Defined Data Types UDT:

& Import Configuration - ICE11_8IOL_Master_2_0.L5X

£33 Fmd:[

V] B8 [Fodnepiaces

Find Within: Final Name

Import Content:

Wl Add-On Instructions
i
< Parameters and Local Tags
& Routines
w! References
@ Tags
i Data Types
3 Errors/Warnings

Ready

0 M P
Import Name:  ICE11_SIOL_Master
Operation: Create v D

() References will be imported as
configured in the References folders

Final Nome: [ ICE11_8IOL_Master « | | Properties...
Description: A

Revision: V2.0

Revision Note

Vendor: Pepperl+Fuchs

Figure 8.9

L The imported components are displayed in the Controller Organizer:
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Controller Organizer v I X
4 =l Controller ICE11_Sample A

<@ Controller Tags
I Controller Fault Handler
171 Power-Up Handler
4 =] Tasks
4 ¥ MainTask
4 L MainProgram
< Parameters and Local Tags
® MainRoutine
7 Unscheduled
4 =l Motion Groups
1 Ungrouped Axes
4 =l Assets
4 <! Add-On Instructions
4 {8 ICE11_8I0OL_Master
< Parameters and Local Tags
i@ Logic
4 ] Data Types
4 5 User-Defined
% ICE11_Digital_Channels
& ICE11_IOLink_Diagnostics
& ICE11_IOLink_Events
& ICE11_IOLink_Extended_Status
& ICE11_IOLink_Port
& ICE11_IOLink_PQlI
&% ICE11_Module_Diagnostics
I Strings
> 1 Add-On-Defined
b 1 Predefined
> s Module-Defined
I Trends
T Logical Model

Figure 8.10

Check whether an error appears in the AOI tags as a red circle with a white cross. This can

occur for the configuration data when you import an AOI into your system for the first time:

MainRoutine* Controller Tags - ICE11_Sample(controlier)  § Module Properties: Local (70146527 1.002) [REiVEERTERUES LTI ETEPEETY
& °n Scope: {CEN1_BOL Master v | Show. ﬁ VIY'
4 « Controller ICE11_Sample A o ¢ vl o
@ Contiolés Yoos Data Context ICE11_SIOL_Master <Gefinition: B 2]
# Controller Fault Handler Name 3~ Usage Default * Style Data Type
S ' o 0 oosnusars)
5 I coiovsts
4 O MainTask » Data_Size Local 0 Deaimal SINT
“ b MainProgram » Data Size_P1 i Local 0Decmsl  SINT
© Parameters and Local Tags
2 MainRoutine » Data_Size P1 Out Local 0 Decima! SINT
4 Unscheduled » Data_Size P2 In Local 0 Decimal SINT
4 = Motion Groups
8 Ungrouped Axes » Data_Size P2 Out Local 0 Decimal SINT
4 & Assets » Data_Size_P3_In Local 0 Decimal SINT
4 QAdd-On Instructions » Dota_Size P3_Out Local 0Decimsl  SINT
+ € ICE11_8I0L_Master
2 Parameters 300 Local T35 > Data_Size_P4.In Local 0Decimal  SINT
Blogk » Data_Size_P4_Out Local 0 Decimal SINT
4« Data Types
4+ @ User-Defined » Data_Size_PS_In Local 0 Decimal SINT
% ICE11_Digital_Channels » Data_Size_PS_Out Local 0 Decimal SINT
MICEt LjotiakDisgnostics » Data_Size_P6 Jn Local 0Decmal  SINT
% ICE11_JOLink_Events
% ICE11_JOLink_Extended_Status » Data_Size_P6_Out Local 0 Decimal SINT
% ICE11_JOLink_Port » Data_Size P7_In Local 0 Decimal SINT
 ICE11_J0Link PQI <>\ Monitor Tags { €t 195 / ] <
& ICE11_Module_Diagnostics
& Strings
> 1 Add-On-Defined [@ 0Enors |4 0Wamigs |[ @ 0of10Messages |
¥ & Precefined PE—
Figure 8.11

L If no error has occurred, go to step 9.
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Go to Edit Tags and adjust the data type to the module-defined type on your system:

p— P —— — E— = e —
K TSRy > i B ]
o Scopn | DKEN Sempe | Showe [ Tozn ‘= v scopn [Oren oo some | S [AiTons M A
4 < Controtier KA Sample A - ~ 1B KT O Maste oo
P s Name 2. BaseToy  OstaType o~ CE11_BO0L M . Uy
4 Controtier Fault Handier 4 KEnc SOIRIOUE3T BIBACBONCO H 3 Nome 53~ Data Type Description
e conecenion o (oo =
= 't
+ O Molnhiek KETCWeb ntertace Lock 00 > 5 b DitaSze SNT
* 5 ManPropram KENCOgLal Outpur Control 800U » ¢ | SeiectOata Type »
Parameters and Local Tags
e loden KE11.CReport UL UAG Suppiy, Vol 800L > 5| DwaTypes
- Unacheduied KEV1.CRepont DO_faslt without UL 200U .3
= Mozon Groups KE11.COP. obiect contiguration Jock 800L (0070 X146527_ 007 AL ] o
5 Ungrouped Anes 003 7146527_5000X08319
Qs KEV1CExtomal_configuation Jock 800L 003 0104827, 08 XN 00 R
# < A33-On Instrctons » KEVLCIO Mappg Mode SNT v 0000 X527 INNF0 00
£ KE1_ 80U Master 003 X182 IE26704E OO
- S L » KEVLCIO Mapping Portl OVA ST 0070 X527 ARITID1I0
o s A m—
# < Owta Types » KEILCIO Magping For2 OVA ST N
= User-Octned Ay
R KEN_Digital Oraenels » KENL.CIO Magping Por2 On 8 SINT Oumessons =
:::::,mm:»m-u » KENCIO Magping fortd VA SNT O 80
| JOUnK_Events
K11 J0UnK b » KENLCIO Mapping Fortd O\ B SNT D
& KE11)0UnK fort » KETLCIO Mapping Pord OVA ST v L=
B XE1 )00 PO ¥[8 [ Wicnace Togs ) EGR Tags / < > « '» [ Wcosor Togs ) EGR Tags / ] < >
RKETLMoGMe Ohgroscs _,_—mm —-__—————————————eee

Figure 8.12

The Config data type must exactly match the data type associated with ConfigData. Because
this data type is system-dependent, you may need to select it manually. In rare cases, you may
have to delete the entire line and add the parameter manually as follows:

ConfigData InOut *****Config Data Type*****

If you have changed a data type in the AQOI, perform an export. This saves this version for
further use in other projects on your system. Right-click on the AOI and click on Export Add-On
Instruction...:

Controlier Organizer v 3 X | O Controlier Tags - ICE11_Sample{contr.. X H I @ Add-On Instruction Parameters and Local Tags - ICE11_8IOL_Master X -
% Scope: | ©ICEN Sample | Show: E[\ Scope: [E21cEn_sot_Master | sbow: [ Tags
4 & Controller ICE11_Sample A ~ o e | B3 ICE11_SI0L_Master <definibo K
© Controller Tags m et B =
i Controller Fault Handler 4 ICENC H-3 Name z2l~ Usage Alias For
: Power-Up Handler ICE11CForce Mode tock | * ¢ » ConfigData InOut
4 @ Tasks L 4
4 O MainTask ICE11:CWeb_Interface_Loch 51 » Data_Size Local
4 5 MainProgram ICE11:CDigital Output Cor I 5 ¢ » Data_Size_P1_In Local
@ Parameters and Local Tags
Skt 9 ICE11CReport ULUAw St | > F » Data_Size_P1_Out Local
i Unscheduled ICE11:CReport_DO_Fauitw » Data_Size_P2_In Local
4« Motion Groups ICE11:CCIP_object_configul » Data_Size_P2_Out Local
1 Ungrouped Axes : —
i @ Assets ICE11:CExternal_configurat » Data_Size_P3In Local
4 @ Add-On Instructions » ICE11.CI0_Mapping_Mode » Data_Size_P3_Out Local
¢ 0od 8 » ICE11:CIO_Mapping_Port1_ » Data_Size_P4_In Local
PO t‘; Lol y CoroX > ICE11:CI0_Mapping_Port1_ » Data_Size_P4_Out Local
st B Copy Cuisc > ICE11:CI0_ Mapping_Port2. » Data_Size PS.In Local
M ICE O) Paste CrreV » ICE11:.CI0_Mapping_Port2_ » Data_Size_PS_Out Local
W ICE Delete Delete > ICE11:.CI0_Mapping_Port3_ » Data_Size_P6_In Local
®ICE 5
=ICE Monitor Tags » ICE11:.CI0_Mapping_Port3_ » Data_Size_P6_Out Local
% ICE Verify > ICE11:.CI0_Mapping_Portd_ , » Data_Size P7_In Local
N ICE Cross Reference cuise K» ! Monitor Tags] < > < 1» [ Monitor Tags ) Edit Tags / |
W ICE
1 String: Browse Logic.. [<TUTIR Errors
> EA-C oo » O 0Erors |[ 4 0Warmings || © 00t 10Messages |
b 12 Predet
b 1= Modul Export Md% Instruction...
[;Y_'m’ JUde In 1radang Group
s Logical Mod(
4 & 1/0 Configuri Properties Alt+Enter
4 S Pointi0
IO 1TEOLAEED DNAND LAY Comamin \
[ PN

Figure 8.13
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8.

I3 PEPPERL+FUCHS

Edit the file name and save the AOI:

& Export Add-On Instruction X ;
Savein: | | AOIs V] 02 @y 1
> Name : Date modified Type Size
‘ Fﬂ' ICE11_8IOL_Master_2_0.L5X 3/9/2023 1:52 PM RSLogix 5000 XML ... 43 KB l
Quick access
Desktop
—
™
Libraries
3
This PC
Network
File name: ICE11_8I0L_Master_2_0.L5X vl [ Epor |
Save as type: Logix Designer XML File (*.L5X) v \' "Cancél .‘
File description: A \ Help
[“include all reft d Add-On; ions and User-Defined Types
Encode Protected Content

Figure 8.14

To use the AOI, go to a logic, e.g., the MainRoutine. Add the 10-Link Master AQI to the current
path "rung" via drag-and-drop:

Figure 8.15
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10. Right-click on the first element of the AOI and click on New Tag...:

T B
x A
% Cutlnstructicn CrrdeX
() Copy Instructcn CureC
Delete Instruction Delete
ASd Lacider Bemant. Atelngert
Save Instructon Defauits
Go o CuieG
lastruction Help 3]
Open lnstructon Logic
Figure 8.16
11. Enter a name and click on Create to create an AOI:
| New Tag X
Name: ICE11_1_AQI | Create |v
Description: ~ Cancel ’
Help
v
Usage: <controller> v
Type: 1 Base v | | Connection...
Alias For: v
Data Type: llCE11_8IOL_Master |J
Parameter W
Connection:
Scope: l@ ICE11_Sample ». I
External i Read/Write v ’
Access:
Style: v
[]Constant
Sequencing
Open Configuration
i Open Parameter Connections
Figure 8.17
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12. Assign the module's input, output and configuration data:

A
ICE11 8101 Mactor ICF11 1 AOL
InputData ICE11:1.Data
OutputData ICE11:0.Data
ConfigData |ICE11:C v
T V] SMINI Tags v
]Namo ‘-‘=llData Type IUsago ]Dcscriplion I A
§ b ICEILC 0039:70146527_B2B4CBB0.C:0 <controller> |
Ry e
Name: ICE11:C
Data Type: _0039:70146527_82B4C880:C:0
Description:
Vi
) Show ller tags
[“]Show MainProgram tags
Show p from other prog
<none> v
Figure 8.18

13. To create the tags for the remaining elements, repeat steps 10 and 11:

ICE11_8IOL_Master ICE11_1_AOI [...]
InputData ICE11:1.Data
OutputData ICE11:0.Data
ConfigData ICE11:C
Digital_Channels Digital_Channels
IOLink_Port1 IOLink_Port1
IOLink_Port2 I0Link_Port2
IOLink_Port3 I0Link_Port3
IOLink_Port4 I0Link_Port4
IOLink_Port5 I0Link_Port5
IOLink_Port6 I0Link_Port6
IOLink_Port7 IOLink_Port7
IOLink_Port8 IOLink_Port8
Module_Diagnostics Module_Diagnostics
|OLink Diagnostics __IOLink Diagnostics

Figure 8.19

L Your logic no longer creates a copy of the input data and the output data simultaneously. It
uses the new data tags as an interface for data exchange with the module:
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8.5

8.5.1

106

(PRSI © Contolir Tags - e11.sampieconwotier) [

Scope: I@ICEH_Sample v] Show. [Nl Tags V. ]Y-
Name =3/~ Base Tag Data Type Description Ex
4 Digital_Channels ICE11_Digital_Channels Re
» Digital_Channels.Digital_Outputs SINT(2] Digital Output Data, default mapping: BitO=PortX1.. Re
» Digital_Channels.Digital_Inputs SINT[2] Digital Input Channel Status, default mapping: Bit0... Re
» ICE11:.C _0039:70146527_82B4CBBO:C:0 Re
> ICE1 _0039:70146527_90D03083:1:0 Re
» ICE11:0 _0039:70146527_9E8B7B4E:0:0 Re
> ICE11_1_AOI ICE11_8I0L_Master Re
» ICE11_ Digital ICE11_Digital_Channels Re
4 |0Link_Diagnostics ICE11_IOLink_Diagnostics Re
» I0Link_Diagnostics.COM_Error SINT Bit0=10LinkPort1 ... Bit7= IOLinkPort8 Re
» I0Link_Diagnostics.Reserved SINT not in use Re
» I0Link_Diagnostics.Validation_Error SINT Bit0=IOLinkPort1 ... Bit7= IOLinkPort8 Re
> I0Link_Diagnostics.Device_Error SINT Bit0=10LinkPort1 ... Bit7= IOLinkPort8 Re
» IOLink_Diagnostics.Device_Waming SINT Bit0=IOLinkPort1 ... Bit7= IOLinkPort8 Re
» I0Link_Diagnostics.Device_Notificati... SINT Bit0=10LinkPort1 ... Bit7= IOLinkPort8 Re
4 |0OLink_Port1 ICE11_IOLink_Port Re
» I0Link_Port1.PDO SINT[32] 10-Link Port Output Data Re
» 10Link_Port1.PDI SINT(32) 10-Link Port Input Data Re
» I0Link_Port1.PQl ICE11_IOLink_PQI 10-Link Port PQI Data Re
» I0Link_Port1.Extended_Status ICE11_IOLink_Extended_Status 10-Link Port Extended Status Re
> I0Link_Port1.Events ICE11_IOLink_Events 10-Link Port Events Re
» 10Link_Port2 ICE11_IOLink_Port Re
» |OLink_Port3 ICE11_IOLink_Port Re
» 10link Partd ICF11 101 ink Part Re
Figure 8.20
CIP Object Classes
EtherNet/IP Object Classes
According to the CIP specification, the module supports the following standard EtherNet/IP
object classes:
Object Class Object ID Instances
Identity Object 0x01 0,1
Message Router Object 0x02 0, only on class level
Assembly Object 0x04 0, 130, 131, 145
Connection Manager Object | 0x06 0, only on class level
Discrete Input Point Object 0x08 0,1..16
DLR Object 0x47 0,1
QoS Object 0x48 0,1
TCP/IP Interface Object OxF5 0,1
Ethernet Link Object OxF6 0,1..2
LLDP Management Object 0x109 0,1
Table 8.35
All objects with instance attributes are described below.
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Identity Object 0x01
Supported services:

*  Get Attributes All 0x01
* Reset 0x05:
* 0= Reset Module, Warmstart
* 1= Resetto Factory Default
* Get Attribute Single 0x0E

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

6 Maximum ID Number | Get UINT The attribute ID number of the last

Class Attributes class attribute of the class definition
implemented in the device

7 Maximum ID Number | Get UINT The attribute ID number of the last

Instance Attributes instance attribute of the class defi-

nition implemented in the device.

Table 8.36

Instance Attribute, Instance <AssemblyIlD>

Attribute Name Access Data Type Description

1 Vendor ID Get UINT Vendor Identification

2 Device Type | Get UINT Indication of general type of product

3 Product Code | Get UINT Identification of a particular product of an
individual vendor

4 Revision Get USINT, Structure with major and minor revision

USINT

5 Status Get WORD Summary status of device:

b0: Owned

b1: Reserved "0"

b2: Configured

b3: Reserved "0"

b4 ... 7:Extended Device Status

0 = Self-Testing or Unknown

1 = Firmware Update in Progress

2 = At least one faulted I/O connection
3 = No I/O connections established

4 = Non-Volatile Configuration bad

5 = Major Fault

6 = At least one I/O connection in RUN
mode

7 = Atleast one I/O connection established,
all in IDLE mode

8 = Unused, valid only for instances grater
than "1"

9 = Reserved

10 ... 15 = Vendor-specific

b8: Minor Recoverable Fault

b9: Minor Unrecoverable Fault

b10: Major Recoverable Fault

b11: Major Unrecoverable Fault

b12 ... 15: Reserved, "0"

6 Serial Num- | Get UDINT Serial number of device
ber
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Attribute Data Type Description

7 Product Get STRING Human readable identification
Name

8 State Get USINT Present state of the device:

0 = Nonexistent

1 = Device Self Testing

2 = Standby

3 = Operational

4 = Major Recoverable Fault

5 = Major Unrecoverable Fault
6 ... 254 = Reserved

255 = Default Value

9 Configuration | Get UINT Can be a CRC, incrementing count or any
Consistency other mechanism (vendor-specific behav-
Value ior) to reflect a non-volatile configuration
change
19 Protection Get WORD Current protection mode of the device:
Mode bO: Implicit Protection enabled

b1 ...2: Reserved
b3: Explicit Protection enabled
b4 ...15: Reserved

Table 8.37

Assembly Object 0x04
Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access DataType Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

3 Number of Instances | Get UINT Number of instances currently cre-
ated in this class level of the
device

6 Maximum ID Number | Get UINT The attribute ID number of the last

Class Attributes class attribute of the class defini-
tion implemented in the device

7 Maximum ID Number | Get UINT The attribute ID number of the last

Instance Attributes instance attribute of the class defi-

nition implemented in the device.

Table 8.38

Instance Attribute, Instance 1

Attribute Name Data Type Description

3 Data Get, Set | ARRAY Assembly Data, Set service only
available for consuming assem-
blies that are not part of an active
implicit connection

4 Size Get UINT Number of bytes in Attribute 3
Table 8.39
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Discrete Input Point Object 0x08

Supported services:
* Get Attribute Single 0x0E
Class Attribute, Instance 0
Attribute

Access
Get

Name Data Type Description

UINT

1 Revision
Table 8.40

Revision of this object

Instance Attribute, Instance 1...16

2026-06

Attribute Name Access DataType Description

3 Value Get BOOL Input Point Value; 0 = OFF, 1 = ON

4 Status Get BOOL Input Point Status; 0 = OK, 1 = Alarm
Table 8.41
DLR Object 0x47

Supported services:

* Get Attributes All 0x01
* Get Attribute Single 0x0E

Class Attribute, Instance 0
Attribute

Access

Data Type

Description

1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an
object currently created in this
class level of the device
6 Maximum ID Number | Get UINT The attribute ID number of the last
Class Attributes class attribute of the class defini-
tion implemented in the device
7 Maximum ID Number | Get UINT The attribute ID number of the last
Instance Attributes instance attribute of the class defi-
nition implemented in the device.

Table 8.42

Instance Attribute, Instance 1

Attribute Access Data Type Description
1 Network Topology Get BOOL 0 = Linear
1=Ring
2 Network Status Get BOOL 0 = Normal operation
1 =Ring Fault
2 = Unexpected Loop Detected
3 = Partial Network Fault
4 = Rapid Fault/Restore Cycle
10 Active Supervisor Get ARRAY Supervisor IP Address, Supervisor
Address MAC Address, 0 = not configured

I3 PEPPERL+FUCHS
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Attribute Name Access Data Type Description

12 Capability Flags Get DWORD | Flag description:

b0: Announce-based Ring Node, "0"
b1: Beacon-based Ring Node, “1"
b2 ... 4: Reserved, "0"

b5: Supervisor Capable, "0"

b6: Redundant Gateway Capable, "0"
b7: Flush_Table frame Capable, "1"
b8 ... 15: Reserved, "0"

Table 8.43

QoS Object 0x48

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this class
level of the device

6 Maximum ID Number | Get UINT The attribute ID number of the last
Class Attributes class attribute of the class definition
implemented in the device
7 Maximum ID Number | Get UINT The attribute ID number of the last
Instance Attributes instance attribute of the class defini-

tion implemented in the device.

Table 8.44

Instance Attribute, Instance 1

Attribute Name Access DataType Description
1 802.1Q Tag Get, Set | USINT Enables "1" or disables "0" sending
Enable 802.1Q frames on CIP and IEEE 1588
messages, default value "0"
2 DSCP PTP Event | Get, Set | USINT DSCP value for PTP Event frames,
default value "59"
3 DSCP PTP Get, Set | USINT DSCP value for PTP General frames,
General default value "47"
4 DSCP Urgent Get, Set | USINT CIP transport class 0/1 messages with
Urgent priority, default value "55"
5 DSCP Scheduled | Get, Set | USINT CIP transport class 0/1 messages with
Scheduled priority, default value "47"
6 DSCP High Get, Set | USINT CIP transport class 0/1 messages with
High priority, default value "43"
7 DSCP Low Get, Set | USINT CIP transport class 0/1 messages with
Low priority, default value "31"
8 DSCP Explicit Get, Set | USINT CIP UCMM, CIP transport class 2/3,
All other EtherNet/IP encapsulation
messages, default value "27"

Table 8.45
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TCP/IP Object OxF5

Supported services:

*  Get Attributes All 0x01
* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description

1 Revision Get UINT Revision of this object

2 Max. Instance | Get UINT Maximum instance number of an object cur-
rently created in this class level of the device

Table 8.46

Instance Attribute, Instance 1
Attribute Name Access Data Type Description

1 Status Get DWORD | Interface Status description:

b0 ... 3: Interface Configuration Status
0 = Not configured

1 = Configuration obtained by BOOTR,
DHCP or stored value

2 = Configuration obtained by hardware
settings, e.g., rotary switches

3 ...15 =Reserved

b4: Mcast Pending

b5: Interface Configuration Pending
b6: Acd Status

b7: Acd Fault
b8 ... 31: Reserved "0"
2 Configuration Get DWORD | Interface Capability Flags:
Capability b0: BOOTP Client "1"

b1: DNS Client "0"

b2: DHCP Client "1"

b3: DHCP-DNS Update "0"

b4: Configuration Settable "1"

b5: Hardware Configurable, 0 = no rotary
switches; 1 = rotary switches available
b6: Interface Configuration Change
Requires Reset "0"

b7: Acd Capable "1"

b8 ... 31: Reserved "0"

3 Configuration Get, Set | DWORD | Interface Control Flags:
Control b0 ... 3: Configuration Method:
0 = Stored Value
1 =BOOTP
2 =DHCP

3 ... 15 =Reserved
b4: DNS Enable "0"
b5 ...31: Reserved "0"

4 Physical Link Get STRUCT | Path to physical link object
Object
5 Interface Get, Set | STRUCT | TCP/IP network interface configuration
Configuration
6 Host Name Get, Set | STRING | Host name of the device, length of 0 = not
configured
10 Select Acd Get, Set | BOOL Enables "1" or disables "0" the use of

ACD, default value "1"
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Attribute Name Access Data Type Description
11 Last Conflict Get, Set | STRUCT | Structure containing information related
Detected to the last conflict detected
13 Encapsulation Get, Set | UINT Number of seconds of inactivity before
Inactivity Timeout TCP connection is closed:
0 =disable
1...3600 = timeout in seconds
120 = default value

Table 8.47

Ethernet Link Object 0xF6

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10
e Getand Clear 0x4C

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this class
level of the device

3 Number of Instances | Get UINT Number of object instances currently
created at this class level of the
device'

Table 8.48

1.In this case number of Ethernet ports

Instance Attribute, Instance 1 ... 2

Attribute Name Access Data Type Description
1 Interface Speed | Get UDINT Current interface speed in Mbps
2 Interface Flags Get DWORD | Interface Flags:

bO: Link Status

b1: Half "0" or Full "1" Duplex

b2 ... 4: Negotiation Status:

0 = Auto-negotiation in progress

1 = Auto-negotiation and speed detec-
tion failed (using default 10Mbps and
half duplex)

2 = Auto negotiation failed but detected
speed (using default half duplex)

3 = Successfully negotiated speed and
duplex

4 = Auto-negotiation not attempted
(forced speed and duplex)

b5: Manual Setting Requires Reset

b6: Local Hardware Fault

b7 ...31: Reserved "0"

3 Physical Address | Get ARRAY MAC address
4 Interface Counters| Get STRUCT | Interface Counters
5 Media Counters | Get STRUCT | Media-specific counters

12 F3PEPPERL+FUCHS
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Attribute
6

Name
Interface Control

Access Data Type Description

Get, Set

STRUCT

Configuration for physical interface
Control Bits, WORD:

b0: Auto-negotiate

b1: Forced Duplex Mode, 0 = Half
Duplex; 1 = Full Duplex, only valid
when Auto-negotiate = 0

b2 ... 15: Reserved "0"

Forced Interface Speed in Mbps (UINT)

Interface Type

Get

USINT

Type of interface:

0 = Unknown interface type
1 = Internal interface

2 =Twisted-pair

3 = Optical fiber

4 ...255 = Reserved

Interface State

Get

USINT

State of interface:

0 = Unknown

1 = Enabled and ready to send and
receive data

2 = Disabled

3 =Testing

4 ...255 = Reserved

Admin State

Get, Set

USINT

Administrative state:
0 = Reserved

1 = Enable interface
2 = Disable interface
3 ...255 = Reserved

10

Interface Label

Get

STRING

Human readable identification, size
max. 64

11

Interface
Capability

Get

STRUCT

Interface Capability Flags DWORD:
b0: Manual Setting Requires Reset "0"
b1: Auto-negotiate "1"

b2: Auto-MDIX "1"

b3: Manual Speed/Duplex "1"

b4 ...31: Reserved "0"

Speed/Duplex Array Count of following
struct (USINT, 4)

Interface Speed in Mbps (UINT,
10/100)

Interface Duplex Mode (USINT, 0/1):

0 = Half Duplex

1 = Full Duplex

2 ...255 = Reserved

Table 8.49

LLDP Management Object 0x109

Supported services:
* Get Attributes All 0x01

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name

Access DataType Description

Revision

Get

UINT

Revision of this object

Max. Instance

Get

UINT

Maximum instance number of an
object currently created in this
class level of the device
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Attribute Name Access DataType Description

3 Number of Instances | Get UINT

Number of instances currently cre-
ated in this class level of the
1

Instance Attributes

device
6 Maximum ID Number | Get UINT Attribute ID number of the last
Class Attributes class attribute
7 Maximum ID Number | Get UINT Attribute ID number of the last

instance attribute

Table 8.50

1.In this case number of Ethernet ports

Instance Attribute, Instance 1
Attribute Name Access
1 LLDP Enable Get/Set

Data Type
STRUCT

Description

LLDP Enable Array Length (UINT):

1 + Class attribute 2 from the Ethernet
Link Object (0xF6) = 3

LLDP Enable Array (BYTE):

b0: Global Enable, LLDP Tx & Rx
Enabled (1)

b1: LLDP Tx Enabled (Instance 1 of
Ethernet Link Object) (1)

b2: LLDP Tx Enabled (Instance 2 of
Ethernet Link Object) (1)

2 msgTxInterval | Get/Set

UINT

From 802.1AB-2016: Interval in seconds
for transmitting LLDP frames from this
device

0 ...4 =Reserved

5...32768 = Message Transmission
Interval for LLDP frames (30)

32769 ... 65535 = Reserved

3 msgTxHold Get/Set

USINT

From 802.1AB-2016: Multiplier of
msgTxInterval to determine the value of
the TTL TLV sent to neighboring devices
0 = Reserved

1...100 = Message Transmission Multi-
plier for LLDP Frames (4)

101 ...255 = Reserved

4 LLDP Datastore| Get

WORD

Indication of the retrieval methods for the
LLDP database:

b0: LLDP Data Table Object (0)

b1: SNMP (1)

b2: NETCONF YANG (0)

b3: RESTCONF YANG (0)

b4 ... b15: Reserved (0)

5 Last Change Get

UDINT

Counter in seconds from the last time
any entry in the local LLDP database
changed or power up

Table 8.51
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8.5.2 Manufacturer-Specific Object Classes

The module supports the following manufacturer-specific object classes:

Object Class Object ID Instances

General Settings Object 0xAO0 0,1

Channel Settings Object OxA1 0,1..16

IO-Link Diagnosis Settings Object 0xA2 0,1

IO-Link Port Settings Object O0xA3 0,1..8

IO-Link Failsafe Parameter Object OxA4 0,1..8

IO-Link Device Parameter Object OxA5 0,1..8
Table 8.52

All objects with instance attributes are described below.

General Settings Object 0xA0

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access DataType Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

Table 8.53

Instance Attribute, Instance 1

Attribute Name Access Data Type Description
2 Force Mode Lock Get, Set | BOOL 0: Disable
1: Enable
3 Web Interface Lock Get, Set | BOOL 0: Disable
1: Enable
4 Digital Output Control Get, Set | BOOL 0: DO Channel Control
1:10-Link Control
5 Report U /Upayx Supply Voltage | Get, Set | BOOL 0: Disable
Fault 1: Enable
6 Report DO Fault without U /Upyy| Get, Set | BOOL 0: Disable
1: Enable
7..24 Reserved
25 CIP object configuration lock Get, Set | BOOL 0: Disable
1: Enable
26 External configuration lock Get, Set | BOOL 0: Disable
1: Enable
27 ...31 | Reserved
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Attribute Name Access Data Type Description
32 10 Mapping Mode Get, Set | SINT 0: Default Assignment
1: Byte Swap

2:LSB Ch.A - MSB Ch.B
3:LSB Ch.B - MSB Ch.A
4: Free |10 Mapping

Table 8.54

Channel Settings Object 0xA1

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access DataType Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

Table 8.55

Instance Attribute, Instance 1 ... 16
Attribute Name Access DataType Description

1 10 Mapping Get, Set | SINT 0 ... 15: Bit number of 16 channel
process data
16: Inactive

2 DO Surveillance Time-| Get, Set | INT 0..255
out

3 DO Failsafe Get, Set | SINT

: Set Low
: Set High
:Hold Last

: Disable
: Enable

: Push-Pull Ug, 0.5 A
:High-Side U, 0.5 A
:High-Side U, 1.0 A
:High-Side U, 1.5 A
:High-Side U, 2.0 A
:High-Side U, 2.0 A max

:Normally Open
:Normally Close

: Disabled
1ms
2ms
3ms

6 ms
:10 ms
15 ms

4 DO Restart Mode Get, Set | SINT

5 DO Switch Mode Get, Set | SINT

6 DI Logic Get, Set | SINT

7 DI Filter Get, Set | SINT

CURWN=O|l 20| UrWN 2O 20| N=2O

8..9 Reserved
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Attribute Name Access DataType Description
10 Channel Mode Get, Set | SINT 0: Inactive
1: Digital Output
2: Digital Input
3:10-Link

4: Auxiliary Power

Table 8.56

10-Link Diagnosis Settings Object 0xA2

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

Table 8.57

Instance Attribute, Instance 1...16

Attribute Access Data Type Description
1 IO-Link Master Diagnosis Get, Set | BOOL 0: Disable
1:Enable
2 IO-Link Device Error Get, Set | BOOL 0: Disable
1:Enable
3 IO-Link Device Warning Get, Set | BOOL 0: Disable
1:Enable
4 IO-Link Device Notification Get, Set | BOOL 0: Disable
1:Enable
5..12 IO-Link Device Diagnosis Port 1 ...8 | Get, Set | BOOL 0: Disable
1:Enable

Table 8.58

I0-Link Port Settings Object 0xA3

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access Data Type Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an

object currently created in this
class level of the device

Table 8.59
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Instance Attribute, Instance 1 ... 8

Attribute Name Access DataType Description
1: 2 bytes
2: 4 bytes
3: 8 bytes
4: 16 byte
5: 32 bytes
1: 2 bytes
2: 4 bytes
3: 8 bytes
4: 16 byte
5: 32 bytes
3 |nput Data Extension1 Get, Set SINT 0: No Data
1: Extended Status
2: Events
3: Extended Status + Events
4 Output Data Swapping | Get, Set | SINT 0: Raw IO-Link Data
Mode! 1..16:1...16 WORD
17 ...24:1 ...8 DWORD
5 Output Data Swapping | Get, Set | SINT 0 ...30 bytes
Offset’
6 Input Data Swapping Get, Set | SINT 0: Raw IO-Link Data
Mode! 1..16:1...16 WORD
17 ...24:1 ...8 DWORD
7 Input Data Swapping Get, Set | SINT 0 ... 30 bytes
Offset!
8 IOL Failsafe Get, Set | SINT 0: Set Low
1: Set High
2: Hold Last

3: Replacement Value, trans-
ferred via IO-Link Failsafe
Parameter Object

4:10-Link Master Command

9 Port Mode Get, Set | SINT 0: Deactivated
1: Manual, with validation and
backup config
2: Autostart, no validation and
backup config

10 Validation and Backup | Get, Set | SINT 0: No device check and clear, no
data storage

1: Type compatible V1.0 device,
no data storage

2: Type compatible V1.1 device,
no data storage

3: Type compatible V1.1 device
with Backup + Restore, Down-
load + Upload

4 Type compatible V1.1 device
with Restore, Download Master

to Device
11 Vendor ID Get, Set | DINT 0...65535
12 Device ID Get, Set | DINT 0..16777215
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Attribute Name Access DataType Description
13 Cycle Time Get, Set | SINT 0: As fast as possible
1:1.6 ms
2:3.2ms
3:4.8ms
4:8.0ms
5:20.8 ms
6:40.0 ms
7:80.0 ms
8:120.0 ms
Table 8.60
1.Can only be set if no connection is established.
I0-Link Failsafe Parameter Object 0xA4

Supported services:

* Get Attribute Single 0x0E
* Set Attribute Single 0x10

Class Attribute, Instance 0

Attribute Name Access DataType Description
1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an
object currently created in this
class level of the device
Table 8.61

Instance Attribute, Instance 1 ... 8

Attribute Name Access

Data Type

Description

1 Failsafe value of IO- | Get, Set | Array of Depends on configured process
Link port bytes data lengths, content must con-
sider possible swapping configu-
ration, failsafe value format must
match output data format
Table 8.62

10-Link Device Parameter Object 0xA5

Supported services:
Instance 0

* Get Attribute Single 0x0E
Instance 1...8

e Get|SDU data 0x4B
* SetISDU data 0x4C

Class Attribute, Instance 0

Attribute Name Access

Data Type

Description

1 Revision Get UINT Revision of this object
2 Max. Instance Get UINT Maximum instance number of an
object currently created in this class
level of the device
Table 8.63
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Instance Attribute, Instance 1 ... 8

Attribute Name Access DataType Description
1 ISDU data of I0-Link | Get, Set | Array of ISDU data of an 10-Link device
port bytes can be read with the "Get ISDU

Data" service and written with the
"Set ISDU Data" service; see
description of these services
below

Table 8.64

Get ISDU Data

The index and the subindex must be set in the source data. The different protocol data formats
between EtherNet/IP (Little-Endian) and 10-Link (Big-Endian) must be taken into account. The
data length of the response depends on the data type of the 10-Link device.

Source
Protocol EtherNet/IP
Byte 0 ‘ 1 2
Data type UINT USINT
Endianness LSB ‘ MSB -
Content Index Subindex
Table 8.65
Objective
Protocol 10-Link
Byte 0 ‘ ‘ n
Data type Dependent on the device data type
Endianness MSB ‘ ‘ LSB
Content Data occurrence or error occurrence, max. 232 bytes
Table 8.66

Set ISDU Data

The index, subindex and 10-Link data must be set in the source data. The data length of the
request depends on the data type of the 10-Link device. The different protocol data formats
between EtherNet/IP (Little-Endian) and IO-Link (Big-Endian) must be noted. Data is only pres-
ent in the response from the 10-Link device if an error has occurred.

Source
Protocol EtherNet/IP 10-Link
Byte 0 \ 1 2 3 \ \ n
Datatype | UINT USINT Dependent on the device data type
Endianness| LSB ‘ MSB - MSB ‘ ‘ LSB
Content Index Subindex | Data, max. 232 bytes

Table 8.67
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8.5.3

Objective
Protocol 10-Link
Byte 0 ‘ ‘ n
Data type Dependent on the device data type
Endianness MSB ‘ ‘ LSB
Content Error on occurrence, max. 232 bytes

Table 8.68

If "Read Request" or "Write Request" are not successful'the following response format of 4
bytes is available:

Name Data Type Error Code Description Error Code

|0-Link Master Error UINT Service not available
Port blocked

Timeout

Invalid index

Invalid sub-index

Wrong port

Wrong port function

Invalid length

O 0| N| O O | W| N| =

ISDU not supported

|O-Link Device Error USINT
|O-Link Device Additional Error | USINT

Table 8.69

Refer to 10-Link specification

Refer to 10-Link specification

"Message" Configuration in Rockwell Automation Studio 5000®

Attributes of CIP object classes can be edited in Rockwell Automation Studio 5000® using the
Message instruction. This requires the selection of the correct message and service type with
the corresponding service code.

The channels, as in the Channel Settings Object, are each assigned to an instance ID in
ascending order.

Channel Assignment

Channel 1 Port X1.ChA CIP object instance 1

Channel 2 Port X1.ChB CIP object instance 2

[...] [...] [...]

Channel 15 Port X8.ChA CIP object instance 15

Channel 16 Port X8.ChB CIP object instance 16
Table 8.70

The 10-Link ports, as in the 10-Link Port Settings Object, 10-Link Failsafe Parameter Object
and IO-Link Device Parameter Object, are each assigned to an instance ID in ascending order.

1.CIP response status is not equal to "0"

I3 PEPPERL+FUCHS
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Assignment of the 10-Link Ports

IO-Link port 1 Port X1.ChA CIP object instance 1

[...] [...] [...]

IO-Link port 8 Port X8.ChA CIP object instance 8
Table 8.71

Get/Set Attribute Single

With the exception of the 10-Link device parameter object instance 1 ... n, each attribute can be
accessed using the Get/Set attribute single service of the CIP object class ID, the instance ID

and the attribute ID.

The following figure shows an example setting for the Force Mode Lock, Attribute 2 of the gen-

eral settings object OxAO with Message instruction:

Message Configuration - MSG_CIP_Object_Attribute

Configuration Communication Tag

Source Length:

7 5 ) Class: (Hex)
Instance: Attribute: IZ] (Hex) el

New Tag... \

Message Type: CIP Generic v i
Service | get Attribute Single v | Source MODO01_ForceModel «,
Type:

1 ‘—:—' (Bytes)

QO Enable Q Enable Waiting Q Start QO Done Done Length: 0
QO Error Code: Extended Error Code: [JTimedOut ¢
Error Path: MODO1_IOL_Master
Error Text < = -
Abbrechen Ubemehmen Hilfe [
Figure 8.21
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Get/Set ISDU Data

The 10-Link device parameter object instance 1 ... n can be accessed with the manufacturer-
specific Get/Set ISDU data service via the CIP object class ID, the instance ID and the attribute

ID. The index and the subindex must be set in the source data. The |O-Link data must be

appended for the Set ISDU data service. The different protocol data formats between Ether-
Net/IP (Little-Endian) and 10-Link (Big-Endian) must be noted in this respect. The correspond-
ing data is described in the previous chapters.

The following figure shows an example of querying an IO-Link device parameter using the Get
ISDU data 0x4B service of the |O-Link device parameter object OxA5 with Message instruction:

Configuration Communication Tag

Message Type: \CIP Generic

Service | cystom
Type: °

Message Configuration - MSG_MODO02_IOL_ISDU_DATA_READ

| Source IMSG_MODOZ_IOL_IS v]

Source Length: 3 1S~ (Bytes)

szfe [4b | (Hex) Class: (HeX)  pestination [MSG_MOD02_TOL_I¢ |
Instance:IZ] Attribute: D (Hex) it i Naw'i'ag... ]

X

O Enable O Enable Waiting O Start ® Done Done Length: 2
O Error Code: Extended Error Code: [JTimedOut ¢
Error Path: MOD02_IOL_XP
Error Text :
| Abbrechen Ubemehmen Hilfe
Figure 8.22

The index 0x003C and subindex 0x01 of the IO-Link device parameter are set in the Little-

Endian format of EtherNet/IP in the source data:

= MSG_MOD02_IOL_ISDU_SRC_READ () ..} |Hex [SINTS]
+ MSG_MOD02_IOL_ISDU_SRC_READI[0) 16#3c Hex |SINT
& MSG_MOD02_IOL_ISDU_SRC_READI[1) 16800 Hex [sINT
+ MSG_MOD02_{OL_ISDU_SRC_READ[2) 16801 Hex [SINT
Figure 8.23

The response data of the 10-Link device can be found in the target element. In the following
example, the received value is of type UINT in the Big-Endian format of 10-Link, 0x0546 =

1350:

= MSG_MOD02_IOL_ISDU_DST_READ ) ..} |Hex [SINT(8]
+ MSG_MOD02_IOL_ISDU_DST_READ{0] 16#05 Hex [SINT
+ MSG_MOD02_I0L_ISDU_DST_READ1] 16846 Hex [sINT

Figure 8.24
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Commissioning with Modbus

Preparation

Device identification

With each MODBUS client, the server can be reached to obtain identification data such as
manufacturer name, product code, and revision.

Register Length Description Default Access
401025 1 “"Version major" device firmware - RO
401026 1 "Version minor" device firmware - RO
401027 32 Name of the IO-Link device - RO
401043 1 Source of the IP address: - RO
0: DHCP
1: Static
401044 2 IP address of the device - RO
401046 3 MAC address - RO
401047 1 Active TCP connections - RO
Table 9.1
1.Read-only
MAC Addresses

The modules have three assigned MAC IDs when they are delivered. These are unique and
cannot be changed by the user.

The first assigned MAC ID is printed on the module.

Modbus function codes

The device supports the following Modbus function codes:

e Function code 03 (0x03) - Read Multiple Holding Registers
* Function code 06 (0x06) - Write Single Holding Registers
* Function code 16 (0x10) - Write Multiple Holding Registers

Write access to holding registers depends on the device properties and the configuration of the
holding register.

Factory Settings

Modbus TCP parameters as supplied or after resetting to factory settings.

Network mode: DHCP

Fixed IP address: 192.168.1. XXX (XXX = rotary switch position
or last stored setting)

Subnet mask: 255.255.255.0

Gateway address: 0.0.0.0

Device names: ICE11-8I0L-G60L-V1D

Product type: Modbus TCP server

F3PEPPERL+FUCHS
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Setting network parameters

Use the two right-hand rotary switches X10 and X1 on the front of the device to set the last
octet of the static IP address. Each rotary switch in the Modbus TCP area is assigned a decimal
place, so that a number between 0 and 99 can be configured. During startup, the position of the
rotary switches is typically read within a time cycle.

The full IP address, subnet mask, gateway address and network mode’ can be configured via
the web server or other available configuration interfaces. New configuration interfaces cannot
be applied until the device is restarted. For more information, see chapter 5.4.

Configuration

The module supports Modbus via a standard TCP network. It is possible to establish 4 to 8
socket connections with devices.

Configuration Parameters

The parameters of the device can be configured using function codes 06 and 16, depending on
the features and the intended functionality of the holding register. To prevent malfunctions of
the device, a register acts as an interlock switch.

Register Length Description Default Access

400512 |1 The configuration registers described below can only| 0 RwW1
be created if 1 is written.

If 0 is written, the updated configuration is applied by
the device.

The change must be recorded:

0 to 1: Registers described below are set to "RW"

1 to 0: Apply configuration

400593 |1 Report U /Upayx Supply Voltage Fault 0 RW
0 = U /Upyyx supply voltage fault report enabled
1 = U /Upyx supply voltage fault report disabled
2 = Auto

400594 |1 Report actuator fault without U /U 5yx voltage 0 RwW
0 = Fault report for actuator without U /U voltage

enabled
1 = Fault report for actuator without U, /U 5 voltage

disabled

400595 |1 Report Ug voltage fault 0 RwW
0 = Ug voltage fault report enabled
1 = Ug voltage fault report disabled

400596 |1 Reserved 0

400597 |1 Output auto restart 0 RW
0 = Auto restart of outputs disabled
1 = Auto restart of outputs enabled

400598 |1 Web interface lock 0 RwW
0 = Web interface lock disabled
1 =Web interface lock enabled

400599 |1 Force mode lock 0 RW
0 = Force lock disabled
1 = Force lock enabled

1.DHCP or BOOTP
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Register Length Description Default Access

400600 |1 External configuration lock 0 RwW
0 = External configuration lock disabled
1 = External configuration lock enabled

Table 9.2

1.Read/write

Force Mode Lock

The input and output process data can be forced via various interfaces.! Interface support
depends on the software features available. If force mode lock is activated, no input process
data or output process data can be forced via these interfaces.

Danger!
Risk of injury or death!

Unsupervised forcing can lead to unexpected signals and uncontrolled machine movements.

Web Interface Lock

Access to the web interface can be set. If web interface lock is activated, the web pages are no
longer accessible.

Report U /Upyx Supply Voltage Fault
During commissioning, it is possible that no electric power supply is connected to the U /Uayx

pins. It may therefore be helpful to suppress and deactivate the U, /U x supply voltage fault
message.

Report Actuator Fault Without U, /U 5y Voltage

During commissioning, it is possible that no electric power supply is connected to the U /Uayx

pins. It may therefore be helpful to suppress and deactivate the report actuator fault without
U /Upux voltage message.

Report Ug Voltage Fault

During commissioning, it is possible that no power supply is connected to the Ug pins. It may
therefore be helpful to suppress and deactivate the report Ug voltage fault message.

External Configuration Lock

Configuration parameters can be set via various alternative interfaces. An external configura-
tion can only be made as long as no cyclic PLC connection is active. Each new PLC configura-
tion overwrites the external configuration settings.

Channel Settings

Register Length Description Default Access
400513 to 1 DO Surveillance Timeout 0 Rw!
400528 Port X1 Ch A to Port X8 Ch B

Valid values: 0 to 255
400529 to 1 DO Failsafe 0 RW
400544 Port X1 Ch A to Port X8 Ch B

0: Set Low

1: Set High

2: Hold Last

1.e.g., web interface, REST, OPC UA, MQTT
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Register Length  Description Default Access

400545 to 1 DI Filter 0 RW
400560 Port X1 Ch Ato Port X8 Ch B
0: Disabled

1:1ms

2:2ms

3:3ms

4:6ms

5:10 ms

6:15ms

400561 to 1 DI Logic 0 RW
400576 Port X1 Ch A to Port X8 Ch B
0: Normally open

1: Normally closed

400577 to 1 DO Restart 1 RW
400592 Port X1 Ch Ato Port X8 Ch B
0: Inactive

1: Active

Table 9.3

1.Read/write

DO Surveillance Timeout

The digital output channels are monitored during runtime. The error states are detected and
reported as a diagnosis. To avoid error states when switching the output channels, Surveillance
Timeout can be configured with a delay and deactivated monitoring.

The delay time begins with a rising edge of the output control bit. After the delay time has
elapsed, the output is monitored and error states are signaled via diagnostics. If the channel is

permanently switched on or off, the typical filter value is 5 ms.!
DO Failsafe

The module supports a failsafe function for the channels used as digital outputs. In the event of
an internal device error, the PLC is in the STOP state and cannot supply any valid process data.
The connection is interrupted or communication is lost. The outputs are controlled according to
the configured failsafe values.

Set Low:

If failsafe is active, the physical output pin of the channel is set to "Low".2

Set High:

If failsafe is active, the physical output pin of the channel is set to "High".3

Hold Last: If failsafe is active, the physical output pin of the channel maintains the last valid pro-
cess data status.*

DO Restart Mode

In the event of a short-circuit or overload on an output channel, a diagnosis is signaled and the
output is switched to "off."

If DO Restart Mode is deactivated, the output channel is not automatically switched on again. It
can be switched on after a logical reset of the channel's process output data.

1.not changeable
2."0"

3."1"

4."0"or"1"
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If DO Restart Mode is activated for this channel, the output is automatically switched on again
after a fixed time delay to check whether the overload or short-circuit status is still active. If it is
active, the channel is switched off again.

DI Logic

The logical state of an input channel can be configured using these parameters. If a channel is
set to "Normally Open," a low signal is transferred to the process input data, e.g., if an
undamped sensor has an open switching output.

If a channel is set to "Normally Closed", a high signal is transferred to the process input data,
e.g., if an undamped sensor has a closed switching output.

The channel LED indicates the physical input state of the port pin, regardless of these settings.
DI Filter

These parameters can be used to configure a filter time for each digital input channel. If a filter
is not required, it can be deactivated.

I0-Link Port 1 to 8 — settings

Register Length Description Default Access
401513 64 IO-Link Ch. 1 Settings - Rw!
401577 64 I0-Link Ch. 2 Settings - RwW
401641 64 I0-Link Ch. 3 Settings - RwW
401705 64 I0-Link Ch. 4 Settings - RwW
401769 64 IO-Link Ch. 5 Settings - RwW
401833 64 IO-Link Ch. 6 Settings - RW
401897 64 IO-Link Ch. 7 Settings - RW
401961 64 IO-Link Ch. 8 Settings - RW
Table 9.4

1.Read/write

Register Length Description Default Access
402025 16 IO-Link Ch. 1 Serial no. 0 RO
402041 16 IO-Link Ch. 2 Serial no. 0 RO
402057 16 IO-Link Ch. 3 Serial no. 0 RO
402073 16 IO-Link Ch. 4 Serial no. 0 RO
402089 16 IO-Link Ch. 5 Serial no. 0 RO
402105 16 IO-Link Ch. 6 Serial no. 0 RO
402121 16 IO-Link Ch. 7 Serial no. 0 RO
402137 16 IO-Link Ch. 8 Serial no. 0 RO

Table 9.5

1.Read-only
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Detailed channel settings:

The following example for channel 1 shows all possible port settings for IO-Link. The values are
identical for all 8 ports.

Register
401513

Length Description

1

Port mode

0 = Disabled

1 = Manual 1O-Link
2 = Auto |10-Link

3 = Digital input

4 = Digital output

Default Access

3

RW!

401514

Validation and Backup

0: No device check, no data storage

1: Type-Compatible V1.0 Device, No Data Storage
2: Type-Compatible V1.1 Device, No Data Storage
3: Type-compatible V1.1 device with backup +
restore, download + upload

4: Type-compatible V1.1 device with restore, down-
load master to device

RW

401515

IQ mode

0 = Disabled

1 = Digital input
2 = Digital output

RW

401516

Cycle Time

: As fast as possible
;1.6 ms

3.2ms

4.8 ms

8.0 ms

20.8 ms

:40.0 ms

:80.0ms

:120.0 ms

oNORON2O

RW

401517

Manufacturer ID/vendor ID
0to 65535

RW

401518

Device ID
0to 16777215

RW

401520

Swapping mode, producing:
0: Raw IO-Link data
1t016:1to 16 WORD

17 to 24: 1 to 8 DWORD
0to 30 bytes

RW

401521

Swapping mode, consuming:
0: Raw IO-Link data
1t016:1to 16 WORD

17 to 24:1 to 8 DWORD

0to 30 bytes

RW

401522

Swapping offset, producing
0to 30 bytes

RW

401523

Swapping offset, consuming
0to 30 bytes

RW

401524

Pin2 LED activated
0: Inactive LED on channel B
1: Active LED on channel B

RW

401525

Suppress all diagnoses
0: Create diagnoses on this channel
1: Do not create any diagnoses on this channel

RW

I3 PEPPERL+FUCHS
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Register Length Description Default Access

401526 1 Failsafe mode 2 RW
0: Set Low
1: Set High
2:Hold Last

3: Replacement Value?

401527 32 IOL Failsafe replacement values 0 RW

401559 1 Use Push-Pull for pin 4 0 RW
0: Use High-Side-Switches
1: Use Push-Pull

401560 1 Reserved 0

401561 1 Pin 4 current limit 4 RW
0:U,05A
1:U,1.0A
2:U,1.5A
3:U,2.0A
4:U, max.4 A

401562 1 Pin 2 current limit 4 RW
0:U,0.5A
1:U,1.0A
2:U,1.5A
3:U,2.0A
4:U, max.4 A

401563 to | 14 Reserved 0
401576

Table 9.6

1.Read/write
2. Transmitted via offset 14—-46

Port mode

The port mode describes how the 10-Link master handles the presence of an IO-Link device on
the port.

Disabled:

The 10-Link port is deactivated, but can be configured for later use. If the I0-Link device is not
connected, no diagnostics are generated.

Manual 10-Link:

The IO-Link port is activated and an explicit port configuration can be made for the parameters
Validation and Backup1, Vendor ID, Device ID, and Cycle Time.

Auto |0-Link:

The 10-Link port is activated and no explicit port configuration is required. Configurations such
as Validation and Backup, Vendor ID, Device ID, and Cycle Time are not required.

Digital input:

In this mode, the channel operates as a digital input. The status of the channel can be seen in
the Digital Input Channel Status of the cyclical process data.

1.Inspection Level
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Digital output:
In this mode, the channel operates as a digital output. The channel can be controlled via the

Digital Output Channel Control’ or via the 10-Link Output Data? of the cyclical process data.
This depends on the Digital Output Control parameter in the General Settings.

Validation and Backup

This parameter enables the user to set the behavior of the IO-Link ports in relation to the type
compatibility and data storage mechanism of the connected IO-Link device.

The prerequisite for using Validation and Backup is that you configure the port mode to "IO-Link
Manual."

The IO-Link master has a backup memory that can be used to save device parameters and
restore them to the 10-Link device. This backup memory is emptied by the following actions:

* |O-Link master factory reset (reset to factory settings)
* Reconfiguration of the Channel Mode, for example from "Digital Input" to "IO-Link"

* Reconfiguration of validation and backup, for example from "No device check" to "Type
compatible V1.1 device with Backup & Restore"

For more information, please refer to the "lO-Link Interface and System Specification" version
1.1.3, which can be downloaded from https://io-link.com/.

No Device Check (No Data Storage)

No verification of the connected manufacturer ID or device ID and no "backup and restore" sup-
port of the IO-Link master parameter server.

Type-Compatible V1.0 device (No Data Storage)

Type-compatible with regard to IO-Link specification V1.0, which includes the validation of
manufacturer ID and device ID. The 10-Link specification V1.0 does not support an 10-Link
master parameter server. Type-compatible V1.1 device (no data storage): Type-compatible
with regard to 10-Link specification V1.1, which includes the validation of manufacturer ID and
device ID. Backup and Restore is deactivated.

Type-Compatible V1.1 Device with Backup + Restore (Upload + Download)

Type-compatible with regard to IO-Link specification V1.1, which includes the validation of
manufacturer ID and device ID. Backup and Restore is activated.

Please note the following information on backup and restore conditions:

e Backup (device to master):

A backup3 is performed if an 10-Link device is connected and the master has no valid
parameter data. The read parameter data is saved permanently on the 10-Link master.

An upload is also executed if the 10-Link device has set the DS_UPLOAD_FLAG.* This
IOL device flag can be set in two ways:

* Parameters are written to an IOL device in block parameter mode: An 10-Link device
sets the DS_UPLOAD_FLAG independently if the block parameter mode parame-
ters have been written to the IO-Link device with the last system command Param-
DownloadStore, for example, by a third-party USB 10-Link master for
commissioning.

* Parameters are written to an IOL device in single parameter mode: If single parame-
ter data on the IOL device is changed during operation, the device parameters
stored on the IOL master can be updated using the ParamDownloadStore com-

mand.® This command sets the DS_UPLOAD_REQ flag on the IOL device, so the
IO-Link master can perform an upload process from the I10-Link device.

1.the first two bytes of the output data

2.the first byte of the output data of each 10-Link device
3.Upload from the IOL device to the IOL master

4.Data Storage Upload Flag

5.Index 0x0002, sub-index 0x00, value 0x05
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* Restore (master to device):

Arestore is executed if an 10-Link device is connected and the 10-Link master has saved
valid parameter data for the IOL device that does not correspond to the current device
parameters.

The recovery process can be blocked by the I0-Link device via the Device Access Locks

parameter, provided this is supported by the IO-Link device?
Type-Compatible V1.1 device with Restore (Download Master to Device)

Type-compatible with regard to 10-Link specification V1.1, which includes the validation of ven-
dor ID and device ID. Only "Restore" is activated.

Please note the following information on restore conditions:

* Restore (download/IOL master to IOL device):
A restore (download from the IOL master to the IOL device) is executed if an 10-Link
device is connected and the 10-Link master has saved valid parameter data for the IOL
device that does not correspond to the current device parameters.
In restore mode, no changes to the IOL device parameters are saved permanently on the
IOL master. If the IOL device sets the DS_UPLOAD_FLAG in this mode, the device
parameters are restored by the IOL master.
The recovery process can be blocked by the IO-Link device via the Device Access Locks
parameter, provided that this parameter is supported by the IOLink device (index 0x000C,
refer to the manufacturer-specific I0-Link device documentation).

IQ mode

The operating mode of pin 28 of the respective IO-Link channel can be configured using this
parameter.

Digital Output

In this mode, the channel operates as a digital output. The channel can be controlled via the

Digital Output Channel Control* or via the 10-Link Output Data® of the cyclical process data.
This depends on the Digital Output Control parameter in the General Settings.

Digital Input
In this mode, the channel operates as a digital input. The status of the channel can be seen in
the Digital Input Channel Status of the cyclical process data.

Cycle Time

The 10-Link cycle time can be configured with this parameter.

The prerequisite for using the cycle time is that you configure the port mode to "lO-Link Man-
ual."

As Fast as Possible

The IO-Link port uses the max. supported |0-Link device and IO-Link master update cycle time
for the cyclical I/O data update between the IO-Link master and the IO-Link device.

1.6 ms, 3.2 ms, 4.8 ms, 8.0 ms, 20.8 ms, 40.0 ms, 80.0 ms, 120.0 ms

The cycle time can be set manually to the options provided. This option can be used, for exam-
ple, for 10-Link devices that are connected via inductive couplers. Inductive couplers are usu-
ally the bottleneck in the update cycle time between the I0-Link master and the 10-Link device.
In this case, please refer to the datasheet of the inductive coupler.

1.Download from IOL master to IOL device

2.Index 0x000C, refer to the manufacturer-specific I0-Link device documentation
3.Channel B

4.the first two bytes of the output data

5.the first byte of the output data of each 10-Link device
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Manufacturer ID/vendor ID

The vendor ID is required for the validation of the 10-Link device and can be configured with
this parameter.

The prerequisite for using the vendor ID is that you configure the port mode to "IO-Link Man-
ual." Validation and Backup must be set to a type-compatible V1.X device.

Device ID

The device ID is required for the validation of the I0-Link device and can be configured with this
parameter.

The prerequisite for using the device ID is that you configure the port mode to "IO-Link Man-
ual." Validation and Backup must be set to a type-compatible V1.X device.
Swapping mode

The byte order of IO-Link is Big Endian. The Swapping Mode and Swapping Offset parameters
help the user to set the output data in the correct format. Up to 16 "words" or up to 8 "double
words" can be selected for conversion of the output data.

Raw 10-Link Data

No "byte swap".

Data Type DWORD

Data byte order: Byte 1, Byte 2, Byte 3, Byte 4
Sequence after "Swap": Byte 4, Byte 3, Byte 2, Byte 1
Data Type WORD

Data byte order: Byte 1, byte 2

Sequence after "Swap": Byte 2, Byte 1

Swapping Offset

The Swapping Offset describes the starting point in the process data for use of the configured
Swapping Length. Both parameters depend on the configured input and output data size.

IOL Failsafe

The module supports a failsafe function for the output data of the 10-Link channels. In the event
of an internal device error, the PLC is in the STOP state and cannot supply any valid process
data; the connection is interrupted or communication is lost: The output data of the 10-Link
channels is controlled by the configured failsafe values.

Set Low

If failsafe is active, all bits of the 10-Link output data are set to "Low".!

Set High
If failsafe is active, all bits of the I0-Link output data are set to "High" .2
Hold Last

If failsafe is active, all bits of the 10-Link output data maintain the last valid process data
status.3

1.mQ"
o nqn
3."0" or "{"
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Replacement Value

A substitute value can be set for each 10-Link device via the 10-Link failsafe parameter object.
If failsafe is active, these substitute values are transmitted to the I0-Link device. The currently
configured IO-Link output data size must be taken into account. Note that in the case of a fault,
the substitute values are sent instead of the output process data, so a configured swapping
mode has an influence on the byte order.

10-Link Master Command
If failsafe is active, an 10-Link-specific mechanism for valid/invalid output process data is used
and the 10-Link device determines the behavior itself.

IOL Failsafe replacement values

32 inventory registers set 32 replacement values byte by byte. If failsafe is active, these values
are transmitted to the 10-Link device.

Serial number

Starting with 402025, the desired 10-Link device serial number can be written to the holding
registers. Each serial number can contain a maximum of 32 bytes. Each 10-Link channel is
assigned 16 registers.

Process Data Assignment

The module supports process data communication in both directions. In this context, "consum-
ing data" is defined as the process output data that controls the physical outputs and 10-Link
output data. In this context, "producing data" is defined as the process input data that contains
the physical inputs, diagnoses and 10-Link input data with optional extended status and event
data.

The data images for the data direction of consuming and producing data, which are assigned to
the output and input assemblies, are described below.

Consuming data, output

Register Length Description Default Access
400001 16 Output Port 1 process data - RW!1
400017 16 Output Port 2 process data - RwW
400033 16 Output Port 3 process data - RwW
400049 16 Output Port 4 process data - RwW
400065 16 Output Port 5 process data - RwW
400081 16 Output Port 6 process data - RwW
400097 16 Output Port 7 process data - RwW
400113 16 Output Port 8 process data - RwW
Table 9.7

1.Read/write

Each holding register contains two bytes of output data. Valid process data values depend on
the port configuration.

Example for consuming data

Port Mode Valid output data is written

1 IO-Link 1 Byte Output Least significant 1 Byte of 400001
2 Digital output Least significant Bit' of 400017

3 IO-Link 4 Bytes Output
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Port Mode Valid output data is written
4 I0-Link 16 Bytes Output Every 2 bytes on registers 400049 to 400057
5 I0-Link 32 Bytes Output Every 2 bytes on registers 400065 to 400080
Table 9.8
1.Bit0

Producing data, input

Register Length Description Default Access
400257 16 Input Port 1 process data - RoO!
400273 16 Input Port 2 process data - RO
400289 16 Input Port 3 process data - RO
400305 16 Input Port 4 process data - RO
400321 16 Input Port 5 process data - RO
400337 16 Input Port 6 process data - RO
400353 16 Input Port 7 process data - RO
400369 16 Input Port 8 process data - RO

Table 9.9

1.Read-only

Each holding register contains two bytes of input data. Valid process data values depend on the
port configuration.

Example for producing data

Port Mode Valid output data is written
1 IO-Link 1 Byte Input Least significant 1 Byte of 400257
2 Digital Input Least significant Bit! of 400273
3 IO-Link 4 Bytes Input Every 2 bytes on registers 400289 to 400290
4 I0-Link 16 Bytes Input Every 2 bytes on registers 400305 to 400312
5 IO-Link 32 Bytes Input Every 2 bytes on registers 400321 to 400336
Table 9.10
1.Bit0

Channel B as a digital output

Register Length Description Default Access
400436 1 PIN 2, Channel B as DO’ - RW?
Table 9.11
1.bit by bit

2.Read/write

This holding register represents the values of channel B, pin 2 of the IO-Link Class A connec-
tion bit by bit. Values written to this register only have an effect if channel B is configured as a
digital output.
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Ch. B digital output

400436 b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl bo
Byte 1 N/A | N/A | NJA | N/A | N/A | N/A |N/A |[N/A | X8 | X7 | X6 |[X5 |X4 |X3 |X2 |X1
Table 9.12

Channel B as a digital input

Register Length Description Default

4004365 1 PIN 2, Channel B as DI’ - RW?2
Table 9.13
1.bit by bit

2.Read/write

This holding register represents the values of channel B, pin 2 of the IO-Link Class A connec-
tion bit by bit. Values written to this register only have an effect if channel B is configured as a
digital input.

Ch. B digital input

400435 b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl bo
Byte 1 N/A | N/A | NJA | N/A | N/A | N/A |N/A |[N/A | X8 | X7 | X6 |[X5 |X4 |X3 |X2 |X1
Table 9.14
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10.1

10.2

I3 PEPPERL+FUCHS
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Preparation

The configuration and commissioning process for the modules described over the following
pages was performed using TIA Portal V15 project planning software from SIEMENS. When
using a control system from a different control system provider, please refer to the correspond-
ing documentation.

GSDML File

To configure the modules in the control system, you need a GSD file in XML format. You can
download this file from our website at https:/www.pepperl-fuchs.com.

The file for the PROFINET modules is named GSDML-V2.41-Pepperl+Fuchs-ICE11-yyyym-
mdd. In this case, yyyymmdd is the issue date of the file.

Integrate the GSDML file into the TIA Portal using the GSD manager via the main menu
"Options > Manage general station description files (GSD)." The modules with a PROFINET
interface are then available in the hardware catalog.

D4 Siemens - C:Wsers\krato\Documents\Software\lO-ModuleUCE1-810L-G60L-V1D\PROF
Project Edit View Insert Online | Options |Tools P

Of (Y Bl saveproject Sh ¥ 2z 0 ¥ Settings

Proje ! Support packages
> I bévices I Manage general station description files (GSD)
; Start Automation License Manager
*] Show reference text
v | 1 57-1200_ICE1-8IOL LL] Global libraries >
Figure 10.1
MAC Addresses

The modules have three assigned MAC IDs when they are delivered. These are unique and
cannot be changed by the user.

The first assigned MAC ID is printed on the module.
SNMP

The modules support the SNMP Ethernet network protocol (Simple Network Management Pro-
tocol). The information from the network management system is displayed in accordance with
MIB-II (Management Information Base), which is defined in RFC 1213.

Passwords:
Read community: public
Write community: private

Configuration Example

The configuration and commissioning process for the modules described over the following
pages was performed using TIA Portal V15 project planning software from SIEMENS.

Note
To configure a module in the control system, you need a GSDML file.

137



ICE11-8I0L*-G60L-V1D
Commissioning for PROFINET

10.2.1

138

1.

Integration of PROFINET 10 Modules in the TIA Portal

Install the GSDML file for the desired module in the TIA portal.

L9 Once the GSDML file for the PROFINET modules has been installed, the modules are avail-
able in the TIA portal hardware catalog.

Options

+ | Catalog

[t

g Filter Profile: | -<All=

=i

» [ Contrallers

¥ (=3 HMI
r [i PC systems
v (1 Drives & starters

b [i Metwork components
» ([ Detecting & Monitoring
» [ Distributed 110

b (i Field devices
- [i Other field devices

~ [l FROFINETIO
b [i Drives
» [ Encoders
L [i Gateway

« [ 1io

v [ Balluff GmbH

» [ Datalogic S.r.L.
v [ Murrelektronik
b [E Pepperl+Fuchs

b [i Power supply & distribution

» [ Additional Ethernet devices

b [i Belden Deutschland GrbH - Lumberg A..

» ([ Pepperl+Fuchs GmbH
~ [l Pepperl+Fuchs SE
- [i Pepperl+Fuchs ICE11

BIOL-G60LAV1D

Figure 10.2
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2.

3.
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Click on the desired module in the hardware catalog. Drag and drop the module into the
network view.

57-1200_ICE11-810L » Devices & networks

| & Topology view  [db N view ITL[Deviceview_|
B EEEE =]

Q10 system: PLC_1200.PROFINET 10-System (100) E

5% Nework| | § Connections [HM connection

1L}
PLC_1200 ICE11-8I0L-G6... - )
CPU 1215C ICE11-B10L-G60... [ FREHEEE
Hot assigned

PLC_1200.PROFINET 10-5... 3

Figure 10.3
Assign the module to the PROFINET network.

$7-1200_ICE11-8I0L_V16 » Devices & networks

[ Topology view | Network view [II¥ Device view |
EiCC I - =117 O ] 54 | | Topology overview | Topology comparison |
~
=
‘2| Device i port slot Partner station  Par...
PLC_1200 ICE11-810L-G6... ~ §7-12005ttion_1
CPU1215C ICE11-8I0L-G60.... ¥ PLC_1200 1
PLC 1200 ~ PROFINETSchnittstelle_1 11
Port_1 ixip
‘ " Port 2 1X1P2
« ~ GSD device_1
I v ICE11-8I0LG6O0LVID 0:PR..
L v PNHO 0:PR..
Port X01 100 MBitis 0:PR...
Port X02 100 MBitis O:PR...
vl
< n [>] [1o0% ¥ % <1 [ >

Figure 10.4
Switch to the device configuration.

Select the desired device to view the configuration options.

[ Topology view | b Network view _[Y Device view |

& [ensocsnopcend=] @ B [G]H0] &2 S | [ Device overiew |
L 2 i modue B 1eddies |Qessies Type Arsicle number Fumuare  Com._
& = - KEHSOLGELID om KESIOLGILN.. 70126527 V100
& » R o ICET 1 SI0LGHLN_
@o‘ v ok et 1 10Link Mazter 10
SwaKons Module Ro 13 13 Swwsionseined. e

HOLink ¥ 32732 Bytes + PO (A) | Diginal
HO-Uink ¥ 32732 Bytes + P4 (A) [ Diginal
L) HO-Link W) 32132 Bytes « POH(A) [ Digital
HO-Link WO 32783 Bytes + PO (A) | Digital

0. 62100 6899 IOinkVD3O2B_
10 101132 100_131 1O-Uink ¥O 32028
10 134166 132163 10-Link VO 32028
M 167196 164195 O-Link UO 3028
VKL 00 23D 196,227 KOAink WO X028
T L IIID6S 228259 KOAink VO X0
10 M4 IPE 260,291 IO4ink VO JIO2E.
10 29331 202333 1Oink U032 B

o-Link K D232 By« PEH (R) [ Digital
Ho-Link 0 D232 By = 1 (R) ] Digital
¥o-Link D) 32132 By = H (R0 Digital
HO-Link MO 32132 Bytes - POH (A) / Dagnal

ovooaaaaoovog

Figure 10.5

Assignment of a Device Name and IP Address

Assignment of a unique device name and IP address

PROFINET IO devices are addressed in the PROFINET network via a unique device name.
This can be freely assigned by the user but must appear only once in the network.

Click on the device icon or in the first line of the device overview.

Lo The settings for PROFINET interface > Ethernet addresses opens
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ot

Figure 10.6
Verify that the controller and I/O device are on the same ETHERNET subnet.
Either use or modify the device name and IP address defaults.

For a correctly working setup, the selected device name must be programmed online in the 1/0
device. If the HW has been installed, you can easily switch to online mode. The new I/O device
should already be accessible via PROFINET.

Figure 10.7
Enter the same device name that you previously configured offline in the project.

Leanh in projests

ﬂ (=] |- cagnosses
General
| - Fumstions
i Assign I® address
L interiaces.
» [ COM<2 (B3390 multenaster eable] L]
» [ COMPES 23 mubs master cable] Ll
= [ Iened®) Exhereset Connectien () 21901 LA
By vpdone ascessible devices
i Display more inkormatien
» [ e 1200 [10.0.255.00)
= [ ice1 1-8kckgeci1d [10.0.255.02]
3 .
3 -
'+ L i) wineles s AC #5660 1600 -
» O -
» Cyuse sy -
< W B0 n

Figure 10.8

n Note

Using a modified device name is not recommended for clarity reasons.
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10.2.3

Configuring the 10-Link Channels

By default, all channels are preconfigured as IO-Link I/0O 32/32 bytes + PQI according to 10-
Link specification V1.1.3.

Presetting the Channels

IDe'uice overview I

Y Module Fail-safe |Rack  |Slot Iaddress | Q address Type Article number
~ ICE11-8I0LGS0LVID o 0: PROFINET Interface ICE11-8I0L-GEOLVID 70146527
L ] o 0: PROFINET Interiace X1 ICE11-8I0L-GEOLVID
* 10Link Master_1 o 1:10 System 1. 10-Link Master
Status/Control Module ] 1:10 System 1.1 2.3 2.3 Status/Control Module
10-Link IiQ 32132 Bytes + POI (A) | Digital (B) o 1:10 System 1.2: Port X1 68..100 68.99  10-Link 110 32/22 Bytes = PQI (A) | Digital (&)
ID-Link /0 32/32 Bytes + PQI (A} / Digital (B)_1 o 1:10 System 1.3: Port X2 101..133 100..131 10-Link 110 32/32 Bytes + PQI (A) I Digital (8)
10-Link liQ 32732 Bytes + PQI (A) I Digital (B)_2 ] 1:10 Syztern 1.4: Port X3 134..166 132..163 10-Link IO 32/32 Bytes + PQI (A) | Digital (8)
10-Link 10 32132 Bytes + PQI (A} / Digital (B)_3 o 1:10 Systemn 1.5: Port X4 167..199 164..195 10-Link 110 32132 Bytes + PQI (4) I Digital (8)
10-Link 1O 3232 Bytes + PQI (A} | Digital (B)_4 o 1:10 System 1.6: Port X5 200..232 196..227 10-Link 110 32/32 Bytes = PQI (A) ] Digital (8)
10-Link IO 32132 Bytes + PQI (A} | Digital (B)_S o 1:10 System 1.7: Port X6 233..265 228..259 10-Link 110 32/32 Bytes < PQI (A) | Digital (&)
ID-Link i0 32/32 Bytes + PQI (A} / Digital (B)_6 o 1:10 System 1.8: Port X7 266..298 260..291 10-Link /0 32132 Bytes + PQI (A) I Digital (&)
10-Link 0 32132 Bytes + PQI (A} | Digital (B)_7 ] 1:10 Systemn 1.9: Port X8 299..331 292..323 10-Link 110 32132 Bytes + PQI (A) I Digital ()

Figure 10.9

The IO-Link channels (C/Q or channel A/pin 4 of the 1/0 port) in sub-slots 2—-9 (port X1 of the
device corresponds to sub-slot 2, ..., port X8 of the device corresponds to sub-slot 9) can be
configured flexibly.

The input and output addresses defined by the hardware manager can be changed.

Deleting an 10-Link Channel Configuration

Device Overview

To delete one or more I0-Link channels, select the desired |0-Link channel in "Device View."

| Device overview

¥ Module Fail-safe |Rsck  Slot I address | Q address | Type Anicle number
- ICE11-8I0L-GEOLVID 0 0: PROFINETInterface ICE11-8I0L-GEOLVID 70146527
> PNAO [ 0: PROFINETInterface X1 ICE11-8I0L-GEOLVID
= 10Link Master_1 1] 1: 10 System 1. 10-Link Mazter
StatusiControl Module ] 110 System 1.1 2.3 2.3 StatusiControl Module
10-Link O 32/32 Bytes + PQI (A} / Digital (B) ] 1:105ystem 1.2: Port X1 68..100 68.99  I0-Link VO 32132 Bytes + PQI (A) I Digital (B)
10-Link VO 32/32 Bytes =« PQI (A) / Digital (B)_1 ] [1:10 System 1. 3: Port X2 101..133 100..131 [I0-Link VO 32/32 Bytes = PQI (A) ] Digital (8)
10-Link /O 32132 Bytes + PQI (4) | Digital (B)_2 | |lo 1:10System 1.4: Port X3 | 134,166 132..163 10-Link O 32/32 Bytes + PQI (A) | Digital (B)
10-Link O 32132 Bytes + PQI (A} / Digital (8)_3 | |0’ {1210 System 1.5: Port X4 167..199 164..195 [[O-Link VO 32132 Bytes + PQI (A) | Digital (B}
10-Link U0 32132 Bytes + POI (4) | Digital (B)_4 o 1:10 System 1.6: Port X5 200..232 196..227 10-Link VO 32132 Bytes + PQI (A} / Digital (B)
10-Link O 32132 Bytes + PQI (A) / Digital (B)_5 [ 1:105ystem 1.7: Port X6 233..265 228..259 |0-Link VO 32132 Bytes + PQI (A) I Digital (B)
10-Link VO 32132 Bytes + PQI (A) / Digital (B)_6 ] 1:105ystem 1.8: Port X7 266..298 260..291 |0-Link VO 32132 Bytes + PQI (A) I Digital (B)
I10-Link VO 32032 Bytes + PQI (A) 1 Digital (B)_7 o 1:105ystem 1.9: Port X8 299..331 292..323 10-Link VO 32/32 Bytes + PQI (A} / Digital (B)

Figure 10.10

Free 10-Link Channels

Right-click on this entry. From the menu that appears, select the Delete option.

| Device overview

¥¢ Module Fail-safe Rack  Slot I address | Q address | Type Article number
| * ICE11-8I0L-GEOLVID o 0: PROFINET Interface ICE11-810L-GEOLV1D T0126527
» PNHO o 0: PROFINET Interface X1 ICE11-810L-GEOLVID
* 10Link Master_1 ] 1:10 Systemn 1. 10-Link Master
StatusiControl Module o 1:10 System 1.1 2.3 2.3 StatusiContrel Module
10-Link IO 32/32 Bytes + PQI (A} I Digital (B) 0 1:10System 1.2: PortX1 68..100 68..99  1O-link IO 32132 Bytes + PQI (A) I Digital (B)
o 13:Port X2
o 14: Port X3
o 1 5: Port X4
o 1 6: Port X5
10-Link IFQ 32/32 Bytes + PQI (A) I Digital (B)_5 o 1:10 Systern 1.7: Port X6 233..265 228..259 10-Link O 32/32 Bytes + PQI (A} / Digital (B)
10-Link IiQ 32/32 Bytes + PQI (A) I Digital (B)_6 o 1:10 Systern 1.8: Port X7 266..298 260..291 10-Link 1i0 32/22 Bytes + PQI (A) / Digital (B)
10-Link iQ 32/32 Bytes + PQI (A) I Digital (B)_7 o 1:10 System 1.9: Port X8 299..331 292.323 10-Link 10 32/32 Bytes + PQI (A) | Digital (B)

Figure 10.11

I3 PEPPERL+FUCHS

141




ICE11-8I0L*-G60L-V1D
Commissioning for PROFINET

142

Creating an 10-Link Channel Configuration
1.

The 1/0 Module Submodules folder in the hardware catalog displays all configurable options

that can be selected.

10-Link Channel Configuration

v | Catalog

| e
[ Filter Profile: | <All> HE

v[i Submodules

Al tClass A (X1-X8) - Digita HO
[l igital in (2} i Digital (B)
[l pigital Out (8) i Digital (B)

« [l Class A (X1-%8) - 10-Link IniDut
[l 10-Link 110 111 Byte + PQI (4) ] Digital (8)
m IC0-Link I/O 1/4 Bytes + PQI (A} i Digital (B}
[l 1o-Link 11D 16116 Bytes + FQI (A} | Digital (B)
m IO-Link I/D 2{2 Bytes + PQI (A} [ Digital (B}
u IC0-Link I/O 2/8 Bytes + PQI (A} [ Digital (B}
[l 1o-Link /D 24124 Bytes + PQI (A} | Digital (B)
m I0-Link /D 3/2 Bytes + PQI (A) [ Digital (B}
[l 10-Link 110 32132 Bytes + PQI (A) | Digital (B)
m I0-Link D 3214 Bytes + PQI (A} [ Digital (B}
u IO-Link I/O 41 Bytes + PQI (A} [ Digital (B}
m IO-Link I/D 4/32 Bytes + PQI (A} | Digital (B}
ﬂ IO-Link I/O 4/4 Bytes + PQI (A} [ Digital (B}
u IO-Link I/O 82 Bytes + PQI (A} [ Digital (B}
m I0-Link /O 8/8 Bytes + PQI (A) [ Digital (B}

« [ Class A (X1-X8) - 10-Link Input
[l 1o-Link In 1 Byte + PQI (A} I Digital (B)
m I0-Link In 16 Bytes + PQI (A) [ Digital (B}
[l o-Link In 2 Bytes + PQI (A} | Digital (B)
m IO-Link In 24 Bytes + PQI (A) [ Digital (B}
[l 1o-Link In 3 Bytes + PQI (A} | Digital (B)
m I0-Link In 32 Bytes + PQI (A} [ Digital (B}
[l 1o-Link In 4 Bytes + PQI (A} | Digital (B}
[l 1o-Link In 8 Bytes + PQI (A} I Digital (B)

« [ Class A (X1-X8) - 10-Link Output
[l 1o-Link Out 1 Byte + PQI (#) | Digital (B)
m IO-Link Out 16 Bytes + PQI (A) [ Digital (B}
[l 1o-Link Out 2 Bytes + PQI (A}  Digital (B)
ﬂ IO0-Link Out 24 Bytes + PQI (A) | Digital (B}
[l o-Link Out 3 Bytes + PQI (4}  Digital (B)
E I0-Link Out 32 Bytes + PQI (A) [ Digital (B}
[l o-Link Out 4 Bytes + PQI (4} | Digital (B)
[l 1o-Link Out 8 Bytes + PQI (A} | Digital (B)

~ [ Other

m Deactivated (AIB)

Figure 10.12
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Select the desired option and then click and hold the left mouse button to drag the
configuration to a free 10-Link sub-slot.

[ Device overview |
Y7 Module Fail-safe | Rack Slot | address | G address | Type Anicle number
* ICE11-810L-GS0L-V1D o 0: FROFINET Interface ICE11-8I0L-GEOLVID 70146527
» PNHO o 0: PROFINET Interface X1 ICE11-8I0L-GEOLVID

* 10-Link Master_1 [ 1:10 System 1. 10-Link Master
StatusiControl Madule ] 1:10 System 1.1 £k s StatusiContrel Module
KO-Link IID 32132 Bytes + PQI (A) ] Digital (8) [ 1:10 Syztem 1. 2: Port X1 68..100 68.99  10-link IFO 32132 Byzes + PQI(A) | Digizal (E)
Digital In (4} | Digital (B) a 1:10 System 1. 3: Port X2 101 Digital In (&) [ Digital (8}
Digital Out (A) | Digital (B) ] 1:10 System 1. 4: Port X3 100 Digital Out (A} I Digital (B)
Deactivated (A/B) a 1:10 System 1. 5: Port X4 Deactivated (A/B)
K-Link 110 114 Bytes + PQI (A) | Digital (8) o 1:10 System 1. 6: Port X5 102..103 101..104 10-Link [FQ 1/4 Bytes + PQI (4) | Digital (B)
K-Link 10 32132 Bytes + PQI (A) ] Digital (B)_S o 1:10 Systemn 1. 7: Port X6  232..265 228..259 10-link [iQ 32132 Bytes + PQI (A) / Digital (B)
10-Link /0 32132 Bytes + PQI (A) ] Digital (B)_6 o 1:105System 1. 8: Port X7 266..298 260..291 10-link IFO 32132 Bytes + PQI (A) | Digital (B)
10-Link 10 3232 Bytes + PQI () I Digital (B)_7 0 1:10 Syztem 1.9: Port X8 299..331 292..323 10-ink O 32132 Bytes + PQI (A) ] Digital (8)

Figure 10.13

The following options are available for the 10-Link C/Q channel (channel

A/pin 4):

Digital Input:

Digital Output:
Deactivated:

10-Link ... :

In this mode the channel works as a digital input.
The 10-Link master does not attempt to independently establish communi-
cation with the connected 10-Link device.

In this mode the channel works as a digital output.

This mode should be selected when neither the A channel nor the B channel
of the I/O ports (ports X1-X8) are used.
In this case, the power supply L+ to pin 1 of the connection is disabled.

In this mode (I0-Link communication mode), process data is exchanged
from or to the device via a communication connection.

The IO-Link master automatically starts communication with the connected
IO-Link device, taking into account the baud rate.

In this mode, all IO-Link functions can be used without limitation (parame-
terization, diagnosis, etc.).

Configuration modules with data lengths of 1-32 bytes + PQI" are available
for the physical input and 1-32 bytes for the physical output.

If the 10-Link device does not have a suitable configuration module, the next
largest data length must be selected.

After the initial configuration of the device, this port configuration is perma-
nently saved on the 10-Link master. This means that the next time you turn
on the power, the 1/O port is preconfigured with these settings before the
controller sends a new port configuration.

The sensor power supply via I/O port pin 1 is switched on directly dependent
on the last active configuration.

A configuration telegram of the PN controller is not required. The I/O data
remains invalid until a new configuration is received after the |O-Link master
is switched on.

1. Port Qualifier Information

I3 PEPPERL+FUCHS
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Parameterization of the Status/Control Module
Status/Control Module

¥ Module Fail-safe |Rack | Slot I address | Q address | Type Article number
= ICE11-8I0L-GE0LVID ] 0: PROFINETInterface ICE11-8I0L-GEOLVID 70146527
b PH4O o 0: PROFINET Interface X1 ICE11-8I0LGEOLVID
* |O-Link Master_1 (] 1:10 System 1. 10-Link Master
StatusiControl Module [ 1:10 System 1.1 2.3 2] StatusiControl Module
10-Link IO 32132 Bytes + PQI (A) I Digital (B) (] 1:10System 1. 2: Port X1 68..100 68..99  10-Link /O 32132 Bytes + PQI (A) / Digtal (B)
Digital In (A) I Digital (B) L] 1: 10 System 1. 3: Port X2 101 Digital In (A} / Digital (B)
Digital Out (4) | Digital {8) o 1:10 System 1. 4: Port X3 100 Digital Out (A) / Digital (8)
Desctivated (A/B) (] 1:10 System 1. 5: Port X4 Deactivated (A/B)
10-Link /O 114 Bytes + PQI (A) | Digital (8) ] 1:10 System 1. 6: Port X5 102103 101..104 10-Link /O 1/4 Bytes < PQI (A} I Digital (B}
10-Link IO 32132 Bytes + PQI (A)  Digital (B)_5 (] 1:10 System 1. 7: Port X6  233..265 228..259 10-Link O 32132 Bytes + PQI (A) / Digital (B)
10-Link /D 32/32 Bytes + PQI (A} I Digital (B)_6 ] 1:10 System 1.8: Port X7 266..298 260..291 I0-Link D 32/32 Bytes + PQI (A) | Digital (8)
10-Link /O 32132 Bytes + PQI (A) I Digital (B)_7 [:] 1:10 System 1.9: Port XB  299..331 292323 10-link /O 32/32 Bytes + POI (A) [ Digital (E)

Figure 10.14
Parameters in the status/control module:

g Module parameters

General Device Settings
IO Mapping Configuration of StatusiControl Data
General Diagnostic Settings
Module failure
Ii0 addresses

Figure 10.15

The status/control module in slot 1/sub-slot 1 is permanently preconfigured for each module. It
contains 2 bytes of input data and 2 bytes of output data for the digital IO data plus status and
control bits of the 10-Link master.

The bit assignments are described in the main chapter "Commissioning for PROFINET" in the
"Bit Assignment" chapter see chapter 10.3.

Using the status/control module, it is also possible to carry out all of the global module-specific
parameterization that is not related to ports in the 10-Link COM mode.

The following is a brief description of the individual areas for parameter setting.

General Device Settings

 StatusiControl Module [Status/Control Medule] [SProperties  |dinfo | % Diagnostics | L1 17|

[ Ganeral [ 10 tags | System constans | Teats |
= Generl Il

Catalog informasicn Seuings
Hardware interrupt: General Device Settings.
- Module parameters
Enabied I=]
L) -1 g WEBHF, BEST,

General Dagnestic Semags OPCUA, MOTL POCTY: | Dizabied =

Modue feiure . e
O addresses i WEB¥, REST, OPCAUA MOTL P | Dizabled T=]
£l Digial Out Ch A Contrelied by: | Port Submediute idetoult) =

Figure 10.16 Force Mode

* Web Interface

Access to the web interface can be set to "Enabled" or "Disabled" with this parameter. In
the case of the "Disabled" setting, the web pages are not accessible.

Default setting: Enabled
* Force Mode

The 1/O input and output data can be forced (= changed) for implementation reasons. This
can be done via various interfaces, e.g., web interface, REST, OPC UA, MQTT. The sup-
port of interfaces for forcing depends on the selected software variant. This function can
be used to enable or disable possible forcing of I/0 data.

Default setting: Disabled

F3PEPPERL+FUCHS
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Danger!
Unexpected signals, machine movements

Risk of injury or death! Unsupervised forcing can lead to unexpected signals and uncontrolled
machine movements.

* External Configuration
Configuration and parameter data can be set via various external interfaces outside the
GSDML configuration, e.g., web interface, REST, OPC UA, MQTT. This option enables or
disables the external configuration. An external configuration can only be made as long as
no cyclic PLC connection is active. Each new PLC configuration overwrites the external
configuration settings.
Default setting: Disabled
* Digital Out Ch. A controlled by...
e Port sub-module:
The output byte 1/bit O for the corresponding sub-slot module must be used to con-
trol the digital A channels.
» Status/Control Module:
In this case, the digital A-channel outputs can be controlled by the output bits of the
status/control module. The digital outputs can be controlled only from one source of
data.
Default setting: Port sub-module

1/0 Mapping Configuration of Status/Control Data

[' Properties |7} Info i) %] Diagnostics

| General [ 10tags [ Systemconstants [ Texts |

~ General
10 Mapping C ion of Status/Control Data

Catalog informatior

10 Mapping Configuration of Status/Control Data

RyteiChannel Grder of
StatusiControl IO Data: | Mode2: UINTI6 High-Eyte: X4BiA.X1B/A- UINTI6 Low-Byte: X8EIA.XSBIA

Fort X1/ ch. A(OLIDIDO}: | UINT16 High-Byte | Bit O
Port X1 [ Ch. B (—IDIDO): | UINT16 High-Byte 1 Bit 1
Port X2/ Ch. A (OLIBIDO): | UINTI6 High-Byte | Bit 2
Port X2/ Ch. B (—DIIDO}: | UINTI6 High-Byte [ Bit 3
Port X3 1 Ch. A (IOLIDIIDO}: | UINTI6 High-Byte [ Bit 4
Port X3 1 Ch. B (—DIIDO}: | UINTI6 High-Byte / Bit 5
Part X4/ Ch. A(IOLIDIDO}: | UINTI6 High-Byte | Eit 6
Fort x4 { ch. B (—IDIDO}: | UINT16 High-Byte | Bit 7
Port X5 [ Ch.A (IOLIDIDO}: | UINT16 Low-Byte [Bit0
Port X5 [ Ch. B (—IDIDD): | UINT16 Low-Byte [Bit 1
Port XA 1Ch A OLRIMOY: | LINTIA 1 ow-Ryte 1 Rit 2
Port X6 [ Ch. B (—IDIDO): | UINTI6 Low-Byte [ Bit 3
Port X7 [ Ch. A (IOLIBIDO}: | UINT16 Low-Byte | Bit 4
Port X7 [ Ch. B (—/BIIDO): | UINT16 Low-Byte 1Bit 5
Port X8/ Ch. A (IOLIDIIDO): | UINTI6 Low-Byte | Bit 6
Port X8/ Ch. B (—IDIIDO}: | UINTI6 Low-Byte [Eit7

1

1

3

]

f]

f]

1

1

3

1

]

]

9

9

i EE A AR R

Figure 10.17
Byte/Channel order of Status/Control I/O data

This parameter can be used to select 4 (modes 1—4) predefined bit mappings for the digital I/O
bits. The I/0O data is mapped to the input and output bytes of the status/control module.

Mode 5 can be used for unrestricted, user-defined mapping. The parameter settings "Port
X1/Channel A" — "Port X8/Channel B" must be used for this purpose. These parameters allow
all I/0 channels to be freely assigned to a bit in the status/control I/O data. Note that duplicate
assignments are not possible at this point. If an incorrect parameterization is detected in the
device, an error is registered.

If Mode 1 — Mode 4 was selected, the "Port X1/Channel A" — "Port X8 Channel B" settings in
the device are ignored.

The selected mapping is used equally for both input and output data traffic.
Legend

UINT16 High-Byte 18Y/"low address" byte in a Siemens PLC

UINT16 Low-Byte 2nd/"high address" byte in a Siemens PLC

Applies when the Siemens PLC uses the Big Endian format
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Mode 1

Figure 10.18

Mode 2

gh-Byte: X4B/A_X1BIA - UINT16 Low-Byte: XBBiA. X5BIA

Figure 10.19
Mode 3

Figure 10.20
Mode 4

Figure 10.21

Mode 5

JINTI6 High-Byte | Bi

JINTI6 High-Byte | Bit 1

JINTI6 High-Byte | Bit 2

JINTI6 High-Byte | Bit 3

JINTI6 High-Byte | Bit 4

JINTI6 High-Byte | Bit 5

JIN116 High-tyte [ Bit &

JINTI6 High-Byte | Bit 7

JINT16 Low-Byte |BitO

JINT16 Low-Byte {Bit 1

JINT16 Low-Byte |Bit2

JINT16 Low-Byte iBit3

JINT16 Low-Byte |Bit4d

JINT16 Low-Byte [Bit5

JINT16 Low-Byte {Bit6

JINT16 Low-Byte iBit7

Figure 10.22
For details on I/O mapping, see chapter 10.3.

General Diagnostic Settings

Modules with 10-Link Class A Ports

VO addreszes

Figure 10.23
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* Report Ug supply voltage fault alarms

The Ug supply voltage fault alarm’ can be set to "Disabled" or "Enabled" with this param-
eter.
Default setting: Enabled

* Report U_ supply voltage fault alarms

The U|_supply voltage fault alarm? can be set to "Disabled", "Enabled", or "Auto Mode"
with this parameter. In the "Auto Mode" setting, the U, diagnostics are activated with the
first detection of a rising edge after power-up.

Default setting: Disabled

Note

The Report U supply voltage fault option is disabled by default to avoid diagnostic messages
due to subsequent activation or deactivation of the power supply.

* Report DO fault without U
Diagnostics of the digital outputs can be configured depending on the U_status. If the out-
put is active without active U while this parameter is activated, a diagnostic message is
generated for the output channel.
Default setting: Enabled

Modules with 10-Link Class A/B Ports

tusiControl Module [StatusiControl Module] [GPropenties  |*info | % Diagnostics [T IR 2
| cenerat [0 rags | systemconstants | Temts |
- Gersel N

Catalog o ‘Genaral Diagnostic Settings
Gereral Disgnostic Settings.
Report US supplyvohuge fau — — — ____ _____ I ___________
alarms: [ Ensbled I=]
L supplyvolage fault
i alarms: [Caabies o
Repert DG eult without UL: [ Cuatied [=]

Figure 10.24
* Report Ug supply voltage fault alarms

The Ug supply voltage fault alarm? can be set to "Disabled" or "Enabled" with this param-
eter.
Default setting: Enabled

* Report U_ supply voltage fault alarms

The Upyyx supply voltage fault alarm* can be set to "Disabled", "Enabled", or "Auto Mode"
with this parameter. In the "Auto Mode" setting, the U, x diagnostics are activated with
the first detection of a rising edge after power-up.

Default setting: Disabled

Note

The Report Upyx supply voltage fault option is disabled by default to avoid diagnostic
messages due to subsequent activation or deactivation of the power supply.

* Report DO fault without U 5%
Diagnostics of the digital outputs can be configured depending on the Upyyx status. If the
output is active without active U,y While this parameter is activated, a diagnostic mes-
sage is generated for the output channel.
Default setting: Enabled

1.Fault alarm of the Ugsupply voltage
2.Fault alarm of the U supply voltage
3.Fault alarm of the Ugsupply voltage

4.Fault alarm of the Uyysupply voltage
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Parameterization of 10-Link Channels X1 ... X8

Parameterization of the 10-Link Channels

By double-clicking the relevant |O-Link sub-slot in the hardware configuration and selecting the
"Module parameters" tab, you can set the following parameters.

¥ ICE11-8I0L-GEOLVID
» PNHO

o

o

* 10-Link Master_1 (]

StatusiControl Module o 0 ]

K0-Link UG 32132 Bytes « PQI (A)1 Digital (8) o 1:10 System 1.2: Port X1 68..100 68,99

0

0

0

1:105tem 1.3:Port X2 101 | ‘DigitalIn () [ Digital (8)
1z los;mm 41 Port )3 100 ;wmomwmgmlw

Digital In (A) / Digital (8)
Digital Out (4) ] Digital (8)

ivated (AB)
10Link lID 114 Bytes + PQI (A) ] Digital (B)
10Link D 32132 Bytes + PQI (4) I Digital (8)_5 |
10-Link IO 32132 Bytes + PQI (4) | Digital (8)_6 ) 32 Bytes ®)
10.Link D 32132 Bytes + PQI (4) | Digital (8)_7 0 E _'m 299.331 292 323 mmmmumlwmlm

Figure 10.25

Parameters of the 10-Link Channels
[ Generat 10 1agn | System constants _

* General
Catalog infermatien
Hardware interrupes.

B addreszes

Figure 10.26

Extended Port Parameters'

e Sensor Supply Mode Pin 1/L+
The sensor voltage at pin 1 is permanently active and cannot be deactivated.
e DI Filter

This parameter can be used to define the filter time of the digital input. The following
options are available:

Off; 1 ms; 2 ms; 3 ms; 6 ms; 10 ms; 15 ms

Default setting: 3 ms

1.Depending on the configuration of the submodule, some of the parameters described below may differ

F3PEPPERL+FUCHS
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* DI Logic
These parameters can be used to set the logic of the channels used as digital inputs.
+ NO'
In this case, an undamped sensor has an open switching output (low level). The
input of the device detects a low level and supplies a "0" to the controller.
The channel LED indicates the status of the physical input.
« NC2?
In this case, an undamped sensor has a closed switching output (high level). The
input of the device detects a high level, inverts the signal, and supplies a "0" to the
controller.
The channel LED indicates the status of the physical inputs, regardless of the set-
ting.
Default setting: NO for all channels
* DO Restart Mode
This parameter can be used to set the restart behavior of the digital output.
* Automatic Restart after Failure:
If an output short-circuit or overload is detected, the output is switched off from the
I0-Link master. However, after a time delay, the output is automatically switched on
again to check whether the overload or short-circuit state is active.
* Restart after Output Reset:
If an output short-circuit or overload is detected, the output is switched off from the
I0-Link master.
Default setting: Restart after Output Reset
* DO Switch Mode
This option allows you to select a mode for the digital output switch.
* Push Pull Switch (0.5 A):
In this mode, the output is set to active for "high" and "low". In the "low" state, the out-
put can represent a current sink. In this mode, the digital output is supplied via Ug.
* High-Side Switch (0.5 A;1.0 A;1.5 A;2.0 A; 2.0 A Max.):
In this mode, the output is set to active for "high", but not for "low". A "low" output
means a high impedance at the digital output. In addition, a current limit can be
selected for each digital output in high-side switch mode. This selection allows the
level of actuator overvoltage diagnostics to be managed. 2.0 A Max. means that the
current limit is not active and that the maximum output current is available for this
output. In these modes, the digital output is supplied via U, .
Default setting: High-Side Switch (2.0 A Max.)
* DO Failsafe Value
The device supports a "failsafe" function for the channels used as digital outputs. During
configuration of the devices, the status of the PROFINET 10 node outputs after an inter-
ruption or loss of communication in the PROFINET 10 network can be defined. The follow-
ing options can be selected:
* Set Low —the output channel is disabled and/or the output bit is set to "0".
e Set High — the output channel is enabled and/or the output bit is setto "1".
* Hold Last — the last output status is retained.
Default setting: Set Low
* DO Surveillance Timeout
For channels that are configured as digital outputs, the firmware of the modules allows you
to set a delay time in specific applications before output status monitoring is activated.

This delay time is called a "Surveillance Timeout"® and can be set for each individual out-
put channel. The delay time starts with a rising edge of the output control bit. Once this
time has elapsed, the output is monitored and fault states are reported by the diagnostics.
The "Surveillance Timeout" parameter can be set to a value between 0 and 255 ms. In the
static state of an output channel, i.e., when the channel is permanently on or off, the
unchangeable filter value before a diagnostic message is typically 5 ms.

Default setting: 80 ms

1.NO = Normally Open
2.NC = Normally Closed
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10-Link Input/Output Data Swapping

The following parameters can be used to set the 10-Link byte data sequence separately
for input and output data traffic.
* Swapping Mode:
The byte sequence swapping is performed for the selected number of data types or

for the entire length of the 1/O data with the selected data types (Word = 2 bytes or
DWord = 4 bytes).

Default setting: Off
° Swapping Data Type:
Swapping can be set to Word (2 bytes) or DWord (4 bytes):
— Word Swapping: Byte 1 - Byte 2 => Byte 2 - Byte 1
— DWord Swapping: Byte 1 - Byte 4 => Byte 4 - Byte 1
The value of the data type has no effect when the "Swapping Mode" is set to "Off".
Default setting: Word
° Swapping Offset:
Swapping offset in bytes can be set depending on the configured I/O data length.
If "2" is set, byte 3 is swapped.
Default setting: 0

Failsafe Port Parameters for Ch. A in 10-Link Mode

Failsafe Port Parameters for Ch. A in |0-Link Mode

Failsafe Value(s): [SetLow I~

Replacement Value (Byte 1): C]

Replocementvalue: 0 |
Replocementvalue: 0 |

Replacement Value (Byte n): |0

Figure 10.27 Selectable values, for output data only

To ensure proper functioning of the 10-Link failsafe values, the IO-Link node parameters should
be set in the same way if possible. In the event of an interrupted network connection, the 10-
Link master sends output data to the I0-Link node in accordance with its failsafe configuration.
If the connection is interrupted, the IO-Link node uses the failsafe options parameterized in the
device, if these are supported.

If the device supports a failsafe mechanism, select the IO-Link Master Command option.

Set Low'

All bits of output data with a value of "0" are transferred to the 10-Link node.
Default Setting

Set High?

All bits of output data with a value of "1" are transferred to the 10-Link node.
Hold Last®

The last valid output value received by the controller is transferred cyclically to the I0-Link
node.

For correct Hold Last behavior, the corresponding 10-Link node parameter must also be
setto Hold Last.

Replacement Value*

If this option is selected, the entered value of the replacement value input field described
below is transferred cyclically to the 10-Link node.

10-Link Master Command®

The "IO-Link master command" option enables the use of 10-Link-specific mechanisms
for valid/invalid output process data. The behavior is therefore determined by the node
itself.

3.Surveillance Timeout

1.Set lower-value bits

2.Set higher-value bits

3.Keep the last value

4.Replacement Value

F3PEPPERL+FUCHS
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Replacement value

Replacement Value (Byte 1,
enter in decimal}: | ] |

ReplacementValue: |0 |

Replacement Value: |0 |

Replacement Value (Byte n,
enter in decimalj: |0 |

Figure 10.28 Byte data

Replacerment Value (Word 1,
e.g.0x0102 = 258 dec., 0x01 fi... |0 |

Replacement Value: |D |

Replacement Value: |D |

Replacement Value (Word n,
£.g.0x0102 = 258 dec., 0x01 i [0 |

Figure 10.29 Word data

If the "Fail Safe Value(s)" option "Replacement Value" has been set, the replacement value
entered in this input field(s) is used.

The value must be entered as a decimal value. Depending on the configured data length, the
values must be entered as bytes (0 — 255) or word decimal values (0 — 65535) in the order of
the displayed value.

* Byte 1 = highest value byte (UINT8), as decimal

* Byte n = lowest value byte (UINT8), as decimal

*  Word 1 = highest value word (UINT16), as decimal
*  Word n = lowest value word (UINT16), as decimal

Example

"Word" examples:

0x0102 =258 dec.

0x01 = first byte of the IO-Link node
0x02 = second byte of the I0-Link node.

5.10-Link master command
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Default Port Parameters
Port Diagnostics, Ch. A

10-Link Master Port diagnostics and 10-Link node alarms of the type "error" or "warning" can be
activated or deactivated via this option.

Default setting: Enabled
Digital Mode, Ch. B
This parameter defines the mode of channel B. The following settings are available:
e Disabled
e Digital Input
* Digital Output
The activated supply voltage in the output is indicated by the white port LED.
Default setting: Digital Input
Process Alarm, Ch. A

I0-Link node alarm notifications can be enabled or disabled with this option. Deactivated
means that all IO-Link node alarms of the "Notification" type are suppressed in the 10-Link
master.

Default setting: Enabled
Configuration Source, Ch. A

* PROFINET IO controller
The IO-Link master port configuration is assigned by the PROFINET 1O controller.
* Port and device configuration tool

The IO-Link master port configuration is assigned by an external 10-Link port and device
configuration tool.

Default setting: PROFINET 1O controller
Input Fraction, Ch. A

If the user configures a sub-slot module with less than the actual input data of the device, the
I0-Link master sends as many 10-Link node input bytes as possible to the PLC, including the
PQI byte of the sub-slot module. Consequently, only "0" up to (device input length - 1) octets of
the input data of the device can be mapped to the PROFINET process input data of the 10-Link
master. If this option is disabled and the input data length does not match, a data length mis-
match alarm is enabled. If an incongruence2 is detected in the output data, a diagnosis of the
process data mismatches is generated regardless of the selected "Input Fraction" setting.

Default setting: Disabled
Pull/Plug, Ch. A

Enables or disables pull/plug alarms of an IO-Link node®. The failure or return of an 10-Link
node is mapped via PROFINET pull/plug alarms. This assignment is independent of the
switch-on and shutdown phases.

* Plug Alarms:
— Ready to Operate, I0-Link node is ready

— COM Fault, wrong device, or other problems. IO-Link node started but not ready for
operation due to a fault.

e Pull Alarms:
— COM Fault, no 10-Link node

Default setting: Enabled

1.not yet supported
2.Mismatch
3.Add/remove submodules

F3PEPPERL+FUCHS
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Port Mode, Ch. A

Deactivated:

An O-Link port can be configured for later use using the "Deactivated" option. If the 10-
Link node is not connected, no diagnosis is generated.

I0-Link - Autostart:

No explicit port configuration is required with the "Plug&Play" option. Basic assignments
such as validation and backup1, Port Cycle Time, Vendor ID, and Device ID are not
required.

10-Link - Manual:

Explicit port configuration is possible for validation and backup1, Port Cycle Time, Vendor
ID, and Device ID. These parameters are GSD-based and can be configured via the
PROFINET engineering system.

Default setting: 10-Link Autostart

Overview of Port Mode Configuration Types

Function 10-Link Autostart I0-Link Manual (GSD)
Access on Process Data (PD) Yes Yes
Diagnostics of port & device Yes Yes
I&M data (IMO) access Yes Yes
Device check (consolidated/real) | No Yes
Backup & Restore No Yes
Device parameterization (PDCT) | No No
Commissioning (online) No No
Table 10.1

Validation and Backup, Ch. A

To use the validation and backup functionality of the 10-Link master, set the port mode to 10-
Link - manual.

Depending on the Validation and Backup setting, an entry in the Vendor ID and Device ID
parameters is mandatory.

No I0-Link-Device check

No verification of the connected vendor ID and device ID and no backup and restore of
the 10-Link master backup memory is supported.

Default Setting

Type compatible (V1.0) 10-Link-Device

Type-compatible according to 10-Link specification V1.0, including validation of vendor ID

and device ID. The 10-Link specification V1.0 does not support |O-Link master parame-
ters with "backup memory" and "restore" functions.

Type-compatible (V1.1) 10-Link-Device

Type-compatible according to 10-Link specification V1.1; Vendor ID and Device ID are
checked by the I0-Link master.

Type-compatible (V1.1) 10-Link-Device with Backup & Restore

Type-compatible according to 10-Link specification V1.1; Vendor ID and Device ID are
checked by the 10-Link master with backup2 and Restore® of the 10-Link node parame-
ters.

Backup?

During the initial connection to an 10-Link node after activating this mode, the 1O-Link
master loads the 10-Link node parameters into the backup memory* . In the example, the
backup memory was empty.

An upload is also executed if the 10-Link node has set the DS_UPLOAD_FLAG? . This 10-
Link node flag can be set in two ways.

1.Test level

I3 PEPPERL+FUCHS
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1. Parameters are written to an IO-Link device in the block parameter mode: An 10-Link
node sets the DS_UPLOAD_FLAG independently if the Block Parameter Mode pa-
rameters have been written to the 10-Link node with the last system command
ParamDownloadStore, for example by a third-party USB 10-Link master for commis-
sioning.

2. Parameters are written to an IO-Link node in single-parameter mode: If the parame-
ters are written to an 10-Link node in single-parameter mode’, the device parameter
backup memory on the 10-Link master can be updated with the system command

ParamDownloadStore? . This command sets the backup request DS_UPLOAD_-

FLAG on the 10-Link node in the direction of the I0-Link master. The 10-Link master

carries out a transfer from the 10-Link node to the IO-Link master backup memory.
Restore®

For each newly connected 10-Link node, the IO-Link master compares the saved parame-
ters with the 10-Link node parameters and loads the saved backup parameters to the 10-
Link node in the event of differences.

The recovery process can be blocked by the I0-Link node via the Device Access Locks
parameter, provided that this is supported by the 10-Link node® .

e Type-compatible (V1.1) 10-Link-Device with Restore:
Type-compatible according to 10-Link specification V1.1, Vendor ID and Device ID are
checked by the IO master with Restore3 |0-Link Device Parameter.

Restore®
During the initial connection to an 10-Link node after activating this mode, the IO-Link
master loads the 10-Link node parameters into the backup memory once?.

For each additional connection to an I0-Link node, the 10-Link master compares the
saved parameters with the I0-Link node parameters and loads the saved backup parame-
ters to the 10-Link node in the event of differences.

In restore mode, no changes to the 10-Link node parameters are saved in the 10-Link
master backup memory. If the IO-Link node sets the DS_UPLOAD_FLAG in this mode,
the I0-Link node parameters are restored by the 10-Link master.

The recovery process can be blocked by the 10-Link node via the Device Access Locks
parameter, provided that this is supported by the 10-Link node® .

* Reset conditions of the 10-Link master parameter backup memory
The IO-Link master backup memory is emptied by the following actions:

e 10-Link master factory reset, reset to factory settings: Changes in the port configura-
tion, such as from "Digital Input" to "IO-Link Mode"

* A change in the validation and backup settings, such as from "No IO-Link-Device
Check" to "Type-compatible 10-Link-Device (V1.1) with Backup & Restore"

For more information, please refer to the 'lO-Link Interface and System Specification' ver-
sion 1.1.3, which can be downloaded from https://io-link.com/.

Default setting: No 10-Link-Device check.

Caution!
Block mode

An IO-Link node sets the "Upload Flag" independently if parameters have been written to the
IO-Link node in block mode.

2.10-Link node to 10-Link master

3.10-Link master to 10-Link node

4.backup memory

5.Data Storage Upload Flag

1.For example, a sub-index of a parameter index

2.Index 0x0002, Sub-Index 0x00, Value 0x05

3.Index 0x000C, refer to the manufacturer-specific documentation

4.backup memory

5.Index 0x000C, refer to the manufacturer-specific I0-Link device documentation

F3PEPPERL+FUCHS
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Port Cycle Time, Ch. A

* As fast as possible:

For the cyclic IO data update between the IO-Link master and 10O-Link nodes, the 10-Link
master uses the maximum supported |O-Link device update cycle time, which is limited by
the maximum supported I0-Link master cycle time.

* 1.6, 3.2,4.8, 8,20.8, 40, 80, 120 ms:
The cycle time can be set manually to the options provided. This option can be used for
IO-Link nodes that are connected via inductive couplers, for example. Inductive couplers
are usually the bottleneck in the update cycle time between 10-Link master and 10-Link
node. In this case, refer to the datasheet of the inductive coupler.

Default setting: As fast as possible

Vendor ID, Ch. A’

* The Vendor ID of the connected IO-Link device can be entered as a decimal value [0 —
65535] and is used for validating type compatibility depending on the "Validation and
Backup" settings.

Default setting: 0

Device ID, Ch. A'

* The Device ID of the connected I0-Link device can be entered as a decimal value [0 —
65535] and is used for validating type compatibility depending on the "Validation and
Backup" settings.

Default setting: 0
Note

An 10-Link device sets the upload flag independently if parameters have been written to the 10-
Link device in block mode.

10-Link Device Parameterization

Siemens I0-Link Library

You can use the SIEMENS "IO_LINK_DEVICE" function block (FB50001) to write or read out
the data of an IO-Link node connected to the I0-Link master acyclically.

"IO_LINK_DEVICE" FB in STEP 7 V15.1

GFB50001
*I0_LINK_DEVICE"
—EN ENO—
—REQ DONE_VALID—
D BUSY—
{car ERROR[—
—RD_WR STATUS
PORT I0L_STATUS
-|IOL_INDEX RD_LEN|—
-I0L_SUBINDEX
LEN
RECORD_IOL_
DATA
Figure 10.30

I0-Link node data is uniquely addressed via the index and subindex and can be accessed via
the hardware identifier of the status/control module (ID), in example 281, the client access

point® and the corresponding 10-Link portS.

1.Port mode IO-Link - manual required
2.CAP = 0xB400
3.PORT: 1 — 8 for |O-Link ports
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Details can be found in the documentation for the "IO_LINK_DEVICE" FB from Siemens.

TIA Project: "Status/Control Module Hardware Identifier

57-1200_ICE11-810L » Ungrouped devices » .
[;Tm\dm I;_ Motwork view ||‘f°wkn\dm |
d | [cenoocenmo peen =] | | B[] S (0] @ 2 4 | [ Device ovendiew | == =
2 Module Faluate Rack | S0t Vadderss | address | Type At .
= - K1 -H0LG60LVID o O RORNET interisce IR 1-HI0LG60LYID o146
b R o O IROFNET Inceclace X1 IE-8I0LGE0LYID
- Bk A o 110 Syt 1. OLink Mezzer
| StatuziContrel Medule B Eospwmi 23 33 Sunsicommlikdue
¥ 1O-Link 1O 32732 Bytes + PG (A) [ Digital (B) [] 1:00 Syetem 1, 2 Porm Xl 63100 599  IO-Uink WO 3272 Eytes - PN (AN T Digial (%)
k Digieal in (A} Dt (B) o 1200 Syptem 1, 3: For 32 101 Digial s (A) | Cigial B}
|| Digieal Out () | Dagital {8} (] : 100 Digital Dut (A} [ Dignal (2}
g Deactvated (4%) ] : " Ceactvated (B}
1O-Link U0 118 Bytes « POH () [ Digital (B} (] 1200 Syrtem 1. 6: Port XS 102103 101104 $O-Uink WO 114 Byses « PN (A) | Digital (%)
HO-Link KO 32732 Bytes « FGH (8] [ Digial (1S ] 1100 Syrtem 1.7 Port N6 203265 II8_259 IO-Link MO 32102 Bytes - PON (A) [ Digital (B}
10k U0 32132 Bytes « PO (%) [ Digita] (816 o 1100 Syrtem 1. 8 Port X7 266,298 260191 IO-Unk O DA Bytes + P08 (A} Digial (8]
10k U 32132 Byte: « PO (4) 1 Digina! (817 3 1200 Syetem 1,9 Port X8 200331 292333 O-Link O J1M3 Bytes « 1 (A} ] Diginal (8)
<[ 03] [icos Fl i @< & _ J—
Status/Control Module [Status/Cantrol Module] |'dPoperties  [info | Diagaosties  |LLA
| General | W0 nags | Systemconstants | Tests |
|
Hame Trpe Haedware identifier Used by Comment
AR CE11SIOLGECLN 00 -Link_Master_1 ~Sttus_Contrel_Module M_SubModule 28 AC_ 1200
Figure 10.31

SIEMENS WRREC and RDREC

The read and write parameters from the PLC via the IO-Link master to the connected 10-Link
nodes can also be called up via the SIEMENS function blocks SFB52/RDREC and
SFB53/WREC.

"Write" sequence of WRREC and RDREC calls

Client (ES, FB, PC) | 10 device (PN} Davice
10 Controller (PM) Linking Module . :
PROFINET 10-Link
=
Sl | Y
WR | | Wiite_req(ID, AP, PN_Index, Data ) |
. & — — — — Wite oK)

AL_Wirite_req{IOL_Index, 10L_Subindex, 0D)_

< — __Read_rp(Resource busy) | | Busy
AL_Write_ind(OK)
Read_req(ID, API. PN_Index) é —————————
Read_rsp(OK)

e e T I

T I

T | I

10L i ki

! { ._Call "tunnel -
B e iy

Figure 10.32

The following table shows the sequence with sample data compared to FB50001. The
FB50001 also uses the WRREC and RDREC blocks internally.

WRREC ID

FB50001

Call WRREC RDREC RDREC Response

ID ID (address proxy) ID

(address (address

proxy) proxy)

CAP PN_Index = 0xB400 PN_Index

= 0xB400
WR Data Function | 0x08 Unsigned8 Data Function | 0x08
Header (fixed) Header (fixed)

156
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FB50001
Call WRREC RDREC Response
Port Port 1-8 Unsigned8 Port 1-8
Fl_Index | OXFE4A Unsigned1 Fl_Index | OXFE4A
(Fixed) 6 (Fixed)
Con- 0x02 Unsigned8 Con- 0x00
trol/Status trol/Status
(—>Write)
IOL-Index IOLIndex | Ox... Unsigned1 IOL-Index | Ox...
(0-32767; 6 (0-32767;
65535) 65535)
IOLSubln- IOL-Sub- | 0x00 Unsigned8 IOL-Sub- | 0x00
dex Index Index
(0-255) (0-255)
IOL-Data WR-Data Data (opt.
Error PDU)
Table 10.2
Note

Unsigned16 values must be entered for PROFINET in Big Endian format.

Control parameters
Definition of Control octets

Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1

Cancel / Release IOL_CALL 0 0 0 0 0 0 0
IDLE Sequence 0 0 0 0 0 0 1
Write On-request Data or Port function | 0 0 0 0 0 1 0
Read On-request Data 0 0 0 0 0 1 1

Reserved

additional codes

Table 10.3

Status parameters
Definition of Control octets

Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1

Done / Transfer terminated 0 0 0 0 0 0 0
OIDLE Sequence 0 0 0 0 0 0 1
IOL_Error PDU 1 0 0 0 0 0 0
Reserved additional codes
Table 10.4
157
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FALSE
*PNIO_I&NM" Wr_REQ

%WDB6
"WRREC_DB"

281
*PAIO_J&M" WiF_ID —

1680000_B400
"PNIC_I&N MWir_
Index —|

"PNIO_I&NM" data —

EN
REQ

o]

INDEX

RECORD

WRREC
Variant

-

DOME

BUSY

ERROR

STATUS

FALSE
"PMIO_I&M" Wir_
—=- Done

FALSE
"PMIO_I&NM" Wr_
—=- Busy

FALSE
"PMIO_I&NM" Wr_
—= Error

16%0070_0000
*PNIO_I&M" Wir_
— Status

ENO

Figure 10.33

]

1

1
FALSE |
"PNIO_IEM" Rd_REQ !
]

WDBS
"RDREC_DE"

281
*PNIO_I&LI" Rd_ID —

16%#0000_B400
"PNIO_I&NT Rd_
Index —

EN
REQ

o]

INDEX
MLEN

"PNIO_IGN" data —

RECORD

RDREC
Variant

VALID

BUSY

ERROR

STATUS

LEM
ENO

FALSE
143
-="n2"

FALSE
M14.4

—="n3"

FALSE
o5
-="n4"

16#0070_0000
YMD26
— "Tag_5"

1650000
MW 2
— "Tag_7"

Figure 10.34

F3PEPPERL+FUCHS

2026-06



2026-06

ICE11-8I0OL*-G60L-V1D
Commissioning for PROFINET

Example: Data before "Writing"

<] = Wr_REQ Bool falze FALSE
] = Wr_Index DWard 1640 16#0000_B400
<] .- Wr_ID HW_ IO 0 281
-ﬁ\] = Wr_Done bool false FALSC
<[] = Wr_Busy Boal falze FALSE
<] = Wr_Error Bool fal-e FALSE
lqm = Vir_Status DViiord 160 16£0000_0000
] = Wr_Len Uint 0 0

(<] = data Array(0..39] of Byte

] data[0] Byte 1620 16#08
<m data[1] Byte 1620 16#05
< data[2] Byte 1640 16#FE
] data[3] Byte 1620 16844
<1 datal4] Byte 1620 16#02
=] data[5] Byte 1640 16400
&= | data[6] Byte 610 16#18
| data[7] Byte 1640 16#00
lam datalg] Byte 1640 16454
| data[9] Byte 1640 16845
< data[10] Byte 1640 16#53
4 data[11] Byte 1620 16854
< data[12] Byte 1640 16400
< data[13] Byte 1640 16#00
o) data[14] Byte 1620 16800
< data[15] Byte 1640 16400
m data[16] Eyte 1640 16#00
< data[17] Byte 1620 16800
Figure 10.35
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Example: Data after "Writing"

g = Vir REQ Bool TRUE
4 = Vir_Index DWord 1680 16#0000_B400
4] = Yir_ID H¥WW_IO o 281
g = Vi_Dune Buul fa lse FALSE
4] = Wr_Busy Bool false FALSE
4] = Vir_Errar Boal false FALSE
<] = Yir_Status DWiord 1670 1650000_0000
] = ¥ir_Len Uint 0 (1]

4] = ~ data Array]0..39] of Byte

a = data[0] Byte 1680 16208
4 = data[1] Byte 1680 16205
41 = data[?] Byte 1640 16%FE
4] = data[3] Byte 1680 16844
a = data[4] Byte 1640 16£02
4 = data[5] Byte 1620 16200
g = data[s] Byte 1680 16818
<1 L] data[7] Byte 1640 16#00
a = data[8] Byte 1680 16#54
g1 = data[9] Byte 1680 16845
4] = data[10] Byte 1680 16853
41 = data[11] Byte 1680 16854
41 = data[12] Byte 1680 16800
41 = data[13] Byte 1680 16800
Fm | ] datal14] Ryte 1RED 1R&00
T data[15] Byte 1680 16200
41 = data[15] Byte 1640 16800
4] = data[17] Eyte 1680 16800
Figure 10.36
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Example: "Read" data after "Writing"

. Data type Start \.ra.l.ue Mon.i'tor ‘FB|.1:.IE'
<0 ¥ Static
4 = Rd_REQ Bool false TRUE
<] = Rd_Index pwiord 1680 167 0000_B400
4] .= Rd_ID HW_ID 0 281
< = Rd_valid Bool false FALSE
4 = Rd_Busy Bool false FALSE
< = Rd_Error Bool falie FALSE
4] = Rd_Status DWaord 1680 16£0000_000D0
4] = Rd_Len ulnt o 0]
4] = ~ data Arrayl0..39] of Byte
e | ] data[0] Byte 1680 16808
g = data[1] Byte 168D 168405
4 = data[2] Byte 1650 16#FE
@ = data[3] Byte 1680 T6#4A
< = data[4] Byte 1680 16800
g = data[5] Byte 1680 16400
| [ ] data[6] EByte 1680 16818
< = data[7] Byte 1680 16800
g = data[8] Byte 1680 16854
o data[9] Byte 1680 16845
g = data[10] Eyte 1680 16853
q = data[11] Byte 1680 16854
4 = data[12] Byte 1680 16800
4] = data[13] Byte 1680 16#00
< = data[14] EByte 1660 16800
4 = data[15] Byte 1680 16800
4 = data[16] Byte 16%0 16#00
-l | L] datal17] Byte 1680 16800
Figure 10.37
"Read" sequence of the WRREC and RDREC calls
Client (ES, FB, PC) 10 devce (PN) [ Device |
10 Controller (FN) Linking Module o
PROFINET 10-Link
I urgui' | ga
wRr | | Write_req(iD, API, PN_Index, Data } _ | |
- |< _____ Wite_rsp(OK |
| I AL_Read_req(lOL_Index, IOL_Subindex) '—‘I
| | |
| | |
| Read_reqiID, API, PN_lndex) _ |
— — st wRemuco um) | Busy |
| | |
| | |
| Read_maq(iD, API, PN_Index) ———— JL'lMgn%uJ—-l
e Reasrwisma | |
| | |
| | |
- 10L_Call "tunnel | -
| | |
Figure 10.38

I3 PEPPERL+FUCHS

161




ICE11-8I0L*-G60L-V1D
Commissioning for PROFINET

The following table shows the sequence with sample data compared to FB50001. The
FB50001 also uses the WRREC and RDREC blocks internally.

RDREC ID
FB50001
Call WRREC RDREC RDREC Response
ID ID (address proxy) ID
(address (address
proxy) proxy)
CAP PN_Index = 0xB400 PN_Index
= 0xB400
WR Data Function | 0x08 Unsigned8 Data Function | 0x08
Header (fixed) Header (fixed)
Port Port 1-8 Unsigned8 Port 1-8
Fl_Index | OXFE4A Unsigned1 Fl_Index | OXFE4A
(Fixed) 6 (Fixed)
Con- 0x02 Unsigned8 Con- 0x00
trol/Status trol/Status
(—>Write)
IOL-Index IOLIndex | Ox... Unsigned1 IOL-Index | Ox...
(0-32767; 6 (0-32767;
65535) 65535)
IOLSubln- IOL-Sub- | 0x00 Unsigned8 IOL-Sub- | 0x00
dex Index Index
(0—255) (0-255)
IOL-Data WR-Data Data (opt.
Error PDU)
Table 10.5
Note

162

Unsigned16 values must be entered for PROFINET in Big Endian format.

Control parameters

Definition of Control octets

Bit7 Bit6 Bit5 Bit4 Bit3 Bit2

Cancel / Release IOL_CALL 0 0 0 0 0 0 0 0
IDLE Sequence 0 0 0 0 0 0 0 1
Write On-request Data or Port function | O 0 0 0 0 0 1 0
Read On-request Data 0 0 0 0 0 0 1 1

Reserved

additional codes

Table 10.6

Status parameters

Definition of Control octets

Bit7 Bit6 Bit5 Bit4 Bit3 Bit2

Done / Transfer terminated 0 0 0 0 0 0 0 0
OIDLE Sequence 0 0 0 0 0 0 0 1
IOL_Error PDU 1 0 0 0 0 0 0 0
Reserved additional codes

Table 10.7
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YDB6
“WRREC_DB"
M Pmie ) WRREC
FALSE ; : s
1 1
= 1 1 rue s
PNIO_I&M" Wr_REQ | : EN FALSE
Em T ey REQ "PNIO_I&N" Wr_
703 DONE —- Done
TTeg 30° FALSE
FALSE "PNIO_I&NM" Wr_
BUSY —= Busy
281 FALSE
“FHIO_IEN Wir_ID = | *PNIO_IZN" W
—=— Error
1640000_B400 ERROR
“PNIO_I&N" Wi 16%0070_0000
Index — |NDEX ‘PNIO_I&I;d'.‘-'\J'r_
STATUS — Status
"PMIC_|&M" data — RECORD = ENO—
Figure 10.39
YDB5
"RDREC_DE"
RDREC
Variant
[ =]
i P_TRIG FALSE
— w143
*PNIO_IEN Rd_REQ | true—1EMN VALID == 20
R e = REC FALSE
Y702 U144
"Tag_29" BUSY == "n3"
FALSE
FALSE
%05
o ERROR-= "nd"
"PNIO_I&M".Rd_ID —{ D
1640000_0000
1640000_B400 Wi
"PNIO_I&NF Rd_ STATUS — "Tag 5
Index —
HDEX 16#0008
0 — MLEN WANE2
LEN/— "Tag_7"
"PMIO_I&M" data —| RECORD. ENO—

Figure 10.40
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Example: Data before "Reading"

gl * Static

<l = Id_REQ
<] = 3d_Index
I - 3d_ID

4 = id_Valid
<3 = id_Busy
<] = 3d_Error
< = 3d_Status
<D = id_Len

] = Wr_REQ
< = Wir_index
g = Wr_ID

<0 = Wr_Done
< = Wr_Busy
<0 = Wr_Errar
<I]] = hr_Status
<3l = ir_Len

g = v data

<] = data[0]
<21 = data[1]
(51 | L data[2]
< = data[3]
| - data[4]
1 | = data[5]
< = data[6]
<2 - data[7]
1 | = data[8]
< = data[9]
<20 = data[10]
< L data[11]
<20 = data[12]
0] L data[13]
- = data[14]
<0 L data[15]
0] L data[16]
< = data[17]

300l

JWord
W_Io

300l

3ool

3ool

DWord

Jdint

300l

DWord

4010

300l

300l

3ool

JWiord

Jint

Array[0..39] of Byte

Iyte

Iyte

Iyte

3yte

3yte

Iyte

Iyte

3yte

Iyte

Iyte

Iyte

Iyte

3yte

3yte

Jyte

3yte

3yte

Iyte

FALSE
16£0000_B400
281

FALSE

FALSE

FALSE
16£0000_0000
0

FALSE
16#0000_B400
281

FALSE

FALSE

FALSE
16£0000_0000
0

16808
16805
16#FE

16844
168#03
16#00
16#18
16#00
16#00
16800
16800
16800
16%00
168%00
16800
16%00
168#00
16#00

Figure 10.41
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Example: Data after "Reading"

< = Wr_REQ Bool false TRUE
<] = Wr_lndex Dwiord 1680 16#0000_EB400
4] = Wr_ID HW_IO 0 281
] = Wr_Done Dool folse FALSC
< = Wr_Busy Bool false FALSE
] = Wr_Error Bool false FALSE
< = Wr_Status DWiord 1680 1680000_0000
4] = Wr_Len Uint 0 0
<0 = ~ data Array(0..39] of Byte
g1 = data[0] Byte 1680 16208
<20 = datall] Byte 1650 16505
< - data[2] Byte 1640 168#FE
41 = data[3] Byte 1680 16844
<l L] data[4] Byte 1680 16803
< L] data[5] Byte GED 16800
lqp = data[6] Byte 1680 16#18
& | n data[7] Byte 1640 16800
< ] data[8] Byte 1680 16800
lqq = data[9] Byte 68D 16£00
4] = data[10] Byte 1640 16200
g0 = data[11] Byte 160 16#00
o data[12] Byte 1680 16800
lqq = data[13] Byte 1680 16800
i | L] data[14] Byte 1650 16800
g = data[15] Byte 1680 16%00
lqqg = data[156] Byte 1680 16200
lgg = data[17] Byte 1640 16#00
Figure 10.42
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Example: "Read" data after "Reading"

Pl e o Stk Rl RIS
40 * Static
4] = Rd_REQ Bool falie TRUE
< = Rd_Index DWord 1680 16£0000_B400
4] = Fd_ID HYU 1D 0 281
41 = kd_valid Bool falie FALSE
4] = Rd_Busy Bool falke FALSE
< = Fd_Error Bool false FALSE
g1 = Pd_Status DWord 1680 16£0000_D000
4 = Fd_Len Uint o 1]
<] = ¥ data Array[0.39] of Byte
-0 = data 0] Jyte 1650 16808
< L] data[1] 3yte 1680 16805
| L] data[2] 3yte 16#0 16#FE
] = data[3] 3yte 16#0 16844
<1 L dataf4] 3yte 1650 16800
] 2= data[5] 3yte 60 16800
-1 L] data[&] Iyte 16#0 16#18
4] = data[7] 3yte 1620 16400
4] =  data[B] 3yte 1620 16854
4 = data[g] yte T6#0 16#45
q] = data[10] 3yte 1680 16853
<0 L] data[i1] 3yte 1680 16854
- L data[12] 3yte 1650 16800
| ] data[13] Iyte 1680 16800
<0 = datafl4] Syie 1650 16500
o | L] data[15] Iyte 1680 16800
4 = data[16] 3yte 1680 16%00
4 = data[17] 3yte 1650 16%00
Figure 10.43
Error PDU for the "Read/Write" sequence
Offset Parameter Content Data type
0 Port Error Error Codes detected by the Link-| Unsigned16
ing Module or Client
2 Error code I0-Link Error codes according to | Unsigned8
AL_Read/ AL_Write services
3 Additional Code I0-Link Error codes according to | Unsigned8
AL_Read/ AL_Write services
Table 10.8
Port error of the error PDU
Coding Port error code Definition Source
0x0000 No error No error detected Server
0x0001 to OxO6FFF Reserved - -
0x7000 IOL_CALL conflict Inconsistent Header | Server and/or Client
information
0x7001 Incorrect IOL_CALL | Inconsistent Header | Server and/or Client
information (send-
/response)
0x7002 Port blocked Port temporarily not | Server
available
0x7003 to Ox7FFF Reserved - -

F3PEPPERL+FUCHS
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Port error code Definition
0x8000 Timeout No correct termina- Client
tion of IOL_CALL
(Resource Busy
detection)
0x8001 Invalid port number Invalid port number or| Client and/or Server
port not supported
0x8002 Invalid IOL_Index Invalid Index Client
0x8003 Invalid IOL_Subindex | Invalid Subindex Client
0x8004 No Device No device Client
0x8005 to 0x8051 Reserved - -
0x8052 RDREC fault Fault during Read Client
record invocation
0x8053 WRREC fault Fault during Write Client
record invocation
0x8054 Unexpected Error Unspecific Error Client
detected
0x8055 Port Function error Port function failed Server
0x8056 Port Function not Port function is not Server
available available (in this state)
0x8057 Port Function not sup-| Port function for this | Server
ported port not supported
0x8058 to OxFFFF Manu Manufacturer-specific | Server
Table 10.9

10.2.7

Media Redundancy Protocol (MRP)

You can create redundant PROFINET communication with the modules without the need for
additional switches by using a ring topology. An MRP redundancy manager closes the ring,
detects individual failures and, in the case of a fault, sends the data packets via the redundant

path.

The following requirements must be met in order to use MRP:

e All devices must support MRP.
*  MRP must be activated on all devices.

* The devices can only be connected via the ring ports. This means an interconnected
topology cannot be used.

200 ms, min. 90 ms for ICE1-* modules).
*  We recommend using the automatic network setting on all devices.
The following images show a potential MRP ring configuration. The PLC is used as a redun-

dancy manager and all other devices are used as clients. We recommend activating the diag-
nosis alarms to detect individual failures.

I3 PEPPERL+FUCHS

A maximum of 50 devices are permitted in the ring.

All devices must be part of the same redundancy domain.
One device must be configured as the redundancy manager.
All other devices must be configured as redundancy clients.
Prioritized start-up (FSU) is not permitted.

The watchdog time for all devices must be greater than the reconfiguration time (typically
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Example: Setting up an MRP client in the TIA Portal®

~ General
Catalog information
~ PROFINETinterface [X1]
General
Ethernet addresses
Identification & Maintenance
~ Advanced options
Interface options
Media redundancy
¥ Real time sermmings
» Port X01 10100 MBitls ...
» Port X02 10/100 MBitis ...
Identification & Maintenance
Shared Device

JGeneraI || 10 tags ” System constants H Texts ‘

> Media redundancy

MRP domain | mrpdomain-1 =]

Ring port 1: | PN-O [X1]IFort X01 10/100 MBitls [X1 F1 R] =]

[+]

Ring port 2: | FNHO [X1]IPort X02 10/100 MBitis [X1 P2 R]

["] Dagnostics interrupts

Figure 10.44

Example: Setting up Watchdog Time Monitoring in the TIA Portal® for the Use of MRP
J General H 10 tags || Syitemconstants H Texts |

= General

Catalog information
~ PROFINETinterface [X1]
General
Ethernet addresses
Identification & Maintenance
+ Advenced options
Interface options.
Wedia redundancy
~ Real time settings
10 cycle
~ Purl X01 10/100 MBiL's [
General
Port interconnection
Port options
» Port X02 10/100 MBitfs [
Identification & Maintenance
Shared Device

> Real time settings

> > |0 cyde

Shared Device

10 controller outside project

with access to this 10 device |0 [=]
10 device send clock | 1 090 ms [~ |
Update time
(@) Calculate update time automatically
() setupdate time manually
b Update time: |2.000 ms [=]
4
b kdapt update time when send clock changes
Watchdog time

Accepted update cycles without
S

Watchdog time: | 200.000 ms |

Figure 10.45

10.2.8

PROFINET IO d

Replacing Devices without a Removable Medium/Programming Unit

Note

The replacement device that will be used for a replacement without a
removable medium/programming unit must still have its factory settings
applied. If necessary, the factory settings must be restored.

evices that support the "Device replacement without removable medium or

168

programming unit" function can be replaced by identical devices in an existing PROFINET net-
work. In such cases, the IO controller assigns the device name. To do so, it uses the configured
topology and the neighborhood relationships determined by the IO devices. The Ethernet 1O
modules support the device replacement function without a removable medium/programming
unit.

Click on the PLC in slot 1 (1).
In the "Profinet interface_1 [Module]" area, click on "Advanced options" (2).

Change to the "Properties" tab (3) and click on the option to replace a device without a
removable medium (4).

F3PEPPERL+FUCHS
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10.2.9
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S$7-1200_ICE1-8I10L » PLC_1 [CPU 1215C ACDCURIy]

Lf Topology view Ié Network view IE" Device view l

df R [cru 1215 I=]" S | | Device overview |
¥¢ . | Module Slot laddress | Qaddress | Type Article no.
HSC 2 118 1008_10... HSC [A
HSC_4 119 1012900 HsC
= HSC 5 120 1016..10... HSC
* HSC 6 121 1020..10... HSC
I Pulse_1 132 1000..10... Pulse generator (FTO/P... |=
i Pulse_2 133 1002..10... Pulse generator (FTOIP... -
Fulse_3 134 1004..10... Pulse generator (FTOIF...
Pulse_d 135 1006..10... Pulse generator (FTOIP...
} PROFINETintertace 1 1X1 PROFINETinterface
: v
(<] n I [>8
Pi NET-Schnittstelle_1 [Module] &l Properties l’_iﬂlrlfo ,i_JIfg! Diagnostics I LR
J General | 10 tags System constants I Texts >‘\
General [ = @ [“
Ethernet addresses Savanceciop E

Time synchronizat)
Operating mod.
hd Advanced options

Interface options / Support device replacement without exchangeable medium

Interface options

Media redundanc [ Permit iting of device names of all assigned 10 devices
» Realtime seaing( 4
» Port[X1 P1]

Use IEC V2.2 LLDP mode

» Fort[X1 2] f'“".';”i.‘" % .
Web server access k)
Figure 10.46

n Note

A network topology is configured based on the connections between
PROFINET ports on the individual devices. This can be reached via slot 0 of
the PROFINET devices in use. Displaying all non-linked ports allows you to
specify a suitable partner port in each case.

Define the network topology for the device replacement. To do so, select "Devices & networks"
and "Topology view."

Use the mouse to drag a connection between the module and the PLC.

57-1200_ICE11-8I0L_V16 » Devices & networks — X
|&% Topology view gy Network view. |m Device view
EIECIE EE e 54 | [ Topology overview | Topology comparison |
E
=| ¥ Device port Slot |Pertnerstation | Per...
PLC_1200 ICE11-810L-G6... E 1 v 57-1200-Station_1
CPU 1215C ICE11-8I0L-G60... v PLC_1200 1
PLC_1200 e ~ PROFINETSchnittstelle_1 11
Port_1 1X1P1
] | Port_2 1X1P2
v ¥ GSD device_1
» ¥ ICE11-8I0L-G60L-VID 0:PR..
b ~ PNO 0:FR..

PortX01 100 MBitis 0z PR..
Port X02 100 MBitis 0: PR..

<]

<] m ] [>] [100% e

Figure 10.47

L The port interconnection was successful if the link is shown in the "Topology View" and on
the "Partner Port."

Identification and Maintenance Functions (1&M)

The PROFINET IO-Link master has the ability to uniquely identify the devices installed in the
system using an electronic nameplate. This device-specific data can be read acyclically at any
time by the user. In addition, when the system is installed in the device, the location designa-
tion, the installation date, and further descriptions can be stored.
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Supported I&M Functions
1&M Data of the PN-1O Device

To read (I&M 0-3) and write (&M 1-3) I&M data, the corresponding hardware identifier for slot
0: PROFINET Interface X1 must be selected:

TIA Portal® hardware identifier of the PROFINET interface for I&M 0-3 RDREC/WRREC

d [censoucsovio e v | | I (] S (1] @ 4 | [ Devicoavenien |

M Module Falloafe Rack St Vaddeess | Q address | Type Autiche .

OE

 KL-S0LGENAVID e O ROANET Interface KL -S0LGE0LVID To146.
LI 0: FROPINET Inzerlace X1 10U GE0LVID
- 0 st 1:10 Systeem 1, 10k M e
| StansiContrel Module i sptem 1.1 35 33 suwsKonwoluodule
" 10-Link MO 32132 Bytes + POI (A) | Diginal (8) 10 Sptem 1 2 Por X1 68100 6599  IO-Uink VO 32732 Bytes + O (A) [ Diginel (%)
- Digical in (A} Cigital (B) 1210 System 1, 3: Port X2 101 Digital i (A}  Digieal (B
Digieal Out () | Dagital {8} 1:10 System 1. 4: Port X3 100 (Digital Out (A) [ Diginal (8}

Deactivated (A2}

10-Link KO 174 Bytes « PQI (A) [ Digital ()
10-Link VO 32132 Bytes « POU(R) [ Digital (B)_S
10-ink U0 32102 Byses = PN (A) [ Digina! (B)_6
HOink VO 32132 Bytes « FOH(A) [ Diginal ()7

1210 System 1. 5: Port %4 Deactivated (V)

1210 Sytem 1. 6: Port X5 102103 101_104 HO-Link IO 114 Bytes « FQI (A) [ Digital (8).
1100 Syrtem 1.7 Port N6 203265 II8_259 IO-Link MO 32102 Bytes - PON (A) [ Digital (B}
1200 System 1. 8: Port )7 266398 260391 JO-Link N0 J1N2 Bytes + O (R)/ Digial (8)
10 Sntem 1.9: Pt X8 299,331 I9I_3IF H0Link MO 32102 ytet « IOH (A) ] Digind (8)

oocooeocoalEoeo

L

§

9 |
|

|

o<

]

| 3
G roperties [ info | % Diagnostics | NLIZEA

tags | Systemconstants | Tews |
meensael=)

Tipe
R ICEV1BIOLGA0L 1 0-00-Link_Master_1=Status_Contral_ odule H_SubMadule am FLC_1200

Figure 10.48
* Module-specific I&M functions

The module-specific I&M functions can be read out (0-3) or written (1-3) via slot 0. The
data records are assigned via the specified index.

1&M 0
Length
Data object [byte] Access Default value/description
MANUFACTURER_ID 2 Read | 0x005D
ORDER_ID 20 Read | Order number of the module in ASCII
SERIAL_NUMBER 16 Read | Defined in the production process, in ASCII
HARDWARE_REVISION 2 Read Hardware revision of the device
SOFTWARE_REVISION 4 Read Software revision of the device
REVISION_COUNTER 2 Read Counts each statically stored parameter
change on the IO-Link master (e.g., device
name or IP address)
PROFILE_ID 2 Read | OxF600 (generic device)
PROFILE_SPECIFIC_TYPE| 2 Read | 0x0003 (IO module)
IM_VERSION 2 Read | 0x0101 (I&M version 1.1)
IM_SUPPORTED 2 Read | Ox002E (I&M 1-3 & 5 are supported)

Table 10.10 I&M 0 (Slot 0: PROFINET Interface X1, Index OxAFFO0)

1&M 1
Length
Data object [byte] Access Default value/description
TAG_FUNCTION 32 Read/write | 0x20 et seq. (empty)
TAG_LOCATION 22 Read/write | 0x20 et seq. (empty)
Table 10.11 I&M 1 (Slot 0: PROFINET Interface X1, Index OxAFF1)
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1&M 2
Length

Data object [byte] Access Default value/description

INSTALLATION_DATE |16 Read/write | 0x20 et seq. (empty)
The supported data format is a visible char-
acter string with a fixed length of 16 bytes;
"YYYY-MM-DD hh:mm" or "YYYY-MM-DD"
filled with spaces

Table 10.12 I1&M 2 (Slot 0: PROFINET Interface X1, Index OxAFF2)

1&M 3
Length

Data object [byte] Access Default value/description
DESCRIPTOR 54 Read/write | 0x20 et seq. (empty)

Table 10.13 I1&M 3 (Slot 0: PROFINET Interface X1, Index OxAFF3)

I&M Data of the IOL Master Proxy’

To read 1&M 0 data, the corresponding hardware identifier for slot 1: 10 system 1.1 must be
selected:

Hardware identifier of the status/control module for RDREC "IO System 1"

[;vaim I;_mkm ||‘f°wl«\dm |

d | (e sosswn e =] | | B[] S ] @ 4 | [ Device averview |

2 Module Failafe [fack |Sot Vaddoess | Q address Type haticle .
= - KENHOLSEANID O FRORNET Ineacace KE1140LSEOUVID 0146
L 0: FROPNET incerlace X1 ICE11-8I0L-GE0LAID
= iouek bzt 100 Syt 1, 1otink sz
[ comkenvelieduie i st 1.1 33 23 Sunkeewelbedue
f 10k 15 32133 By + PN (A Dvgnnl (8] 10 Sytem 1, 2iPon X1 63,100 €899  10-Lik O 32032 ytes QN (4 Digral 8)
Digital in (4} | Cagizal (B) 100 System 1, 3: Port X2 101 Digital i (A} 1 Dogital )

|| Digital Out (3) Digital {B)

- Deactivated (V8)
10-Link UG 114 Bytes « PGE (8) [ Digital i2)
1O-Link VO 32132 Bytes « POU(R) [ Digital (B1_S
10-ink U0 32102 Bytes = PO (A) | Digital ()6
HO-ink 1O 32102 Bytes « POU () [ Digital (817

1240 System 1. 4: Pon X3 100 Digital Out (A} [ Dighal i)

1200 System 1. 5: Port X4 Deactivated (AR)

1200 System 1. 6: Port XS 102103 101104 O-Uink MO 1K Bytes « Q1 (A) [ Digial (2]
1100 System 1. 7: Port N6 230265 2I8_260 O-Link VO 32703 Bytes « PN {A) [ Digital (B}
1200 System 1.8: Fort )7 166,298 260291 JO-Link VO 32102 Bytet + Q1 (A) [ Digins] (8)
10 Spterm 1.9 Fort X8 299331 IR2_323 0Link MO 32132 Byter « FOH (A) [ Dignad (8)

coccccool@loooyp

<[ =] B el BE=mm—— Z < n — | il
L < Properies [indo % Diognostics  INLIR
o T Do ] oo o]
U@ ICET1SI0LGACL D-40-Uink_Master_1=5tatus_Contrel_Module H_SubModule 28 AC 1200
Figure 10.49
1&M 0
Length
Data object [byte] Access Default value/description
MANUFACTURER_ID 2 Read | 0x005D
ORDER_ID 20 Read | Order number of the module in ASCII
SERIAL_NUMBER 16 Read | Defined in the production process, in ASCII
HARDWARE_REVISION 2 Read Hardware revision of the device
SOFTWARE_REVISION 4 Read Software revision of the device
REVISION_COUNTER 2 Read Counts each statically stored parameter
change on the 10-Link master (e.g., device
name or IP address)
PROFILE_ID 2 Read | OxF600 (generic device)
PROFILE_SPECIFIC_TYPE| 2 Read | 0x0003 (IO module)

1. Status/control module
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Length
Data object [byte] Access Default value/description
IM_VERSION 2 Read | 0x0101 (I&M version 1.1)
IM_SUPPORTED 2 Read | 0x0000
Table 10.14 I&M 0 (slot 0, index OXAFFO)

1&M Functions of the I0-Link Device

IO-Link device-specific I&M 0 and I&M 5 data can be read out via slot 1 and the associated

sub-slot 1' . The data records are assigned via the specified index. Data not equal to zero is
only received if a connection to an 10-Link device could be established.

Hardware identifier of the status/control module for RDREC "IO System 1.2"

ST-1200_ICE11-810L » Ungrouped devices »

ICET1-810L-GEOL-VID [ICE11-810L-GE0LVID]

& [censosscnoicend=] & B (&0 &

OE

| | Device vendiew

7 Module
- KE18I0LG60L1D
L)
- otk A hei_

Folsafe Rack St
e O ROANET Interface
0: FROPINET Inzerlace X1
1:0 Syem 1.

StatutKontrel Module

[0 ptem 1.1 S [

10Nk VD 32732 Byies + POH(A) | Dogral )
Digital in (4} Digieal (B)
Digital Out (4) 1 Digins! {B)

Deactivated (VB)

10-Link VO 114 Bytes « POH (R) [ Digital (B)

0-Link KO 32132 Bytes « PQH(A) [ Digital (B)_S
10-Link VO 32132 Bytes ~ PO (80 Digital (B1_6
HOink VO 32132 Bytes « P8 (A) [ Digital (B)7

HO-Link VO 32732 Bytes + POH (A) [ Digial ()
Digital s (A) { Digieal (B}
Digital Out (4) [ Digns] (%)
Deactivated (W)

&:Port XS 102103 101104 HO-Unk VO 114 Bytes « PO () Digital (8)
Tifortde II_165 IIE 259 O-Uink WO D202 Byter - PON (A) [ Digital (B}

110 Syztem 1, 2 Por X1 68100 6899

1200 System 1.
100 Snterm 1.8: Port X7 266,398 260391 10 Link VO 3202 Byses - FCH () [ Diginal (8)
10 Sntem 1.9 ot X8 299,301 192323 10k MO 32132 Bytet = O (A) ] Diginal (8)

ooooeooalEoeo
*

| 3
[info |2 Diagnostics L=

|G Proparties

Tipe
R ICEV1BIOLGA0L 1 0-00-Link_Master_1=Status_Contral_ odule H_SubMadule

Figure 10.50
1&M 0
I&M 0 data Octets Data type Mapping rule
VendorID 2 Unsigned16 | IO-Link Direct parameter page 1:
VendorlID. Direct mapping, for example
"0x136". Exceptions: 1 — 93; 26 — 257; 87
— 467.
OrderID 20 Visible String| "Product Name" or "DevicelD"
IM_Serial_Number 16 Visible String| Insert SerialNumber of Device (10-Link
Index 21). If it is not available, set to "Not
accessible"
IM_Hardware_Revision |2 Unsigned8 | Set to 0x0000 (default value)
IM_Software_Revision 4 Char,3 x Set to V0.0.0 (official release but not
Unsigned8 | detectable)
IM_RevisionCounter 2 Unsigned16 | Set to "0" (0x0000)
IM_Profile_ID 2 Unsigned16 | IO-Link (APl = 0x4EO01)
IM_Profile_Specific_Type| 2 Unsigned16 | Set to "0" (0x0000)
IM_Version 2 2X Octet 1 (MSB): set to 0x01
Unsigned8 | Octet 2 (LSB): set to 0x00
IM_Supported 2 Unsigned16 | Profile specific 1&M: 0x0000 (Bit O for I&MO
(Bit Array) is always 0)

Table 10.15

1.1.2/Port X1 — 1.9/Port X8

172

I&M 0 (Slot 1:10 System 1.2—1.9, Index OXAFFO0)
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"Read" example I&M5 on port X1 with connected IOL device

= g iy, B ‘E Keepactualvalues [ Snapshot ™ ™ Copysnapshotstostartvalues @ (- Losdstartvalues asactualvalues By By
ReadDatalM5 (snapshot created: 11/27/2020 6:00:10 PM)
: Name |Lats type Monitor value :Ré\ain :Commem

1 4@~ Static [

3 lan Rd_Req Eool FALSE =

3 @s Rd_Index DWord 16£0000_AFFS =

2@ o HULID 282 0

5 @n= Rd_Req_Len Uint o =

& 4mm Rd_Valid Ecol FALSE )

7 o as Rd_Busy Eool FALSE =

g |agm Rd_error Eool FALSE 8

9 @ s Rd_Status DWord 16£0000_D0AG =

10 |4 = Rd_Res_Len Uint 0 =

11 @ ~ byte FArrayl0.329] of Byte =

i2l@ = byelo] Eyte 16200 BlockType High: ISMS = 030025

12l o byl Eyte 16225 BlockType Low: 12MS = 0x0025

4@ = byte[2] Eyte 16%#00 BlockLength High: I&M = 0x00A2

15 @0 = byte[3] Eyte 168A2 BlockLength Low: I&MS = 0x00A2 (162 dez)

6@ = byte[4] Eyte 16%01 BlockVersion High: 1

17 <@ = byte[5] Eyte 16800 | BlockVersion Low: 0

i8la = byte[6] Eyte 16£00 HumberGfEntries High

19l@ = byel7] Eyte 16201 NumberOfEntries: Low

0@ = byte[8] Eyte 16%00 BlockType Low I&M5 Dats

2il@ = byels] Eyte 16434 BlockType High I&M5 Data

22.@ L] byte[10] Eyte 16500 BlockLength Low |1&MS Data = Dx009A

23l@ = obye(ll] Eyte 16294 BlockLength Low %05 Data = 0x009A (154 dez)

4@ = byte[12] Eyte 16%01 BlockVersion High: 1

25 4q = byte[13] Eyte 16800 | BlockVersion Low: O

26 @ L] byte[14] Eyte 16549 IM Annotation "10-Link Devices”

7@ = bye[15] Eyte 16#4F

B@ byte[16] Eyte 16820

Figure 10.51
1&M 5

I&M 5 data Octets Data type Mapping rule

IM_Annotation 64 String (UTF8) | "lO-Link Devices"

IM_OrderID 64 Visible String | "Product Name" or "DevicelD"

IM_VendorID 2 Unsigned16 “VendorID"

IM_Serial_Number 16 Visible String | Insert SerialNumber of device (I0-Link

Index 21). If it is not available, set to "Not
accessible".

IM_Hardware_Revision| 2 Unsigned8 Set to 0x0000 (default value)

IM_Software_Revision | 4 Char,3 x Set to V0.0.0 (official release but not
Unsigned8 detectable)

Table 10.16 I&M 5 (Slot 1: 10 System 1.2—1.9, Index OxAFF5)

Reading and Writing I&M Data

In its standard library, SIEMENS TIA Portal® offers system function blocks with which I&M data
can be read and written. A data record contains a BlockHeader of 6 bytes and the I1&M record.

The data requested when reading or the data to be written therefore begins only following the
existing header. The content of the header must also be taken into account when writing.

* Toread |&M 0-3, the "RDREC block" must be configured with LEN = 6 Byte Block
Header + I&M data length.

* Toread &M 5, the "RDREC block" must be configured with LEN = 6 Byte Block
Header + 8 Byte I&M + I&M data length.
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Data object

Description

BlockType

Word

1&M O:
1&M 1:
1&M 2:
1&M 3:
1&M 5:

0x0020
0x0021
0x0022
0x0023
0x0025

BlockLength

Word

1&M O:
1&M 1:
1&M 2:
1&M 3:
1&M 5:

0x0038
0x0038
0x0012
0x0038
0x0098

BlockVersionHigh

1

0x01

BlockHeader

Byte

BlockVersionLow

1

Byte

0x00

I1&M data

&M 0: 54
&M 1:54
&M 2: 16
&M 3: 54

Byte

1&M 5:
152

1&M record

Table 10.17

Reading 1&M Records

Data record with BlockHeader and 1&M record

I&M data can be read in the Siemens PLC using the standard RDREC function block (SFB52).
The logical address of the slot/sub-slot (ID) and the I&M index (INDEX) must be used as han-
dover parameters. Return parameters report the length of the received I&M data and a status or

error message.

Example: "Read" 1&MO0 of the PROFINET IO device

ReadDatalMO (snapshot created: 12/1/2020 5:08:26 PM)

| Name | Data type |Startvalue
1@~ swtic
2 @~ Rd_Req kool false
i a@n Rd_Index Dviord 16%0000AFFO
4 anm RD_Id HW_IO 279
5 4w Rd_Req_Len uint o
6 4nm Rd_valid Boal false
7 lanm Rd_Busy Boal false
8 4= Rd_eror Bl false
2 a@n Rd_Status Dviord 1640
10.q@a-- Rd_Res_Len Ulnt 0
11|40 = ~ byte Array[0..60] of Byte
i2lap = byte[0] Byte 16200
3@ = byte[1] Byte 16%20
14lqq = byte[2] Byte 16200
isa = byte[3] Byte 16#38
6@ = byte[4] Byte 16201
7a = byte[5] Byte 1620
isa = byte[6] Byte 1620
9@ = byte[7] Byte 1620
2@ = byte[8] Byte 16#0
21-@a = byte[9] Eyte 1620
2@ = byte[10] Byte 1640
3lqq = byte[11] Byte 1640
24 @ = byte[12] Byte 1620
2540 = byte[13] Byte 1620
Bla = byte[14] Byte 1640
7@ = byte[15] Byte 1620
28 @ = byte[16] Byte 1640
29 40 = byte[17] Byte 1620
;0@ = byte[18] Byte 1640
e = byte[19] Byte 1640
Za = byte[20] Byte 1620

= :k i, B = Keepactualvalues [@g . Snapshot ¥ 8 copysnapshots tostartvalues [ [ Load startvalues as actual values B, B

| Monitor value

FALSE
1640000_AFFO
279

o

FALSE

FALSE

FALSE
16#0000_0000

16%00
16%#20
16%00
16#38
16501

1600
16501

16864
16839
16%33
16835
16420
16837

16%#30
16%30
16%20
16%30
16%30
16831

16%#20
16#20

Comment

BlockType High: |&M0 = 0x0020
Block Type Low: I&M0 = 0x0020
BlockLength High: I&MD = 0x0038
BlockLengthn Low: |&MO = 0x0038
BlockVersion High: 1
BlockVersion Low: 0

Data: Vendor ID High of connected I0L-Device
Data: Vendor ID Low: cf connected I0L-Device
Data: Order ID 1 (935 700 001)
Data: Order ID

Data: Order ID

Data: Order ID

Data: Order ID

Data: Order ID

Data: Order ID

Data: Order ID

Data: Order ID

Data: Order ID

Data: OrderiD

Data: Order ID

Data: Order ID

Figure 10.52
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Example: "Read" I&MO at port X1 with connected IOL device

S =F By B =77 ceepacualwlues Gy
ReadDatalMO (snapshot created: 12/1/2020 5:08:26 PM)

Snapshot ¥ B, | copysnapshots tostartvalues [ (&

| Monitor value

| Name Data type Siartvalue
1 4@~ Static
2 @n Rd_Reg Eool false
3 a@mn Rd_irdex DWord 164 0000AFFO
4 anm RD_ld HW IO 282
5 @n Rd_Req_Len Ulnt 0
6 @m Rd_Valid Eool
7 @an Rd_Busy Eaol
8 @n Rd_error Bool
9 an Rd_Status DWord
10 4= Rd_Res_Len Ulnt
11 4 = > byte Array[0..60] of Byte
Zla = byte[0] Byte
13 @ = byte[1] Byte
14 @ = byte[2] Byte
5@ = byte[3] Byte
16 @ = byte[4] Byte
7la = byte[5] Byte
B lam = hyte[6] Ryte
12 @ = byte[7] Byte
0@ = byte[8] Byte
2@ » byte[9] Byte
2@ = byte[10] Byte
23| byte[11] Byte
4 @ = byte[12] Byte
‘s @ = byte[13] Byte

FALSE
16%#0000_AFFO

FALSE
16%0000_0000

16200
16#20
16200
16#38
16501
16#00
16200
16502
16#31
16%37
16#33
16#32
16249
16840

Load start values as actual values i; ay

Comment

BlockType High: M0 = 0x0020

Block Type Low: I&MO = 0x0020

BlockLength High: I&M0 = 0x0038
BlockLengthn Low: I&MO = 0x0038
Blockversion High: 1

BlockVersion Low: 0

Nata: Vendor IN High of connected 101 Devire
Data: Vendor ID Low: of connected I0L-Device
:Order ID 1 (17324L..)

Data: Order ID

Data: Order ID

Data: Order ID

Data: Order ID

Data: Order ID

g

Figure 10.53

Example: "Read" I1&M5 at port X1 with connected IOL device

ReadDatalM5 (snapshot created: 11/27/2020 6:00:10 PM)
: ] armne Data type Startvalue

1 @ v static

2 @@ ®  RdReg Bool alse

3 @ ®  Rdindex DWord 16#0000AFF5

4 l@n= ROd HWIO 282

5 40=  RdReqlen Ulnt )

6 @@=  Rdvalid Bool f

7 @@=  RdBusy Baol

8§ «@=  Rderor Boal

9 l@®  RdStatus DWord

10 40 = RdRes_len Ulnt

1@ > bye Amay[0.165] of Byte

2@ =  byelo] Byte

3@ =  byef] Byte

itl@ = bye[2] Byte

5@ =  bye[3] Byte

154 = bye[] Byte

7@ =  bye[s] Eyte

1@ =  byel6] Eyte

i@ = byel] Byte

0@ =~ byte[8] Byte

2@ = bye(d] Byte

2@ =  bye10] Byte

23@ =  byeQ11] Byte

2al@ = bye(12] Eyte

sl@ = bye(13] Eyte

@ - byte[14] Byte

7@ = byte[15] Byte

|/l = bye[18] Byte

9@ =  bye17] Byte

s0lem =  bye[1s] Eyte

3@ =  bye[9] Eyte

22l@ = bye[20] Byte

33@m = byte[21] Byte.

3dl@ = bye[22] Eyte

ww LB E.: Keepactualvalues {@g Snapshot S M, Copysnapshots tostartvalues [ @ Load startvalues as actualvalues By

: Snapshet Monitor value Retain Comment
FALSE FALSE =] ‘
16#0000_AFFS  164D000_AFFS =
282 282 =]
o [ (m]
FALSE FALSE =]
FALSE FALSE =]
FALSE FALSE 0
16#0000_0046  1640000_00A6 8
0 0 0
=]
16£00 16400 BlockType High: I8MS = 0x0025
16825 16225 BlockType Low: I&MS = 0x0025
16200 16200 BlockLength High: 1ah= 030042
16842 16242 BlockLength Low: IEMS = 0xD0A2 (162 dez}
16#01 16201 BlockVersion High: 1
16#00 16400 BlockVersion Low:
16£00 16200 NumberOfEntries High
16201 16201 NumberOfEntries: Low
16200 16200 BlockType Low I&MS5 Data
16834 16434 BlockType High I&MS Data
16£00 16200 BlockLength Low I&MS Data = 0x009A
16894 16494 BlockLength Low %05 Data = 0x0094 (154 dez)
16401 16201 BlockVersion High: 1
16200 16400 Blockversion Low: 0
16849 163439 IMAnnotation *10-Link Devices”
1624F 16%4F
16#2D 16520
16#4C 1654C
16469 16469
16#6E 1646E
16468 16468
16814 16220
16844 16444

Figure 10.54
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Writing 1&M Records

I&M data can be written in the Siemens PLC using the standard WRREC function block
(SFB53). The logical address of the slot/sub-slot (ID), the I1&M index (INDEX), and the data
length (LEN) must be used as handover parameters. Return parameters report a status or error
message.

Example: Completed 1&M1 write operation of a PROFINET IO device

=S¢ = B, B =77 keepoctualvolues g Snepshot By 8, copysnapshots tostartvalues @ B Loadstart values as actualvalves [, )
WriteDatalM1 (snapshot created: 12/1/2020 5:21:20 PM)

| |Wame | Data type | Start value | Menitor value Comment
1@~ static
2 @@= WReyq Bool filse FALSE
3 @a-=- Wwr_irdex DWord 162 0000AFF1 16#0000_AFF1
4 @@= wric HW_IO 79 279
5 @@= Wr_Req_Len uint o (]
6 @@= ‘Wr_Done Bool false FALSE
7 4@n Wr_Busy Bool false FALSE
8 @=  WEror Bool false FALSE
9 |l Wr_Status DWiord 620 16#0000_0000
104 = Wr_Res_Len Ulnt ¢ o
114 ~ bye Arrayl0.59] of Byte
izl = byl Byte 16200 16200 BlockType High: I&M1 = 0x0021
13 byte[1] Byte 16821 16221 Block Type Low: I&M1 = 0x0021
14 @ byte[2] Byte 16200 16£00 BlockLength High: 0 for &M 1
15.@ byte[3] Byte 16#38 16#38 BlockLengthn Low: 0x38 for I&M 1
164 = byte[4] Byte 1 16201 BlockVersion High: 1
itla byte[s] Byte 620 16200 BlockVersion Low: 0
18 (4@ L byte[s] Byte 16861 16861 Data: "a"
12 @ byte[7] Byte 16262 16262 Daza: "b"
0@ = byeld] Byte 16263 16263 Dam: "
21 @ L] byte[9] Byte 16764 16#64 Dawm: "d"
33l = byte[10] Byte 1650 16400
23lgqn = byte[11] Byte 1640 16400
4l = bye[12] Byte 1620 16200
Figure 10.55

10.2.10 Prioritized Start-Up/Fast Start-Up (FSU)

Devices with Fast Start-Up (FSU) function support optimized system start-up. This ensures
faster restarting after the power supply is restored.

Fast Start-Up can be activated using PROFINET interface [X1] > Advanced options > Interface
options (PROFINET interface [X1] > Advanced options > Interface options) via Prioritized Start-
up (Prioritized Start).

Select "Device view" and the desired module.

Then, in the "General" tab, select the "Advanced Options" area.

L

Click on the "Prioritized startup" option to enable prioritized start-up.

1 e an [CE 1O LN -
-G60L-V1[ "E BIC 260L D |

JGeneraI IIIO tags ]ISystemconstants ]ITexts L

v General
Catalog information
¥ PROFINET interface [X1]

General [ Prioritized startup |
Ethernet addresses D Use IEC V2.2 LLDP mode

> |nterface options

Identification & Maintenance
w Advanced options
Interface options
Media redundancy
¥ Real time settings
10 cycle

Figure 10.56
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10.2.11

I3 PEPPERL+FUCHS

For better FSU performance, the transfer settings of connectors X01 and X02 should be set as
follows:

ICEN1-BI0L-G60LVID [ICET1-8I0L-GEOLA1D] [ ‘S Properties  |info | % Diagnostics  [SLA-KS

| Genesal [ 101ags | System constants | Tems |

- Genensl | (= gl
Cataleg informatin

= PROFINETimerface [X1] » » Pooptons
General
Eshemet addresses Actae
MensScation & Mainsenince S
v Advanced g 5] Activate this part far us:
Ieterace options
Media redundancy Connection
b Bealtme seregs
» Port ¥ 160 M X1 P &) R R oo ese e &
» Forx02 100 MEits [X1 P2 R L =
Ll E B Erable sunsmegeniason
b
Figure 10.57
Note

The settings for the local and partner ports must be identical.

Measured booting times

PROFINET FSU time': < 2200 ms

Start time with FSU enabled?: ~2400 ms
Start time without FSU enabled?: ~5400 ms

"Suspend/Resume" of the 10-Link Port Control

Use Case of the Automatic Tool Change Function

Depending on the status of a production process, a tool change is necessary within a machine,
which is usually carried out by disconnecting a specific tool such as a gripper and by subse-
quently connecting another tool. This connecting and disconnecting includes mechanical con-
nections and electrical connections for power supply and communication.

With the following 10-Link calls (e.g., via a Siemens FB50001),

* Suspend port operation
* Resume port operation

the 10-Link port control can be changed dynamically during cyclic data exchange.

Concept

The basic concept of the "Suspend Port operation" user function is to suppress all PROFINET
error messages to the system/user, as the action is intended. Essentially, after the interruption,
all pending diagnostic messages of the relevant port and device are deleted.

The current port status can always be viewed by the user via the "PortActive" flag bit in the "Port
Qualifier Information - PQI". Three types of activities characterize these port operations:

* Automatic Port Operation
* Suspend Port operation
* Resume Port operation

1.Measured according to specification: Internal switch is ready to send telegrams.

2.The PLC reads out a digital input and sets a digital output on the 10-Link master after the DUT (IO-Link master) is
started up. The PLC is directly connected to DUT port X01, without any further switch between the PLC and DUT.
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Automatic Port Operation

The following actions automatically set a port to the status "Port operation resumed", indicated
by the flag bit "PortActive" = 1:

178

* Switching on the power supply of the I0-Link node or IO-Link master
* Configuration changes to the IOL master port
* The port configuration mode is set to Digital Input or Digital Output

Suspend/Resume Port Operation

Suspend/Resume Port Operation

Controller

Mechanics

TOL-CALL: Spepond Port oporation
—

IOL-CALL : Resume Poit operation
—

PortActive =0 undocking »
PQ =0, DevCom =0

Figure 10.58

Visualization of the following actions:
* Successful "Suspended Port operation” results in the flag bit display "PortActive" = 0 and

"DevErr" =0

* Disconnecting the tool/device results in the flag bit display "PQ" = 0 and "DevCom" = 0
e Connecting a "new" tool/device leads to the flag bit display "PQ" = 1 and "DevCom" = 1
e Successful "Resumed Port operation” results in the flag bit display "PortActive" = 1

Use Cases

Use case

No. 1: A device is replaced
by a device of the same
type with identical param-
eters.

Inspection level (backup &
restore)

0: No device check

1: Type-compatible device
2: Type-compatible device
3: Type-compatible device
with "Backup & Restore"
4: Type-compatible device
with "Restore"

—_ P,

V1.0)
V1.1)
V1.1

)

V1.1

Description

In use case no. 1, all inspec-
tion levels are permitted.
Recommended: Type-compat-
ible device (V1.1) with "Backup
& Restore"

No.2: A device is replaced
by a device of the same
type with different parame-|
ters.

0: No device check
1: Type-compatible device (V1.0)
2: Type-compatible device (V1.1)

“Backup & Restore" does not
make sense in use case no. 2.
Recommended: Type-compat-
ible device (V1.0 orV1.1)

No. 3: A device is replaced
by a device of a different

type.

0: No device check
1: Type-compatible device (V1.0)
2: Type-compatible device (V1.1)

“Backup & Restore" does not
make sense in use case no. 3.
Recommended: Type-compat-
ible device (V1.0 0orV1.1) D

* The port configuration can be adjusted in the "Port operation suspended" state (use case

no. 3).

* In addition, after active communication (DevCom =1), the device parametrization can be
adjusted via the control program (use case no. 2).
* Especially for use cases no. 2 and no. 3, using the "Backup & Restore" feature for better
visibility and startup performance is recommended
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“"Suspend and Resume" Cycle

For a complete "Suspend and Resume" cycle, execute the following "Read" and "Write"
requests one after the other.

After writing the "Suspend" or "Resume" commands, verify the successful execution of the
command using the associated "Read" request.

Write Record Suspend — Port command

The following example shows how to suspend an IO-Link port operation using the TIA WRREC

function block:

ID=0
WDB23
“WRREC_FF"
WRREC
Any
R TRUE
TRUE Wa3le FALSE
%330 Tag_58"—EN %DB23 DBX10.0
"Tag_59" =={CIK REQ DOMNE —- "WRREC_PF" .DOME
%M 34.0 e
Tag_60 %DB23.DEX10.1
e BUSY —— "WWRREC_PF".BUSY
FALSE
B %DE23 DEX10 2
620 —1D "WRREC_PF".
16FB400 —{ |NDEX ERROR —— ERROR
8 —lLEN
1680070_0000
%DB23.DBED12
PDB22.DBX0.0 “WRREGIRET
“VIR_PF_SUSF". STATUS [— STATUS
Data — RECORD ENQ —
Figure 10.59 ID = 0 to address the IO-Link master proxy
INDEX = 0xB400
LEN = 8 bytes for commands
WRREC Data
| [Name  Data type | Offcet | Start value | Comment
1 4@ ~ Static
240 = > Data Array[0..59] of Byte 0.0
3 @ s Data[0] Byte 0.0 1688 Call Header
4 ] = Data[1] Byte 10 1681 Port Mumber (1... 8)
5 | . Data[2] Byte 20 16#FE Call Fixed
6 |0 = Data[3] Byte 30 16844 Call Fixed
7 |3 L Datal4] Byte 4.0 16802 Call write
8 |1 = Data[5] Byte 50 168FF Index Port Command
9 |4 L Data[6] Byte 6.0 168#FF Index Port Command
10 @ L Data[7] Byte 70 1683 Command Suspend

Figure 10.60
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Read Record Suspend — Port status
Use this request to verify that the previous writing of the "Suspend" port command was suc-

cessful.
YDB21
*RDREC_FF"
RDREC
Any
RO TRUE FALSE
TRUE %WM32.0 %DB21.DBX10.0
w331 "Tag_58" —EN WALID —= "ROREC_FF" WALID
“Tag_62"—{ QLK Q REQ BRI
ey %DB21.DBX10.1
Tag_61 BUSY -~ "RDREC_PF" BUSY
TRUE
FALSE
%DB21.DBX102
ERROR == "RDREC_PF" ERROR
1680 —ID
2 16#0070_0000
6#8400 — INDEX %DB21.DBD12
12 —IMLEN "RDREC_PF".
STATUS — STATUS
PIDE24.DBX0.0
*RD_PF_SUSP". LEN— O
Data — RECORD ENO [—
Figure 10.61

ID = 0 to address the 10-Link master proxy

INDEX = 0xB400

LEN = 12 bytes, 8 bytes for commands + 4 bytes for the error PDU

If the "Suspend" port command was successful, the read data looks as follows:

|Name | Data type |Offset | Startvalue Menitor value | Comment

1 @[~ static

2|1 = > Data Array[0.11] of Byte 0.0

3 a1 = Datal0] Byte 0.0 1650 16%08 Call Header

4 | = Datall1] Byte 1.0 16%0 16%#01 Fort Number (1..8)

5 |<4m - Data[2] Byte 20 1650 16%#FE Call Fixed

6 |- = Data[3] Byte 3.0 1680 16844 Call Fixed

7 L Data[4] Byte 40 1680 16#00 Status 0x00 = OK, 0xB0 = Error PDU
8 = Datal5] Byte 5.0 1650 16%#FF Index Port Command
L= | = Data[s] Byte 6.0 16#0 16#FF Index Port Command
10 |1 = Data[7] Byte 7.0 1620 16403 Command Suspend
11 L Data[8] Byte 8.0 1650 16500 Error FDU

12 @ L Data[9] Byte S.0 1680 16%00 Error PDU

13 <@ = Data[10] Byte 10.0 16%0 16200 SMi Job Error

14 a1 = Data[11] Byte 11.0 1680 16#00 Sl Job Error
Figure 10.62

The 10-Link device can now be disconnected.

If the "Suspend" process has not yet been completed before the "Read Record" has arrived at
the 10-Link master, a negative PROFINET response with the code "Resource busy — 0x80C2"

is sent.

Possible Error PDU Codes

NO_ERROR 0x0000
IOL_CALL_CONFLICT 0x7000
INCORRECT_IOL_CALL 0x7001
PORT_BLOCKED 0x7002
TIMEOUT 0x8000
INVALID_PORT_NUMBER 0x8001
INVALID_IOL_INDEX 0x8002
INVALID_IOL_SUBINDEX 0x8003
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NO_DEVICE 0x8004
DECODE_ERROR 0x8051
RDREC_FAULT 0x8052
WREC_FAULT 0x8053
UNEXPECTED_ERROR_SEQ 0x8054
FUNCTION_ERROR 0x8055

FUNCTION_NOT_AVAILABLE 0x8056
FUNCTION_NOT_SUPPORTED  0x8057

Write Record Resume — Port command

The following example shows how an IO-Link port operation can be resumed with the TIA
WRREC function block after the 10-Link node has been successfully connected:

HDB25
"WRRE_PF_
Resume”
WRREC
Any
FALSE
WB25.DBX10.0
. e ;WRRE_PFBONE
—— RESUME |
TRUE lWSZ.E’ DONE
%332 Tag_58"— EN —
Tog 63" g8 i BEQ 9DB25 DEX10.1
a3a2 "VIRRE_FF._
Tag_64 BUSY == Resume” BUSY
TRUE
FALSE
¥DB25.DEX10.2
“WRRE_PF_
1680 —ID ERROR —=- Resurme® ERROR
T65E400 = |NDEX
1650070_0000
s—gik %DB25.DBD12
"WRRE_FF_
PHDB26_DBX0 0 STATUS — Resume” STATUS
"WR_PF_RES"_Data —|RECORD ENO —
Figure 10.63
WRREC Data
|MName | Data type | Offcet éStartvaIue | Comment
1 |4 > Static
2 40 % v Data Array[0.31] of Byte 0.0
3 | L Data[0] Byte 0.0 16&8 Call Header
1 @ L} Data[1] Byte 1.0 16%#1 Fort Number (1..8)
5 41 » Data[2] Byte 20 164FE Call Fixed
6 L Data[3] Byte 3.0 16844 Call Fixed
7 i L Data[d] Byte 4.0 16502 Call Write
8 |1 L} Data[5] Byte 50 16#FF Index Port Commmand
9 |43 = Data[s] Byte 6.0 16#FF Index Port Command
10 <20 L} Data[7] Byte 70 1684 Command Resume = 0x04
Figure 10.64
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Read Record Resume — Port status
Use this request to verify that the previous writing of the "Resume" port command was suc-

cessful.
UDB27
"RDREC_PF_RES"
RDREC
Any
FALSE
%DB27 DEX10.0
"RDREC_PF_
| RES™ VALID
P_TRIG e VALID
WA32.0
TRUE “Tag_58"—EN =
w333 & Y%DB27_DBX10.1
Tag_65" == CLK Q REQ "RDREC_PF_
e RLISY —— RES" BUSY
*Tag_66"
o FALSE
%DBE27 DBX10.2
"RDREC_PF_
ERROR == RES™ ERROR
1640 — |
. 16#0070_0000
-5«34?0 INDEX %DB27 DBD12
2 — MLEN "RDREC_FF_
STATUS = RES™ STATUS
PADB2E DBXD .0
*RD_FPF_ ey —©
RESUME".Dats —| RECORD ENO—
Figure 10.65

ID = 0 to address the 10-Link master proxy

INDEX = 0xB400

LEN = 12 bytes, 8 bytes for commands + 4 bytes for the error PDU

If the "Resume" port command was successful, the read data looks as follows:

~ Name Dats type Offset Start value IMonitor value Comment

1 |40 - Static

2 |40 = - Date Array[0.231] of Byte 0.0

3 40 L) Data[o] Byte 0.0 1680 16#08 Call Header

4 |qn w Data[1] Byte 10 1640 16£01 Part Number (1.8}

5 |44 L] Data[2] Byte 20 1650 16%#FE Call Fixed

6 |41 L Data[3] Byte 30 1650 16844 Call Fixed

7 4 L Data[4] Byte 4.0 1680 16#00 Status OxD0=0FK, 0x80 = Error PDU
8 41 L} Data[5] Byte 50 16#0 16#FF Index Port Command
9 4 L} Data[6] Byte 6.0 1680 16#FF Index Port Command
10 40 L Data[7] Byte 70 650 16804 Command Resume
il = Data[8] Byte 80 1640 16200 Error FDU

12 | L Data[9] Byte 9.0 1680 16#00 Error PDU

13 a1 L} Data[10] Eyte 10.0 1630 16500 SMI Job Error

14 g L} Data[11] Byte 11.0 1650 16#00 SMI Job Error
Figure 10.66

If the "Resume" process has not yet been completed before the "Read Record" has arrived at
the 10-Link master, a negative PROFINET response with the code "Resource busy — 0x80C2"

is sent.

Possible Error PDU Codes

NO_ERROR 0x0000
IOL_CALL_CONFLICT 0x7000
INCORRECT_IOL_CALL 0x7001
PORT_BLOCKED 0x7002
TIMEOUT 0x8000
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10.3

INVALID_PORT_NUMBER 0x8001
INVALID_IOL_INDEX 0x8002
INVALID_IOL_SUBINDEX 0x8003
NO_DEVICE 0x8004
DECODE_ERROR 0x8051
RDREC_FAULT 0x8052
WREC_FAULT 0x8053
UNEXPECTED_ERROR_SEQ 0x8054
FUNCTION_ERROR 0x8055
FUNCTION_NOT_AVAILABLE 0x8056

FUNCTION_NOT_SUPPORTED 0x8057

Bit Assignment

The IO-Link master uses a modular device model. Slot 1/sub-slot 1 contains the status/control
module of the 10-Link master. This module provides 2 bytes of input data and 2 bytes of output
data. When an IO-Link master is selected from the GSD file, the module is integrated automati-
cally and cannot be changed.

The IO-Link ports use the following sub-slots 2 through 9 in slot 1. Depending on the configura-
tion, they may have a different operating mode and data length.

Process Data Status / Control Module, Slot 1 / Sub-slot 1

The status/control module has an Unsigned161 for digital input data and an Unsigned161 for
digital output data.

Status data (input)

The two Unsigned16 input bytes contain the status of the digital inputs. For the digital A channel
inputs, the data is also available in the input byte of the corresponding sub-slot module.

Control data (output)
The two Unsigned16 output bytes contain the control bits for the digital B channel outputs.

The byte 1/bit 0 output for the corresponding sub-slot module must be used to control the digi-
tal A channels.

The General Device Settings parameter Digital Out Ch. A Controlled By: Status/Control Module
can be used to switch to control bits. In this instance, the outputs cannot be controlled via the
byte 1/bit 0 sub-slot output.

The digital output can be controlled only from one source of data.
Parameter Dependencies of the Digital I/0 Data Mapping
For the bit mapping settings see chapter 10.2.4.

1.UINT16/Word
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Status/Control Data with Bit Mapping

For details on bit mapping configuration see chapter 10.2.4.

Legend
X1A Port 1, channel A
UINT16 High Byte
UINT16 Low Byte
Table 10.18 Siemens PLC with Big Endian format

Mode 1
1/0 Status/control

Bit7 Bit6 Bit5
Slot | UINT16 High Byte X8B | X8A | X7B

X7A

X6B

1st/"low address" byte in a Siemens PLC
2nd/"high address" byte in a Siemens PLC

X6A

X5B

X5A

11 UINT16 Low Byte X4B | X4A | X3B

X3A

X2B

X2A

X1B

X1A

Table 10.19 Digital input/output mapping mode 1

Mode 2
1/0 Status/control

Bit7 Bit6 Bit5
Slot | UINT16 High Byte X4B | X4A | X3B

X3A

X2B

X2A

X1B

X1A

11 UINT16 Low Byte X8B | X8A | X7B

X7A

X6B

X6A

X5B

X5A

Table 10.20 Digital input/output mapping mode 2

Mode 3
1/0 Status/control

Bit7 Bit6 Bit5
Slot | UINT16 High Byte X8B | X7B | X6B

X5B

X4B

X3B

X2B

X1B

11 UINT16 Low Byte X8A | X7A | X6A

X5A

X4A

X3A

X2A

X1A

Table 10.21 Digital input/output mapping mode 3

Mode 4
1/0 Status/control

Bit7 Bit6 Bit5

Slot | UINT16 Low Byte X8A | X7A |X6A |X5A |X4A |X3A |X2A |X1A
1.1 UINT16 High Byte X8B |X7B |X6B |X5B |X4B |X3B |X2B |X1B

Table 10.22 Digital input/output mapping mode 4

Mode 5

The mapping for mode 5 depends on the user settings.
Port X8 X7 X6 X5 X4 X3 X2 X1
1/0O pin 2/4 2/4 2/4 2/4 2/4 2/4 2/4 2/4
I/0O channel B/A B/A B/A B/A B/A B/A B/A B/A
PN diag. channel 8 7 6 5 4 3 2 1

Table 10.23 PROFINET channel diagnostics mapping

I0-Link Connections Process Data, Slot 1/Sub-Slot 2-Sub-Slot 9

The process data lengths of the 10-Link connections in COM mode depend on the configura-
tions of IO-Link connections X1-X8. Data lengths of 1-32 bytes of input data and/or 1-32 bytes

of output data are configurable.
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The data content can be taken from the descriptions of the 10-Link devices.

If no precise data length exists for the IO-Link device configuration, always select the next larg-
est data length.

The 10-Link master also attaches the PQI byte1to the end of the regular port input data of an 10-
Link node.

Ch. A configuration as digital input

If the port is configured as a digital input, the port data length is one byte and the status of the
digital input is set to bit 0. The status of the digital input is also assigned to the status bytes of
the status/control module.

The selected mapping mode for the status/control module has no effect on the process data of
the IO-Link ports.

Input Data: Sub-Slots 1.2-1.9

Bit7 Bit6é Bit5 Bit4 Bit3 Bit2 Bit1 Bit0

Slot 1.1 X1 Byte 1-33 e Ifthe IO-Link port is in "Digital-In" mode, the status is set to "DI-
Slot 1.3 X2 Byte 1-33 g\igla(;rfnnel A, pin 4) in bit 0/byte 1. In this case, no PQl byte is
Slot 1.4 X3Byte1-33 |, The last byte contains the PQI (Port Qualifier Information).
Slot 1.5 X4 Byte 1-33
Slot 1.6 X5 Byte 1-33
Slot 1.7 X6 Byte 1-33
Slot 1.8 X7 Byte 1-33
Slot 1.9 X8 Byte 1-33
Table 10.24

PQlI Description

Bit Acronym Short Description Description
0 |- Reserved 0 Reserved
1 |- Reserved 0 Reserved
2 | NewParam| New parameter 0 Not supported yet, don't evaluate this bit!
1 Not supported yet, don't evaluate this bit!
3 | SubstDev | Substitute device 0 Not supported yet, don't evaluate this bit!
detection 1 Not supported yet, don't evaluate this bit!
4 | PortActive | Port operation 0 port deactivated via port function
1 port activated (default)
5 | DevCom | Device communication| O no IOL device available
1 IOL device detected and is in PREOPER-
ATE or OPERATE state
6 | DevErr Port/Device error 0 no error/warning occurred indication
1 error/warning assigned to IOL device or
IOL master port occurred

1. Port Qualifier Information
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Bit Acronym Short Description Value Description

7 | PQ Device process data |0 invalid I/0 process data from IOL device
validity

1 valid I/O process data from device

Table 10.25

Output Data: Sub-Slots 1.2-1.9
Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0

Slot 1.1 X1 Byte 1-32 e Ifthe IO-Link port is in "Digital-Out" mode, the state is set to
Slot1.3 X2 Byte 1-32 "DO-C/Q" (channel A, pin 4) in bit 0/byte 1.

Slot 1.4 X3 Byte 1-32
Slot 1.5 X4 Byte 1-32
Slot 1.6 X5 Byte 1-32
Slot 1.7 X6 Byte 1-32
Slot 1.8 X7 Byte 1-32
Slot 1.9 X8 Byte 1-32

Table 10.26

Ch. A configuration as digital output

If the port is configured as a digital output, the port data length is one byte for digital output con-
trol bit 0.

If the General Device parameter Digital Out Ch. A Controlled by is set to "Status/Control Mod-
ule", the output cannot be controlled by bit 0 in the port output byte.
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11 The Integrated Web Server

The module has an integrated web server that provides functions for configuring modules, and
displaying status and diagnostic information.

The web interface provides an overview of the module configuration and status. It can also be
used to adjust specific settings, perform a restart, reset to factory settings, and update firm-
ware.

Status Page

Enter http:// inthe address bar of the web browser, followed by the IP address, e.g.,
http://192.168.1.1.

If the module home page does not open, please check your browser and firewall settings.

2026-06

ICE11 Webserver
Status
Device Overview Device Information
Name ICE11-810L-GEOL-VID
D Application Version 1.132.0
|:| |: Fieldbus Version 1.0.0.0
1 P x5 10 Version 1.0.505.0
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ec 0
l:l l:l Device Diagnosis
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age .
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[:] :I Forcemode Forcing is locked. | Locked
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®E @0 Port Information
l:l l:l Channel Type Configuration State Dia Details
10-Link -
X4 ® é,\ ° X2 X1A 10-Link 3 Byies In, 1 Bytes Out Oparate o
. S0 . X18 Digital Input/Output ?E.‘rla' Input [ on |
eesss Di 1;u t
ital Inpul
o ® ® X2A  1OLink okin = o
i Digital Input
e g x‘e X2B Digital Input/Qutput A =R
10-Link .
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’ . X3B  Digital InputlOutout ke ot o |
= X4A  IO-Link DigkalInput ["on | o
l:m Sz Digital Input
05 X4B Digital Input/Cutput 5T El
0 @ X5A 10-Link Inactive =3 @
l:l D D X5B Digital Input/Cutput Inactive
Digital Output
X6 A 10-Link P [ o | 3
X68  Digital InputiOutput Durlinp [ "o |
XTA 10-Link Inactive o)
X7B Digital Input/Qutput Inactive [inactive|
XBA 10-Link Inactive | Inactive | (D
X8 B Digital Input/Qutput Inactive [ 1nactive
Figure 11.1

This page serves as a starting point for access to the integrated web server.

Device Overview

The left side shows a graphical representation of the module with all LEDs and the positions of
the rotary coding switches

Device Information

The "Device Information” table contains some basic data on the module, e.g., the version, the
state of the cyclic communication, and a diagnostic indicator. The diagnostic indicator shows

whether a diagnosis is present in the module.

Port Information

The "Port Information” table indicates the configuration and status of all I/O ports of the module.
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Ports (Connection Side)

Click the "Ports" tab in the menu bar of the start window. A new window opens with the details
of the individual ports:

ICE11 Webserver
| status | orts [ sysem W usee | Contact |
Port Details
Show details for port
® X1 OX2 OX3 OX5 OX6 OX7 OX8
Port Information 10-Link
Forcemode Vendor ID 1
Port X1 Device ID 1116420
Dia Vendor Name Pepperi+Fuchs
Port Diagnosis Vendor Text vwww.pepperl-fuchs. comiio-link
. Product Name OMT100-R100-2EP-10-V31-L
« Mo diagnosis Product 1D 267075-100084
B o
- erial No.
Type 10-Link
ot 10-Link e SN2
LEED 2Byizs In. 1 Bytes Out Cycle fime 3200
State HW Revision HW01.00
10-Link Events FW Revision FW01.00
FW Update
= Mo events
10DD Upload
Pin 2 Channel B Configure device
Type Digital Input/Output
3 aaital o
Function T ot AT HelloWera123 [se]
State 7 fc oo
Input Logic Normally Open
Input Filter Off
F=]
Process Data Input PDI24.24
Input Data Name Value
Switching Signal 1 o
Switching Signal 2 0
Measurement Value 0
Signal Quality Indicator o
ea
Output Data Process Data Output PDOS.2
Name Value
CSCA - Transducer Disable 0
CSC2 - Evaluation Hold 0
Figure 11.2
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The Port Details page displays all information about the selected port. The left column displays
all port and channel-specific information. If the port is configured as an 10-Link and an 10-Link
node is connected, all IO-Link information for the connected device is displayed in the right col-
umn.

* Port diagnostics shows incoming and outgoing diagnoses in plain text.

* Pin 2 and pin 4 contain information about the configuration and status of the port.

e Additional information about the connected sensor and its process data is shown for 10-
Link ports.

10DD Buttons
The series called IODD provides access to the "IODD on Module" functions. The UPLOAD but-

ton allows the user to upload an IODD file to the module, regardless of the original device for
which the IODD was created.

The maximum number of IODDs is limited by the storage space. If there is no more space avail-
able for new IODDs, an error message is sent. In this case, navigate to the IODD Management
page to delete IODDs that are no longer in use.
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If a suitable IODD for the currently connected device already exists in the system memory, the
CONFIGURE button is displayed in the interface. Clicking on the button opens the Parameters
page to configure the device.

Parameters Page

I3 PEPPERL+FUCHS
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BO-Link Revision ID 1o
Identification

Device Information
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Figure 11.3

The "IODD — Device configuration" parameters page displays all parameters provided by the
IODD of the device. This means that the parameter set is variable and depends on the con-
nected IO-Link device.

The stored IODD reads the metadata of the parameters such as names, units, min/max values,
descriptions, etc. The values are obtained directly from the connected device. Therefore, it may
take a few seconds for the page to refresh.

If not already saved in the browser, you will be asked for your login details to continue. To edit
the device parameters, valid user access with group membership in the web interface is
required. After registration, you can change active values. Deactivated values cannot be
changed. These can be marked as read-only in the IODD. After each change, all current values
are written back directly to the device.

Limitations

* Editing parameter values changes them directly in the connected device. This does not
trigger a parameter server action.
e There is a maximum IODD size that can be uploaded to the system. This depends on sev-
eral values such as file size, number of parameters, nesting levels, etc.
Process Data

The process raw data of the input and output direction (byte set) is displayed for each con-
nected IO-Link device. If a suitable IODD with information about process data is already stored
in the system, this data is also displayed in a user-friendly format corresponding to the IODD.
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System Page

Click the "System" tab in the menu bar of the start window. A new window opens with informa-
tion on the system of the module:

ICE11 Webs|
[ S seen TN
System
General Information IP Settings
Firmware Parameter Settings
Application Version 11.1.3.0 IP-Address -_ -m g -m 5 -_
Fieldbus Version  1.0.0.0
10 Version 1.0.505.0 Subnet Mask el ][
Devic sty  [o J[o L[ ]
Name ICE11-810L-GBOL-V1D : .
Startup configuration @ static O DHCP
Product ID ICE11-8I0L-GEOL-V1D
Ordering Number 70146527 =
Hawae 10
Serial Number 40000058740639
Production Date  2023.01.31 10:00 LG ' OPC UA Server Config  #
Ethernet Matt state Enabled Opcua state Disabled
MAC Address  00:0D:81:0B:23:54 Broker 10.0.255.10 Port 4840
Network Port 1883 Anonymous login Yes
|P-Address 10.0.255.12 Base Topic icetd Listen for Commands No
Subnetmask 255.255.255.0 Auto Publish Yes Frocess Forcing No
Gateway 10.0.255.12 Pub\!'sh Inter\fal (ms) 2000 Cha_r:ge config No
Source DCP Puh\l.sh Identity Yes Device Reset No
Fieldbus Pub\!sh Config Yes
Name PROFINET Pub\l.sh Status Yes Syslog 4
State OPERATE Publish Process Yes Syslog state Disabled
Publish Devices No Global severity 3
Will State Enabled Server address
Will Topic lastwillCE11 Server port 514
Listen for Commands No Server severity 3
Process Forcing No
Change Config No CoAP '
Lol L CoAP state Disabled
Qos Al most once Port 5693
NTP V4
NTP client state Disabled
Server address 0.0.0.0
Server port 123
Update interval 60
10DD
Manage I0DDs
Restart device
[J confirm to restart the device. All connections will be closed.
Reset configuration to factory defaults
Restoring factory settings affects all par , including fieldbus specific settings.
All network connections will be closed.
Note: If the module has rotary switches, the new IP address is equivalent to the rotary switch position.
(J confirm to reset the device. All configuration data will be overwritten by default values!
Firmware update
FW-Update

Figure 11.4
This page contains information about the following values and parameters:

* The firmware name and version are displayed under "Firmware".
* The "Device" section contains all the information about the module itself.
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* Restart device
e The module initializes a software reset.
* Reset configuration to factory defaults
e The module restores the default factory settings.

Note

n During a factory reset, the "BF/MS/RUN" LED will light up red three times. Once reset to the
factory settings, the "BF/MS/RUN" LED will light up green three times. Once the LED has lit up
green three times, restart the device and wait ten seconds.

* Firmware update
The module initializes a firmware update.

Select the provided *.ZIP container to update firmware. For firmware updates, please con-
tact our support team. Follow the instructions that appear on the screen.

F3 upload Config - Google Chrome - O X

A Nicht sicher | 172.24.55.187/fwup.htm Q

Firmware Update

Choose file to load

Datei auswahlen | Keine ausgewahit

Figure 11.5
I0DD Management Page

EE PEPPERL+FUCHS

ICE11 Webserver
Manage I0DDs

Vendor ID Device ID Name Action
1 1116419 Pepperl-Fuchs_OMT100_R10x-20160404-10D01.1.xmi
1 1116420 Pepperi-Fuchs_OMT100-L_R10x-20180815-10DD1.1.xml Delete
Upload
Figure 11.6
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The IODD Management page can be accessed from the System page and displays all IODDs
that are currently stored in the system. All IODDs that match connected devices are marked.
On the IODD Management page, you can manually delete each IODD in the system.

User Administration

Click on the "User" tab in the menu bar of the start window. A new window opens with the user
administration settings for the module:

[ PEPPERL+FUCHS
| Status | | sSystem | User [ Contact |
Users
Username Groups Edit Del
Admin, REST,
admin mﬁ?‘:’u"\'
NOTeonfig
user WEB, OPC-UA [x]
Figure 11.7

This page contains the settings relevant to managing the users of the module. New users can
be added with Admin or Write access permissions.

Tip

For security reasons, change the default admin password once the device has been
configured.

Default user login data:

* User: admin
* Password: private

F3PEPPERL+FUCHS
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Contact Page

Click on the "Contact" tab in the menu bar of the start window. A new window with the contact

data of Pepperl+Fuchs opens:

EPEPPERL+FUCHS

!

Pepperl+Fuchs Global Headquarters

World Headquarters North American Headquarters
Pepperl+Fuchs GmbH Pepperl+Fuchs Inc.

LilienthalstralSe 200 1600 Enterprise Parkway

68307 Mannheim Twinsburg, Ohio 44087

Germany UsA

Phone: +49 621 776-0 Phone: +1 330 425-3555

Fax: +48 621 776-1000 Fax: +1 330 4254607

E-mail: info@de.pepperl-fuchs.com E-mail: sales@us.pepperl-fuchs.com
Website: www pepperl-fuchs_de Website: www._pepperl-fuchs_us

Copyright 2016, Pepperl+Fuchs GmbH | Al rights reserved

Asia Headquarters
Pepperl+Fuchs Asia Pte. Ltd.
P+F Building

18 Ayer Rajah Crescent
Singapore 139942

Phone: +65 6779-9091

Fax: +65 687-31637

E-mail: sales@sg.pepperl-fuchs.com
Website: www pepperl fuchs.com.sg

ICE1 Webserver

Figure 11.8
The address of the contact page is:
http://[IP address]/contact.htm

This page provides information about Pepperl+Fuchs Group contact details.
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lloT Functionality

The device offers interfaces and functions for optimal integration into existing or future lloT " net-

works. The device continues to function as a fieldbus node that can communicate with a PLC?
and be controlled by it. The device offers common lloT interfaces that enable communication
channels alongside the PLC. Communication is carried out via the lloT-relevant protocols
MQTT and OPC UA.

You can use these interfaces to

* read all the information in the device
* change the configuration of the device
* take control of the device if this is permitted

All interfaces can be extensively configured and offer read-only functionality. The device offers
a user administration feature. You can control access to and use of the lloT protocols. This
allows you to manage all modification options for the device settings via personalized user
authorization. All lloT protocols can be used and configured independently of the fieldbus. You
can control the device via lloT protocols without a PLC.

Warning!
Cybersecurity

Use the lloT functionality in a secured local network environment without direct access to the
Internet. See chapter 2.

MQTT

The MQTTSprotocoI is an open network protocol for machine-to-machine communication.
MQTT is used to transmit telemetric data messages between devices. The integrated MQTT
client allows the device to publish a specific set of information to an MQTT broker. The mes-
sages can be published either periodically or manually triggered.

MQTT Configuration

The MQTT functions are deactivated in the factory settings. The MQTT client can be config-
ured and read out.

1. Use the Web interface, see xxx
2. Send a JSON object as an "HTTP request", see xxx and below.
e The configuration URL is: http://[ip-address]/w/config/mgtt.json.
* The configuration can be read back as a JSON file: http://[ip-
address]/r/config/mgtt.json
The configuration takes the form of a JSON object, with each JSONMember representing a
configuration element. The object does not have to contain all elements. Only the elements

provided will be changed. Any configuration changes will not take effect until after a device
restart.

The following configuration elements are available:

1.1loT = Industrial Internet of Things
2.PLC = programmable logic controller
3.MQTT = Message Queuing Telemetry Transport

F3PEPPERL+FUCHS
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MQTT Configuration

Element Data Type Description Example
mqtt-enable boolean Master switch for the MQTT client. true/false’
broker string IP address of the MQTT broker "192.168.1.1"
login string Username for MQTT broker "admin”
Default: null
password string Password for MQTT broker “private"
Default: null
port number Broker port 1883
base-topic string Base topic "iomodule_[mac]"
Default: "ice11"
will-enable boolean If true, the device provides a last will true/false
message to the broker
will-topic string The topic for the last will message. Default: null
auto-publish boolean If true, all enabled domains will be pub- | true/false
lished automatically in the specified
interval.
publish-interval number The publish interval in ms if autopublish | 2000
is enabled. Minimum is 250 ms.
publish-identity boolean If true, all identity domain data will be true/false
published
publish-config boolean If true, all config domain data will be true/false
published
publish-status boolean If true, all status domain data will be pub- true/false
lished
publish-process boolean If true, all process domain data willbe | true/false
published
publish-devices boolean If true, all IO-Link device domain data | true/false
will be published
commands-allowed| boolean Master switch for MQTT commands. If | true/false

false, the device will not subscribe to any
command topic, even if specific com-
mand topics are activated below.

force-allowed boolean If true, the device accepts force com- true/false
mands via MQTT.

reset-allowed boolean If true, the device accepts restart and true/false
factory reset commands via MQTT.

config-allowed boolean If true, the device accepts configuration | true/false
changes via MQTT.

gos number Selects the "Quality of Service" status | 0 = At most once
for all published messages. 1 = Atleast once

2 = Exactly once
Table 12.1

1

.bold = standard

MQTT Response

The resulting response is a JSON object with a "status" field. The status should be "0" if no
error occurs and "-1" if an error occurs.

In the event of an error, the response contains an error array.
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The error array contains an error object for each error that occurred. The object consists of an
"Element" field, which identifies the configuration element that caused the error, and a "Mes-
sage" field for the error message.

* A JSON object that is not well-formed causes an error.
* Non-existent parameters cause an error.
* Parameters with an incorrect data type cause an error.

Writing all available parameters at once is not permitted. You should write only one or a small
number of parameters at a time.

Example

{"status": -1, "error": [{"Element": "publish-interval", "Message":
"Integer expected"}]}

{"status": 0}

{"status": -1, "error": [{"Element": "root", "Message": "Not a

JSONobject"}]

MQTT Topics

MQTT mainly refers to topics. All messages are attached to a topic, which adds context to the
message itself. Topics can consist of any type of string and may contain slashes (/) and wild-

card symbols (*, #).
Base Topic

The device has a configurable base topic, which is the prefix for all topics. The base topic can
be freely selected by the user. The base topic can also contain selected variables.

Base Topic Variables

Variable Description

mac The MAC address of the device

Name The name of the device

order The ordering number of the device

serial The serial number of the device
Table 12.2

Variables in the base topic must be written in square brackets ("[1").

Example

The base topic "io_[mac]" is translated into "io A3B6F3F0F2F1". All data is organized into
domains. The domain name is the first level in the topic after the base topic. Note the following
notation: Base topic/domain/.....

Data Domains

Domain Name

Definition

Example

identity All fixed data that is defined by the | Device name, ordering number,
used hardware and which cannot be | MAC address, port types, port capa-
changed by configuration or at run- | bilities and more.
time.

config Configuration data that is commonly| IP address, port modes, input logic,
loaded once at startup, mostly by a | failsafe values and more.
PLC.

status All non-process data that changes | Bus state, diagnostic information, 10-
quite often in normal operation. Link device status and data.

process All process data that is produced Digital inputs, digital outputs, cyclic
and consumed by the device itself or| 10-Link data.
by attached devices.
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Domain Name Definition Example
iold IO-Link device parameters accord- | Vendor name, product name, serial
ing to the 10-Link specification. number, hardware revision, software

revision and more.

Table 12.3

Often there is a topic for all gateway-related information and topics for each port. All identity
topics are published only once when the device is started, as this information should be static.
All other topics are either published at a fixed interval or triggered manually, depending on their
configuration.

Data Model

Total Publi- Publica-
cation tion Inter-

Example Counter val

2026-06

[base-topic]/iden- | Name, ordering number, MAC, vendor, | 1 Startup
tity/gateway 1&M etc.
[base-topic]/iden- | Port name, port type 8 Startup
tity/port/n
[base-topic]/con- | Configuration parameters, IP address, | 1 Interval
fig/gateway etc.
[base-topic]/con- | Port mode, data storage, mapping, 8 Interval
fig/port/n direction
[base-topic]/sta- | Bus state, device diagnostics, master |1 Interval
tus/gateway events
[base-topic]/sta- | Portorchannel diagnostics, |O-Link 8 Interval
tus/port/n state, I0O-Link device events
[base-topic]/pro- | AllDigital IN/OUT 1 Interva
cess/gateway
[base-topic]/pro- | Digital INJOUT per port, IOL-data, 8 Interval
cess/port/n pdValid
[base- IO-Link device parameter 8 Interval
topicl/iold/port/n

Table 12.4

An MQTT client that wants to subscribe to one or more of these topics can also use wildcards.

Application Examples

Entire Topic Description

[base-topic]/identity/gateway Receive only identity objects for the gateway

[base-topic]/identity/# Receive all data related to the identity domain

[base-topic]/status/port/5 Receive only status information for port num-

ber 5

Receive information of all domains for port
number 2

[base-topic]/+/port/2

[base-topic]/process/port/# Receive only process data for all ports

[base-topic]/config/# Receive config data for the gateway and all

ports.

Table 12.5
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Publish-Topic
Overview of all Publish JSON data for the defined topics:
Identity/Gateway
tbd json_string
ordering_number json_string
device_type json_string
serial_number json_string
mac_address json_string
production_date json_string
fw_name json_string
fw_date json_string
fw_version json_string
hw_version json_string
vendor_name json_string
vendor_address json_string
vendor_phone json_string
vendor_email json_string
vendor_techn_support json_string
vendor_url json_string
vendor_id json_integer
device_id json_integer
Table 12.6
Config/Gateway
Input Data Type Scope Default Notes
fieldbus_protocol json_string profinet, ether-
net/ip, ethercat
network_configuration json_string PN: dcp
Etlsréd_value,
bootp, dhcp
rotary_switches json_integer |0 ...999
ip_address json_string 192.168.1.1
subnet_mask json_string 255.255.255.0
report_alarms json_boolean 0.0.0.0
report_ul_alarm json_boolean | true / false true
report_do_fault_without_ul| json_boolean | true / false false
force_mode_lock json_boolean | true / false false
web_interface_lock json_boolean | true / false false
do_auto_restart json_boolean | true / false true
fast_startup json_boolean | true / false false PROFINET and
EIP only

Table 12.7
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Status/Gateway
Input Data Type Scope Default Notes
protocol json_string wait_for_io_system
wait_for_io_Connection
failsafe
connected
error
ethernet_port1 json_string 100_mbit/s_full
100_mbit/s
10_mbit/s_full
10_mbit/s
ethernet_port2 json_string 100_mbit/s_full
100_mbit/s
10_mbit/s_full
10_mbit/s
module_restarts json_integer |0 ...4294967295
channel_diagnostics | json_boolean | true/false
failsafe_active json_boolean | true/false
system_voltage_fault |json_boolean | true/false
actuator_voltage_fault | json_boolean | true /false
internal_module_error | json_boolean | true /false
forcemode_enabled json_boolean | true/false
Table 12.8
Process/Gateway
Input Data Type Scope Default Notes
Input_data json_integer[]
output_data json_integer[]
Table 12.9
Identity/Port/1 ... 8
Input Data Type Scope Default Notes
port json_integer |1 ...8
type json_string | digital_universal
digital_input

digital_Output
io_link

max_output_power_cha

json_string

2.0_mA
0.5_mA

max_output_power_chb

json_string

2.0_mA
0.5_mA

channel_cha

json_string

input/output
input
output
io_link

aux
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Data Type Default Notes
channel_chb json_string | input/output
input
output
io_link
aux
Table 12.10

Config/Port/1 ... 8

Input Data Type Scope Default Notes
port json_integer | 1...8
direction_cha json_string | input/output
input
output
direction_chb json_string | input/output
input
output
failsafe_cha json_string | set_low set_low
set_high
hold_last
failsafe_chb json_string | set_low set_low
set_high
hold_last
surveillance_timeout_cha json_integer | 0...255 80
surveillance_timeout_chb json_integer | 0...255 80
Table 12.11

Status/Port/1 ... 8

Input Data Type Scope Default Notes
port json_integer |1...8
physical_state_cha json_integer |0...1
physical_state_chb json_integer |0...1

actuator_short_circuit_cha | json_boolean | true/false

actuator_short_circuit_chb | json_boolean | true/false

sensor_short_circuit json_boolean | true/false
Table 12.12

Command-Topic, MQTT Subscribe

The main purpose of MQTT is to publish device data to a broker. This data can be obtained by
any registered subscriber that is interested in it. On the other hand, the device itself may have
subscribed to a topic on the broker and therefore receives data. This data can be configuration
or forcing data. This allows the user to fully control a device exclusively via MQTT, without the
use of other communication channels such as web or REST.

If the configuration allows commands in principle, the device subscribes to special command
topics, through which it can receive commands from other MQTT clients. The command topic
is based on the base topic. It always has the following form:

[base-topic]/command

After the command topic, fixed topics are for various writable objects. The data format of the
MQTT payload is always JSON. It is possible to set only one subset of the possible objects and
fields.
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[...1/forcing

Use the [base-topicl/command/forcing command topic for force object data. The force object
can have any of the following properties:

Force Object Properties

Property Data Type Example Remarks
forcemode boolean true / false Forcing Authority: on/off
digital array
iol array
Table 12.13

Different specification values are arrayed successively for the digital and I0L Force object
properties:

Digital Force Object

Property Data Type Example Remarks
port integer 1,2,5
channel string "a", "b"
force_dir string "out", "in", "clear"
force_value integer 0,1
Table 12.14

10-Link Force Object

Property Data Type Example Remarks

port integer 0,1,5

output array[integer] [55, 88, 120]

input array[integer] Input simulation

Table 12.15 Force object for IO-Link devices

[...]1/config

Use the [base-topic]/command/config command topic for Config object data. The
Config object can have any of the following properties:

Config Object Properties

Property Data Type Example Remarks
portmode array
ip_address string “192.168.1.5"
subnet_mask string "255.255.255.0"
gateway string "192.168.1.100"
Table 12.16

There are several specification values specified for the portmode Config object property:
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Config Object: Portmode

Property Data Type Example Remarks
port integer 2
Channe|A1 String Ildioll’ Ildill, Ildoll, Iliolll’
Iloffll
Channele String Ildioll’ Ildill, Ildoll, Iliolll’
Iloffll, Ilauxll
inlogicA string “no", "nc"
inlogicB string “no", "nc"
filterA integer 3 input filter in ms
filterB integer 3 input filter in ms
autorestartA boolean
autorestartB boolean
iolValidation integer 0 = NoCheck
1=Type 1.0
2=Type 1.1
3=Type 1.1 BR
4 =Type 1.1 RES
iolDevicelD integer for validation
iolVendorID integer for validation
Table 12.17

1.channelA =Pin 4
2.channelB = Pin 2

[...]/reset

Use the [base-topic]/command/reset command topic for Reset object data about
restart and factory reset topics. The Reset object can have any of the following properties:

Reset Object Properties

Property Data Type Example Remarks
factory_reset boolean true / false
system_reset boolean true / false

Table 12.18

[...]/publish
Use the [base-topic]/command/publish command topic for Publish object data.

The manually triggered publication of all topics can be used if "auto publish" is switched off or if
“long interval" is set.

MQTT Configuration via JSON

Depending on your application, download and install Insomnia or a similar application:
insomnia.rest/download/.

Configure MQTT
POST: [IP-address] /w/config/mgtt.json
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ion Edit View Window Tools Help

Insomnia POST ¥ 192.168.1.16/w/config/mqttjson

TIME 63 ms SIZE13 B

Preview =

Figure 12.1

3. Read MQTT from:
GET: [I1P-address]/r/config/mgtt.json
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TIME 31 ms SIZE527 B

Figure 12.2

OPC UA

OPC Unified Architecture! is a platform-independent standard with a service-oriented architec-
ture for communication in and with industrial automation systems.

The OPC UA standard is based on the client-server principle and allows machines and devices
to communicate horizontally with each other and vertically with the ERP system or the cloud,
regardless of preferred fieldbuses. The device provides an OPC UA server at the field device
level to which an OPC UA client can connect for data-secure information transfer. In the case of
OPC UA, we adhere to the "lO-Link Companion Specification", which you can download
directly from io-link.com, with the following exceptions.

1.0PC UA = Open Platform Communications Unified Architecture
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Unsupported OPC UA Features within the "I0-Link Companion Specification"

Function Support

Managing IODDs Not supported
(Section 6.1.6 in the specification)

Mapping IODD information to OPC UA ObjectTypes Not supported
(Section 6.3 in the specification)

IOLinkIODDDeviceType Not supported
(Section 7.2 ff. in the specification)
ObjectTypes generated based on IODDs Not supported

(Section 7.3 ff. in the specification)

Creation of Instances based on ObjectTypes generated| Not supported
out of IODDs
(Section 7.4 in the specification)

IODDManagement Object Not supported
(Section 8.2 in the specification)

RemovelODD Method Not supported
(Section 8.3 in the specification)

Table 12.19

OPC UA Configuration

By default, the OPC UA functions are deactivated. The OPC UA server can be configured
either by using the web interface or directly through a JSON object sentin an "HTTP request."
The configuration URL is: http://[ip-address]/w/config/opcua.json The configuration can also be
read back as a JSON file: http://[ip-address]/r/config/opcua.json The configuration takes the
form of a JSON object, whereby each JSONMember represents a configuration element. The
object does not have to contain all elements. Only the elements provided will be changed. Any
configuration changes will not take effect until after a device reboot.

The following configuration elements are available:
OPC UA Configuration

Element Data Type Description Example
port integer Server port for the OPC UA server 0, 4840, OXFFFF
opcua-enable boolean | Master switch for the OPC UA server. true/false
anon-allowed boolean | If true, anonymous login is allowed. true/false

commands-allowed| boolean Master switch for OPC UA commands. If| true/false
false, there will be no writable OPC UA

objects

force-allowed boolean | If true, the device accepts force com- true/false
mands via OPC UA

reset-allowed boolean If true, the device accepts restart and true/false

factory reset commands via OPC UA

config-allowed boolean | If true, the device accepts configuration | true/false
changes via OPC UA

Table 12.20

1.bold = standard

All configuration elements are optional and not bound to any particular order. Not every ele-
ment needs to be sent. This means that only configuration changes are applied.

Optional: The configuration parameters of OPC UA can be set directly via the web interface.
For sharing with other devices, you can download the web interface.

Response:
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The resulting response is a JSON object with a "status" field. The status should be "0" if no
error occurs and "-1" if an error occurs.

In the event of an error, the response contains an error array.

The error array contains an error object for each error that occurred. The object consists of an
"Element" field, which identifies the configuration element that caused the error, and a "Mes-
sage" field for the error message.

Example

{"status": -1, "error": [{"Element": "upcua-enable", "Message":
"Boolean expected"}]}

{"status": 0}

{"status": -1, "error": [{"Element": "root", "Message": "Not a JSON
object"} 1}

OPC UA Address Space

OPC UA provides various services on the device that allow a client to navigate through the
address space hierarchy and read or write variables. In addition, the client can observe up to
10 attributes of the address space regarding value changes.

A connection to an OPC UA server is reached via the endpoint URL: opc.tcp://[ip-
address] : [port]

Various device data such as the MAC address, device settings, diagnostics or status informa-
tion can be read out via Identity objects, Config objects, Status objects and Process objects.
Command objects can be read and written. This makes it possible, for example, to transfer new
network parameters to the device in order to use force mode or to reset the entire device to fac-
tory settings. The following graphics show the OPC UA address space of the device. The
objects and information displayed depend on the device variant used.

OPC UA Configuration — Quick Start

Caution!
Third party

Pepperl+Fuchs assumes no responsibility for any content contained on the referenced web-
sites and does not guarantee the functionality of the third-party software mentioned above.

OPC UA Configuration via JSON

Depending on your application, download and install Insomnia or a similar application:
insomnia.rest/download/.

Configure OPC UA
POST: [IP-address]/w/config/opcua.json
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Insomnia S nfig/opcuajson

TIME 31 ms SIZE13E

Figure 12.3

3. Read MQTT from:
GET: [I1P-address]/r/config/opcua.json

Application Edit View Window Tools Help

Insomnia GET = 192.168.1.18/r/config/opcua.json

JSON =

TIME 15 ms SIZE148 B

Preview ¥

I
i

Figure 12.4
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REST API

The RESTAPI'isa programmable interface that uses HTTP requests for GET and POST data.
This allows access to detailed device information. With the gateway, the REST APl can be used
to read out the device status. The REST API can also be used to write configuration and forcing
data. There are two different REST API standards available for the requests:

1. A standardized REST API specified by the IO-Link community and described separately:

JSON Integration 10222 V100 Mar20.pdf
Please download the file from io-link.com.
2. A customized REST API, which is described below.

Supported REST API Features within the 10-Link Specification

Function Supported

Gateway

GET /identification

GET /capabilities

GET /configuration

POST /configuration

POST /reset

POST /reboot

GET /events

Master

GET /masters

GET /capabilities

GET /identification

POST /identification

Port

GET /ports

GET /capabilities

GET /status

GET /configuration

POST /configuration

X[ X[ X| X[ X X| X[ X| X| X[ X]| X| X| X]| X]| X

GET /datastorage

POST /datastorage

1.REST API = Representational State Transfer — Application Programming Interface
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Function Supported

Devices | GET /devices

GET /capabilities

GET /identification
POST /identification
GET /processdata/value

GET /processdata/getdata/value

GET /processdata/setdata/value
POST /processdata/value

GET /parameters

GET /parameters/{index}/subindices

X[ X[ X| X[ X[ X| X[ X]| X]| X

GET /parameters/{parameterName}/subindices

GET /parameters/{index}/value

x| X

GET /parameters/{index}/subindices/{subindex}/value

GET /parameters/{parameterName}/value -

GET /parameters/{parameterName}/subindices/ {subParameter- -
Name}/value

POST /parameters/{index}/value X
POST /parameters/{parameterName}/value -

POST /parameters/{index}/subindices/{subindex}/value X

POST /parameters/{parameterName}/subindices/ {subParameter- | -
Name}/value

POST /blockparametrization -
GET /events X
IODD GET /iodds -
POST /iodds/file -
DELETE /iodds -
IODD GET /iodds/file -

Table 12.21

Default device information

Request method: http GET

Request URL: <ip>/info.json
Parameter: n.a.

Response format: JSON

The objective of the "Standard device information" request is to obtain a complete picture of the
current device status. The format is JSON. For 10-Link devices, all ports with the connected IO-
Link device information are included.

Structure

STANDARD Object
Name Data type Description Example
Name string Device name "ICE11-8I0L-G60L-V1D"
orderid string Ordering number "70146527"
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Name Data type Description Example
fw-version string Firmware version "V.1.1.0.0-01.01.2021"
hw-version string Hardware version “V.1.00"
mac string MAC address of the device "3C B9 A6 F3 F6 05"
bus number 0 = No connection 1
1 = Connection with PLC
failsafe number 0 = Normal operation 0
1 = Outputs are in failsafe
ip string IP address of the device
snMask string Subnet Mask
gw string Default gateway
rotarys array of Current position of the rotary
numbers (3) | switches:
Array element 0 = x1
Array element 1 =x10
Array element 2 = x100
ulPresent boolean True, if there is a UL voltage supply
detected within valid range
usVoltage_mv | number US voltage supply in mV
ulVoltage_mv | number UL voltage supply in mV (only avail-
able for devices with UL supply)
inputs array of Real state of digital inputs \[128.3\]
numbers (2) | Element 0 = 1 Byte: Port X1 Channel
A to Port X4 Channel B
Element 0 = 1 Byte: Port X5 Channel
A to Port X8 Channel B
output array of Real State of digitaloutputs \[55.8\]
numbers (2) | Element 0 =1 Byte: Port X1 Channel
A to Port X4 Channel B
Element 0 = 1 Byte: Port X5 Channel
A to Port X8 Channel B
consuming array of Cyclic data from PLC to device
numbers (2)
producing array of Cyclic data from device to PLC
numbers (2)
diag array of Diagnostic information:
numbers (4) | Element 0 = 1 Byte:
Bit 7: Internal module error (IME)
Bit 6: Forcemode active
Bit 3: Actuator short
Bit 2: Sensor short
Bit 1: UL fault
Bit 0: US fault
Element 1 = 1 Byte:
Sensor short circuit ports X1 ... X8
Element 2 =1 Byte:
Actuator short circuit ports X1 Chan-
nel A to X4 Channel B
fieldbus FIELDBUS
Object
Table 12.22
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FIELDBUS Object

Name Data type Description Example
fieldbus_name | string Currently used fieldbus
state number Fieldbus state
state_text number Textual representation of fieldbus state:
0 = Unknown
1 = Bus disconnected
2 = Preop
3 = Connected
4 = Error
5 = Stateless
forcing FORCING Object Information about the forcing state of the
device
channels Array of CHANNEL (16)| Basic information about all input/output
channels
iol IOL object Contains all IO-Link-related information
such as events, port states, device
parameters
iol/diagGateway| array of DIAG Array of currently active device/ gate-
way-related events
iol/diagMaster | array of DIAG Array of currently active IOL-Master-
related events
iol/ports array of PORT (8) Contains one element for each 10-Link
port
Table 12.23
CHANNEL Obiject
Name Data type Description Example
Name string Name of channel
type number | Hardware channel type as number:
0=DIO
1 =Input
2 = Output
3 = Input/Output
4 =|0-Link
5=10L AUX
6 = I0L AUX with DO
7 =10L AUX with DO. Can be deactivated.
8 = Channel not available
type_text string Textual representation of the channel type
config number | Current configuration of the channel:
0=DIO
1 =Input
2 = Output
3 =10-Link
4 = Deactivated
5=10L AUX
config_text string Textual representation of the current config
inputState boolean | |nput data’ bit to the PLC
outputState boolean | Output data bit to the physical output pin
forced boolean | True, if the output pin of this channel is
forced
simulated boolean | True, if the input value to the PLC of this
channel is simulated
211
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Name Data type Description Example

actuatorDiag boolean | True, if the outputis in short circuit / overload
condition
sensorDiag boolean | Trye, if the sensor supply? is in short circuit /

overload condition

maxOutputCurrent _mA| number | Maximum output current of the output in mA

current_mA number | Measured current of the output in mA3
voltage_mV number | Measured voltage of this output in mv*
Table 12.24

1.producing data
2.=Pin1
3.if current measurement is available

4.if voltage measurement is available

PORT Object
Name Data type Description Example
port_type string Textual representation of the IO-Link port type
iolink_mode | number Current port mode:
0 = Inactive
1 = Digital output
2= Digital input
3=SI0
4 =10-Link
iolink_text | string Textual representation of the current port mode “Digital Input"
aux_mode | number Indicates the configured mode for the Pin 2:
0 =No AUX
1 = AUX output'
2 = Digital output®
3 = Digital input
aux_text string Textual representation of the current aux mode "AUX Output"

cqg_mode number Port mode according to IOL specification
ig_mode number Pin 2 mode according to IOL specification
port_status | number Port status according to IOL specification

ds_fault number Data storage error number
ds_fault_- | string Textual data storage error
text
device DEVICE | 10-Link device parameters.
object *  Null'if no IO-Link communication active
diag array of Array of port-related events
DIAG (n)
Table 12.25
1.always on

2.can be controlled by cyclic data
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DIAG Object
Name Data type Description Example
error number | Error code
source string Source of the current error. "device"
"master"
eventcode number Fvent code according to IO-Link specifica-
ion
eventqualifierl number | Event qualifier according to 10-Link specifi-
cation
message string Error message "Supply Voltage fault"
Table 12.26
DEVICE Object’
Name Data type Description Example
device_id number
vendor_id number
serial string
baudrate string Baudrate (COM1,2,3)
cycle_time number Cycle time in microseconds
input_len array of numbers (n) | IOL input length in bytes
output_len array of numbers (n) | IOL output length in bytes
input_data array of numbers (n) | IOL input data
output_data array of numbers (n) | IOL output data
pd_valid number "1",if IOL input data is valid
pdout_valid number "1", if IOL output data is valid
Table 12.27

FORCING Object?

Name Data type Description Example

forcingActive boolean Force mode is currently active

forcingPossible | boolean True, if forcing is possible and force mode
can be activated

ownForcing boolean True, if forcing is performed by REST API
at the moment

forcingClient string Current forcing client identifier

digitalOutForced| array of numbers (2) | The force values of all 16 digital output
channels

digitalOutMask | array of numbers (2) | The forcing mask of all 16 digital output
channels

digitallnForced | array of numbers (2) | The force values of all 16 digital input
channels

1.Standard parameters of the IOL-Device

2.Forcing information of the device
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digitallnMask

Data type

Description

array of numbers (2) | The forcing mask of all 16 digital input

channels

Table 12.28

Configuration and Forcing

Method: POST
URL: <ip>/w/force.json
Parameter: n.a.
Format: JSON
ROOT Object
Name Data type Description Example
forcemode | boolean Forcing authority on/off | true / false
portmode array (Port mode object)
digital array (Digital object)
iol array (IOL object)
Table 12.29

PORT MODE Object

Name Data type Description Example
port integer 0-7
channel | integer "q" "o
direction | string "dio","di","do","iol", "off", "aux"
aux string "dio","di","do","iol", "off", "aux"?
inlogica | string “no","nc"
inlogicb | string “no","nc"
Table 12.30

1.optional, default is "a"
2.10L only, but optional

DIGITAL Object

Name Data type Description Example

port integer 0—-7
channel integer 3" b
force_dir string "phys_out","plc_in","clear'”
force_value | integer 0.1

Table 12.31

1.optional, default is "phys_out"
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IOL Object

Name Data type Description Example
port |integer 0-7
output| array[integer] or null to clear forcing | Output forcing [55,88,120]
input | array[integer] or null to clear forcing | Input simulation to PLC| [20,0,88]
Table 12.32

Reading and Writing of ISDU Parameters

The ISDU' provides an extremely flexible message format, which can include single or multiple
commands.

The device supports the reading and writing of ISDU parameters of the connected IOL device.
Itis possible to perform this as a bulk transfer by reading and writing multiple ISDU parameters
via a single request.

Read out
Method: POST
URL.: <ip>/r/isdu.json
Parameter: port (0-7)
Example: 192.168.1.20/r/isdu.json?port=>5
Format: JSON

Reading Out "ISDU Object"

Name Data type Description Example

iX integer Index to be read 0-INT16

subix integer Subindex to beread | 0-INT8
Table 12.33

Reading Out "ISDU Response Object"

Name Data type Description Example
status integer 0 =no error 0, -1
-1=an error occurred
message string Error message if error occurred
data array (Read ISDU data object) da;tla, if no error occurred. otherwise
nu
Table 12.34

Reading Out "ISDU Data Object"

Name Data type Description Example
iX integer Index that was read 0-INT16
subix integer Subindex that was read 0-INT8
status integer 0 =no error 0, -1

-1=an error occurred

eventcode| integer IOL eventcode if status is -1

1.1SDU = Indexed Service Data Unit
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Name Data type

Description

data array[integer] | data, if no error occurred. otherwise null

Table 12.35

Write
Method: POST
URL: <ip>/w/isdu.json
Parameter: port (0-7)
Format: JSON

Writing "ISDU Object"
Name Data type Description Example
iX integer Index to be read 0-INT16
subix integer Subindex to be read | 0-INT8
data array[integer] Data to be written

Table 12.36

Writing "ISDU Response Object"

Name Data type Description Example
status integer 0 =no error 0, -1
-1=an error occurred

message | string Error Message if error occurred
data array (Write ISDU data object)| data, if no error occurred. otherwise null

Table 12.37

Writing "ISDU Data Object"
Name Data type Description Example
iX integer Index that was written 0-INT16
subix integer Subindex that was written 0-INT8
status integer 0 =no error 0, -1

-1=an error occurred

eventcode integer IOL eventcode if status is -1

Table 12.38
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Example

Reading out ISDU
ISDU read request:
[

"ix":5,"subix":0},
{"ix":18,"subix":0},
{"ix":19,"subix":0},
{"ix":20,"subix":0}

]
Response:

{
"message" :"OK",
"data":

[

{"ix":5,"subix":0,"status":-1,"eventcode":32785},

"ix":18,"subix":0,"data":[79,68,83,49,48,76,49,46,56,47,76,65,54,44
,50, 48,48,45,77,49,50],"status":0},
"ix":19,"subix":0,"data":[53,48,49,50,57,53,51,53],"status":0},

"ix":20,"subix":0,"data":[100,105,115,116,97,110,99,101,32,115,101,
110, 115,111,114]1,"status":0}
i

"status":0}
Example
Writing IDSU

ISDU write request:

[
"ix":24,"subix":0,"data":[97,98,99,100,101,102]},
"ix":9,"subix":0,"data":[97,97,97,97,97,981} 1

Response:
{

"message" :"OK",
"data":
[
"ix":24,"subix":0,"status":0},
"ix":9,"subix":0,"eventcode":32785, "status":-1}
1,
"status":0}

CoAP Server

The Constrained Application Protocol’ is a specialized Internet application protocol for
restricted networks, such as lossy or low-power networks. COAP is especially useful in
machine-to-machine communication and can be used to translate simplified HTTP requests
from low-speed networks.

CoAP is based on the server-client principle and is a service layer protocol with which nodes
and machines can communicate with each other. The gateway provides the CoAP server func-
tionalities via UDP via a REST API interface.

1.CoAP = Constrained Application Protocol
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CoAP Configuration

The CoAP functions are deactivated in the factory settings. The CoAP server can be config-
ured either by using the web interface or directly through a JSON object sentin an "HTTP
request".

The configuration URL is: http:// [ip-address]/w/config/coapd.json

The configuration can also be read back as a JSSON file: http://[ip-address]/r/con-
fig/coapd.json

The configuration takes the form of a JSON object, with each JSONMember representing a
configuration element. The object does not have to contain all elements. Only the elements

provided will be changed. Any configuration changes will not take effect until after a device

restart.

The following configuration elements are available:

CoAP Configuration

Element Data Type Description Example
enable boolean Master switch for the true/false’
COAP server
port integer Port of the CoAP server | 5683
(0 to 65535)
Table 12.39

1.bold = standard

CoAP Response:

The resulting response is a JSON object with a "status" field. The status should be "0" if no
error occurs and "-1" if an error occurs.

In the event of an error, the response contains an error array.

The error array contains an error object for each error that occurred. The object consists of an
"Element" field, which identifies the configuration element that caused the error, and a "Mes-
sage" field for the error message.

Example

{"status": -1, "error": [{"Element": "upcua-enable", "Message":
"Boolean expected"}]}

{"status": 0}

{"status": -1, "error": [{"Element": "root", "Message": "Not a JSON
object"} 1}

REST API Access via CoAP

The connection to the CoAP server can be established via the following URL: coap:// [ip-
address]: [port]/[api]

You can access the following REST API requests in JSON format via CoAP endpoint:
REST API Access via CoAP

GET | /r/status.Ir

GET | /r/system.Ir

GET | /info.json"

GET | /r/config/net.json

GET | /r/config/mqtt.json

GET | /r/config/opcua.json
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Type API Note

GET

/r/config/coapd.json

GET

/r/config/syslog.json

GET

/contact.json

GET

/fwup_status

GET

/iolink/v1/gateway/identification

GET

/iolink/v1/gateway/capabilities

GET

/iolink/v1/gateway/configuration

GET

/iolink/v1/gateway/events

GET

/iolink/v1/masters

GET

/iolink/v1/masters/1/capabilities

GET

/iolink/v1/masters/1/identification

GET

/iolink/v1/masters/1/ports

GET

/iolink/v1/masters/1/ports/{port_num-
ber}/capabilities

The APl is available for all 8 ports.
{port_number} should be selected
between "1" and "8".

GET

/iolink/v1/masters/1/ports/{port_number}/sta-
tus

The APl is available for all 8 ports.
{port_number} should be selected
between "1" and "8".

GET

fiolink/v1/masters/1/ports/{port_number}/con-
figuration

The APl is available for all 8 ports.
{port_number} should be selected
between "1" and "8".

GET

/iolink/v1/devices/master1port{port_num-
ber}/identification

The APl is available for all 8 ports.
{port_number} should be selected
between "1" and "8".

GET

/iolink/v1/devices/master1port{port_num-
ber}/capabilities

The APl is available for all 8 ports.
{port_number} should be selected
between "1" and "8".

GET

/iolink/v1/devices/master1port{port_num-
ber}/processdata/ getdata/value

The APl is available for all 8 ports.
{port_number} should be selected
between "1" and "8".

GET

/iolink/v1/devices/master1port{port_num-
ber}/events

The APl is available for all 8 ports.
{port_number} should be selected
between "1" and "8".

COAP Configuration - Quick Start

Caution!
Third party

Pepperl+Fuchs assumes no responsibility for any content contained on the referenced web-
sites and does not guarantee the functionality of the third-party software mentioned above.

I3 PEPPERL+FUCHS
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COAP Configuration via JSON

Depending on your application, download and install Insomnia or a similar application:
insomnia.rest/download/.

Configure CoAP
POST: [IP-address]/w/config/coapd.json

(@ Insomnia — == (m] X
Application Edit View Window Tools Help

O / Insomnia ¥

No Environment v Cookies

2 JSON v

POST hitp://192.168.1.16/w/config/coa...

Just Now =

Preview v

Figure 12.5
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3.

Read CoAP from:
GET: [I1P-address]/r/config/coapd.json

@ Insomnia — = m] X

Application Edit View Window Tools Help

o / Insomnia ¥

No Environment + Cookies
- o~ JSON ~

¥

£7  http://192.168.1.16/r/config/coap...

Just Now +

Figure 12.6

Syslog

The gateway provides a syslog client that can connect to a configured syslog server and is able
to log messages.

Syslog is a platform-independent standard for logging messages. Each message contains a
timestamp and information about the severity level and subsystem. The Syslog protocol
RFC5424 is based on the server-client principle and allows machines and devices to send and
centrally collect messages in the network. (For more details on the syslog standard used, visit
datatracker.ietf.org.

The device supports the storage of 256 messages in a ring buffer, which are sent to the config-
ured syslog server. If the ring is full with 256 messages, the oldest message is replaced by the
new messages that arrive. All messages can be stored on the syslog server. The syslog client
of the 10-Link master saves none of the messages permanently.

Syslog Configuration

The syslog functions are deactivated in the factory settings. The syslog client can be config-
ured either by using the web interface or directly through a JSON object sentin an "HTTP
request”.

The configuration URL is: http:// [ip-address]/w/config/syslog.json

The configuration can also be read back as a JSON file: http://[ip-address] /r/con-
fig/syslog.json

The configuration takes the form of a JSON object, with each JSONMember representing a
configuration element. The object does not have to contain all elements. Only the elements

provided will be changed. Any configuration changes will not take effect until after a device

restart.
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The following configuration elements are available:
Syslog Configuration
Name Data Type Description Example

syslog-enable | boolean Master switch for the true/false’
syslog client

global-severity | integer Message level of the 0/1/2/3/4/5/6/7
syslog client:

0 = Emergency

1=Alert

2 = Critical

3 = Error

4 =Warning

5 = Notice

6 = Info

7 = Debug

The client stores all mes-
sages of the set severity
level, including all mes-
sages with a lower level.

server address | string (IP address) | syslog server IP address| 192.168.0.51 (Default: null)

server-port integer (0 to 65535)| The server port of the 514
syslog server
server-severity | integer (0 to 7) Message level of the 0/1/2/3/4/5/6/7

syslog server:
0 = Emergency

1 =Alert

2 = Critical
3 = Error

4 =Warning
5 = Notice
6 = Info

7 = Debug

Table 12.40

1.bold = standard

Syslog Response:

The resulting response is a JSON object with a "status" field. The status should be "0" if no
error occurs and "-1" if an error occurs.

In the event of an error, the response contains an error array.

The error array contains an error object for each error that occurred. The object consists of an
"Element" field, which identifies the configuration element that caused the error, and a "Mes-
sage" field for the error message.

Example
{"status": -1, "error": [{"Element": "upcua-enable", "Message":
"Boolean expected"}]}
{"status": 0}
{"status": -1, "error": [{"Element": "root", "Message": "Not a JSON
object"} 1}
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Syslog Configuration — Quick Start

Caution!

A Third party
Pepperl+Fuchs assumes no responsibility for any content contained on the referenced web-
sites and does not guarantee the functionality of the third-party software mentioned above.

Syslog Configuration via JSON

1.  Depending on your application, download and install Insomnia or a similar application:
insomnia.rest/download/.

2. Configure syslog
POST: [IP-address]/w/config/syslog.json

(@) Insomnia - O X

Application Edit View Window Tools Help

O / Insomnia *

No Environment = Cookies

posT  hitp://192.168.1.16/w/config/sysl...

Preview v

{

Figure 12.7
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3.

Read syslog from:
GET: [IP-address]/r/config/syslog.json

(@ Insomnia— - O X

Application Edit View Window Tools Help

O / Insomnia ~
No Environment ~ Cookies
L] o~

er  http://192.168.1.16/r/config/sysl...

Preview =

{

Figure 12.8

NTP

The gateway provides an NTPclient in version 3, which can connect to a configured NTP
server. The NTP client is able to synchronize network time at a configurable interval.

NTP is a network protocol that uses UDP datagrams to send and receive timestamps to syn-
chronize them with a local clock. The NTP protocol RFC1305 is based on the server-client prin-

ciple and only supports synchronization with UTC universal time.2 For more details on the NTP
standard used, visit datatracker.ietf.org.

NTP Configuration

The NTP client is deactivated by default. The NTP client can be configured either by using the
web interface or directly through a JSON object sent in an "HTTP request".

The configuration URL is: http://[ip-address] /w/config/ntpc.json
The configuration can also be read back as a JSON file: http://[ip-address]/r/con-
fig/ntpc.json

The configuration takes the form of a JSON object, with each JSONMember representing a
configuration element. The object does not have to contain all elements. Only the elements

provided will be changed. Any configuration changes will not take effect until after a device

reboot.

1.NTP = Network Time Protocol
2.UTC = Coordinated Universal Time
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The following configuration elements are available:

NTP Configuration

Name Data Type Description Example
NTP client status boolean | Master switch for the NTP client true/false’
1/2/10/60
Server address string NTP server IP address 192.168.1.50
Server port integer Port of the NTP server 123
Update interval integer Interval at which the client connectsto | 1/2/10/60
the configured NTP server.
Note: The value is specified in seconds.

Table 12.41

1.bold = standard

NTP Response:

The resulting response is a JSON object with a "status” field. The status should be "0" if no
error occurs and "-1" if an error occurs.

In the event of an error, the response contains an error array.

The error array contains an error object for each error that occurred. The object consists of an
"Element" field, which identifies the configuration element that caused the error, and a "Mes-
sage" field for the error message.

Example

{"status": -1, "error": [{"Element": "ntpc-enable", "Message":
"Boolean expected"}]}

{"status": 0}

{"status": -1, "error": [{"Element": "root", "Message": "Not a JSON
object"} 1}

NTP Configuration - Quick Start

Caution!
Third party

Pepperl+Fuchs assumes no responsibility for any content contained on the referenced web-
sites and does not guarantee the functionality of the third-party software mentioned above.

NTP Configuration via JSON

Depending on your application, download and install Insomnia or a similar application:
insomnia.rest/download/.

Configure NTP
POST: [IP-address]/w/config/ntpc.json
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@ Insomnia - Insomnia — = O X

Application Edit View Window Tools Help

O / Insomnia *

No Environment Cookies

http://192.168.1.16/w/config/ntpcjson

754 ms 148

Preview v

Figure 12.9

3. Read NTP from:
GET: [1P-address]/r/config/ntpc.json

@ Insomnia - Insomnia — = O X

Application Edit View Window Tools Help

O / Insomnia *

No Environment Cookies

GeT  http://192.168.1.16/r/config/ntpc.json

Just Now ~

Preview v

Figure 12.10
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13 Troubleshooting
13.1 Diagnostics Indicator in the Integrated Web Server
The module shows the error diagnostics on the connection page of the integrated web server.
B PEPPERL+FUCHS
Port Details
Show details for port
e X1 ® X2 ® X3 e X4 o X5 @ X6 e X7 o X8
Port Information 10-Link
Port X6 Vendor ID
e 10-Link Device ID
Class B - DO Vendor Name
Dia Vendor Text
Port Diagnosis Product Name
« |0-Link device broken wire PN
Product Text
Pin 4/ Channel A Serial No_
i 10-Link HW Revision
0 Bytes In, 0 Bytes Out FW Revision
g:it;fchannel B SRR ) T [set
Function AUX Power
State Input Data ‘
Qutput Data ‘ ‘
Index: 2 1 Subindex: l]7
Parameter
ReadWrite ‘ ‘
(hex.)
Figure 13.1
Diagnostic data is displayed in the "Port Diagnosis" area of the connection page, according to
the connection.
13.2 Diagnostic Processing via CC-Link

Port no. Access

Register for diagnosis

Description

X1 X20 X1 10-Link data valid RO’
X2 X21 X2 10-Link data valid RO
X3 X22 X8 10-Link data valid RO
X4 X23 X4 10-Link data valid RO
X5 X24 X5 10-Link data valid RO
X6 X25 X6 10-Link data valid RO
X7 X26 X7 10-Link data valid RO
X8 X27 X8 10-Link data valid RO

Table 13.1

1.Read-only
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Serial no. Register for diagnosis Description
1 X38 Ug supply present RO
2 X39 Ug supply fault RO
3 X3A U, supply present RO
4 X3B U, supply fault RO
5 X3C Internal module error RO
6 X3D Force-mode diagnosis RO
Table 13.2
1.Read-only

System supply/sensor supply fault
The level of the voltage value of the incoming system/sensor supply is monitored globally. If the
voltage falls below approx. 18 V or the voltage exceeds approx. 30V, an error diagnosis is gen-

erated. The IO-Link specification requires at least 20V at the L+ output supply of the 1/O ports.
A minimum of 21 V is required at the Ug power supply for the IO-Link master to minimize the
risk of internal voltage drops in the 10-Link master.

The green Ug indicator goes out.

The fault diagnosis has no effect on the outputs.

Caution!
Error message in the event of low voltage

Ensure that the supply voltage, measured at the most remote node, does not fall below 21V
DC in terms of system power supply.

Auxiliary/actuator power supply fault

The level of the voltage value of the incoming auxiliary/actuator supply is monitored globally. If
Report U /Uyx Supply Voltage Fault diagnosis is enabled, a diagnosis is generated if the volt-

age falls below approx. 18 V or the voltage exceeds approx. 30 V. The U /U,y indicator lights
up red.

If output channels are set to High State and Report DO Fault without U, /Upyx, further error
messages caused by the voltage fault are generated on the channels.

If Report U /Uayx Supply Voltage Fault is disabled, U /Uy or channel diagnoses do not
occur.

Overload/short-circuit of the digital outputs

In the event of an overload or a short-circuit of an output channel, the following channel-specific
diagnoses are generated in the data image being created:

228

Port no. i Register for diagnosis  Description Access
X1 4 X10 X1 channel A short-circuit RO’
2 X11 X1 channel B short-circuit RO
X2 4 X12 X2 channel A short-circuit RO
2 X13 X2 channel B short-circuit RO
1.Pin1
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Register for diagnosis Description

X3 4 X14 X3 channel A short-circuit RO
2 X15 X3 channel B short-circuit RO
X4 4 X16 X4 channel A short-circuit RO
2 X17 X4 channel B short-circuit RO
X5 4 X18 X5 channel A short-circuit RO
2 X19 X5 channel B short-circuit RO
X6 4 X1A X6 channel A short-circuit RO
2 X1B X6 channel B short-circuit RO
X7 4 X1C X7 channel A short-circuit RO
2 X1D X7 channel B short-circuit RO
X8 4 X1E X8 channel A short-circuit RO
2 X1F X8 channel B short-circuit RO
Table 13.3
1.Read-only

A channel error is determined by comparing the setpoint set by a controller with the physical
value of an output channel.

Activation of an output channel filters the channel errors for the time period set by the "Surveil-
lance timeout" parameter via the configuration of the device. The value of this parameter can
range from 0 to 255 ms; the default setting is 80 ms

The filter is used to prevent premature error messages when you switch on a capacitive load,
switch off an inductive load or in the event of other voltage peaks during a status change.

Actuator power supply overload/short-circuit

The B-channel outputs of X5 to X8 are supplied by the Upx voltage. In the event of an over-

load or short-circuit of the actuator power supply of ports X5 to X8, the following channel-spe-
cific diagnoses are generated in the data image being created.

I3 PEPPERL+FUCHS

Port no. Register for diagnosis Description Access
X1 X30 Reserved RO
X2 X31 Reserved RO
X3 X32 Reserved RO
X4 X33 Reserved RO
X5 X34 X5 actuator supply short-circuit RO
X6 X35 X6 actuator supply short-circuit RO
X7 X36 X7 actuator supply short-circuit RO
X8 X37 X8 actuator supply short-circuit RO

Table 13.4

1.Read-only

1.rising edge of the channel status
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13.3.1

13.3.2

Overload/short-circuit of the I/0 port sensor supply outputs

In the event of an overload or short-circuit between pin 1 and pin 3 of ports X1 to X8, the follow-
ing channel-specific diagnoses are generated in the data image being created.

Register for diagnosis Description
X1 X28 X1 sensor short-circuit RO
X2 X29 X2 sensor short-circuit RO
X3 X2A X8 sensor short-circuit RO
X4 X2B X4 sensor short-circuit RO
X5 X2C X5 sensor short-circuit RO
X6 X2D X6 sensor short-circuit RO
X7 X2E X7 sensor short-circuit RO
X8 X2F X8 sensor short-circuit RO
Table 13.5
1.Read-only

Diagnostic Processing via EtherCAT

Diagnostics (0x2001)

Index Size Index Size Type Name

0x2001 | 09 0x2001:1 1 BOOL | Ug Supply Fault
0x2001:2 1 BOOL | U Supply Present
0x2001:3 1 BOOL | U Supply Fault
0x2001:4 1 BOOL | Internal Module Error
0x2001:5 1 BOOL | Force Mode Diagnostic
0x2001:6 1 UINT8 | Sensor Short Fault
0x2001:7 1 UINT8 | CQ Short Fault
0x2001:8 1 UINT8 | 1Q Short Fault
0x2001:9 1 UINT8 | P24 Short Fault

(Class B)

Error of the system/sensor power supply

The voltage value for the incoming system/sensor power supply is also monitored globally. If
the voltage drops below approx. 18 V or exceeds approx. 30V, an error message is generated.
The 10-Link specification requires at least 20 V at the L+ (pin1) output supply of the I/O ports. At
least 21V of Ug supply voltage for the 10-Link Master are required to minimize the risk of inter-
nal voltage drops in the 10-Link Master.

The green Ug indicator is off.

The error message has no effect on the outputs.

Caution!

It must definitely be ensured that the supply voltage, measured at the most remote participant,
is not below 21 V DC from the perspective of the system power supply.
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13.3.3

13.3.4

13.3.5

13.3.6

13.3.7

13.3.7.1

13.3.7.2
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Error of the auxiliary/actuator power supply

The voltage value for the incoming auxiliary/actuator power supply is also monitored globally. If
Uaux diagnostic messaging is enabled, an error message is generated if the voltage drops
below approx. 18 V or exceeds approx. 30 V.

The Uy, indicator shows red. If output channels are enabled, additional error messages
caused by the voltage failure are generated on the I/O ports. Uy, diagnostic messaging is dis-
abled by default and must be enabled via parameterization.

Overload/short-circuit of the I/0 port sensor supply outputs

In case of an overload or a short circuit between pin 1 and pin 3 on the ports (X1 .. X8), chan-
nel-specific diagnostic messages are generated.

Overload/short circuit of the digital outputs

A channel error is determined by comparing the target value set by a controller and the actual
value of an output channel.

When an output channel is activated (rising edge of the channel state), the channel errors are

filtered for the period that you set using the "Surveillance-Timeout" parameter during the config-
uration of the module. The value of this parameter can range from 0 to 255 ms; the factory set-
ting is 80 ms.

The filter is used to avoid premature error messages when a capacitive load is activated or an
inductive load is deactivated, and during other voltage peaks when a status changes.

In static state of the output channel, that is, while the channel is permanently switched on, the
filter time between error detection and the diagnostic message is typically 5 ms.

10-Link C/Q error

If an 10-Link Device in COM mode is unplugged, an incorrect IO-Link Device is plugged in or an
electrical fault occurs on the C/Q (Pin 4) line, for example, due to a short circuit, an error mes-
sage is generated.

Diagnostic-History-Object (0x10F3)

SDO SDO-Content

Index Size Index Size | Type Name

Ox10F3 | 69 Ox10F3:1 1 UINT8 Maximum Messages
Ox10F3:2 1 UINT8 Newest Message
Ox10F3:3 1 UINT8 Newest Acknowledged

Message

Ox10F3:4 1 BOOL New Messages Available
0x10F3:5 1 UINT16 Flags
0x10F3:6-69 1 OCTET_STRING | Diagnosis Message Buffer|

Maximum Messages

Number of diagnosis messages which can be stored in the diagnosis history (subindex 6
onwards).

Newest Message
Sub-index of the newest diagnosis message (6 .. 69).
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Newest Acknowledge Message

Overwrite-Modus (SI5, Bit 4 = 0)

* Read=0:
When the message queue will be overwritten, the slave sets SI3 to "0".
e Writing = 0:
The slave clears all messages, i.e. resets Sl2, SI3, Sl4 and SI5 bit 5 messages are
deleted even if they were not acknowledged or read before.
* Writing=1..5:
The slave returns SDO abort with code 0x06090032 (value of parameter written too low).
*  Writing=6..69:
SI3 = written value (without checking).

All messages up to the age of the message which is in the written subindex are acknowl-
edged. The slave does not check if those messages have been read before.

The slave returns SDO abort with code 0x06090030 (value range of parameter exceeded)
in the following case: SI3 is written with a value of a sub-index which does not hold a mes-
sage.

e Writing =69 .. 255
The slave returns SDO abort with code 0x06090031 (value of parameter written too high).

Acknowledge mode (SI5, bit4 =1)

e Read=0:
No messages have been acknowledged so far.
e Read=0:
Sub-index of latest acknowledged diagnosis message (6-69).
* Writing=0
All acknowledged messages will be deleted.
e Writing=1..5
The slave returns SDO abort with code 0x06090032 (value of parameter written too low).
* Writing=6..69
Messages are acknowledged.

All messages up to the age of the message which is in the written subindex are acknowl-
edged. The slave does not check if those messages have been read before. The slave
returns SDO abort with code 0x06090030 (value range of parameter exceeded) in the fol-
lowing case: SI3 is written with a value of a sub-index which does not hold a message.

e Writing =69 ..255
The slave returns SDO abort with code 0x06090031 (value of parameter written too high).

New Messages Available

Overwrite mode:

* 0:newest message was read.
* 1:newest message was not read.

Acknowledge mode:

* 0:no unacknowledged message.
* 1:diagnosis messages are available which can be acknowledged (SI2 ! = SI3).

Flags
Flags to control sending and storing of diagnosis messages:

Bit 0: Enable Emergency sending

* 0: Default, if device does not support emergency sending.
* 1:New diagnosis messages shall be sent as emergency message.

Bit 1: Disable info messages

F3PEPPERL+FUCHS
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* 0:Info messages are stored in the diagnosis message queue (default).
* 1:Info messages will not be stored in the diagnosis message queue.

Bit 2: Disable warning messages

* 0:Warning messages are stored in the diagnosis message queue (default).

* 1:Warning messages will not be stored in the diagnosis message queue.

Bit 3: Disable error messages

* 0: Error messages are stored in the diagnosis message queue (default).
e 1:Error messages will not be stored in the diagnosis message queue.

Bit 4: Mode selection for diagnosis history handling

* 0: Overwrite mode. Old messages are overwritten by new ones when buffer is full.
* 1:Acknowledge mode. New messages do only overwrite messages which were acknowl-

edged before.

Bit 5: Overwrite/Discard Information (read only)
In Overwrite mode:

* 1:Unacknowledged messages have been overwritten (= buffer overrun) (SI3 is set to "0",

too).
In Acknowledge mode:

* 1:Message buffer is full with acknowledged messages and a new message is discarded.

Bit 6 .. 15: reserved

Diagnosis Message Buffer

Depending on SI1, the EtherCAT® slave can store up to 64 messages; the first message is
stored in sub-index 6, the second in sub-index 7and so on. When the queue is full, the Ether-
CAT® slave shall overwrite sub-index 6 and the following, in a way that always the latest maxi-

mum messages (Sl1) shall be accessible by the EtherCAT® master.

Diagnostic data object (0xAOnO)

SDO SDO content
Index Size Index Size Type Name
0xAONnO 2 0xA0ON0:1 1 UINTS8 I0-Link State
0xAO0N0:2 1 UINT8 Lost Frames
10-Link State

State of the 10-Link Master (state machine of the IO-Link port).
0x0 = Port inactive

0x01 = Digital input

0x02 = Digital output

0x03 = Establish communication

0x04-0x07: reserved

0x08 = Communication OPERATE

0x09 = Communication STOP

I3 PEPPERL+FUCHS
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Lost Frames

Counter of lost IO-Link telegrams. Reset counter during start-up.

Device status object (0xF100)

SDO SDO content

Index Size Index Size Type Name

0xF100 8 0xF100:1 1 UINT8 Status Port 1
0xF100:2 1 UINT8 Status Port 2
0xF100:3 1 UINT8 Status Port 3
0xF100:4 1 UINT8 Status Port 4
0xF100:5 1 UINT8 Status Port 5
0xF100:6 1 UINT8 Status Port 6
0xF100:7 1 UINT8 Status Port 7
0xF100:8 1 UINT8 Status Port 8

Status Ports 1 .. 8

Status of the 10-Link port (state machine of the 10-Link port).

0x_0 = Port Inactive

0x_1 = Port in SIO Digital Input
0x_2 = Port in SIO Digital Output
0x_3 = Port in Communication OP
0x_4 = Port in Communication STOP
0x0_ = No Error

0x1_ = Watchdog Error

0x2_ = Buffer Overflow

0x3_ = Invalid Device Id

0x4_ =Invalid Vendor Id

0x5_ = Invalid 10-Link Version
0x6_ = Invalid Frame Capability
0x7_ = Invalid Cycle Time

0x8_ = Invalid PD in length

0x9_ = Invalid PD out length

O0xA_ = No Device detected

0xB_ = Error PreOP
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Emergency messages

If set in the parameters, the Device sends emergency messages to the Master in case of a
detected diagnosis on the Device.

Emer-
gency

error code B7 B5 B4 B3 B2 B1 BO Errordescription

0x0000 0 0 0 0 0 |0 0 0 No error

0x2300 - 0 o (0 |0 |O 1 1 Sensor short circuit

0x3100 - 0 o |0 |0 |1 - 1 Ug voltage error

0x3300 - 0 o (0 |0 |1 - 0 U, voltage error

0xF000 1 0 0 0 0 |0 - 1 Additional function forcing

OxFFO00 1 0 0 0 0 |0 - 1 Additional function parameter
error

Diagnostic Processing via EtherNet/IP

Errors in the System/Sensor Power Supply

The voltage value of the power supply for the system and the sensors is monitored globally.
If the voltage falls below approx. 18 V or rises above 30V, fault diagnosis is generated.

The green Ug LED is switched off.

The error message has no effect on the outputs.

Caution!
Power supply

It must be ensured that the supply voltage, measured at the most remote node, does not fall
below 21 VDC'

The following diagnosis is generated in the "producing” data image:

General Diagnostics
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

Byte O IME FME DTO DTU SCA SCS LVA LVS
Byte 1 0 0 0 0 IDN IDW IDE IVE
Table 13.6 General Bit

This includes:

IME: Module information - internal module error

FME: Module information - Force mode activated

DTO: Module information - excess temperature

DTU: Module information - insufficient temperature

SCA: Module information - actuator short circuit channel A
SCS: Module information - sensor short circuit

LVA: Module information - auxiliary power supply low voltage
LVS: Module information - system/sensor electric power supply low voltage
IDN: IO-Link port information - device message

IDW: IO-Link port information - device warning

IDE: 10-Link port information - device fault

IVE: 10-Link port information - validation error

235



ICE11-8I0L*-G60L-V1D

Troubleshooting

236

Error in the Auxiliary Voltage/Actuator Power Supply

The voltage value of the power supply for the auxiliary voltage/actuator power supply is moni-
tored globally.

If the U /Upyx diagnostic messaging is activated, an error message is generated as soon as
the voltage falls below approx. 18 V or rises above 30 V.

The red UL/UAUX LED |IghtS up.

If the output channels are enabled, additional error messages, which are caused by the power
failure, are generated at the 10-Link connections.

The Upyx diagnostic message is disabled by default and must be enabled through parameter-
ization.

The following diagnosis is generated in the "producing” data image:

General Diagnostics
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

Byte O IME FME DTO DTU SCA SCS LVA LVS
Byte 1 0 0 0 0 IDN IDW IDE IVE
Table 13.7 General Bit

If output channels are set to High State and Report DO Fault without U, /Uy, further error
messages caused by the voltage error are generated on the channels.

The following diagnosis is generated in the producing data image:

Actuator/U,x Diagnostics

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

Byte 0 8 7 6 5 4 3 2 1
Byte 1 16 15 14 13 12 11 10 9
Table 13.8 Channel Number (fix)

* 1...16: Actuator/U, /U yx channel error on channel 1 ... 16
If Report U /Uayx Supply Voltage Fault is disabled, U /Uayxor channel diagnoses do not
occur.

Overload/Short Circuit of the Sensor Supply Outputs of the 10-Link
Connections

In the event of an overload or short circuit between pin 1 and pin 3 at connections X1 ... X8, the
following channel-specific diagnostic messages are generated in the producing data image:

General Diagnostics

Byte O IME FME DTO DTU SCA SCS LVA LVS
Byte 1 0 0 0 0 IDN IDW IDE IVE
Table 13.9 General Bit

Sensor Diagnostics

Byte 0 X8 X7 X6 X5 X4 X3 X2 X1
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Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

Byte 1 0 0 0 0 0 0 0 0
Table 13.10 Port Number

* X1 ... X8: Sensor short circuit at port X1 ... X8
Overload/short circuit of the digital outputs

In the event of an overload or a short circuit of an output channel, the following channel-specific
diagrams are generated in the producing data image:

General Diagnostics
Bit 7 Bit 6 Bit 5

Byte 0 IME FME DTO DTU SCA SCS LVA LvVS
Byte 1 0 0 0 0 IDN IDW IDE IVE

Table 13.11 General Bit

Actuator/Upyx Diagnostics

Bit 7 Bit 6 Bit 5

Byte 0 8 7 6 5 4 3 2 1
Byte 1 16 15 14 13 12 11 10 9
Table 13.12 Channel Number (fix)

* 1...16: Actuator/U, /U pyx channel error on channel 1 ... 16

A channel error is determined by comparing the setpoint value set by a controller and the phys-
ical value of an output channel.

When an output channel is activated by a rising edge of the channel status, the channel errors
are filtered for the duration specified via the "Surveillance Timeout" parameter when configur-
ing the device. The value of this parameter covers a range of 0 to 255 ms; the factory setting is
80 ms.

The filter is used to prevent premature error messages when you switch on a capacitive load or
switch off an inductive load, as well as other voltage peaks during a status change.

In the static state of the output channel, i.e., while it is permanently switched on, the filter time
between fault detection and diagnosis is typically 5 ms.

10-Link COM Error

If an 10-Link device is disconnected in COM mode, an incorrect IO-Link device is plugged in or

an electrical fault occurs on the C/Qline, for example due to a short circuit, the following diag-
nosis is generated in the producing data image:

10-Link Diagnostics

Byte O ICE8 ICE7 ICE6 ICE5 ICE4 ICE3 ICE2 ICE1

Byte 1 0 0 0 0 0 0 0 0

Byte 2 IVE8 IVE7 IVE6 IVE5 IVE4 IVE3 IVE2 IVEA

Byte 3 IDES8 IDE7 IDE6 IDE5 IDE4 IDE3 IDE2 IDE1

Byte 4 IDW8 IDW7 IDW6 IDW5 IDW4 IDW3 IDW2 IDWH1
1.Pin4
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Bit 7 Bit 6 Bit 3 Bit 2 Bit 1 Bit 0

Byte 5 IDN8 IDN7 IDN6 IDN5 IDN4 IDN3 IDN2 IDN1
Table 13.13 General Bit

This includes:

* ICE1 ... 8:10-Link port information - COM error’

* IDE1 ... 8:10-Link port information - device fault

* IDN1 ... 8:10-Link port information - device message
* IDW1 ... 8: I0-Link port information - device warning
* IVE1 ... 8:10-Link port information - validation error

10-Link Validation Error

If an IO-Link device is replaced, the validation is already configured. The manufacturer and/or
device ID do not correspond to the data of the device and the following diagnosis is generated
in the producing data image:

10-Link Diagnostics

Byte 0 ICE8 ICE7 ICE6 ICE5 ICE4 ICE3 ICE2 ICE1
Byte 1 0 0 0 0 0 0 0 0

Byte 2 IVES8 IVE7 IVE6 IVES IVE4 IVE3 IVE2 IVE1
Byte 3 IDE8 IDE7 IDE6 IDE5 IDE4 IDE3 IDE2 IDEA
Byte 4 IDW8 |IDw7 |IDW6 |IDW5 |IDW4 |IDW3 |IDW2 |IDW1
Byte 5 IDN8 IDN7 IDN6 IDN5 IDN4 IDN3 IDN2 IDN1

Table 13.14 General Bit

If extended status data was activated when configuring an IO-Link port, the manufacturer ID
and the device ID are also transferred to the producing data image.

I0-Link Device Diagnosis

The diagnosis of an 10-Link device is carried out in three stages: "Error", "Warning" or "Notifica-
tion."

The following diagnosis is generated in the producing data image:

10-Link Diagnostics

Byte 0 ICE8 ICE7 ICE6 ICE5 ICE4 ICE3 ICE2 ICE1
Byte 1 0 0 0 0 0 0 0 0

Byte 2 IVES IVE7 IVE6 IVE5 IVE4 IVE3 IVE2 IVE1
Byte 3 IDE8 IDE7 IDE6 IDES IDE4 IDE3 IDE2 IDE1
Byte 4 IDw8 |IDW7 |IDW6é |IDW5 |IDwW4 |IDW3 |IDW2 |IDW1
Byte 5 IDN8 IDN7 IDN6 IDN5 IDN4 IDN3 IDN2 IDN1

Table 13.15 General Bit

If the IO-Link event data is activated by configuring an 10-Link port, the device also reports
event codes in the producing data image. Use the documentation of your 10-Link device to
decrypt the error messages.

1.No device, damaged line, short circuit
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13.5 Diagnostic Processing via Modbus
Register Length Description Default Access
400401 1 System/sensor supply voltage present - RoO!
0: System/sensor supply voltage not present
1: System/sensor supply voltage present
400402 1 System/sensor supply voltage error - RO
0: System/sensor supply voltage error does not
exist
1: System/sensor supply voltage error occurred
400403 1 Auxiliary/actuator supply voltage present - RO
0: Auxiliary/actuator supply voltage not present
1: Auxiliary/actuator supply voltage present
400404 1 Auxiliary/actuator supply voltage error - RO
0: Auxiliary/actuator supply voltage error does not
exist
1: Auxiliary/actuator supply voltage error occurred
400405 1 Internal module error - RO
400406 1 Force-mode diagnostics - RO
400407 1 I/0O port sensor supply output overload/short-cir- | - RO
cuit
This register represents the overload/short-circuit
status bit by bit
400408 1 Overload/short-circuit of the digital outputs chan- | - RO
nel A, CQ
This register shows the overload/short-circuit sta-
tus of the digital outputs channel A, CQ bit by bit
400409 1 I1Q Short error - RO
Overload/short-circuit of the digital outputs chan-
nel B, IQ
This register shows the overload/short-circuit sta-
tus of the digital outputs channel B, 1Q bit by bit.
400410 1 Overload/short-circuit of the Class B actuator
power supply
This register shows the status of the Class B actu-
ator power supply bit by bit
Table 13.16
1.Read-only
Register Length Description Default Access
400426 1 Status of IO-Link Ch. 1 - RO’
400427 1 Status of I0-Link Ch. 2 - RO
400428 1 Status of I0-Link Ch. 3 - RO
400429 1 Status of I0-Link Ch. 4 - RO
400430 1 Status of I0-Link Ch. 5 - RO
400431 1 Status of I0-Link Ch. 6 - RO
400432 1 Status of I0-Link Ch.7 - RO
400433 1 Status of I0-Link Ch. 8 - RO
Table 13.17
1.Read-only
239
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Register Length Description Default Access
402501 200 IO-Link Events Ch. 1 - RO
402701 200 IO-Link Events Ch. 2 - RO
402901 200 IO-Link Events Ch. 3 - RO
403101 200 IO-Link Events Ch. 4 - RO
403301 200 IO-Link Events Ch. 5 - RO
403501 200 IO-Link Events Ch. 6 - RO
403701 200 IO-Link Events Ch. 7 - RO
403901 200 IO-Link Events Ch. 8 - RO

Table 13.18

1.Read-only

System supply/sensor supply fault
The level of the voltage value of the incoming system/sensor supply is monitored globally. If the
voltage falls below approx. 18 V or the voltage exceeds approx. 30V, a fault diagnosis is gener-

ated. The IO-Link specification requires at least 20 V at the L+ output supply of the I/O ports. A
minimum of 21 V is required at the Ug power supply for the IO-Link master to minimize the risk

of internal voltage drops in the 10-Link master.
The green Ug indicator goes out.

The fault diagnosis has no effect on the outputs.

Caution!
Error message in the event of low voltage

Ensure that the supply voltage, measured at the most remote node, does not fall below 21V
DC in terms of system power supply.

The diagnoses in holding register 400401 are updated.

Auxiliary/actuator power supply fault

The level of the voltage value of the incoming auxiliary/actuator supply is monitored globally. If
Report U /Uyx Supply Voltage Fault diagnosis is enabled, a diagnosis is generated if the volt-

age falls below approx. 18 V or the voltage exceeds approx. 30 V. The U /Uy indicator lights
up red.

Holding register 400402 can be read to obtain the current status of the auxiliary/actuator power
supply. The diagnostic data of holding register 400403 is updated.

If output channels are set to High State and Report DO Fault without U /Uy, further error
messages caused by the voltage fault are generated on the channels.

If Report U /Upyx Supply Voltage Fault is disabled, U /Upyx or channel diagnoses do not
occur.
Overload/short-circuit of the I/0 port sensor supply outputs

In the event of an overload or short-circuit between pin 1 and pin 3 of ports X1 to X8, holding
register 400407 is updated with the following data:

1.Pin1
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Sensor supply short-circuit
400407 b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl boO
Byte 1 N/A | N/A | N/A | N/A | N/A | NJA [ N/A |N/A | X8 | X7 |[X6 |X5 |X4 | X8 |X2 [X1

Table 13.19

Overload/short-circuit of the digital outputs

In the event of an overload or short-circuit between pin 4 and pin 3 of ports X1 to X8, holding
register 400408 is updated with the following data. This diagnosis is valid if channel A of the
respective port is in Digital Output Mode.

Overload/short-circuit of channel A, CQ
400408 bi5 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl bo
Byte 1 N/A | N/A | N/A | N/A | N/A | N/A [ N/A [N/A | X8 |X7 [X6 |[X5 |X4 |X3 [X2 [X1

Table 13.20

In the event of an overload or short-circuit between pin 2, channel B and pin 3 of ports X1 to X8,
holding register 400409 is updated with the following data. This diagnosis is valid if channel A
of the respective portis in Digital Output Mode.

Overload/short-circuit of channel B, IQ
400409 b15 b14 b13 b12 b1l b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Byte 1 N/A | N/A | N/A | N/A | N/A | N/A |N/A |N/A | X8 | X7 | X6 |[X5 |X4 |X3 | X2 |X1

Table 13.21

Overload/short-circuit of the I/0 port sensor supply outputs

In the event of an overload or short-circuit between pin 1 and pin 3 of ports X1 to X8, holding
register 400407 is updated with the following data:

Sensor supply short-circuit
400407 b15 b14 b13 bi12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl boO
Byte 1 N/A | N/A | N/A | N/A | N/A | N/JA [ N/A |N/A | X8 | X7 |[X6 |X5 |X4 | X8 |X2 |X1

Table 13.22

Overload/short-circuit of the Class B actuator power supply.

In the event of an overload or short-circuit of the Class B actuator power supply on ports X5 to
X8, holding register 400410 is updated with the following data.

Overload/short-circuit of actuator power supply P24 (Class B)
400410 b15 b14 b13 bi12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl boO
Byte 1 N/A | N/A | N/A | N/A | N/A | NJA [N/A |N/A | X8 | X7 |[X6 |X5 |X4 | X8 |X2 [X1

Table 13.23

10-Link channel status

I0-Link contains a default status value for the channels. The statuses of an individual 10-Link
channel can be read in holding registers 400426 to 400433.

Status of the 10-Link channel

0 No device present
1 Disabled
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Diagnostic mode
Pre-OP mode

OP mode

DI mode

DO mode

254 Power OFF

255 No status available

O g, WODN

10-Link channel events

During operation, the IO-Link master generates events for a specific channel. In holding regis-
ters 402501 to 404100, up to 32 events can be stored.

Register Length Description Default Access
402501 1 IO-Link Ch. 1 no. of events - RoO!
present
402502 5 IO-Link Ch. 1 Event 1 - RO
402507 5 IO-Link Ch. 1 Event 2 - RO
RO
402662 5 IO-Link Ch. 1 Event 32 - RO
402667 33 Reserved - RO
402701 1 10-Link Ch. 2 no. of events - RO
present
402702 5 IO-Link Ch. 2 Event 1 - RO
402707 5 IO-Link Ch. 2 Event 2 - RO
RO
402762 5 IO-Link Ch. 2 Event 32 - RO
402767 33 Reserved - RO
RO
403901 1 I0-Link Ch. 8 no. of events - RO
present
403902 5 I0-Link Ch. 8 Event 1 - RO
403907 5 IO-Link Ch. 8 Event 2 - RO
RO
403962 5 IO-Link Ch. 8 Event 32 - RO
403967 33 Reserved - RO
Table 13.24
1.Read-only

The following example shows details of a single event that applies to all 32 events on 8 chan-

nels:
Register Length Description Default Access
402502 2 Timestamp - RO
402504 1 Event type, classification - RO
402505 1 Event code - RO
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Register Length Description Default Access
402506 1 Reserved - RO
Table 13.25
1.Read-only

The 32 event registers act like a ring buffer. Once the FIFO buffer is full, the earliest event is
removed from the buffer and all other events are moved up one level. The latest event details
are then available under Event 32.

Timestamp
Local timestamp of a device. Requires four bytes.
Event type

Classification of events. There are three different types of events. The type is classified via val-
ues 1 to 3 in the respective holding register.

1 Notification
2 Warning

3 Error
Event code

The event code represents a unique code for individual events according to the IO-Link specifi-
cations. The following event code(s) are generated in the respective holding register.

0x1000 General malfunction

0x1800 No device

0x1801 Parameterization error when powering up the device
0x1802 Incorrect manufacturer ID - Inspection level mismatch
0x1803 Incorrect device ID - Inspection level mismatch
0x1804 Short-circuit on C/Q

0x1805 PHY above temperature

0x1806 Short-circuit on L+

0x1807 Overload on L+

0x1808 Devices event overflow

0x1809 Backup inconsistency - outside the storage capacity
0x180A Backup inconsistency - identification error

0x180B Backup inconsistency - non-specific data storage error
0x180C Backup inconsistency - upload error

0x180D Parameter inconsistency—download error

0x180E P24, Class B missing or low voltage

0x180F Short-circuit on P24, Class B

0x1810 Short-circuit on 1/Q

0x1811: Short-circuit on C/Q, Digital

0x1812 Overload on 1/Q

0x1813 Overload on C/Q, Digital

0x6000 Invalid cycle time

0x6001 Revision fault

0x6002 ISDU batch failed
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OxFF21 DL: Device inserted
OxFF22 Device communication lost
O0xFF23 Data storage identification mismatch
O0xFF24 Data storage buffer overflow
O0xFF25 Data storage parameter access denied
O0xFF26 Port status changed
OxFF27 Data storage upload complete
O0xFF31 DL: Incorrect event signal
Table 13.26

Alarm Signals and Error Messages from Modules via PROFINET

Note

Alarm signals and error messages are only transmitted via PROFINET if the parameter for
diagnosis is activated in the controller when the modules are configured.

If the modules detect a fault state, they trigger an alarm signal. The modules support diagnostic
alarms. Diagnostic alarms are triggered by periphery faults, such as overloads, short circuits,
and low voltage.

An alarm is triggered both by incoming events (e.g., sensor short circuits) and outgoing events.

The alarms are evaluated dependent on the PROFINET IO controller used.

Evaluating Alarms in the TIA portal

If a diagnostics alarm is triggered, the user program in the TIA portal is interrupted and a diag-
nostics block is called. The following blocks are used:

Cause OB call
Diagnostics alarm (short circuit, overload, wire break, low voltage on an I/0 OB82
module)

Failure of a station or a rack OB86

The initial information regarding the cause and type of fault is provided by the OB called and its
start information. More detailed information regarding the error event can be obtained in the
error OB by calling RALRM_SFB [SFB54] (read supplementary alarm information). For this
purpose, SFB 54 must called in every error OB.

If the error OB called does not exist in the CPU, the CPU switches into the STOP operating
state.

The Structure of the Diagnostics Data Records

Block version 0x0101 and the format identifier (USI, User Structure Identifier) 0x8000 are used
to display the diagnostics data records.

The data values "ChannelNumber" and "ChannelError" contain the following values, depending
on the error that has occurred:

Type of error Source of fault Channel number Error code
Undervoltage/over- Module 0x8000 (diagnosis not| 0x0002
voltage of sensor/sys- channel-specific)

tem power supply

Auxiliary voltage/actu-| Auxiliary voltage 0x8000 (diagnosis not| 0x0103
ator voltage too low channel-specific)
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Type of error Source of fault Channel number Error code
Overload/short circuit | 10 port (pin 1) 0x01 to 0x08 0x01

of the sensor supply

Port driver tempera- | 1O port (pin 1) 0x01 to 0x08 0x0113
ture excess

Overload/short circuit | 10 port (pin 4) 0x01 to 0x08 0x010A
of the digital 500 mA

outputs

Overload/short circuit | 1O port (pin 2) 0x05 - 0x08 0x0109
of the digital 2 A out-

puts

Overload/short circuit | 1O port (pin 2) 0x05 - 0x08 0x0108

of auxiliary power sup-|
ply (Upux) at Class B

port

10-Link C/Q Error 10 port (pin 4) 0x01 - 0x08 0x0006

IO-Link device diag- | IO-Link device 0x01 - 0x08 Dependent on the IO-

nosis Link device diagnosis
Extended diagnosis:
0x9000

Display of diagnosis in the TIA Portal
Select the faulty I/O module in the hardware manager and navigate to its device view.

Select the affected channel/the submodule.

wnhp =

Open the online diagnostics by right-clicking with the mouse and select the menu item "Online
& diagnostics > Channel diagnostics."

~ Diagnostics

di tic
General CenieldEn e

Diagnostic status

[Channel diagnostics

¥ Functions Chennel type Channel no. Error

Output 2 Wire break

. Help on selected diagnostics row

| Possible causes for encoders:
-Acable to the encoder is broken.
- Faultin external circuit
- Defective encoder =
- Incerrect encoder type setin parameters
-Input channel is not used (open)
-Measuring resister is too high

| Possible causes for actuators:
-Acable to the actuatoris broken.

I>

<

Figure 13.2
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