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. ICDM-RX/TCP (DeviceMaster) and ICRPC (RocketPort EXPRESS)

With regard to the supply of products, the current issue of the following document is applicable: The General Terms of
Delivery for Products and Services of the Electrical Industry, published by the Central Association of the Electrical Industry
(Zentralverband Elektrotechnik und Elektroindustrie (ZVEI) e.V.) in its most recent version as well as the supplementary
clause: "Expanded reservation of proprietorship".
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1. Overview

The ICDM-RX/TCP (DeviceMaster) and ICRPC (RocketPort EXPRESS) Windows Driver Console manual
provides support for the following products:

ICRPC (RocketPort EXPRESS), including the RocketPort INFINITY, which is referred to as RocketPort in
the manual.

DeviceMaster (ICDM-RX/TCP), which is referred to as DeviceMaster in the manual.

Install the DeviceMaster NS-Link device driver to use the DeviceMaster serial ports as native COM ports
and to set up secure COM ports. If you install the device driver, you can also configure the ports for socket
mode or serial tunneling. See NS-Link Device Driver Configuration Considerations on Page 29 for detailed
information about the NS-Link device driver.

Refer to PortVision DX Overview - DeviceMaster on Page 7 for information about an application to assist
configuring network settings.

1.1. Windows Driver Management Console

This manual discusses how to install and configure Pepperl+Fuchs Windows device drivers using the Windows
Driver Management Console.

The driver installation is accessible through a dedicated shortcut created during the initial device driver
installation process. The Windows Driver Management Console allows you to browse all installed and
supported Pepperl+Fuchs products in one place and apply any changes quickly.

You can refer to Using the Windows Driver Management Console on Page 30 for general information.

1.2. Supported Operating Systems

The Windows Driver Management Console supports the following operating systems:
Windows 7, Windows 8/8.1, Windows 10, and Windows 11
Windows Server 2012R2, Windows Server 2016, Windows Server 2019, and Windows Server 2022

1.3. Products Supported

These are the products supported by the Windows Driver Management Console:
All DeviceMaster models
All RocketPort EXPRESS models
All RocketPort INFINITY models

I PEPPERL+FUCHS
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1.4. PortVision DX Overview - DeviceMaster

PortVision DX automatically detects the following Ethernet attached products physically attached to the local
network segment so that you can configure the network address, upload firmware, and manage the following
products:

DeviceMaster models
ICDM-RX/EN and ICDM/RX/EN1 (DeviceMaster EtherNet/IP) models
ICDM-RX/MOD (DeviceMaster Modbus Router/Server/TCP) models
ICDM-RX/PN and ICDM-RX/PN1 (DeviceMaster PROFINET 10) models
|O-Link master (ICE2x and ICE3x) models
RocketLinx managed switches
PortVision DX may require that you have the latest Microsoft Service pack installed for your operating system.

In addition to identifying the following Ethernet attached products, you can use PortVision DX to display any
third-party switch and hardware that may be connected directly to those devices. All non-Pepperl+Fuchs
products and unmanaged RocketLinx devices are treated as non-intelligent devices and have limited feature
support. For example, you cannot configure or update firmware on a third-party switch.

1.5. Download the Latest Software and Documentation

Go to https://www.pepperl-fuchs.com to locate the latest Windows device driver for your product.

I PEPPERL+FUCHS
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2. Before Installing the DeviceMaster Driver

This section provides an overview for the procedures that you may need to perform before installing the
DeviceMaster device driver.

This section contains the following discussions:

Initial Installation Overview on Page 8

Install the Hardware on Page 8

Install PortVision DX on Page 9

Program the IPv4 Address (Network Information) on Page 12
Program the IPv6 Address (Network Information) on Page 14
Check the SocketServer Version on Page 15

Uploading SocketServer on Page 16

2.1. Initial Installation Overview

If you have already performed the following procedures, you can skip to the next section, Device Driver
Installation on Page 17.

You may also refer to the ICDM-RX/TCP Installation and Configuration Manual, which provides detailed
information about the following procedures:

1.
2.
3.
4

5.

Install the hardware.
Install PortVision DX.
Program the network information using PortVision DX (Page 12).

Check the SocketServer version and determine whether you need to download an updated version (Page
15).

If necessary, check with Technical support to get the latest version of SocketServer.

2.2. Install the Hardware

If you have not done so, install the DeviceMaster:

1.

I PEPPERL+FUCHS

Connect an Ethernet cable between the DeviceMaster and a host PC NIC or to the same Ethernet network
segment using a standard Ethernet cable. Refer to DeviceMaster Connectivity Requirements on Page 72
for cabling information.

Connect the power supply or cable to the DeviceMaster and apply power.

Check the DeviceMaster LEDs to verify that it is ready. Refer to DeviceMaster LEDs on Page 72 to
determine the LED status.


https://www.pepperl-fuchs.com
https://www.pepperl-fuchs.com

ICDM-RX/TCP (DeviceMaster) and ICRPC (RocketPort EXPRESS)

Windows Driver Installation

2.3. Install PortVision DX

Use the following procedure to install PortVision DX.
1. Download PortVision DX from https://www.pepperl-fuchs.com.
2. Execute the PortVision_DX_[version].msi file and click Next.

"M Portvision DX Setup 5%
-. Welcome to the PortVision
I DX Setup Wizard
- =
l The Setup Wizard will allow you to change the way PortVision
- DX features are installed on your computer or even to remove
o PortVision DX from your computer. Click "Next" to continue or

"Cancel" to exit the Setup Wizard.

FAPEPPERL+FUCHS

< Back Cancel

3. Select/accept the terms in the License Agreement and Next to install.

78 PortVision DX Setup X

End-User License Agreement [PEPPERL+FUCHS

Please read the following license agreement carefully

PortVision DX™ I

END USER LICENSE AGREEMENT

PEPPERL+FUCHS. INC. ("PEPPERL+FUCHS") HAS DEVELOPED A
REMOTE ADMINISTRATION AND MANAGEMENT SYSTEM FOR ITS

DEVICEMASTER. ICDM. ROCKETLINX. I0-LINK MASTER. ICE2 AND ICE3
PRANICT  1INFS  RFFFRRFN TN AS  THE DARTVIGINA DY

cept the terms in the License Agreement

OI do not accept the terms in the License Agreement

< Back ! Next > | Cancel

Ady d Installer

2024-02
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Windows Driver Installation

4. Click Next.

| M PortVision DX Setup = X

Select Installation Folder FAPEPPERL+FUCHS
This is the folder where PortVision DX will be installed.

To install in this folder, click "Next". To install to a different folder, enter it below or click
"Browse".

Folder:
C:\Program Files (x86)\Comtrol\PortVision DX\ Browse...
TInstaller
< Back Next > Cancel
5. Click Next.
78 Portvision DX Setup X
Configure Shortcuts [PEPPERL+FUCHS

Create application shortcuts

Create shortcuts for PortVision DX in the following locations:

B pesktop

8 start Menu Programs folder

dy d Installer

< Back | Next = I Cancel

6. Click Install.

" PortVision DX Setup X

Ready to Install EIPEPPERL+FUCHS

The Setup Wizard is ready to begin the PortVision DX installation

Click "Install" to begin the installation. If you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.

Advanced Installer

< Back I & nstall | Cancel

7. Select Yes to the User Account Control Do you want to allow this app to make changes to your device
message.

4
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Windows Driver Installation

8. Click Launch PortVision DX and Finish in the last
installation screen.

"M PortVision DX Setup X

N

9. Click Yes to the Do you want to allow this app to make -3 g‘;(“‘s':f:;“‘?wt::r:°“‘"5i°“
changes to your device? message. o I
. _ (8 Launch Portvision DX
EIPEPPERL+FUCHS
10. Click Scan so that PortVision DX locates the DeviceMaster.
Scan Network X
PortVision DX displays the the following Ethernet attached
productss for which you chose to scan. See the PortVision DX S R e
help system detailed information about how to use it to tailor scanning the retiott
your view.
11. Go to the next discussion to program the network information

into the DeviceMaster.

Manage View Tools Help

[~ 10-Link Master / ICE2 / ICE3
[ 10-Link Attached Devices

[ RocketLinx / ICRL (Managed Only)

Note: If you want to abort the process, click Cancel.

File
; ~
" S\ # H H 8 Q3 04
Scan  Refresh All | Praperties  Save Laad Upload  Reboot Webpage Motes Help About Exit
= The contents of this folder are displayed in the Device Listpane -
BB v ES528-XT[11/11] (below].
. [t v ESTS06[0 /1]
IPORTVI s(m) =: g;:m See the Portvision DX help system for procedures on organizing
* B B3 your devices and customizing your view or views in PortVision DX.
. " ES8508
~ [ ¥ ESBS08F-M
Name : First Floor A [ v ES8509-XT L
B v ES8510 T
[l ¥ ES8510-XT
[} ¥ ESB510-XTE
- |« 10-Link Master #1
e B« EtherNet/IP System
o Wb W LTIE 22
Use menu or toolbar to add notesin =~ » W & Modbus Router System
SEace B ¥ Modbus/TCP L
[ B+ PROE Console Port COM Ports [0 /1]
B RTS 2-Port Device Tree Pane
i3 B o RTS4 Spare COM Ports
... W & SHS Console Port COM Ports -
« | | Device Name | Model | IP Address MAC Address I 4 Software Version | Status
B EtherNet/IP System UP-1P (5-30V) 1921681155  00:CO4E:21:05:CD EtherNet/IP 4.10 ON-LINE
B+ Modbus/TCP UP-1P(5V) 1921681153  00:COAEL504:7A EtherNet/IP 410 ON-LINE
=W« ModbusRouter System UP-4P (DB9) 192.168.11.54  00:CO:4E:07:43:84 Modbus Router 5,10 ON-LINE
B+  SH3ConsolePort COMPorts  SH-8P (DBS) 1921681114  00:COMEAC:FRFD NS-Link918 ON-LINE
B+ {# PROS Console Port COMPorts ~ PRO-BP (DBY) 1921681120  QO:COMELT:FRFE NS-Link918 ON-LINE
By LTI6%2 DM-LT16 1921681161  00:CO:4EA0FFFO NS-Link9.231 ON-LINE
B RTSH Spare COM Ports RTS-4P (DB9) 1921681123  00:CO:4EQ7:FRFC SocketServer9.18 ON-LIN
B  RIS2-Port RIS-2P (2f) 1921681152 Q0:CO4E29FRFS SocketServerds Remote
~[|@v  ES9s28-XT ES9528-XT 19216811105 00:CO4E:36:00:02 vid (b1.1.04) ON-LINE Device
d i 4 Device List Pane
For Help, press FL ’— First Floor 5|0— Ready ./

2024-02
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2.4. Program the IPv4 Address (Network Information)

If you have not done so, program the IPv4 address for your network. The following procedure is to program a
single DeviceMaster, if you want to program IPv4 addresses into multiple DeviceMasters, refer to the

PortVision DX help system or the ICDM-RX/TCP Installation and Configuration Manual.
Default Network Settings

IPv4 address: 192.168.250.250

IPv4 Subnet mask: 255.255.0.0

IPv4 Gateway address: 192.168.250.1
1. If necessary, start PortVision DX, Start > Pepperl+Fuchs > PortVision DX.
2. If the DeviceMaster that you want to program is not displayed, click Scan.

3. Right-click the DeviceMaster in the Device Tree or Device List pane for which you want to program network
information and click Properties.

Note: Optionally, you can double-click the DeviceMaster and PortVision DX opens the Properties page.

IFV PortVision DX - O X
File Manage View Tools Help
TS # 4 4 £~ £ 8 & - e 4+
Scan Refresh All | Properties Save Load Upload Reboot Webpage  Notes Help About Exit
A || EE= Scan Results [20 / 21] ~
-3 support [6/7]
H-~E3 testlab [6 / 12]
I pv B+ Device 00:0D:81:09:08:CC
B+ Device 00:0D:81:09:09:FE
- B+ Device 00:0D:81:09:10:20
B+ Device 00:00:81:09:1B:EQ
- B+ Device 00:0D:81:09:5%:01
Name : Scan Results B+ Device 00:C0:4E:08:01:60
- B« Device 00:CO:4E:14:02:E6
B v Device 00:CO4E:15:01:A3
- B+ Device 00:CO:4E:15:09:A8
- W% Device 00:CO:4E:17:FF:FB
- B« Device 00:CO:4E:1D:02:79
o4 - B v Device 00:C0:4E:20:0D:A2
4 2 B+ Device 00:C0:4E:21:08:BE i
~ ||~ Device Name | Model ‘ IP Address MAC Address Software Version 2
B Device 00.. PN-ST/RJ45-DIN  10.8.11.72 00:0D:81:09:08:CC PROFINET 10 V 3.4.2 ON-LINE
B e S-Link 11.37
B Device 00.. PN-DBY/RI45-DIN 10.841.8 Refresh Device ROFINET I0 V 349 ON-LINE
B v Device 00.. TCP-2DB9/RI45-DIN192.168.250.2¢ Properties NS-Link 11.43 ON-LINE
B v Device 00.. FyyyyyvyyyyyyvyTyyi10.841.24 Edit Notes QTT-Modbus-Rtu 0.55  ON-LINE
B v @ Device 00.. RTS-8P (DB9) 10.8.40.209 Web NS-Link 10.13 ON-LINE
B v Device 00.. RTS-16P (1E) 10.8.14.162 e : SocketServer 11.34 ON-LINE
U e or toolhr o ada roes. || ® ¥ Device 00.. up-1P (5v) 10.8.14.112 TEl=Ly ) St Modbus Router 7.01 ON-LINE
this area. B+ Device 00.. RTS-1P (5V) 10.8.14.30 Advanced > BocketServer 11.40 ON-LINE
B X Device 00.. PRO-8P (DB9) 10.8.13.67 Configuration > NS-Link 11.58 OFF-LINE
B Device 00.. SH-16P (DB9) 10.8.14.165 Todar 5 bocketServer 11.23 ON-LINE
B+ Device 00.. AIR-1P 10.841.3 SocketServer 11.37 ON-LINE
B v Device 00.. RTS-1P (5-30V) 10.8.14.15 Rename SocketServer 11.30 ON-LINE
B Device 00.. UP-1P (5-30V) 10.8.14.16 Move EtherNet/IP 7.10 ON-LINE
w B v Device 00.. UP-2P (2F) 10.841.23 Delete odbus Router 7.07 ON-LINE
< > B Device 00.. UP-2P (DB9/2E) 10.8.14.24 bocketServer 11.23 ON-LINE
B Nadca N mea 2100 tna1an Help .. FrclomtE i ime 11 20 AR h
View & Edit the existing properties of the device Scan Results |21/|1 |Ready

I3 PEPPERL+FUCHS
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4. Optionally, enter a friendly device name in the Device Name list box. The default name is Device and the

8.
9.

last three pairs of digits from the MAC address.

Device 00:0D:81:09:09:FE - Properties — O x

Tools Documentation

General | Software Settings | Web Interface

ICDM-RX/TCP-DBY/RJ45-PM

Basic Information

Device Name: [Device 00.0D:810909FE

MAC Address jDD 0D:81:0909FE

Serial Number:  [3723-000091
Device Status ON-LINE
Detection Type LOCAL -
Network Settings
IPMode: [StaiclP |
IP Address: [ 10 8 . 11 .7
SubnetMask ‘ 255 2 . 0 . 0

Default Gateway : ‘ 0 0 0 0

Bootloader Timeout: |15

Apply Changes | Undo Changes ‘ Help ‘ Close ‘

Optionally, enter the DeviceMaster serial number in the event you need to contact Pepperl+Fuchs.
Note: The device status from the main screen displays in the Device Status list box.
Select the appropriate Detection Type for this DeviceMaster.

* REMOTE means that IP communications are used instead of MAC communications. This is generally
an indication the DeviceMaster is not on the local Ethernet segment

¢ LOCAL means that the MAC communications level is used and the DeviceMaster must be on the local
segment for MAC mode to be used. An IP address is not required but Technical support recommends
using an IP address.

Select the appropriate IP Mode for your installation:
¢ |f you want to disable IP communications on the DeviceMaster, click Disable IP.

¢ Touse the DeviceMaster with DHCP, click DHCP IP, and make sure that you provide the MAC address
of the device to the network administrator. Make sure that the administrator reserves the IP address,
subnet mask and gateway address of the DeviceMaster in the DHCP server.

e To program a static IP address, click Static IP and enter the appropriate values for your site.
Leave the Bootloader Timeout set to the default 15.
Click Apply Changes and Close.

10. Go to Check the SocketServer Version on Page 15 to verify that you have the latest SocketServer version.

I3 PEPPERL+FUCHS 13
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2.5. Program the IPv6 Address (Network Information)

You must use DeviceMaster web page to program an IPv6 address. You can refer to www.ipv6.com for

information about IPv6.
Default Network Settings

IPv4 address: 192.168.250.250
IPv4 Subnet mask: 255.255.0.0
IPv4 Gateway address: 192.168.250.1

You may want to use PortVision DX to program an IPv4 address so that you can open the DeviceMaster web
page without changing your system IP settings to communicate with DeviceMaster.

Use the following procedure to program an IPv6 address.

Click the Network tab.

ook wd =

Click the Save button.

Open your browser and enter the DeviceMaster’s IP address.

Optionally, configure a Host Name or change any of the General options.
Under IPv6, either select Use DHCPvV6 or User static config below option.
If you selected a static address, enter the IPv6 address, Prefix Length, and if necessary, the Gateway.

S M H MRy

& G

+

A Not secure | 10.8.3.100/network-config.asp A

= [m]

m = @ | @

; PEPPERL+FUCHS i

Configuration Password Security Keys/Certs Email RFC1006

Network Configuration

General

Host‘

Name:

Rx Polling: (50 |ms

Keepal?\—.'ct: S
Time?:zct“:: S
Timeou: 20
Multgil::

IPv4

O Use DHCP
O Disable IPv4 networking
@® Use static config below:

Address: |10.8.3.100
Subnet 55525500 |
25525500
Mask:

IPv6

O Use DHCPv6
O Disable IPv6 networking
@® Use static config below:

Address: |2013:dc9::192:168:
Prefix
Length:
Gateway:[: |

Link-Local:
fe80::20d:81ff:fe09:a0c

© Pepperl+Fuchs

Note: You must reboot for changes on this page to take affect.
7. Click the System tab and then click the Reboot option.

©

Optionally, click the Reboot Now button or let the web page reboot using the timer.

9. Go to Check the SocketServer Version on Page 15 to verify that you have the latest SocketServer version.

I3 PEPPERL+FUCHS
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2.6. Check the SocketServer Version

Check the SocketServer version installed on the DeviceMaster against the latest SocketServer version
available through Technical Support.

1.

If necessary, start PortVision DX: Start > Pepperl+Fuchs > PortVision DX.

Note: The SocketServer version displays for the DeviceMaster under the Software Version column..

IFV PortVision DX
File Manage View Tools Help

e S R 0 A

E=8 EoR =X

Scan  Refresh All /| shoot Notes Help About Exit
5=
- @ & ES9528-XT [11/11]
[ B v ES7506 [0 /1]
IPORTVIS h%' ol ¥ ESTS10
e v ESTSI0-XT
B~ ESTS28
[} & ES8508
B v ES8508F-M
Mame : First Floor P o [f] % ESB509-XT
B+ Es8510
ol v ESBS10-XT
B~ ES8510-XTE
o |« 10-Link Master £1
B+ Etherhet/IP System
B o LT16 #2
Use menu or toolbar to add notesin =~ » B + Modbus Router System
iz B Modbus/TCP
[+ B " PRO8 Console Port COM Ports [0 /1]
W & RTS 2-Port
- %" RTS4 Spare COM Ports
B+ SHB Console Port COM Ports

m

» | | Device Name | Model ‘ IP Address MAC Address ¥ Software Version

‘ Status

B Es9528-XT ES9528-XT 19216811105  00:C0:AE:36:00:
B+  RTS2-Port RTS-2P (2E) 19216811.52  00:C0:
LTl6 #2 DM-LT16 1921681161  00:CO0
B+ SHE Console Port COM Ports SH-8P (DB9) 1921681114  00:CO
B+ RTS4 Spare COM Ports RTS-4P (DB9) 19216811.23  00:CO
B+ (& PROS Console Port COMPorts ~ PRO-SP (DB9) 1921681120  00:CO:
B+ Modbus Router System UP-4P (DB9)  192168.11.54  00:CO: E
B« EtherNet/IP System UP-1P (5-30v) 19216811.55  00:CO0. 05:CD EtherNet/IP 410
- ||®+  Modbus/TCP UP-1P (5V) 19216811.53  00:C0:4E:15:04:7A EtherNet/IP 410

m
Y
€

1 n s

For Help, press FL

OM-LINE
ON-LINE (TCP)
ON-LINE
ON-LINE
ON-LINE
ON-LINE
ON-LINE
OM-LINE
OM-LINE

First Floor

9 |0 |Ready

If desired, check with Technical Support for the latest SocketServer version.

If necessary, use the next subsection to upload SocketServer. If you do not need to upload the latest
version of SocketServer, you are ready to install the device NS-Link device driver using Device Driver

Installation on Page 17.

I PEPPERL+FUCHS
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2.7. Uploading SocketServer

The NS-Link device driver loads the current firmware but not until the DeviceMaster has shown that an old
version of the SocketServer (older than 8.00) or any firmware other than NS-Link Updater is running. The driver
does not upload anything unless it first connects to the default application (SocketServer) on the DeviceMaster.

Optionally, you can upload the appropriate version of SocketServer after running the NS-Link device driver

Installation Setup Wizard.

Use the following procedure to upload the latest SocketServer version using PortVision DX.
1. Start PortVision DX, click: Start > Pepperl+Fuchs > PortVision DX.

2. Right-click the DeviceMaster or DeviceMasters of which you want to upload the latest version of
SocketServer and then click Advanced > Upload Firmware.

1PV Portision DX =] = =]
File Manage View Tools Help
- ~ é $ 5 —— o =
= » o & 8 - O =
Scan  Refresh All | Properties  Sove Load Upload  Reboot  Webpage = Help About Exit
B [ First Floor [11 /1] -
B+ DM-LT16 PM Lab
B B+ ES9528-XT [10/10]
IPORTVISH%.@ B -~ ESTS06
@ne B « Es7510
B+~ ES7510-XT[1/1]
B+ ES7528 Link Tester [7 /12]
B« Ess508 =
Name : First Floor B~ ESB508F-M
B+ ES8509-XT
B+~ ES8510
B+~ ES8510-XT
B -~ ES8510-XTE
o B v IOLM-4-EP 21
B v Refresh Device
Use menu or toolbar to 2dd notes in - "
ey = Properties
.35 Edit Notes
- dit Notes 1
B Webpage 8
.  Device Nam SRR = [ 1P Address | MAC Address [ Software Version [ status
B DM-LTI Reboot us Router 6.06 ON-LINE
oy EXEE Configuration » Upload Firmware (611,043 ON-LINE
1 v 10LMm-4 NS et/IP1.2.1 ON-LINE
B+ Meodbus Tracker o Change Detection Type bus Router 6.05 ON-LINE
B Modbus| bus Server 4.04 ON-LINE
%+ [Modbus Rename Assign IP to Multiple Devices = ———
»v GEEE Move Save Device Diagnostics Data nk9.18 ON-LINE
B RTS2-Pg Delete TOZI6SIT OO SEeketServer .34 ON-LINE (TCP)
W RTSIPE 1021681140 00:C04E:42:FFF SocketServer9.35 ON-LINE
B RTSASpe Help ... 1921681123 00:CO:4E07:FFF NS-Link 9.36 ON-LINE
B 1021681114 00:C0:4ELCFE:FNS-Link 8.04
« "
Upload a new firmware into the selected device(s) First Floor 11 [2 [Ready

3. Browse to the location where you downloaded SocketServer, highlight the file, and click Open.

4. Click Yes to the Upload Firmware popup.
5. Click Yes to the second Upload Firmware popup.

You can click Refresh to verify that the upload has been
successfully completed.

If the upload fails, use the PortVision DX General tab on the
Properties screen to change the Bootloader Timeout to 45
seconds and then repeat Steps 2 through 5.

I PEPPERL+FUCHS

Upload Firmware ... 3

i IMPORTANT NOTES :
\
- This is a very sensitive process and shouldn't be interrupted at all.
- Any access to this application will be blocked during the process.
- It is highly recommended that you save the configuration of your
device(s) before uploading new firmware,
(Refer to PVDX help file for instructions)

Do you want to upload firmware to the selected Device(s) now?
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3. Device Driver Installation

This section discusses the following topics:
Installation Setup Wizard on Page 18 for initial installation procedures
Checking the Device Driver Version on Page 23
Updating the Device Driver on Page 23
Adding to an Existing Installation on Page 27

3.1. Installation Overview

Windows Driver Management Console specific installation instructions for the DeviceMaster and RocketPort
are discussed below.

3.1.1. DeviceMaster

If there is an NS-Link device driver already installed on your system for the DeviceMaster, use the following
discussions:

Updating the Device Driver on Page 23 if you want to update the existing driver.
Adding to an Existing Installation on Page 27 to add more DeviceMasters to the existing installation.

If you have performed the following procedures, you can skip to Installation Setup Wizard to start NS-Link
device driver installation.

You can use Before Installing the DeviceMaster Driver on Page 8 for procedures for these steps.
1. Install the DeviceMaster.

2. Install PortVision DX.

3. Program the network information (IP address) using PortVision DX.

4. Upload the appropriate version of SocketServer firmware.

3.1.2. RocketPort

If there is a device driver already installed on your system for the RocketPort, see Updating the Device Driver on
Page 23 or Adding to an Existing Installation on Page 27.

I PEPPERL+FUCHS 17
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3.2. Installation Setup Wizard

You can use the following procedure to install the device driver for DeviceMaster or RocketPort, which is used to
configure the driver.

Note: Most installation steps are the same for the DeviceMaster and RocketPort. Some procedures are
specific to the products and are identified accordingly.

1. Download the appropriate device driver from https://www.pepperl-fuchs.com for your product and copy it to
a location that is available to the host.

Note: Administrative privileges are required to install device drivers on Windows operating systems.
2. Close any applications that are using serial ports before the device driver installation.
3. RocketPort:

a. Install the adapter and connect the interface (Quadcable, Octacable, or breakout box). If you need
hardware installation procedures. You can download the ICRPC and ICRPB (RocketPort EXPRESS)
Hardware Installation Manual.

Do not connect RS-422/485 devices until the appropriate port interface type has been
aution configured in the device driver.

b. Click Cancel if a Found New Hardware message appears.
4. Start the installation by executing the .exe file for your device.
5. If necessary, click the Yes button to the Do you want to allow this app to make changes to your device

message.
=7 Aamsrt Fa g % User Account Control X
Do you want to allow this app to make Do you want to allow this app to make
changes to your device? changes to your device?
E ICDM-RX/DeviceMaster Driver Installer E ICRPC / RocketPort EXPRESS Driver Installer

Verified publisher: Pepperl+Fuchs SE

Verified publisher: Pepperl+Fuchs SE
File origin: Hard drive on this computer

File origin: Hard drive on this computer

Show more details Show more details

Yes No

Yes No

I PEPPERL+FUCHS 18
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6. Click Next to start the installation.

M ICDM-RX / DeviceMaster Driver Setup X
- Welcome to the ICDM-RX /
I DeviceMaster Driver Setup
- - Wizard

The Setup Wizard will install ICDM-RX [ DeviceMaster Driver on
your computer. Click "Next" to continue or "Cancel” to exit the
Setup Wizard.

EIPEPPERL+FUCHS

< Back Cancel

~

"8 ICDM-RX / DeviceMaster Driver Setup = 74

EAPEPPERL+FUCHS

This is the folder where ICDM-RX [ DeviceMaster Driver will be installed.

Select Installation Folder

~

To install in this folder, click "Next". To install to a different folder, enter it below or dlick
"Browse".

Eolder:
C:\Program Files (x88)\Pepperl+Fuchs\DeviceMaster ICDM-RX\

Browse...

d d Installer

Ces )

< Back Cancel

8. Click Install.

-
"M ICDM-RX / DeviceMaster Driver Setup X

FAPEPPERL+FUCHS

The Setup Wizard is ready to begin the ICDM-RX / DeviceMaster Driver installation

-~

Ready to Install

Click "Install" to begin the installation. If you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.

Advanced Installer

Install

< Back Cancel

I3 PEPPERL+FUCHS

E ICRPC / RocketPort EXPRESS Driver Setup X

Welcome to the ICRPC /
RocketPort EXPRESS Driver
Setup Wizard

The Setup Wizard will install ICRPC / RocketPort EXPRESS
Driver on your computer. Click "Next" to continue or "Cancel" to
exit the Setup Wizard.

FEIPEPPERL+FUCHS

. Optionally, enter a different location to install the driver files.

E ICRPC / RocketPort EXPRESS Driver Setup s X

EIPEPPERL+FUCHS

This is the folder where ICRPC / RocketPort EXPRESS Driver will be installed.

Select Installation Folder

To install in this folder, click "Next". To install to a different folder, enter it below or click
"Browse".

Browse...

Advanced Installer

<Back | Net> | | cancel
3 ICRPC / RocketPort EXPRESS Driver Setup X
Ready to Install [3PEPPERL+FUCHS

The Setup Wizard is ready to begin the ICRPC / RocketPort EXPRESS Driver installation

Click "Install" to begin the installation. If you want to review or change any of your

installation settings, click "Back”. Click "Cancel” to exit the wizard.
Advanced Installer

<Back | mnstall | | Concel
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9. Leave the Launch option checked and click Finish.

F -]
8 |CDM-RX / DeviceMaster Driver Setup X E ICRPC / RocketPort EXPRESS Driver Setup
= Completing the ICDM-RX / o Completing the ICRPC /
I DeviceMaster Driver Setup - RocketPort EXPRESS Driver
. Wizard Setup Wizard
-
I = Click the "Finish" button to exit the Setup Wizard. Click the "Finish" button to exit the Setup Wizard.
- -i
I, |'
. E - 8 Launch ICDM-RX / DeviceMaster Driver . Launch ICRPC / RocketPort EXPRESS Driver
EIPEPPERL+FUCHS [IPEPPERL+FUCHS
< Back Cancel < Back Cancel
[N )
Note: Additionally, a shortcut is available under Pepperl+Fuchs in the Start menu.
10. Click Next to install the driver.
Driver Installation wizard X E Driver Installation wizard
! Welcome to Driver Installation Wizard Wel to Driver Installation Wizard
2
ZZ
¥ {2" This Wizard will help you Install or Update the Pepperl+Fuchs This Wizard will help you Install or Update the Pepperl+Fuchs
e 2 driver on this computer. It will even allow you to Uninstall such driver on this computer. It will even allow you to Uninstall such
_ drivers from the computer if you wish to do so. drivers from the computer if you wish to do so.
i You may need to restart your computer in order to complete the You may need to restart your computer in order to complete the
| process. process.
EIPEPPERL+FUCHS [PEPPERL+FUCHS
Click Next to continue or Cancel to exit this Wizard. Click Next to continue or Cancel to exit this Wizard.
< Back | Next > | Proceed Cancel < Back | Next > | Procesd Cancel
11. Click Install and Next.
r
Driver Installation wizard X E Driver Installation wizard

N

Install, Update, or Uninstall driver

Select the operation you wish to perform:

@ Install
Select this option to install a new device and update the
associated driver(s).

 update

Select this option to update the driver(s) for the existing
device(s).

[IPEPPERL+FUCHS " Remave All

Select this option to remove the existing device(s) and
uninstall all the associated driver(s).

< Back | Next > I Proceed Cancel

Install, Update, or Uninstall driver

Select the operation you wish to perform:

@ Install

Select this option to install a new device and update the
associated driver(s).

" Update

Select this option to update the driver(s) for the existing
device(s).

¢ Remove All

[3PEPPERL+FUCHS

Select this option to remove the existing device(s) and
uninstall all the associated driver(s).

2024-02
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12. DeviceMaster:

a. Select the model that you want to install and enter the number of this DeviceMaster model that you
want to install and click Ok.

=
Driver Installation wizard X

Install a New Pepperl+Fuchs Device

You are about to install a new Pepperl+Fuchs Device Driver on this

x

e

How many units of this DeviceMaster / ICDM-RX model you would 1 -
like to install ?

—

Click Mext to continue or Cancel to exit this Wizard.

< Back Next > Proceed Cancel

b. Click Next.

=
Driver Installation wizard X

Install a New Pepperi+Fuchs Device

You are about to install a new Pepperl+Fuchs Device Driver on this
computer.

As part of this process all previous installations of this driver will be
updated as well.

Flease select the DeviceMaster / ICDM-RX models you want to
install and identify their quantities as well.

Model I Quan... I

1CDM-RX/TCP-DBY/RI45-PM 1

[] 1CDM-RX/TCP-DB9/RI45-PM2 Mone

D ICDM-RX/TCP-DB9/RI45-DIN None
EIPEPPERL+FUCHS ] 1CDM-RX/TCP-ST/RI45-DIN Mone

[ 11CDM-RX/TCP-2DRA/R145-DTM None

Click Next to continue or Cancel to exit this Wizard.

<bock | Met> | Focad | concel |

- ]

c. Repeat Step 12 for each DeviceMaster that you want to install and click Next.
13. RocketPort: click Next.

Driver Installation wizard X

Install a New Pepperl+Fuchs Device

You are about to install a new Pepperl+Fuchs Device Driver on
this computer.

As part of this process all previous installations of this driver will
be updated as well. This update will impact all Pepperl+Fuchs
hardware, fram the same product family, that have been
previously installed.

This wizard will automatically detect all Pepperl+Fuchs boards
that are physically present and assign appropriate drivers to
them.

EIPEPPERL+FUCHS

Click Next to continue or Cancel to exit this Wizard.

< Back | Next > I Proceed Cancel

2024-02
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14. Click Proceed.

F
E Driver Installation wizard X E Driver Installation wizard x
F Summary ’ Summary
k Driver Package :  DeviceMaster / ICDM-RX = k Driver Package :  RocketPort INFINITY / EXPRESS
‘Ea Selected Action :  Update B Selected Action :  Install
Device(s) : All DeviceMaster / ICDM-RX Units Device(s) : All RocketPort INFINITY / EXPRESS Boards
IT 15 HIGHLY RECOMMENDED TO CLOSE ANY ACTIVE IT IS HIGHLY RECOMMENDED TO CLOSE ANY ACTIVE
SERIAL PORT/APPLICATION BEFORE YOU PROCEED. SERIAL PORT/APPLICATION BEFORE YOU PROCEED.
FAILURE TO DO SO WILL RESULT IN DATA LOSS ! FAILURE TO DO SO WILL RESULT IN DATA LOSS !
FIPEPPERL+FUCHS [EPEPPERL+FUCHS
Click Proceed to continue or Cancel to exit this Wizard. Click Proceed to continue or Cancel to et this Wizard.
<sack | Proceed | cancel | <gock | Proceed cancel
L 4
15. Click the Launch DeviceMaster or RocketPort button.
F ]
E Driver Installation wizard X E Driver Installation wizard X

Summary

IT 1S HIGHLY RECOMMENDED TO CLOSE ANY ACTIVE
SERIAL PORT/APPLICATION BEFORE YOU PROCEED.
FAILURE TO DO S0 WILL RESULT IN DATA LOSS !

Updating driver package ...
Finalizing ...

Analyzing the COM Name Arbiter ... |
Finished.

Launch Windows Drivers Management Console |

HE Bm

EIPEPPERL+FUCHS

Press Close to exit this Wizard.

[EIPEPPERL+FUCHS

Summary

=== IMPORTANT MESSAGE :

Please wait a few moments for the background installation of
the Serial Ports to finish. You can then use Windows Drivers
Management Console to configure the device driver you have
just installed.

Finalizing ...
Finished.
v

Launch Windows Drivers Management Console |

Press Close to exit this Wizard.

|

|

Close

Note: You can close the Driver Installation Wizard after launching the Windows Driver Management

Console.

16. DeviceMaster:

a. Go to Device Driver Configuration on Page 28 to start NS-Link device driver configuration.

b. The device driver installation is not complete until you have configured the DeviceMaster using
procedures discussed in DeviceMaster Associating the MAC Address on Page 36.

c. After associating the MAC address, go to Configuring Device Settings on Page 43 to set up device
properties (device name and starting COM port number).

d. Go to Configuring COM Port Properties on Page 47 to configure any necessary COM port
characteristics.

After driver installation and configuration, connect the serial devices to the ports. For information about the
DeviceMaster connectors, refer to the ICDM-RX/TCP Installation and Configuration Manual

17. RocketPort:

a. Go to Configuring COM Port Properties on Page 47 to configure the COM port properties for
RocketPort adapters

b. If desired, go to Configuring Device Settings on Page 43 to set up advanced device properties (device
name and starting COM port number).

I3 PEPPERL+FUCHS
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After driver installation and configuration, connect the serial devices to the ports. For information about the
RocketPort connectors, refer to the ICRPC and ICRPB (RocketPort EXPRESS) Hardware Installation
Manual.

3.3. Checking the Device Driver Version

You can check the driver version using the following procedure.

1.

2.

In the Windows Driver Management Console for your product, right-click your product and click
Properties.
If necessary, click the Driver tab to view the device driver version.
g e i i e |
ICDM-RX/TCP-DB9/RJ45-PM Properties X
General Device Settings Driver Details Events General Device Setup Driver Details Events
ICDM-RX/TCP-DB9/RJ45-PM EXPRESS Ports
> i e 4
Driver Provider: Pepperl+Fuchs Driver Provider: Pepper+Fuchs
Driver Date 9/28/2023 Driver Date: 12/16/2023
Driver Version 41600 Driver Version 6.1.0.0
Digital Signer. Microsoft Windows Hardware Compatibility Digital Signer Pepperl+Fuchs SE
Publisher
Driver Details I View details about the installed driver files Driver Details View details aboutthe installed driver files
Update Driver Update the driver for this device Update Driver Update the driver for this device.
Ifthe device fails after updating the driver, roll back RollBack Diver Ifthe device fails after updating the driver. roll back
follHack Dimar to the previously installed driver. — - to the previously installed driver.
Disable Device Disable the device. Disable Device Disable the device
Uninstall Device Uninstall the device from the system (Advanced). Uninstall Device Uninstall the device from the system (Advanced).
0K Cancel Help OK Cancel

Note: Please note that Microsoft truncates leading zeros in the versions number.

If necessary, you can update the device driver using the next subsection.

3.4. Updating the Device Driver

Use the following procedure to update the device driver after initial installation.
If you are unsure what driver version is running, see Checking the Device Driver Version on Page 23.

1.

2.
3.
4

Locate the latest driver assembly and copy it to a location that is available to the host.

Close any applications that are using serial ports before the device driver installation.

Start the update by executing the .exe file.

Click the Yes button to the Do you want to allow this app to make changes to your device message.
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https://www.pepperl-fuchs.com
https://www.pepperl-fuchs.com
https://www.pepperl-fuchs.com

ICDM-RX/TCP (DeviceMaster) and ICRPC (RocketPort EXPRESS)

Windows Driver Installation

2024-02

5. Click Next to start the Installation Setup Wizard.

"M ICDM-RX / DeviceMaster Driver Setup X
- Welcome to the ICDM-RX /
I DeviceMaster Driver Setup
- . Wizard

The Setup Wizard will install ICDM-RX / DeviceMaster Driver on
your computer. Click "Next" to continue or "Cancel" to exit the
Setup Wizard.

[PEPPERL+FUCHS

E ICRPC / RocketPort EXPRESS Driver Setup x

J i Welcome to the ICRPC /
RocketPort EXPRESS Driver
Setup Wizard

The Setup Wizard will install ICRPC / RocketPort EXPRESS
Driver on your computer. Click "Mext" to continue or "Cancel” to
exit the Setup Wizard.

FIPEPPERL+FUCHS

< Back Cancel

< Back

6. Optionally, enter a different location to install the latest device driver files.

-
"M ICDM-RX / DeviceMaster Driver Setup = x

FAPEPPERL+FUCHS

This is the folder where ICDM-RX / DeviceMaster Driver will be installed.

Select Installation Folder

To install in this folder, click "Next". To install to a different folder, enter it below or click
"Browise".

Folder:
C:\Program Files (x86)\Pepperl+Fuchs\DaviceMaster ICOM-RX\ Browse...
Advanced Installer
< Back Next > Cancel
L i
7. Click Install.
r
"M ICDM-RX / DeviceMaster Driver Setup x
Ready to Install FAPEPPERL+FUCHS

The Setup Wizard is ready to begin the ICDM-RX / DeviceMaster Driver installation

-

Click "Install" to begin the installation. If you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.

Advanced Installer

Install

< Back Cancel

I3 PEPPERL+FUCHS

E ICRPC / RocketPort EXPRESS Driver Setup = X
St Inetn Eakier [APEPPERL+FUCHS

This is the folder where ICRPC / RocketPort EXPRESS Driver will be installed.

To install in this folder, click "Next". To install to a different folder, enter it below or click
"Browse".

Browse...

Advanced Installer

< Back H

E ICRPC / RocketPort EXPRESS Driver Setup X

FIPEPPERL+FUCHS

The Setup Wizard is ready to begin the ICRPC / RocketPort EXPRESS Driver installation

Ready to Install

Click "Install" to begin the installation. I you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.

Adwanced Installer

<Back | msml | | cancel
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8. Leave the Launch DeviceMaster or RocketPort Driver Installation box checked and click Finish.

V:, ICDM-RX / DeviceMaster Driver Setup X A E ICRPC / RocketPort EXPRESS Driver Setup X
I o y Completing the ICDM-RX / S Completing the ICRPC /
l DeviceMaster Driver Setup - RocketPort EXPRESS Driver
= Wizard ‘f;', Setup Wizard
- <

-
I I Click the "Finish" button to exit the Setup Wizard. D’ Click the "Finish" button to exit the Setup Wizard.
) i

- HE o ]

- S 1
. B Launch ICDM-RX / DeviceMaster Driver . Launch ICRPC / RocketPort EXPRESS Driver

FAPEPPERL+FUCHS EIPEPPERL+FUCHS

Cancel < Back Cancel

|- ]

< Back

If you do not check this box, you can use the shortcut under the Start button at: Pepperl+Fuchs > Product
Driver Installation Wizard.

9. Click Next to update the driver.

Driver Installation wizard X

r Welcome to Driver Installation Wizard

This wizard will help you Install or Update the Pepperl+Fuchs
driver on this computer. It will even allow you to Uninstall such
drivers from the computer if you wish to do so.

You may need to restart your computer in order to complete the
process.

EPEPPERL+FUCHS
Click Next to continue or Cancel to exit this Wizard.
< Bark | Next > | Proceed Cancel
10. Click Update and Next.
Driver Installation wizard X

’ Install, Update, or Uninstall driver
- Select the operation you wish to perform:
P
I nx =
bl - =  Tnstall
a = Select this option to install a new device and update the
= associated driver(s).

= g?} @ Update

Select this option to update the driver(s) for the existing
device(s).
EIPEPPERL+FUCHS  Remove Al

Select this option to remove the existing device(s) and
uninstall all the associated driver(s).

< Back | Next > | Proceed Cancel

2024-02
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11. Click Next to update the driver.

Driver Installation wizard X

N

Driver Installation wizard X

Update Existing Driver(s) Update Existing Driver(s)

‘You have chosen to replace your existing driver(s) with the driver

You have chosen to replace your existing driver(s) with the driver
included in this package.

included in this package.

This update will impact all Pepperl+Fuchs hardware, from the
following product family, that reside an this PC and use any
version of this driver assembly.

This update will impact all Pepperl+Fuchs hardware, from the
following product family, that reside on this PC and use any
version of this driver assembly.

Product Family: DeviceMaster / ICDM-EX Product Family: RocketPort INFINITY / EXPRESS

EIPEPPERL+FUCHS
Click Mext to continue or Cancel to exit this Wizard.
Click Next to continue or Cancel to exit this Wizard,
FAPEPPERL+FUCHS
< Back | Next > | Proceed Cancel
< Back Next > Froceed Cancel
12. Click Proceed.
' .

Driver Installation wizard X E Driver Installation wizard X

Summa ry Summary

Driver Package : DeviceMaster [ ICDM-RX = Driver Package :  RocketPort INFINITY / EXPRESS

Selected Action :  Update

Selected Action :  Update Device(s) : All RocketPort INFINITY / EXPRESS Boards

Device(s) : All DeviceMaster f ICDM-RX Units

IT IS HIGHLY RECOMMENDED TO CLOSE ANY ACTIVE
SERIAL PORT/APPLICATION BEFORE YOU PROCEED.
FATLURE TO DO SO WILL RESULT IN DATA LOSS !

IT IS HIGHLY RECOMMENDED TO CLOSE ANY ACTIVE
SERIAL PORT/APPLICATION BEFORE YOLU PROCEED,
FAILURE TO DO SO WILL RESULT IN DATALOSS |

Launch YWindows Drivers Managernent Console

Launch Windows Drivers Management Console I

‘ EIPEPPERL+FUCHS ‘

Click Proceed to continue or Cancel to exit this Wizard.
Click Proceed to continue or Cancel to exit this Wizard,

EPEPPERL+FUCHS

<ok |[ rei - | Poceed | concel

< Back | Next = I Proceed | Cancel |

Note: This may take several minutes depending upon the number of ports involved in the update.
13. RocketPort: click Reboot My Computer for the update to complete.

Driver Installation wizard X

Summary

At the end of this process you need to REBOQT this ~
computer.

Finalizing ...
Finished.

REMINDER: < SYSTEM REBOOT IS REQUIRED >

Launch Windows Drivers Management Console |

Reboot My Computer
e

Press Close to exit this Wizard.

< Back Mext > | Proceed I Close

2024-02
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14. Click the Launch Windows Driver Management Console button to configure the ports or device

properties.
E Driver Installation wizard X
- . Summary
“‘R IT IS HIGHLY RECOMMENDED TO CLOSE ANY ACTIVE
2 SERIAL PORT/APPLICATION BEFORE YOU PROCEED.
FAILURE TO DO 50 WILL RESULT IN DATA LOSS !
i
Analyzing the COM Name Arbiter ...

3 g
:,ﬁ. .{"', Updating driver package ...
'-“% - Finalizing ...
o A(’,/':‘/ Finished.

2
I Launch Windows Drivers Management Consale |

Press Close to exit this Wizard.

FPEPPERL+FUCHS

| | | Close

15. Return to the Installation wizard and click Close.
16. If necessary, go to Configuring COM Port Properties on Page 47 to configure the COM port properties.
17. If desired, go to Configuring Device Settings on Page 43 to set up advanced device properties (device

name and starting COM port number).

3.5. Adding to an Existing Installation

Use the following procedure to add a DeviceMaster or RocketPort to an existing installation.

1.
2.

© N Ok

I PEPPERL+FUCHS

Close any applications that are using serial ports before the device driver installation.
RocketPort: Install the adapter and connect the interface (Quadcable, Octacable, or interface box).

DeviceMaster: Connect the DeviceMaster to your network and use PortVision DX to program the IP
address.

If you need hardware installation procedures, see https://www.pepperl-fuchs.com.

Do not connect RS-422/485 devices until the appropriate port interface type has
aution been configured in the device driver. The default port setting is RS-232.

RocketPort: Click Cancel if a Found New Hardware message appears.

From the Start button, click Pepperl+Fuchs> Product Driver Installation Wizard.:

Click the Yes button to the Do you want to allow this app to make changes to your device message.
Click Next to start the Windows Driver Management Console.

Click Install and Next.

Click Next and follow the Installation Wizard for the remainder of the installation steps if needed.

* RocketPort: Refer to Step 11 on Page 20

* DeviceMaster: Refer to Step 12 on Page 21,
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4. Device Driver Configuration

4.1. Overview

This chapter discusses driver configuration for the Windows Driver Management Console.

4.1.1. DeviceMaster

If you programmed an IPv4 address into the DeviceMaster for your network using PortVision DX before
installing the NS-Link device driver; first associate the MAC address to the DeviceMaster and then configure
the driver with the IPv4 address that you programming into the DeviceMaster using PortVision DX.

DeviceMaster Driver Configuration Overview on Page 28 provides configuration procedures.

4.1.2. RocketPort

The RocketPort driver configuration discussions are available.
Using the Windows Driver Management Console on Page 30
Configuring Device Settings on Page 43
Configuring COM Port Properties on Page 47

4.2. DeviceMaster Driver Configuration Overview

This subsection provides information for the DeviceMaster driver configuration.
NS-Link Device Driver Configuration Considerations
Using the Windows Driver Management Console on Page 30
DeviceMaster Associating the MAC Address on Page 36
Using the Driver in IPv4 Mode on Page 39
Using the Driver in IPv6 Mode on Page 40
Enabling SSL on Page 41
Configuring Device Settings on Page 43
Configuring COM Port Properties on Page 47
DeviceMaster Network Configuration on Page 52
- Disabling IPv4 Mode on Page 52
- Changing a Static IPv4 Address on Page 53
- Setting Up DHCP (IPv4) on Page 54
Configuring DeviceMaster Ports as Sockets on Page 56
Enabling Secure Data Mode on Page 58

I PEPPERL+FUCHS
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4.2.1. NS-Link Device Driver Configuration Considerations

The following subsections discuss the NS-Link device driver features and topics that you may want to review
before driver configuration.

4.2.2. IP or MAC Addressing Issues

This is an overview of IP and MAC addressing issues that may affect how you configure the DeviceMaster with
a brief discussion of advantages of each method.

Note: The default IPv4 address for the DeviceMaster is 192.168.250.250.
The IPv4 and IPv6 addressing scheme (IP mode) has the following advantages:
Uses an IEEE industry standard protocol.

Allows you to configure systems to use ports on the DeviceMaster that are outside of the host system’s local
Ethernet segment.

Note: This IP address must be a unique reserved IP address. Do not use an address from a dynamic address
pool. If necessary, see the system administrator for an IP address.

The MAC addressing method (MAC mode) has the following advantages:

Simplifies implementation and ongoing support by eliminating the address administration issues inherent in
network protocols. MAC addresses are predefined by DeviceMaster and there is no potential for an
address conflict at setup.

It is isolated from foreign LAN segments minimizing potential security issues.
Maximizes throughput of serial data.

4.2.3. NS-Link Device Driver Features

During initial installation and configuration of the NS-Link device driver, Pepperl+Fuchs recommends that you
associate the MAC address to the DeviceMaster. If you do not do so, you will not be able to use the following
device driver features:

Access the Advanced tab to review PC network or device network interface statistics
Program or change an IP address using through the Network Settings button
Reboot the DeviceMaster from the Windows Driver Management Console
After associating the MAC address, you can then program the DeviceMaster for IP or DHCP usage.

You can refer to IP or MAC Addressing Issues on Page 29 for information about MAC addressing and IP
addressing issues.
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4.2.4. Using the Port Sharing Feature

DeviceMaster ports can be shared by installing the NS-Link device driver on multiple systems or through socket
mode, or combination of both. To do so, install the NS-Link driver on each system that you want to permit
access to the serial ports. You can share the same port with multiple systems (only one system can have an

open connection to a port at any given time) or you can set up multiple systems to share specific ports on the
device driver..

DeviceMaster

Port 1 Port 2 Port 3 Port 4
COM 5 COM 6 COM 5 COM 6
Configured for System A Configured for System B

Multiple systems can use the same COM port names.

To configure two ports for System A and two ports for System B,
you could configure the drivers like this:

1. When installing the device driver on System A, click “Not Configured” for the
COM port names for Ports 3 and 4.

2.When installing the device driver on System B, click “Not Configured” for the
COM port names for Ports 1 and 2.

Use port sharing to configure redundant PCs or fail-over protection.

Port System A System B
1 COM5 Not Configured
2 COM®6 Not Configured
3 Not Configured COM5
4 Not Configured COM6

Note: Most applications do not release ports, so you may not be able to use port sharing across multiple
systems with the same port. Also, if using port sharing, make sure that two computers do not try to
access the same port at the same time. Only one computer can control a given port at a given time.

4.3. Using the Windows Driver Management Console

This subsection discusses basic Windows Driver Management Console operations, such as:
Accessing the Windows Driver Management Console
Displaying All Installed Devices on Page 31
How to Configure Device Properties on Page 32
Customizing the Device Name on Page 33
Customizing the COM Port Name on Page 34
How to Configure COM Port Properties on Page 35
How to Save Changes on Page 35

DeviceMaster: See DeviceMaster Associating the MAC Address on Page 36 to start DeviceMaster
configuration procedures.

RocketPort: See Configuring Device Settings on Page 43 to start configuration procedures for your adapter.
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Windows Driver Installation

4.3.1. Accessing the Windows Driver Management Console

Access the Windows Driver Management Console located under Start > Pepperl+Fuchs > Product>
Windows Driver Management Console.

Pepperl+Fuchs

|

Driver Installation Wizard

Port Manitor (PMon2)

o

e

Test Terminal (WCom?2)

Windows Driver Management Conscle

4.3.2. Displaying All Installed Devices

The Windows Driver Management Console opens and displays all products for which a device driver was
installed.

[ Windows Drivers Management Console ? X

H |I gg I I; EAPEPPERL4FUCHS

DeviceMaster/ICDM-RX

= DeviceMaster LT, 16 Fort Tn order to view/modify the configuration of any device or serial port (COM Port),
& DeviceMaster RTS, 16 Port you need to first select it from the tree on the left.
&= DeviceMaster RTS, 32 Port

er
= DeviceMaster RTS, 8 Port

= DeviceMaster RTS, 8 Port

= DeviceMaster Serial Hub, & Port
= DeviceMaster Serial Hub, & Port
= ICON-RX/TCP-2089/R145-DIN
= ICDM-RXTCP-25T/RI4S-DIN
= ICOM-RX/TCP-4D89/2R145-DIN

= ICOM-RX/TCP-DBY/RI4S-DIN
&= [COM-RTCP-DBY/RI4S-PM
= ICDM-RX/TCP-DBY/RI45-PM
= ICOM-RTCP-ST/RIMS-DIN

RocketPort Infinity/ Express

B EXPRESS Ports

‘Windows Drivers Management Console version 6.08
Copyright © Peppert+Fuchs. All ights reserved. Save Configuration | | Lood Configuration | | ok | [ concel | [ Apply | | e |

To collapse the view, click = in the Tree View pane to close the selected family. To view a family or device, click
the + to open the selected family.

2024-02

I PEPPERL+FUCHS 31



2024-02

4.3.3. How to Configure Device Properties

This overview discusses changing device properties for a product. Highlight the device name of the product
that you want to configure in the Tree View pane. Make any necessary changes.

Click Apply to save the changes, which saves the changes and leaves the Windows Driver Management
Console open.

Click Ok to save the changes and close the Windows Driver Management Console.
Click Cancel to close the Windows Driver Management Console without saving the changes.

If you click a port or device name without saving the changes, the Windows Driver Management Console
prompts you to Apply, lgnore, or Cancel the changes.

For more information, see Configuring Device Settings on Page 43.

3 windows Drivers Management Console

H! I CETRE . \i ! EPEPPERL+FUCHS

E DeviceMaster/ ICDM-RX General ]
ER ] ICDM-RX/TCP-DB9/RJ45-PM|

& Port 01 (COM3) Network Connection Mode
(OMAC Mode |000DB810909FE v Fetch IP Address
O[M Mode 10.8.11.73

(OTPv6 Mode  FEB0::20D:81FF:FE09: OFE 64

Netviork Settings

Reboot Device
(") Enable SSL Mode

Certificates

Device Settings
Device TCDM-RX/TCP-DBY/RI45-PM

User-Friendly Device 1COM-RX/TCP-DBI/RI45-PM

Keep Alive Timeout 120 (Default: 120)

TCP Timeout 1 (Default: 1)

Scan Rate 10 ~ | (pefault: 10)

Verbose Event Log (] (Troubleshooting Only)

Defaults

Windows Drivers Management Console version 6.08
Copyright © Peppert+Fuchs. All rights reserved. Save Configuration  Load Configuration oK Ccancel Appl Help

[ Windows Drivers Management Console

H I CETRE . \i ! EIPEPPERL+FUCHS

E DeviceMaster/ ICDM-RX ~ General
B RocketPort Infinity/Express

SR Y RocketPort EXPRESS, 32 Port, Host Adapter, Device Settings

¥ Port 01 (COM19)

User-Friendly Device Name: | RocketPort EXPRESS, 32 Port, Hos|

Starting COM com1o =
Verbose EventLog [ ] (Troubleshooting Only)
Driver's Working Polling -

Scan Rate 10 | (Defautt: 10)

< >

Windows Drivers Management Console version 6.08
Copyright © Peppert+Fuchs. All rights reserved. Save Configuration | Load Configuration Cancel Apply Help
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4.3.4. Customizing the Device Name

Change the default Device Name on the Device General tab by changing the name in the User-Friendly
Device Name field and saving the change.

I3 Windows Drivers Management Console ? X
-] I II ~ {g I .i FPEPPERL+FUCHS
=) DeviceMaster/ICDM-RX General Advanced
- 1coM-RTCP-DBY/RIS-PM
& porto1 (com3) Network Connection Mode

(OMACMode | 000D 810909 FE > Fetch IP Address
ow Mode 10.8.11.73
(O 1Pv6 Mode ~ FE8D::20D:81FF:FE09:9FE 64

Network Settings

o Reboot Device
Enable SSL Mode e

Certificates
Device Settings
Device ICDM-RX/TCP-DBY/RI45-PM
User-Friendly Device DeviceMaster 1|
Keep Alive Timeout 120 (Defautt: 120)
TCP Timeout 1 (Default: 1)
Scan Rate 10 | (pefautt: 10)

Verbose Event Log (] (Troubleshooting Only)

Defaults

Windows Drivers Management Console version 6.08.
Copyright © Pepperl+Fuchs. All rights reserved. Save Configuration  Load Configuration

2

Cancel Apply Help

Note: The Device Name will display the next time you open the Windows Driver Management Console.

[ windows Drivers Management Console ? X
II |I o X@ I .i EIPEPPERL+FUCHS
DeviceMaster/ICDI A General
= Rockets ity

S Device Settings

7 Port 01 (COM19)
. Fort 02 (COM20) Deviee RocketPort EXPRESS, 32 Port, Hos|
& Port 03 (com21)
3 oo o R p
2 Port 05 (com23)
¥ Port 06 (ComM24)

& Port 07 (coM25) Starting COM comio v

¥ port 08 (com26)

7 port 09 (comse) Verbose Event Log [ ] (Troubleshooting Only)
¥ Port 10 (CoMs7) -
3 i (v orers i

¥ port 12 (coms9)

¥ Port 13 (coMe0) Scan Rate (Default: 10)
2 Port 14 (COM61)

& Port 15 (CoM62)

Y Port 16 (COM63)

2 Port 17 (comea)

¥ Port 18 (COM6S5)

7 Port 19 (COM66)

¥ Port 20 (com67)

2 Port 21 (comes)

¥ Port 22 (come9)

& Port 23 (com70)

¥ Port 24 (com71) ~

‘Windows Drivers Management Console version 6.08
Copyright @ Pepperl+Fuchs. Al rights reserved. Save Configuration | | Load Configuration| [ ok | | cancel Apply Help
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4.3.5. Customizing the COM Port Name

Change the default Port Name on the Port Settings General tab by changing the name in the User-Friendly
Port Name field and saving the change.
Note: This displays a DeviceMaster, the RocketPort Port pages are the same.

E Windows Drivers Management Console ? X
% £ - =
lI II R I II FAPEPPERL+FUCHS
- -
B DeviceMaster/ICDM-RX General
[—}-%&m DeviceMaster 1
i.[ ] Port 01 (COM3) Port Settings
RS Mode: | 232 il RTS Toggle
Override and Lock Baud Rate to: | None v Options
Transmit Data Timeout on Port (seconds)
[JMap 2 Stop Bits to 1
[ ] wait on Physical Transmission before Completing Write
E] Emulate Modem Hardware RING Signal
() Allovs Parity Conflict (DeviceMaster 1 Port only)
() Block Plug-N-Flay Search for Attached Serial Device
Defaults
Clone
() Apply These Settings to All Ports
Fort Name
User-Friendly Port Console Port ICRL-M|
COM Name: COM3 ~
E] Renumber All Subsequent Ports Relative to This Port
‘Windows Drivers Management Console version 6.08
Copyright © Pepperl+Fuchs. All rights reserved. Save Configuration  Load Configuration oK Ccancel Apply Help
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4.3.6. How to Configure COM Port Properties

To change a port’s properties for a product,

highlight the port of the product that you wantto ~ Hwiew brvesarsgement conse i
configure in the Tree View pane. Make any ,
necessary changes: I I ey FAPEPPERL+FUGHS
Click Apply to save the changes, which
saves the changes and leaves the Windows = e
Driver Management Console open. T e o |
RTS Toggle
Click Ok to save the changes and close the e ] K
Windows Driver Management Console. Bl }
() wait on Physical Transmission before Completing Write
Click Cancel to undo the changes and e
close the Windows Driver Management Clslck gty earch for At erl Dovce
Console.
. . . () Apply These Settings to All Ports
If you click another port or device name without
saving the changes, the Windows Driver
Management Console will prompt you to Apply, 2
Ignore, or Cancel the changes. SERRE e SR
For more information, see Configuring COM o P W g e sou Cotgraion touctgroten | 0 el

Port Properties on Page 47.

After saving the port changes, if desired, you can click Apply These Settings to All Ports to populate the
remaining ports with these COM properties.

Note: Not all products support the Terminate Resistor Options feature.

4.3.7. How to Save Changes

The Windows Driver Management Console indicates that changes have been made on this screen with a red
frame that identifies which device’s General tab you are editing.

Clicking the Apply button saves the changes on the tab and leaves the Windows Driver Management
Console open for further configuration.

Clicking the Ok button saves the changes on that tab and closes the Windows Driver Management
Console.

Clicking the Cancel button cancels the [ vindons Drivers Monagement Corole 7 x
changes on that tab and closes the — —
Windows Driver Management Console. H I N ii‘i E EIPEPPERLLFUCHS
Note: The red frame around Port S - b
indicates that the change has not T - —
been SaVed = &RPEHS:[T;?SDMH] Port Settings

7 Port 02 (COM20; RS Mode: (232 ~
T

Transmit Data Timeout on Port (seconds)

[IMap € to DSR
[IMap 2 Stop Bits to 1
[Jwait on Physical Transmission before Completing Write
[]Emulate Modem Hardware RING Signal
[IBlock Plug-N-Play Search for Attached Serial Device
Defauts
Clone

] Apply These Settings to All Ports

Port Name
. Port 20 (COM67)
¥ port 22 (comes
COM Name: v
& Port 23 (COM70, COMTY
2 Port 24 (COM71; [JRenumber All Subsequent Ports Relative to This Port
& Port25 (COM72) v
Windows Drivers Management Console version 6.08
Copyright © Peppert+Fuchs. All rights reserved. Save Configuration | | Load Configuration Cancel Apply Help
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4.4. DeviceMaster Driver Configuration

4.4.1. DeviceMaster Associating the MAC Address

The first step to configuring the NS-Link device driver is to associate the MAC address of the DeviceMaster to
the device driver.

You can use the method that is appropriate to your installation:
Same Network Segment (below)
Different Physical Segment on Page 38

Although you can and should associate a MAC address on a different physical segment, the DeviceMaster
must be connected to the local network segment or directly to a NIC on the host system for the NS-Link driver to

operate in MAC Mode.

4.4.2. Same Network Segment

The DeviceMaster must be connected to the local network segment or directly to a NIC on the host system to
operate in MAC mode and in order for PortVision DX to detect the MAC address, otherwise you must enter the
MAC address manually.

Use the following procedure to associate a MAC address to a DeviceMaster.

1. If necessary, access the Windows Driver Management Console, click Start > Pepperl+Fuchs > Windows
Driver Management Console.

2. Highlight the Device Name of the DeviceMaster that you want to configure.

E Windows Drivers Management Console ? X

E +  [APEPPERL+FUCHS

i - g
!E U oy

= DeviceMaster/ICDM-RX General Advanced
=} [&=) ICOM-RX/TCP-DBO/RI45-PM
& rort 01 (CoM3) Network Connection Mode
© MAC Mode ~ Fetch P Address
oy 000D 81 09 08 CC
(OTPvd Mode 10 0D 61 09 09 A Network Settings

00 0D 81 09 09 FE

(JIv6 Mode 1) o1 g5 09 oA 0

00 0D 81 09 0A AE Reboot Device

Enable SSLMug oD a1 03 0A E1
00 0D 51 09 10 20
00 0D 81 09 16 50
Device Settings (g op 81 09 16 D1

00 0D 81 09 18 EQ /RI45-PM
00 0D 81 09 59 01
User-F|00 0D 81 09 FF FE /RI45-PM
000D 8L # # #
Keep Alive Timeout 120 (Default: 120)
TCP Timeout 1 (Default: 1)
Scan Rate |10 ~ | (pefautt: 10)

Verbose Event Log [ (Troubleshaoting Only)

Defaults

Windows Drivers Management Console version 6.08
Copyright © Pepperk+Fuchs. All rights reserved. Save Configuration  Load Configuration oK Cancel Apply Help
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Select the MAC address from the drop-down list or enter the address from the MAC address label on the
DeviceMaster.

If the appropriate MAC address is not displayed in the drop-down list, then it can be one of the following
reasons:

* The DeviceMaster is not on the same network segment

* The DeviceMaster not powered on or connected to the network

¢ The DeviceMaster wrong model was selected during the driver installation
e Device failure

Note: If you enter the MAC address, make sure that you use the correct format: 00 0D 81 or 00 CO 4E xx
XX XX. A space must separate each pair of digits. The MAC address is located on a label on the
DeviceMaster.

If you programmed the IPv4 address using PortVision DX, the IPv4 address displays in the IPv4 Mode text
box.

Click Apply to program the driver with the MAC address of the DeviceMaster.

If you do not Apply the changes before leaving this screen, you will be prompted to Apply, Ignore, or
Cancel the changes.

Optionally, you can click the_ Advanced tab and verify that the Device Status message indicates that the
DeviceMaster is active and Ok.

You may need to perform some of the following tasks to complete the driver configuration process.
e Configure the DeviceMaster for IP Mode, see the appropriate discussion:
- Using the Driver in IPv4 Mode on Page 39
- Using the Driver in IPv6 Mode on Page 40
e Enable SSL, see Enabling SSL on Page 41
* Configure device properties, see Configuring Device Settings on Page 43.
e Configure COM port properties, see Configuring COM Port Properties on Page 47.

* Configure any of the DeviceMaster ports as sockets, see Configuring DeviceMaster Ports as Sockets
on Page 56.
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4.4.3. Different Physical Segment

Use the following procedure to associate a MAC address to a DeviceMaster that is not on the same physical
network segment or not connected directly to the NIC.

1. If necessary, start the Windows Driver Management Console.
2. Highlight the Device Name of the DeviceMaster that you want to configure.
3. Enter the MAC address in the MAC Mode text box.

3 Windows Drivers Management Console ? B4
i R - i . FPEPPERL+FUCHS
|l . N
=] DeviceMaster/ICDM-RX General Il Advanced
- 1) 1COM-RX/TCP-DBO/R145-PM
7 Port 01 (COM3) Network Connection Mode
O ac hiode Feteh P Address
O PviMode  10.8.11.73
= Network Settings
(O)TPv6 Mode  FEBD::20D:81FF:FE0D:OFE
Reboot Device
Enable SSL Mode
Device Setting;
Device ICDM-RX/TCP-DBS/RI45-PM
User-Friendly Device ICDM-RX/TCP-DB9/RI45-PM
Keep Alive Timeout it 120 (Default: 120)
TCP Timeout it 1 (Default: 1)
Scan Rate 10 | (pefautt: 10)
Verbose Event Log (] (Troubleshooting Only)
Defaults
Windows Drivers. Management Consc
Copyright © Pepperl+Fuchs. All rights Save Configuration  Load Configuration oK Cancel Apply Help

Note: When you enter the MAC address, make sure that you use the correct format: 00 0D 81 or 00 CO 4E

XX XX xX. A space must separate each pair of digits. A MAC address is located on a label on the
DeviceMaster or use PortVision DX to scan the network, which will display the MAC address.

4. Click Apply to program the driver with the MAC address of the DeviceMaster or Ok to save the change and
close the Windows Driver Management Console.

If you do not Apply the changes, you will be prompted to Apply, Ilgnore, or Cancel the changes.
5. You may need to perform some of the following tasks to complete the driver configuration process.

I PEPPERL+FUCHS

Configure the DeviceMaster to operate in IPv4 Mode using the next subsection.

Configure the DeviceMaster to operate in IPv6 mode using Using the Driver in IPv6 Mode on Page 40.
Configure a DHCP addressing, refer to DeviceMaster Network Configuration on Page 52

Configure device properties, see Configuring Device Settings on Page 43.

Configure COM port properties, see Configuring COM Port Properties on Page 47.

Configure any of the DeviceMaster ports as sockets, see Configuring DeviceMaster Ports as Sockets
on Page 56.
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4.4.4. Using the Driver in IPv4 Mode

After associating the DeviceMaster with the MAC address you can set the DeviceMaster to run in IPv4 Mode.
1. First associate a MAC address (Page 36) to the DeviceMaster.
2. Highlight the DeviceMaster.

3. Ifthe DeviceMaster is not on the same network segment, enter the IP address of the DeviceMaster in the IP
Mode text box.

If the DeviceMaster is on the same network segment, the driver populates the IP Mode text box with the
DeviceMaster IP address.

4. Click the IPv4 Mode radio button.

E Windows Drivers Management Console

—
l ' T %@ I I{ EPEPPERL+FUCHS

= DeviceMaster/ICDM-RX
-} 1CDM-RX/TCP-DBO/RI45-PM
¥ Port 01 (COM3) Network Connection Mode

General Advanced

()MAC Mode |900D810909FE v Fetch IP Address
O P Mode 1081173

Network Settings
OIPVG Mode FEB0::20D:81FF:FE0%:9FE

Reboot Device
[CJEnable S5L Mode

Certificates
Device Settings

Device ICDM-RX/TCP-DBY/RI45-PM
User-Friendly Device ICDM-RX/TCP-DBY/RI45-FM
Keep Alive Timeout 120 (Default: 120)
TCP Timeout 1 (Default: 1)

Scan Rate (Default: 10)

Verbose Event Log [_| (Troubleshooting Only)

Defaults

Windows Drivers Management Console version 6.08
Copyright © Pepperl+Fuchs. All rights reserved.

Save Configuration Load Configuration 014 Cancel Apply Help

5. If you do not have any other configuration changes, click Apply. If you have other configuration changes,
refer to the appropriate subsection:

e Enabling SSL on Page 41
e Configuring Device Settings on Page 43

2024-02
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4.4.5. Using the Driver in IPv6 Mode

After associating the DeviceMaster with the MAC address you can configure the DeviceMaster to run in IPv6
Mode.

Note: You must first program the IPv6 address in the DeviceMaster. Refer to Program the IPv6 Address

1.

2.
3.
4

5.

(Network Information) on Page 14 for IPv6 programming procedures.
You can refer to www.ipv6.com for information about IPv6.

Highlight the DeviceMaster.
Click the IPv6 Mode radio button.

First associate a MAC address (Page 36) to the DeviceMaster.

Enter the IPv6 address and the subnet mask prefix length.

e After driver installation, the Windows Driver Management Console may display the link-local address
for the DeviceMaster in the IPv6 Mode field.

You can identify the link-local address by the prefix: FE80. The link-local address is a network address
that is valid only for communications within the network segment or the broadcast domain to which the

host is connected. Link-local addresses are usually not guaranteed to be unique beyond a single

network segment. Routers do not forward packets with link-local addresses.
e The subnet mask prefix length is 1 - 128. The smallest recommended subnet is 64, an entry is required.

E Windows Drivers Management Console

?

X

() MAC Mode
() TPvd Mode

© Pv6 Mode

Keep

User-Friendly Device
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Y
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Network Settings
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Reboot Device
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Certificates

Device Settings

Device ICDM-RX/TCP-DBI/RI45-PM

ICDM-RX/TCP-DB9/R145-PM

Alive Timeout 120 (Default: 120)
TCP Timeout 1 (Default: 1)
Scan Rate [10 | (Default: 10)

Verbose Event Log (| (Troubleshooting Only)

Defaults

Windows Drivers Management Console version 6.08
Copyright © Pepperl+Fuchs. All rights reserved.

Save Configuration

Load Configuration oK Cancel Apply

Help

If you do not have any other configuration changes, click Apply. If you have other configuration changes,

refer to the appropriate subsection:
e Enabling SSL on Page 41

e Configuring Device Settings on Page 43
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4.4.6. Enabling SSL

After associating the DeviceMaster with the MAC address and configuring it to run in IP Mode, you can
configure SSL Mode.

Note: After configuring SSL Mode in the driver, remember that you will need to configure SSL Mode in the
web interface (Enabling Secure Data Mode on Page 58).

1. Click Enable SSL Mode or go to Step 4.

3 Windows Drivers Management Console ? X

H « EAPEPPERL+FUCHS

.. Y
2] ¥ ey @
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= \&&] ICDM-RX/T CP-DB9/R145-PM
,y Port 01 (COM3) Network Connection Mode
(OMAC Mode | 000D 8109 09 FE v Fetch IF Address

O P Mode 10.8.11.73

E:Z‘IPVE Mode FE80::20D:81FF:FEN9:OFE

Reboot Device
I @ enable SSL Mode I

Certificates

Network Settings

Device Settings

Device ICDM-RX/TCP-DB9/RI45-PM [
User-Friendly Device ICDM-RX/TCP-DBY/RI45-PM
Keep Alive Timeout 120 (Default: 120) |
TCP Timeout 1 (Default: 1)
Scan Rate (10 | (pefault: 10)

Verhose Event Log [_] (Troubleshooting Only)

Defaults

‘Windows Drivers Management Console version 6.08

Copyright © Pepperl+Fuchs. All rights reserved. Save Configuration | | Load Configuration cancel Apply Help

The DeviceMaster must be configured using IP Mode before you can Enable SSL Mode. If SSL Mode is
enabled, TCP connections that carry data to/from the serial ports are encrypted using SSL or TLS security
protocols. This includes the following:

e TCP connections to the per-serial-port TCP ports (default is 8000, 8001, 8002, ...) are encrypted using
SSL/TLS.

e TCP connections to TCP port 4606 on which the DeviceMaster implements the Pepperl+Fuchs
proprietary serial driver protocol are encrypted using SSL/TLS.

e Since SSL/TLS can not be used for either UDP data streams or for the Pepperl+Fuchs proprietary MAC
mode Ethernet driver protocol, both UDP and MAC mode serial data transport features are disabled.

In addition to encrypting the data streams, it is possible to configure the DeviceMaster so that only
authorized client applications can connect using SSL/TLS.

For this option to function, you must also_Enable Secure Data Mode in the NS-Link web page.
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2. Ifyou are using a server certificate, click the Server Certificate check box and enter the name in the
Server Certificate text box.

FAPEPPERL+FUCHS

o) | —

=2 DeviceMaster/ICDM-RX
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()MACMode |DOODBL1O0909FE | Fetch TP Address

Certificates Lo | Network Settings

— F Reboot Device
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oK Cancel f - [
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Keep Alive Timeout 120 (Default: 120) |
TCP Timeout 1 (Default: 1)

Scan Rate 10 | (Default: 10)

Verbose Event Log [_] (Troubleshooting Only)

Defaults

‘Windows Drivers Management Console version 6.08
Copyright © Pepperl+Fuchs. All rights reserved. Save Configuration  Load Configuration oK Ccancel Apply Help

This is the RSA identity certificate that the DeviceMaster uses during SSL/TLS handshaking to identify
itself. It is used most frequently by SSL server code in the DeviceMaster when clients open connections to
the DeviceMaster's secure web server or other secure TCP ports.

If a DeviceMaster serial port configuration is set up to open (as a client) a TCP connection to another server
device, the DeviceMaster also uses this certificate to identify itself as an SSL client, if requested by the
Sserver.

3. If you are using a client certificate, click the drop list and browse to the appropriate client certificate file.

When configured with a CA certificate, the DeviceMaster requires all SSL/TLS clients to present an RSA
identity certificate that has been signed by the configured CA certificate. As shipped, the DeviceMaster is
not configured with a CA certificate and all SSL/TLS clients are allowed.

If desired, controlled access to SSL/TLS protected features can be configured by uploading a client
authentication certificate to the DeviceMaster.

When a CA certificate is uploaded, the DeviceMaster only allows SSL/TLS connections from client
applications that provide to the DeviceMaster an identity certificate that has been signed by the CA
certificate that was uploaded to the DeviceMaster.

This uploaded CA certificate that is used to validate a client's identity is sometimes referred to as a trusted
root certificate, a trusted authority certificate, or a trusted CA certificate. This CA certificate might be that of
a trusted commercial certificate authority or it may be a privately generated certificate that an organization
creates internally to provide a mechanism to control access to resources that are protected by the SSL/TLS
protocols.

To control access to the DeviceMaster's SSL/TLS protected resources you should create your own custom
CA certificate and then configure authorized client applications with identity certificates signed by the
custom CA certificate.

4. Click Apply or Ok to save the change and close the Windows Driver Management Console.
5. You may need to perform some of the following tasks to complete the configuration process.
¢ Configure device properties, see Configuring Device Settings on Page 43.
e Configure COM port properties, see Configuring COM Port Properties on Page 47.
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¢ Configure any of the DeviceMaster ports as sockets, see Configuring DeviceMaster Ports as Sockets

on Page 56.

e Enable Secure Data Mode in the NS-Link web page, see Enabling Secure Data Mode on Page 58.

4.5. Configuring Device Settings

Use the following procedure to change device settings using the Windows Driver Management Console
1. Open Windows Driver Management Console.
2. Highlight the DeviceMaster or RocketPort device name that you want to configure.
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‘Windows Drivers Management Console version 6.08
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Save Configuration | | Load Configuration oK Cancel Apply

Help

3. Ifdesired, change the User-Friendly Device Name.

4. RocketPort:

a. If desired, set a Starting COM Port number value.

b. Select the Driver's Working Mode.
c. Optionally, select a different Scan Rate (ms) (Page 44).
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5. DeviceMaster:
a. Optionally, set a different

(Page 45) period. You can set the amount of time in

seconds that this DeviceMaster waits until it closes this connection and frees all the ports associated

with it.

Note: This value may be set to less than 5 seconds, however the DeviceMaster may not operate at
any value less than 5. A recommended value to begin experimentation with is 10.

b. Optionally, set the TCP Timeout Multiplier (Page 46) value.

Note: This value should not be modified unless the network connection to the DeviceMaster is very
slow, such as, if a satellite uplink connection is involved. It is recommended that a value over 3
never be used. Setting to 0 will inhibit the DeviceMaster from fully booting and will remain at a

Redboot prompit.

c. Optionally, click a different Scan Rate (ms) (Page 44).
6. Optionally, click Verbose Event Log if you want to log additional device information into the event log.

7. After making your changes, click Apply if you have additional configuration procedures or click Ok if you
have completed configuring your Pepperl+Fuchs devices.

Note: If you do not Apply the changes, you will be prompted to Apply, lgnore, or Cancel the changes.

The following table provides detailed information about Device General tab options for the Windows Driver

Management Console.

Device General Tab

Descriptions

Common Options (DeviceMaster and RocketPort

Device Name

This is the default name assigned by the driver and it cannot be
changed. You can use the User-Friendly Device Name field to provide
custom device names for your installation.

User-Friendly Device
Name

Use this field to enter a more descriptive name. The name that you
assign is not saved until you click Apply or OK.

Verbose Event Log
Default = Disabled

Selecting this option causes detailed messages to be sent to the
operating system Event Log. This added information can be useful when
debugging communications and configuration problems

Scan Rate (ms)]
Default = 10ms

Typically, you should leave the scan rate set to the default value (10 ms)
for most applications. To adjust latency for time-critical applications,
select a longer or shorter interval from the droplist, or type in the rate (2
to 50). If a value larger than 50 is entered, the maximum of 50 is
implemented.

Note: The faster the scan rate (lower number), the higher the load on
the system processor.

Save Configuration

Click Save Configuration to save the Device Settings for use on another
similar Pepperl+Fuchs device or to archive a copy of your environments
settings.

Load Configuration

Click to Load Configuration to load the Device Settings previously saved
using the Save Configuration feature.

* DeviceMaster: Configuration files must be for the same model
with the same port density. For example, you cannot load a
configuration file onto a DeviceMaster or a configuration file for a
32-port DeviceMaster onto a 4-port DeviceMaster.

* RocketPort:You cannot a load configuration file from different
models. For example, you cannot load a configuration file for a
RocketPort INFINITY on a RocketPort.

Ok

Click Ok to save the changes made on this page and close the Windows
Driver Management Console.

Cancel

Cancels any changes made on this page.
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Device General Tab

Descriptions (Continued)

Apply

Click Apply to save the settings on this page. If you do not click Apply
before leaving this page, you will be prompted to Apply or Cancel the
changes.

DeviceMaster Device Options

DeviceMaster

Keep Alive Timeout
(seconds)

Default = 120 seconds

Use this option to set the amount of time in seconds that this
DeviceMaster waits until it closed this connection and frees all the ports
associated with it. The Keep Alive feature works in the following way.

During normal operation the driver periodically sends a connection
check to the DeviceMaster, and the DeviceMaster then returns a
response. There are two timers: one in the driver, and one in the
DeviceMaster. These timers are reset when a connection check signal is
received. If a connection is broken, that is, a check is not received, the
data is stored in the computer and/or the DeviceMaster. Depending on
the amount of time that has expired since the connection was lost, the
following happens:

When the computer loses its connection to the DeviceMaster but re-
establishes it before the time-out period expires, any data
transmitted during this period is queued and sent when the
connection resumes.

When the computer loses its connection to the DeviceMaster and
does not re-establish it before the time-out period expires; the driver
then purges any pending I/O data for ports on that connection and
returns all pending, and future I/O commands, with the exception of
the Close command, to the application with an error indicating the
disconnected status.

This is similar to the processing which occurs when the computer
receives a notification from the DeviceMaster that a port release
request was processed on a port it owns with the exception that a
different status is returned. When the connection is re-established,
the computer will attempt to re-acquire the ports that were open
when the connection was lost. If the attempt is successful, normal
operations resume for the port. If any port fails to be acquired, then
the computer will continue to fail all further I/O operations, with the
exception of a Close request. When the Close request is received,
the port can then be re-opened.

If the computer loses its connection and the time period expires, the
DeviceMaster places the port into a state that another computer can
establish a connection, locking out the original driver when a
connection is made. The driver will respond to all I/O commands,
with the exception of the Close command, with an error indicating
the disconnected status. If the port is still available when the driver
re-establishes a connection, then it will claim the port and allow 1/0O
to resume.
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Device General Tab

Descriptions (Continued)

DeviceMaster
TCP Timeout Multiplier
Default = 1ms

Use the TCP Timeout Multiplier option to modify two timers used in
TCP/IP socket communications.

The first identifies how long the TCP protocol should wait before timing
out an attempt to open a TCP channel. The TCP Timeout Multiplier
default is 1 and the timer defaults to 500 ms when the TCP/IP address
method is used to communicate with a device.

If the TCP Timeout Multiplier is set to 2, the timer would now be 1000
ms, or 1 sec. If the multiplier is 4, the new time-out period would be 2000
ms, or 2 sec.

The second timer defines how long the driver will wait for a response
from the DeviceMaster when a forced release of a port is requested.
This timer defaults to 8 seconds.

If the TCP Timeout Multiplier is changed to 2, the timer would now be
16 seconds. If the multiplier is 4, the new time-out period would be 32
seconds.

Defaults

Resets this screen to its default values.

RocketPort Device Options

RocketPort
Starting COM Port Number

You can change the starting COM port number in the drop list for this
adapter.

In addition, you can use Starting COM Port to set nonsequential
starting COM port numbers for each adapter, thus leaving gaps in the
COM port numbering sequence.

When you change the starting COM port number, the driver assigns that
COM port to the first port on this adapter and all other port numbers
follow in sequence.

Do not overlap COM port numbers between devices or other adapters
because if you do so, the overlapping ports are disabled.

RocketPort
Driver’s Working Mode

Select the mode that meets your application requirements.
Polling (default)

Smaller packets

Lower volume

Faster I/0 (Low Latency)

Predictability (Based on Scan rate)

Perfect for low baud rates or low volume transfer where the
operation is time critical.

Interrupts
Larger packets
Higher volume
The speed of I/O depends on the volume of data
Unpredictable
Perfect for high baud rate, high volume data transfer.

I PEPPERL+FUCHS

46



2024-02

4.6. Configuring COM Port Properties

This section discusses COM port configuration procedures for Windows Driver Management Consoleports. If
you want to change the starting COM port number on the device, see Configuring Device Settings on Page 43.

If your application does not set COM port properties, use the Device Manager to access Ports (COM & LPT) to
change the port parameters. If the application sets COM port properties, those settings take precedence over
Windows COM port settings. The exception to this guideline is if you use the Override and Lock Baud Rate to
option.

Use the following procedure to change COM port settings on the device port or ports.

Do not connect RS-422/485 devices until the appropriate port interface type
aution has been configured in the driver. The driver default port setting is RS-232.

Open the Windows Driver Management Console (Page 31).
Highlight the appropriate device.

Highlight the first port you want to configure.

Select the appropriate communications mode.

Note: The COM port configuration page for DeviceMaster and RocketPort provide the most of the same
options.

P Op -

[ Windows Drivers Management Console ? X

EAPEPPERL+FUCHS

2] U] —emmp

DeviceMaster/ICDM-RX General
aste

o r 1
A Console Port ICRL-M (COM3)] Port Settings.

e 532 RTS Toggle
s
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Defaults

(] Apply These Settings to All Ports

Port Name

User-Friendly Port Console Port ICRL-M
COM Name:  COM3 <

(_JRenumber All Subsequent Ports Relative to This Port

ws Drivers Management Console version 6.08
Capyright © Peppert+Fuchs. Al rights reserved. Save Configuration | Load Configuration ok Cancel App Help
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5. DeviceMaster: If your model supports Terminator Resistor Options, and you select RS-422 or RS-485, you
may want to configure Terminator Resistor options. If so, click the Terminator Resistor Options button.

a. Make the appropriate selections to reflect your configuration.
b. Click Ok.

Terminator Resistor Options @

NOTE

‘fou may use one or both of these two options to improve the integrity of the signal
on a long distance high-speed R5-422 or R5-485 network.

Using these options you can place a 120 O termination resistor between each of
the transmit differential pair or receive differential pair on every portin R5-422 or
RS-485 mode.

If enabled, termination resistors will be placed between the signals shown below:
*RS5-422 mode:
- Between TxD+ and TxD-
- Between RxD+ and RxD-
*R5-485 mode (4-wire):
- Between TxD+ and TxD-
- Between RxD+ and RxD-

*R5-485 mode (2-wire):
- Between TxD+ and TxD-

*RS-232 mode:
- It does NOT apply.

Tx Terminator Resistor

Rx Terminator Resistor

| Defaults |[ OK ]| Cancel

6. Enable the features that you require for your environment.
Note: You can use the help system or refer to the following table for information about each option.

7. RocketPort: Select the Use Fast (Low Latency) Data Transfer option when receiving or sending small
blocks of data.

8. Optionally, click the RTS Toggle Options button:

e If your communications application does not toggle FTS when transmitting in RS-485 mode.

* Ifyou are using an external RS-232 to RS- RTS Toggle Options 5
485 converter, which is attached to a port that )
is configured for RS-232.
. . . NOTE: You may need to use one or more of the settings below in any of the following
a. Click the appropriate options for your ===
environment. - If your communications application doesn't toggle RTS when transmitting in
R5-485 mode.
b' C“Ck OK to save the Changes and return to —If you are using an external RS-232 to RS-485 converter attached to a port
the port General tab. configured in RS-232 mode.
9. If desired, click the Clone check box to set all of
the ports on this device to these characteristics. [Joverride and Lock to RS-435 Toggle Mode
10. Optionally, change the User-Friendly Port Llieaianpaic e o
Name.
11. If desired, select a different COM Name (COM = =

port number). The drop-down list displays (in
use) next to COM port numbers that are already in use in this system. Do not duplicate COM port numbers
as this will cause the ports to not function.

12. Click Apply to save these changes.
Note: If you selected RS-422 mode, make sure that there is not a device attached to the port and click Ok.
13. Highlight the next port that you want to configure and perform Steps 4 through 12.
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The following table provides information about the options on the port General tab.

Port Settings General
Tab

Descriptions

RS Mode
Default = RS-232

Use this drop-down list to select the communications mode for the serial device
that you will be connecting to this port.

RS-232 (default)
RS-422
RS-485 Mode provides these choices.

Note: The DeviceMaster DIN rail models support RS-485 4-wire, Slave or
Master but this feature is not supported in panel and rack mount
models.

- RS-485 2-wire (half-duplex) supports transmit and receive data. When
data is transmitted, the Transmit Enable signal is activated, and the
transmit receive device switches from receive to transmit automatically.

- RS-485 4-wire Master (full-duplex master) supports transmit and
receive data, which means both signals are always active. The device is
enabled by the Transmit Enable signal. This mode is the same as RS-422.

- RS-485 4-wire Slave (full-duplex slave) supports transmit and receive
data. When data is transmitted, the Transmit Enable signal is activated,
the transmit device goes active and starts sending data. When the data is
not being sent, the transmit device is inactive. The receive device is
always active. If you click RS-485, you may need to change settings in the

screen.

Override and Lock
Baud Rate to

Default = None

This option allows you to lock selected ports.

You can select a value from the drop-down list or enter an appropriate value from
the following standard baud rates: 300, 600, 1200, 1800, 2400, 3600, 4800, 7200,
9600, 14400, 19200, 38400, 57600, 115200, 230400, 460800, or 921600.

RocketPort: The Quad/Octacable models support up to 921.6Kbps and the 8/16/
32-port models with an interface box support up to 460.8Kbps.

After locking a baud rate, no matter what baud rate is selected in a host
application, the actual rate used is the rate specified here.

Transmit Data
Timeout Port Close

Default =0

This option allows you to select the length of time to wait for data to clear the
transmit buffer after a host application has closed the port. This is typically used
with serial devices such as printers, to give the data sufficient time to flush through
the system.
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Port Settings General
Tab

Descriptions (Continued)

RTS Toggle Options

This button opens the RTS Toggle Options popup, which provides the following
features:

Override and Lock to RS-485 Toggle Mode

Use the Override and Lock to RTS Toggle Mode option to lock the port in
RTS (Request to Send) toggle mode, then set the mode (low or high) as
desired for RS-485 mode.

RS-485 Toggle RTS Low

Use the RTS Toggle RTS Low option to toggle the RTS output signal low
during data transmission, which may be needed for relay devices for RS-485.

If the option box is not checked, RTS is toggled high (asserted) during data
transmission for RS-485 mode.

Defaults

Clicking the Defaults button returns all the values in the RTS Toggle Options
popup to their default state:

- Override and Lock to RTS Toggle Mode = Disabled
- RTS Toggle RTS Low = Disabled

DeviceMaster

Terminator Resistor
Options

(Specific Models, Only)

Optionally, click the Terminator Resistor button to enable termination resistors.

To ensure the best signal integrity on a long distance high-speed RS-422 or RS-
485 network, sometimes it is required to place a 1207 termination resistor
between each of the transmit differential pair or receive differential pair.

Signal reflection is reduced and a reliable communication is ensured by placing
the 1207 termination resistor. The DeviceMaster provides software controllable
120 termination resistor for each differential pair on every port in RS-422 and
RS-485 mode. Use the Termination Resistor Options popup to place 1207
termination resistors between the signals shown below:

RS-422 Mode

- Between TxD+ and TxD- (Pins 5 and 7)

- Between RxD+ and RxD- (Pins 4 and 2)

RS-485 Mode — Between TxD/RxD+ and TxD/RxD- (Pins 5 and 7)

RocketPort
Map CD to DSR
Default = Disabled

This option is used in installations where there is no connection to the port's DSR
input.

Click this check box to cause the CD input to appear as DSR to the host
application, and to perform hardware handshaking with CD rather than DSR.

Map 2 Stop Bits to 1
Default = Disabled

If your application is hard-coded to use two stop bits and you receive framing
errors, click this check box to map 2 stop bits to 1 bit.

Leave this check box blank to enable stop bits to pass through unchanged.

Wait on Physical
Transmission before
Completing Write

Default = Disabled

This option forces all write packets to wait until the transmit data has physically
completed the transmission before returning completion to the host application.

The default mode (check box not clicked) is to buffer the data in the transmit
hardware buffer, and return completion as soon as the packet is in the buffer.

Emulate Modem
Hardware RING
Signal

Default = Disabled

Click this check box to emulate the ring indicator signal.

If this box is checked and the port receives a RING signal (or an alternate code, as
defined in the AT command set for the modem), it sends an R/ signal to the
communications application.
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Port Settings General
Tab

Descriptions (Continued)

(DeviceMaster 1-Port
only)

Allow Parity Conflict
Default = Disabled

Use this option to allow a parity conflict on a DeviceMaster 1-port. It may be
necessary to use this option after you have determined that the cabling is correct
and you are able to transmit data but not receive proper data.

Block PnP search for
attached serial device

Default = Disabled

This option disables plug and play from searching for a device attached to the
serial port.

For example, data received during device discovery on a device is assumed to be
a mouse to plug and play.

Clone: Apply all the
settings to all ports

Default = Disabled

If this check box is not clicked, changes apply to the selected port only.
If this check box is clicked, changes apply to all ports on this board.

RocketPort

Use Fast (Low
Latency) Data
Transfer

Default = Disabled

Use this option when you need to send or receive a small block of data on
RocketPort adapters.

User-Friendly Port
Name

You can enter a custom COM port name to identify this device in the Windows
Driver Management Console.

COM Name

The COM Name drop list allows you to renumber this COM port. If you see a COM
port number followed by (in use), this means that Plug and Play sees those COM
port numbers in use by another device.

DeviceMaster: If you renumber this COM port and click the Renumber All
Subsequent Ports Relative to The Port option, the device driver will renumber
all of the ports on the DeviceMaster, starting with the number you select in this
drop list.

If you rename the port to a COM name used by another port, a dialog appears
indicating that the port is already in use.

Renumber All
Subsequent Ports
Relative to the Port

Default = Disabled

Use the Renumber All Subsequent Ports Relative to This Port option to
renumber all subsequent ports on the product relative to the port displayed in the
COM name drop list.

Defaults
Default = Disabled

Click the Defaults button to return to the driver default values.
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4.7. DeviceMaster Network Configuration

Pepperl+Fuchs recommends using PortVision DX to configure network settings.
Note: Use NS-Link/SocketServer (DeviceMaster web page) to configure IPv6 network settings.
Optionally, you can use the Windows Driver Management Console to:

Disable IP communications.

Change the IP address (if the MAC address has been associated to the DeviceMaster), see Changing a
Static IPv4 Address on Page 53.

Configure the DeviceMaster for use with DHCP, see Setting Up DHCP (IPv4) on Page 54.

4.7.1. Disabling IPv4 Mode

Use this procedure if you want to disable IP communications.

1.

7.
8.
After the DeviceMaster is rebooted, the following occurs:

If necessary, access the Windows Driver Management Console.

Note: The DeviceMaster must be operational in MAC mode on a local network segment or connected
directly to the PC (DeviceMaster Associating the MAC Address on Page 36).

Make sure that the MAC Mode radio button has been selected.

Highlight the Device Name of the DeviceMaster that you want to 2]
configure.
Click the Network Settings button. o e
Click the Modify button. £ I DHCP TP
Click Disable IP. Ceail
You can use the Disable IP option if you are not using IP Paddess: [zresiia
addressing (DHCP or static) and operating the DeviceMaster in et sk [T
MAC mode. i
Gateway: |192.168.11.1
(% Disable 1P
~ DHCP IP MDdiFkJ Apply Changes | Close I
" Static IP

IP Address: I 192,1658.11.20
Subnet Mask: I 755,255,0,0
Gateway: I 192,168.11.1

[odify: | Apply Chan%\s I Close |

Click the Apply Changes button.
Click Yes to the Warning popup.

parnine ]
You have selected to disable DHCP and static IP access to the DeviceMaster!

In PortVision DX, the IP address displays as 0.0.0.0. YT S

In the Windows Driver Management Console: T ] |
- The IP address in the Network Settings popup displays l

255.255.255.255.
- Ifthe DeviceMaster had been set to IP Mode, the previously programmed IP address will appear in the
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IP Mode text box. You can delete the IP address from the IP Mode text box and click Apply to clear the
IP address from the text box.

9. Click Close to return to the Windows Driver Management Console.
After disabling IP communications, you may need to do the following:
e Configure device properties, see Configuring Device Settings on Page 43.
* Configure COM port properties, see Configuring COM Port Properties on Page 47.

e Configure any of the DeviceMaster ports as sockets, see Configuring DeviceMaster Ports as Sockets
on Page 56.

4.7.2. Changing a Static IPv4 Address

Typically, PortVision DX is used to program the IP address into the DeviceMaster during initial configuration.
After associating the DeviceMaster with the MAC address you can change the IP address using the Windows
Driver Management Console.

1. Before programming an IP address it is critical that the DeviceMaster be operational (the PWR or Status
LED is lit) when configured for the MAC address (DeviceMaster Associating the MAC Address on Page 36).

Note: If the DeviceMaster is NOT operational, do NOT attempt to program or use an IP address with the

DeviceMaster.
2. Highlight the Device Name of the DeviceMaster that you want to 2]
configure.
3. Click the Network Settings button. T
4. Click the Modify button.  DHCR IR
5. Click Static IP. Eoaey
6. Enter static IP address information in the fields below. Paddress: [1oziea i
a. IP Address: Enter a valid IP address for your network. The IP SubnetMask: [2525500
Address field is the IP address programmed into the RO TR —
DeviceMaster after applying the changes and rebooting the
DeviceMaster. See your network administrator for a valid IP
address.
b. Mask: The subnet mask is a 32-bit value (255.x.x.x) that Modiw spply Chences | [ close |
enables IP packets to distinguish the network ID and host ID
portions of the IP address that filters traffic.
c. Gateway: The default gateway is a TCP/IP configuration item that is the IP address of a directly
reachable IP router.
7. Click Apply Changes to begin programming the DeviceMaster. _% B
8. Click Yes to the WARNING popup message.
m | " Disable 1P
The IP address specified will set to device  DHCPIP
: % Skatic IP
Do wou wank ko conkinue?
Vesé I o | 1P Address: |192.168.11.20|
Subnet Mask; IW
9. Click Yes to the next WARNING popup message about rebooting AR e T
the DeviceMaster.
warninG X
InI;vD\lrId:tatd?jrc;;;TtLlhn;cgéii?;tgfl!tel;j::g:etl.Sing i Iodify: I Apply Changes | Close |
Do you want to reset the device now?
Ve; I Mo
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If you do not reboot the DeviceMaster at this time, the IP address is not implemented on the DeviceMaster.
Failure to reboot at this time can cause network communication problems later, if the IP address is not

programmed into the DeviceMaster. Pepperl+Fuchs support recommends rebooting the DeviceMaster at
this point.

10. Click Close to return to the Device General tab.
11. Optionally, you can click the Advanced tab and verify that the Device Status message indicates that the

Device is active and Ok.

12. After programming the IP address, you may need to do the following:

* Configure device properties, see Configuring Device Settings on Page 43.
* Configure COM port properties, see Configuring COM Port Properties on Page 47.
* Configure any of the DeviceMaster ports as sockets, see Configuring DeviceMaster Ports as Sockets

on Page 56.

4.7.3. Setting Up DHCP (IPv4)

After associating the DeviceMaster with the MAC address you can configure the driver to work using DHCP.

1.

I PEPPERL+FUCHS

Before programming an IP address it is critical that the DeviceMaster be operational (the PWR or Status
LED is lit) when configured for the MAC address (DeviceMaster Associating the MAC Address on Page 36).

Note: If the DeviceMaster is NOT operational, do NOT attempt to =i
program or use an IP address with the DeviceMaster. 2 ; .

Highlight the Device Name of the DeviceMaster that you want to

fi = Disable 7
configure. ——
Click the IPv4 Mode radio button. ) Static P

Click the Network Settings button.

. . IP Address: |192.168.11.20
Click the Modify button.

Subnet Mask: I 755,255,0,0
Gateway: |192.168.11.1

Modif‘: | Applychangesl Close I

Click DHCP IP. This option allows DHCP to assign the IP address. 20x]
Make sure that you provide the MAC address of the DeviceMaster
for the network administrator to assign a static IP address from
the pool. The DHCP server should assign the IP address, mask, wudll
and IP gateway. % DHCP IP
Click Apply Changes. el
Click Yes to the WARNING popup message. Paddess: [zresiia
The IP address specified will enable DHCP and disable static IF access Gateway: I 192.168.11.1
Do wou wank ko conkinue?
o |
k Iodify: I Apply Cl'q\gges | Close |
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10.

11

12.

I PEPPERL+FUCHS

Click Yes to the next WARNING popup message.

, - . warninG E
If you do not reboot the DeviceMaster at this time, the IP address is not - o =
implemented on the DeviceMaster. Failure to reboot at this time can Gl e
cause network communication problems. Pepperl+Fuchs support
recommends resetting the DeviceMaster.

After the DeviceMaster reboots, the following occurs: _w

e The Windows Driver Management Console displays the IP address
(0.0.0.0) and subnet mask (255.255.0.0) values in the Network Settings popup.

* PortVision DX will display the IP address assigned by DHCP.
Click Close to return to the Device General tab.

Do you want to reset the device now?

. Optionally, you can click the Advanced tab and verify that the Device Status message indicates that the

Device is active and OKk.

After programming the IP address, you may need to do the following:

e Configure device properties, see Configuring Device Settings on Page 43.

* Configure COM port properties, see Configuring COM Port Properties on Page 47.

e Configure any of the DeviceMaster ports as sockets, see Configuring DeviceMaster Ports as Sockets
on Page 56.
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4.8. Configuring DeviceMaster Ports as Sockets

DeviceMaster ports can also be configured as sockets. To configure sockets, use the following procedure:
1. Use one of these methods to open the socket configuration web interface (SocketServer).
¢ In PortVision DX, right-click the DeviceMaster and click Web page.

e Enter the IP address of the DeviceMaster in your web browser URL field or highlight the DeviceMaster
in PortVision DX and click Web Manager.

2. Click the Port tab and click the port number.

ﬁPEPPEHLi.FUCHS Home QEBIsdl Network Diagnostics System Help Logout

A

Port Overview

Port 1
Port Name:

NS-Link Connections
[10.8.11.10]:49847

Socket Connections
Remote IP:
Rx Count: 0
Tx Count: 0

Port Configuration (serial)
Port Mode: RS-232
Baud Rate: 9600

Parity: none
Data Bits: 8
Stop Bits: 1
Flow Control: none

Default Xon/Xoff:
DTR Mode: off
RTS Mode: off
Pre/Post RTS hold time: 0/0

End of line character(s): none
Serial RX buffer timeout: o}
Send buffered data after close: no

Rx FIFO Disable: no
Port Configuration (network)
TCP Enabled: no
Listen Enabled: yes
Max Connections: 1 v

© Pepperl+Fuchs
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3. Configure as a socket in the Port page.

Home [l Network Diagnostics System Help Logout

# PEPPERL+FUCHS

Overview |

Port 1 Configuration

Serial TCP Connection Enabled: [ UDP Connection
Port Name: : Listen: Enable serial to Ethernet: [J
Port Mode: On Port: Enable Ethernet to serial: [
Baud Rate: Max Connections: Allow Ethernet data from any IP address: ()
Parity: Connectto IP Address:| | Serial data to last host that sent UDP data: U
DataBits Target Port: D
Stop Bits: . Target IP Address  Target Port Source Port
Source Port: : | | [o | [o |
Flow Control: Connect: O Always
Default Xon/Xoff: xon v O Data | ‘ |0 ‘ ‘0 |
0 0
Advanced E]DSR | | | |
_ o | b1 ]
DTR Mode: [off ~ Disconnect: (JIdle | | [o | [0 |
RTS Mode: g:g e | o 1 |
Pre/Post RTS Hold Time: [0 [0 | ms I | | [0 | [ |
Detect End of Line: ' . | | o | o |
Eridof Liiia charactarss E E(dec) Telnet Protocol Enable (RFC2217):
Serial Rx Buffer Timeout: @ms UDP Listen Port:
Rx FIFO Disable: CJ
Send Buffered Data After Close: [
[J Clone Settings to All Serial Ports

© Pepperl+Fuchs

See the web page help system, if you need information about configuring sockets or serial tunneling. Optionally,
you can refer to the ICDM-RX/TCP Installation and Configuration Manual.
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4.9. Enabling Secure Data Mode

In addition to enabling SSL mode in the driver, you must Enable Secure Data Mode in the NS-Link web page.
Use the following procedure to implement the Enable Secure Data Mode option.

1. Access the NS-Link web page using one of these methods:
e Open your web browser, enter the IP address, and click enter.

* Right-click the DeviceMaster in the Device Tree or Device List pane in PortVision DX and click
Webpage.

2. Click the Network tab.
3. Click the Security tab.
4. Click Enable Secure Data Mode.
5. Optionally, set other security options and then click Save.
2z G A Notsecure | 108.11.73/network-security.asp Aty Wt % & -

SEEPRERIGEUCHS I e

Configuration Password | Security Keys/Certs Email RFC1006

Security Settings

Enable Secure Data Mode

[ Enable Secure Config Mode
Enable Telnet/ssh
[ Enable Monitoring Secure Data via Telnet/SSH
Enable SNMP
Enable NS-Link Support
Minimum Allowed SSL/TLS Version
[ Allow TCP connections only from the address blocks below
Block Address/ Width
1[0

1
L W]
=

The address block definitions above use CIDR notation comprising an IP
address and mask width separated by a slash.

Note

For IPv4: a mask width of 0 or 32 defines a single IP address. A width of 31
defines 2 addresses, a width of 30 defines 4, a width of 29 defines 8, etc.

For IPv6: a mask width of 0 or 128 defines a single IP address. A width of 127
defines 2 addresses, a width of 126 defines 4 addresses, a width of 125
defines 8, etc.

© Pepperl+Fuchs

6. Click Keys/Certs to configure your security key and certificate.
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7. Use the Browse button to locate your key or certificate and when you are done, click Save.

Logout

# PEPPERL+FUCHS tome Port UMM Diagnostics System Help

Email RFC1006

Configuration Password Security

Key and Certificate Management

RSA Key pair used by SSL and SSH servers: Factoryx
RSA Server Certificate used by SSL servers: Factory
DH Key pair used by SSL servers: Factory

Client authentication certificate used by SSL servers: None

Save

Note
Key and certificate changes will take effect after a reboot.

Files must be in DER format.

The RSA key and RSA certificate are used together by clients to authenticate
the identity of the server. They must be loaded together. The RSA server
certificate must be x509 v3 with 'Key Encipherment’ and 'Digital Signature’
usage flags set. The client authentication certificate must be x509 v3 with the
'CA' basic constraint and with the 'Certificate Sign' key usage flag set.

© Pepperl+Fuchs

Click the Help button if you need information about key and certificate management.
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5. Using Driver Configuration Files

5.1. Overview

The Windows Driver Management Console supports saving device driver configuration files, which provides:
Back-up for existing driver configuration settings
Ability to configure multiple of the same devices with the same configuration parameters

Save the driver configuration settings because you need to remove a driver version to install a new driver
version and you want to reload the driver configuration settings into the new driver

Configuration files are saved with a .DCF extension.

5.1.1. DeviceMaster

Configuration files must be for the same DeviceMaster model with the same port density. For example, you
cannot load a a configuration file for a 32-port DeviceMaster onto a 4-port DeviceMaster.

5.1.2. RocketPort

Configuration files must be for the same model with the same port density. For example, you cannot load a
RocketPort EXPRESS configuration file onto a RocketPort INFINITY.
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5.2. Saving Driver Configuration Files

Use the following procedure to create and save a configuration file.
1. After configuring the device and ports, click Save Configuration.

3 Windows Drivers Management Console ? Y
) 7 e =
2R EEREEY «  [APEPPERL+FUCHS
B S -
[ DeviceMaster/ICDM-RX General Advanced
[ER Y vevicenraster 1
¥ Console Port ICRL-M (COM3) Network Connection Mode
(OMACMode |00 0D 81 09 09 FE ~ Fetch IP Address
TPvdMode  10.8.11.73
o . Network Settings
(OTPv6 Mode  FE8D::20D:81FF:FE09:0FE 64 B
Reboot Device
(JEnable SSL Mode e
Certificates
Device Settings
Device ICDM-RX/T CP-DBY/R145-PM
User-Friendly Device DeviceMaster 1
Keep Alive Timeout 120 (Defautt: 120)
TCP Timeout 1 (Default: 1)
Scan Rate (Defautt: 10)
Verbose EventLog (] (Troubleshooting Only)
Defauits

Windows Drivers Management Console version 6.08
Copyright © Pepperi+Fuchs. All rights reserved. | Save Configuration | Load Configuration oK. Cancel Apply Help

A Windows Drivers Management Console ? X
@ / - ——
-} II CEEETP I I[ FAPEPPERL+FUCHS
2 7A =4
. Port 04 (COM14) ~ General
[ ICDM-RX/TCP-DB9/RI45-DIN
# porto1 (coms) Device Settings.

)-8 ICOM-R(/TCP-DBO/RI45-PM

£ ICDM-RX/TCP-DB9/RI45-PM
& Port 01 (CoM4) User-Friendly Device Name: | EXPRESS Ports
5] = ICDM-RX/TCP-ST/RI4S-DIN

5 Port 01 (COME)
(- RocketPort Infinity/ Express
=) B EXPRESS Ports
¥ 1cRL2_03_Console Port (COM19)
. Port 02 (COM20)
. Pport 03 (Com21)

7 port 04 (CoM22)

" Port 05 (CoM23) Scan Rate (Default: 10)
. Port 06 (COM24)
. Port 07 (COM25)
# Port 08 (CoM26)
# Port 09 (CoMS6)
F Port 10 (COMS7)
. Port 11 (CoMS8)
. port 12 (CoMS9)
# Port 13 (Coms0)
- Port 14 (COM61)

Starting COM comie -

Verbose Event Log [ ] (Troubleshooting Only)

Driver's Working Polling v

. Port 15 (CoM62)
7 Port 16 (COM83)

Windows Drivers Management Console version 6.08

v
Copyright © Pepperl+Fuchs. All rights reserved. ||savemnﬁguramn||\madmnﬁgummn\\ ok || cncel || | wep |

Note: Saving the device configuration also saves the port configuration parameters.
2. Optionally, change the default file name and click Save.
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5.3. Loading a Driver Configuration File

You must have previously saved a configuration file before you can load a configuration file. The driver
configuration file uploads in portions:

If you highlight a device and click Load Configuration and Apply for the device-level configuration
parameters to reload on the device.

To load port-level configuration parameters, you must highlight a single port and click Load Configuration
and Apply.You must upload each port's configuration parameters separately.

5.3.1. Loading Device Configuration

Use the following procedure to load the configuration file for device-level information for your device.
1. If necessary, open the Windows Driver Management Console.

2. Depending on your operating system, you may need to click Yes to the Do you want to allow the following
program to make changes to this computer? User Account Control message.

In the left pane, highlight the device for which you want to load the device-level settings from the
configuration file.

Click Load Configuration.

Browse to the location of the configuration file that you want to load.

Highlight the configuration file and click Open. The configuration file loads in a few moments.
Make the appropriate choice for your situation:

®

N o o~

E + APEPPERL+FUCHS

2] U e F

DeviceMaster/ICDM-RX
aster 1

er
onsole Port ICRL-M (COM3) Network Connection Mode

(OMACMode |00 0D 810909 FE b Fetch P Address

O P Mode  10.811.73

Windows Drivers Management Console

Network Settings
Reboot Device

"MAC address", "IP address", "User-Friendly Device Name" may Certificates
conflict with your current settings,

Do you want to load these settings? VRIS

Yes ‘ No (Default: 120)

TEP Timeout 1 (Default: 1)

Scan Rate 10 ~ | (efault: 10)

Verbose Event Log [_] (Troubleshooting Only)

Defaults

Windows Drivers Management Console version 6.08
Copyright © Pepperl+Fuchs. Allrghs reserved. Save Configuration  Load Configuration ok cancel Apply Help

e Click No to the message, if you are using the file to set up multiple devices with the same device-level
settings.

* Click Yes to the message, if you are using the file to restore a specific device.

Note: DeviceMaster: Make sure that if this a configuration from another DeviceMaster, you must either
select the correct MAC address from the drop list or enter the correct MAC address. In addition,
make sure that the correct IP associated with this DeviceMaster.

8. Click Apply so that the configuration is saved on the device.
9. Go to the next procedure if you want to restore port settings from a configuration file.
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5.3.2. Loading Port Configuration

Use the following procedure to load the configuration file for port-level settings for your device.

Note: Device driver configuration files must be for the same model with the same port density. For example,
you cannot load a configuration file for a 32-port DeviceMaster onto a 4-port or a RocketPort EXPRESS
configuration file with the same port density onto a RocketPort INFINITY.

1. If necessary, open the Windows Driver Management Console.

2. Depending on your operating system, you may need to click Yes to the Do you want to allow the following
program to make changes to this computer? User Account Control message.

3. Inthe left pane, highlight the port for which you want to load the port-level settings from the configuration
file.

Click Load Configuration.

Browse to the location of the configuration file that you want to load.

Highlight the configuration file and click Open. The configuration file loads in a few moments.
Make the appropriate choice for your situation:

* Click No to the message, if you are using the file to set up multiple devices with the same port-level
settings.

* Click Yes to the message, if you are using the file to restore a specific device.

N o o~

E Windows Drivers Management Console

& DeviceMaster RTS, 8 Port
= DeviceMaster RTS, 8 Port
&= DeviceMaster Serial Hub, 8 Port
&= DeviceMaster Serial Hub, 8 Port
&= ICDM-RX/TCP-20B9/RM45-DIN
&= ICDM-RX/TCP-25T/RI45-DIN
&= ICDM-RX/TCP-4DB9/2R145-DIN
A
~ ¥ port 02 (COM12)
L M Port 03 (COM13)
i 5 Port 04 (COM14)
£ = 1CDM-RX/TCP-DBY/RI45-DIN
L L. Portol (CoMS)
e ICDM-RX/TCP-DBY/RI45-PM
| L. ¥ Portol (com3)
] = 1CDM-RX/TCP-DBO/RI45-FM
L LY portol (com4)
& ICDM-RX/TCP-ST/RJ45-DIN
i B Port 01 (COMS)

- -

2] U] ey CperpeRLrUCHS
. N \
= DeviceMaster/ICDM-RX General
&= DeviceMaster LT, 16 Fort
= DeviceMaster RTS, 16 Port Port Settings
= DeviceMaster RTS, 32 Part RS Mode:
RTS Toggl
&= DeviceMaster RTS, 4 Port e
&= DeviceMaster RTS, 4 Port Carrin ot (EdEni (o e 2

(seconds)

Transmit Data Timeout on Port
Terminator

[Imap 2 Stop Bits to 1 Resistor Options
[Jwait on Physical Transmission before Completing Write
[]Emulate Modem Hardware RING Signal
[ Allovs Farity Conflict (DeviceMaster 1 Port only)
[IBlock Plug-N-Play Search for Attached Serial Device
Defaults

Clone
[ Apply These Settings to All Forts

Port Name

User-Friendly Port | Port 01

ICOM Name: | COM11 b I

[“]Renumber All Subsequent Forts Relative to This Port

‘Windows Drivers Management Console version 6.08
Copyright @ Pepperl+Fuchs. All rights reserved.

Save Configuration Load Configuration Cancel Apply Help

Note: Make sure that you do not duplicate COM port numbers. Simply change the COM port number
assignment before applying the changes.

8. Click Apply so that the configuration is saved on the device.
9. Repeat Steps 3 through 8 for each port that you want to restore.
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6. Removing the Device and Driver

This section discusses:

Removing an RocketPort or DeviceMaster from an installation without removing the device driver from your
system

Removing the Device Driver and Device from your system

6.1. Removing a Device from Installation - Keeping the Device Driver

Use the following procedure to uninstall the device driver.
Note: Administrative privileges are required to remove device drivers.

1. Right-click the DeviceMaster or RocketPort that you want to uninstall in the Tree View pane of the Windows
Driver Management Console.

2. Click Uninstall.

r
E Windows Drivers Management Console 2 X
-] ] B EIPEPPERL+FUCHS
gl i L TRy
=~ DeviceMaster/ICDM-RX | T General Advanced
SR 1COM-RX/TCP-DBY/R4] —
Lo Port 01 (COM3) E=1E3 Netwaork Connection Mode
Uninstall ()MACMode | 000D 810909 FE ~ Fetch IP Address
5 Pvé Mod 10.8.11.73
Properties Or siE Network Settings
() IPv6 Mode  FEB0::20D:81FF:FED9:SFE
Reboot Device
C] Enable SSL Mode
Certificates
Device Settings
Device ICDM-RX/TCP-DB9/RI45-PM
E Windows Drivers Management Console ? X
Q] Y ey F FIPEPPERLIFUCHS
. N
[ DeviceMaster/ICDM-RX ~ General
[+ RocketPort Infinity/ Express
=B -: B RocketPort EXPRESS, Disable Device Settings
- 4 Port 01 (COM19) g
- 7 Port 02 (comza) . Uninstall Device RocketPort EXPRESS, 32 Port, Hos
& Pport 03 (Comz21) Prsperies
& Fort 04 (Com22) User-Friendly Device Name: | RocketPort EXPRESS, 32 Fort, Hos
- 4 Port 05 (COM23)

I3 PEPPERL+FUCHS 64



ICDM-RX/TCP (DeviceMaster) and ICRPC (RocketPort EXPRESS)

Windows Driver Installation

6.2. Removing the Device Driver and Device

Use the following procedure to remove the device driver.

1. From the Start button, click the shortcut for your device: Pepperl+Fuchs > Product > Driver Installation
Wizard.

2. Click Yes to the Do you want to allow this app to make changes to your device? message.
3. Click Next to start the Pepperi+Fuchs Driver Installation Wizard.

Driver Installation wizard x
’ ‘ Welcome to Driver Installation Wizard

i

L~
i

-

This Wizard will help you Install or Update the Pepperl+Fuchs
driver on this computer. It will even allow you to Uninstall such
drivers from the computer if you wish to do so.

e

’i You may need to restart your computer in order to complete the
u process.
EIPEPPERL+FUCHS
Click Next to continue or Cancel to exit this Wizard.
<gark || Net> | Proceed cancel
L y
4. Click Remove All and Next.
Driver Installation wizard x

' Install, Update, or Uninstall driver
- " 4 Select the operation you wish to perform:
P
i ==
& g2 " Install
.

Select this option to install a new device and update the

= associated driver(s).
Wom -
Select this option to update the driver(s) for the existing
device(s).

[EIPEPPERL+FUCHS @ Remove All

Select this option to remove the existing device(s) and
uninstall all the associated driver(s).

< Back | Next > | Procesd Cancel

2024-02
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5. Click Next to clean up the driver removal.

~
3 Driver Installation wizard X [ Driver Installation wizard X
Device & Driver Clean-up Device & Driver Clean-up
S
You are about to remove one or more Pepperl+Fuchs device(s) You are about to remove one or more Pepperl+Fuchs device(s)
from this computer. This removal may result in loss of from this computer. This removal may result in loss of
communication with the device(s) and ultimately disrupt your communication with the device(s) and ultimately disrupt your
operations, if any. operations, if any.
This process will remove all Pepperl+Fuchs hardware, from the This process will remove all Pepperl+Fuchs hardware, from the
following product family, that reside on this PC and use any following product family, that reside on this PC and use any
version of this driver assembly. version of this driver assembly.
Product Family: DeviceMaster / ICDM-RX Product Family: RocketPort INFINITY / EXPRESS
[EPEPPERL+FUCHS [EPEPPERL+FUCHS
Click Next to continue or Cancel to exit this Wizard. Click Next to continue or Cancel to exit this Wizard.
< Back | Next > | Froceed | Cancel | < Back Next > Froceed Cancel
d
6. Click Proceed to continue the driver removal process.
h g i .
Driver Installation wizard X [ oriver Installation wizard X
Summary Summary
Driver Package :  DeviceMaster / ICOM-RX = Driver Package :  RocketPort INFINITY / EXPRESS
Selected Action :  Remove All Selected Action :  Remove Al
Device(s) : All DeviceMaster / ICDM-RX Units Device(s) : All RocketPort INFINITY [/ EXPRESS Boards
IT IS HIGHLY RECOMMENDED TQ CLOSE ANY ACTIVE IT IS HIGHLY RECOMMENDED TO CLOSE ANY ACTIVE
SERIAL PORT/APPLICATION BEFORE YOU PROCEED. SERIAL PORT/APPLICATION BEFORE YOU PROCEED.
FAILURE TO DO SO WILL RESULT IN DATA LOSS ! FAILURE TO DO SO WILL RESULT IN DATA LOSS !
v
Launch Windows Drivers Management Console Launch Windows Drivers Managsment Consols
FIPEPPERL+FUCHS EIPEPPERL+FUCHS |
Click Proceed to continue or Cancel to exit this Wizard. Click Proceed to continue or Cancel to exit this Wizard.
< Back | MNet = I Proceed | cancel | < Back | Mext > I Proceed Cancel
. J
7. Click the Reboot My Computer button or Close.
-
3 Driver Installation wizard X I Driver Installation wizard X
Summary Summary
" E\g
Analyzing the COM Name Arbiter ... Analyzing the COM Name Arbiter ... ~
- e Analyzing the Registry ... Analyzing the Registry ...
' g Cleaning up the Remaining Driver Files ... Cleaning up the Remaining Driver Files ...
RE Finalizing ... Finalizing ...
i - Finished. Finished.
REMINDER: < SYSTEM REBOOT IS REQUIRED > I REMINDER: = SYSTEM REBOOT IS REQUIRED >
v
Launch Windows Drivers Management Congole | Launch Wiindows Drivers Management Console
Reboot My Computer Reboot My Computer
[EHPEPPERL+FUCHS FIPEPPERL+FUCHS
Press Close to exit this Wizard. Press Close to exit this Wizard.
< Back | Mext = | Procesd I Close | < Back | et = | Proceed | Close |
d

* If you click Close, make sure that you reboot the system and remove the RocketPort from the system
or DeviceMaster from the network to complete the driver removal.
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* Ifyou click Reboot My Computer, click Ok. Remove the RocketPort from the system or DeviceMaster
from the network to complete the driver removal.

Reboot? x

Please make sure to close your active programs and save your data.

Click OK when you are ready to reboot the computer.

()

8. If you want to totally remove the .exe driver assembly:
a. Delete any copies of the .exe driver assembly file residing on the system.
b. Delete the driver and devices using the Add > Remove Programs Control Panel.
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7. Troubleshooting and Technical Support

This section contains troubleshooting information for the DeviceMaster and the RocketPort device driver for
Windows. Review the following subsections before calling Technical Support because they will request that
you perform many of the procedures or verifications before they will be able to help you diagnose a problem.

DeviceMaster Troubleshooting on Page 70
Using Test Terminal on Page 81
Using Port Monitor to Test Ports on Page 92
How Disable/Enable the Device Driver on Page 95
If you cannot diagnose the problem, you can contact Technical Support on Page 95.

7.1. Download Diagnostic Applications

There are several tools and utilities that Pepperl+Fuchs provides to diagnose serial port problems or to monitor
data.

Go to https://www.pepperl-fuchs.com and locate the product and download the applications or utilities.

7.1.1. RocketPort

The RocketPort provides a utility package that includes two diagnostic tools. See RocketPort Installing Test
Terminal and PortMon on Page 79.

Test Terminal use to troubleshoot communications on a port-by-port basis. See Using Test Terminal on
Page 81

Port Monitor check for errors, modem control, and status signals. In addition, it provides you with raw byte
input and output counts. See Using Port Monitor to Test Ports on Page 92

7.1.2. DeviceMaster

The DeviceMaster provides the following diagnostic tools and utilities.

The Advanced tab in the Windows Driver Management Console (Using the Advanced Tab on Page 73),
which may provide valuable information about the DeviceMaster and your network, in the event that you are
having problems.

PortVision DX that provides the following features:
- Auto-discover and organize the following Ethernet attached productss on your network.

- Remotely access, manage, and configure the following Ethernet attached productss from a central
console.

- Load network configuration settings onto multiple the following Ethernet attached productss - quickly
and easily.

- Instantly view connection status, firmware revision, and network settings of all servers.
- Configure serial ports using TCP sockets, port communication, and interface settings.
- Visualize each server and port with instant links to connector, power, and serial pinout information.
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- Conveniently customize and save your network view and commands for replication across all servers.
- Includes the Test Terminal (WCom2) and Port Monitor (PMon2) programs for easy access.

- Test Terminal can be used to troubleshoot communications on a port-by-port basis. Refer to Using
Test Terminal on Page 81 for more information.

- Port Monitor can check for errors, modem control, and status signals. In addition, it provides you
with raw byte input and output counts. Refer to Using Port Monitor to Test Ports on Page 92 for more

information.

7.2. RocketPort Troubleshooting

If you are having trouble with a RocketPort installation, try the following.
Note: Most customer problems reported are traced to cabling or network problems.

Issue

Troubleshooting

Correct cabling?

Verify that you are using the correct types of cables in the correct places and
that all cables are tightly connected. Refer to the ICRPC and ICRPB (RocketPort
EXPRESS) Hardware Installation Manual to verify cabling.

Correct Port Addressing?

Verify that you are addressing the port correctly. In many applications, device
names above COM9 require the prefix \\.\ to be recognized. For example, to
reference COM20, use \\.\COM20 as the file or port name.

Windows Driver
Management Console?

Verify that the RocketPort has installed using the Windows Driver Management
Console to confirm that the adapter displays. Install the device driver, if the
adapter is not displayed.

Test the Port or Ports?

Install the Utility (RocketPort Installing Test Terminal and PortMon on Page 79)
and use Test Terminal (Using Test Terminal on Page 81).

Is this the Latest Driver?

See Checking the Device Driver Version on Page 23.

Port Does Not Open?

1. Open the Device Manager.
2. Double-click Ports (COM & LPT) to expand the view.

Ports are displayed in the Device Manager as RocketPort EXPRESS/
INFINITYUnity ports

If a yellow exclamation mark represents the port, right-click on the exclamation
mark, and click Update Driver. See Updating the Device Driver on Page 23 for
detailed procedures.

Monitor Port Activity?

Install the Utility (RocketPort Installing Test Terminal and PortMon on Page 79)
and use Port Monitor (Using Port Monitor to Test Ports on Page 92).

Enable Verbose mode

You can optionally enable the Verbose Event Log option on the Device General
tab for diagnostic purposes to initiate longer messages to be sent to the Event
Log for your operating system. The added information can be useful when
debugging communications and configuration problems.

Access the event log through the Administrative Tools Event Viewer option.
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7.3. DeviceMaster Troubleshooting

Most customer problems reported to Pepperl+Fuchs Technical Support are eventually traced to cabling or

network problems.

Reboot the system and reset the power on the DeviceMaster, watch the PWR or Status light activity. See
DeviceMaster LEDs on Page 72 for information about the diagnostic LEDs.

If the DeviceMaster has a power switch, turn the power switch off and on.
If the DeviceMaster does not have a power switch, disconnect and reconnect the power cord.

PWR or Status LED Description
5 sec off, 3 flashes, 5 sec off, 3 flashes ... Redboot checksum failure.
5 sec off, 4 flashes, 5 sec off, 4 flashes ... SREC load failure.
5 quick flashes The default application is starting up.
10 sec on, .1 sec off, 10 sec on .1 sec off ... |The default application is running.

7.3.1. DeviceMaster Checklist

The following table may help you diagnose the problem. If you have a spare, you can replacing it to see if that

resolves the issue.

Issue Check
Verify that you are using the correct types of cables on the correct connectors and that all
Cabling? cables are connected securely using the ICDM-RX/TCP Installation and Configuration
Manual.
Correct MAC | Verify that the hardware MAC address in NS-Link matches the address on the
address? DeviceMaster label. You can also use PortVision DX to verify the MAC and IP addresses.
Isolate the DeviceMaster from the network by connecting the DeviceMaster directly to
a NIC in a host system.
See DeviceMaster Connectivity Requirements on Page 72 for network cabling
information.
Network? . . . ; .
Reduce network traffic by installing a second NIC in the host and connect directly to
the DeviceMaster.
Verify that the Ethernet hub, switch, or router and any other network devices between
the system and the DeviceMaster are powered up and operating.
Verify that the network IP address is correct. If IP addressing is being used, the
Correct IP system should be able to ping the DeviceMaster.
address? Verify that the IP address programmed into the DeviceMaster matches the unique
reserved IP configured address assigned by the system administrator.
If using the NS-Link device driver with an in-house application, verify that you are
Correct port addressing the port correctly. In many applications, device names above COM9 require
addressing? the prefix \\.\ in order to be recognized. For example, to reference COM20, use \.\COM20
as the file or port name.
:_Saiglssttgﬁv or? See Checking the Device Driver Version on Page 23.
Testthe Portor | nqtall Portvision DX (Page 9) and use Test Terminal (Page 81
Ports? nstall PortVision (Page 9) and use Test Terminal (Page 81).
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Issue

Check

Windows Driver

Verify that the DeviceMaster has installed using the Windows Driver Management

Verbose mode

system.

Management |Console to confirm that the DeviceMaster displays. Install the device driver, if the
Console? DeviceMaster is not displayed.
Enable Enable the Verbose Event Log feature on the Device General and then reboot the

7.3.2. DeviceMaster General Troubleshooting

This table illustrates some general troubleshooting tips.

General Condition

Explanation/Action

PWR or Status LED
flashing

Indicates that boot program has not downloaded to the DeviceMaster.
1. If applicable, remove the NS-Link driver.
2. Make sure that you have downloaded the latest driver.

3. Install the driver and configure the DeviceMaster using the MAC address.
Make sure that you reboot the system. Refer to Device Driver Installation on
Page 17 for installation information.

Note: Ifthe PWR or Status LED is still flashing, contact Technical Support.

PWR or Status LED not lit

Indicates that power has not been applied or there is a hardware failure. Contact
Technical Support.

Can ping the
Pepperl+Fuchs device,
but cannot open the ports
from a remote location.

(You must have previously
programmed the IP
address, subnet mask,
and IP gateway.)

The NS-Link driver uses Port 4606 (11FE h) to communicate with the
DeviceMaster.

When using a sniffer to track NS-Link packets, filtering for Port 4606 will easily
track the packet. The packet should also contain the MAC address of the
DeviceMaster and the originating PC so that it can be determined if the packet is
able to travel the full distance one way or not.

If the 4606 packet is found on one side of a firewall or router, using sniffer, and
not on the other side, then that port needs to be opened up to allow the 4606 to
pass.

This will most often be seen with firewalls, but is also seen in some routers.

Cannot ping the device
through Ethernet hub,
switch, or router

Isolate the DeviceMaster from the network. Connect the DeviceMaster directly to
the NIC in the host system (see DeviceMaster Connectivity Requirements on
Page 72).

Cannot ping or connect to
the DeviceMaster

The DeviceMaster family default IP address is often not accessible due to the
subnet masking from another network unless 192.168 is used in the network.

In most cases, it will be necessary to program in an address that conforms to
your network.

If you do not use the NS-Link driver to program the IP address, you only have 10
seconds to disable the bootloader with Redboot to get into the setup utility.

See the ICDM-RX/TCP Installation and Configuration Manual Installation and
Configuration Guide for the Redboot method of programming an IP address.
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7.3.3. DeviceMaster Connectivity Requirements

An Ethernet connection: either to an Ethernet hub, switch, or router; or to a Network Interface Card (NIC) in the

host system using a standard Ethernet cable. See the ICDM-RX/TCP Installation and Configuration Manual

Installation and Configuration Guide for information regarding hardware installation.

DeviceMaster Port Density

Connected to

Connector Name

1-port Hub, switch, router, or NIC 10/100 ETHERNET
2-port Hub, switch, router, or NIC 10/100
4/8/16-port (external power supply) Nic DOWN

Hub, switch, or router upP

16/32RM (internal power supply)

Hub, switch, router, or NIC

10/100 NETWORK

7.3.4. DeviceMaster LEDs

The DeviceMaster has network and port LEDs to indicate status.

7.3.4.1. Port LEDs

The 1-port and 2-port models do not have port LEDS.

4, 8, 16, and 32-port models have port LEDs are amber and green. After a port has been opened in RS-232
mode, an amber LED means that there is link between the port and the serial device. After a port has been
opened in RS-422 or RS-485 mode, an amber LED means that data is receiving data. A green port LED

indicates transmit activity.

7.3.4.2. Network and Device LEDs

The LEDs indicate that the default DeviceMaster application, NS-Link/SocketServer is running or after driver
installation, that the NS-Link driver loads. If you have loaded PortVision DX, you can check the DeviceMaster

status on-line.

Ports

DeviceMaster Network LEDs

1 seconds.

network, only).

The Status LED on the front of the unit is lit, which indicates that it has power and has
completed the boot cycle.

Note: The Status LED flashes while booting and it takes approximately 15 seconds
for the bootloader to complete the cycle. When the Bootloader completes the
cycle, the LED has a solid, steady light that blinks approximately every 10

The red Link Act LED is lit, which indicates a working Ethernet connection.
If the red Duplex LED is lit, it indicates full-duplex activity.
If the red 100 LED is lit, it indicates a working 100 MB Ethernet connection (100 MB
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Ports

DeviceMaster Network LEDs

The STATUS LED on the device is lit, indicating you have power and it has completed
the boot cycle.

Note: The STATUS LED flashes while booting and it takes approximately 15 seconds
for the Bootloader to complete the cycle. When the Bootloader completes the
cycle, the LED has a solid, steady light that blinks approximately every 10
seconds.

If the LINK (green) LED is lit, it indicates a working Ethernet connection.
If the ACT (yellow) LED flashes, it indicates network activity.

4, 8,16
External power
supply

The PWR LED on the front of the unit is lit, which indicates it has power and has
completed the boot cycle.

Note: The PWR LED flashes while booting and it takes approximately 15 seconds for
the bootloader to complete the cycle. When the Bootloader completes the
cycle, the LED has a solid, steady light that blinks approximately every 10
seconds.

The red LNK/ACT LED is lit, which indicates a working Ethernet connection.

If the red 100 LED is lit, it indicates a working 100 MB Ethernet connection (100 MB
network, only).

16, 32
Internal power
supply

The Status LED on the front of the unit is lit, which indicates it has power and has
completed the boot cycle.

Note: The Status LED flashes while booting and it takes approximately 15 seconds
for the bootloader to complete the cycle. When the Bootloader completes the
cycle, the LED has a solid, steady light that blinks approximately every 10
seconds.

The red LNK/ACT LED is lit, which indicates a working Ethernet connection.
If the red Duplex LED is lit, it indicates full-duplex activity.

If the red 100 LED is lit, it indicates a working 100 MB Ethernet connection (100 MB
network, only).

7.3.5. Using the Advanced Tab

You can use the Advanced tab to get a summary of the DeviceMaster status. The Advanced tab can be useful
for troubleshooting network problems with your DeviceMaster.

Note: To use the Advanced tab, you must associate a MAC address to the DeviceMaster before
programming an IP address (Page 36).

Use the following procedure to access the Advanced tab.
1. If necessary, access the Windows Driver Management Console.
2. Highlight the DeviceMaster.
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3. Click the Advanced tab.

F3 windows Drivers Management Console ? X

o 7."&
-] E I e \i FAPEPPERL+FUCHS
. N
=+ DeviceMaster/ICDM-RX General Advanced
[} %&E8 ICDM-RX/TCP-DBY/RI45-PM
& Port 01 (COM3) Device Status
Device is active and OK. Refresh

History

Note: You must have previously associated a MAC address to the DeviceMaster (Page 36).
Refer to the Device Status table (Page 76) for a list of messages and explanations.
4. You can click the History button to review the last ten actions on the DeviceMaster.

History X

2024-01-23 19:19:09  Uninitialized.

2024-01-23 19:20:18 Device detected, initializing ...

2024-01-23 19:20:18 Timeout occurred while driver was waiting for ADMIF
2024-01-23 19:20:21 Device detected, initializing ...

2024-01-23 19:20:23  Initialization complete. Waiting on response from dev
2024-01-23 19:20:23  Device is active and OK.

2024-01-23 19:20:34  Initialization complete. Waiting on response from dev

5. Click PC Network Interface Details for the following information.

PC Network Interface ? X

Statistics

MAC Address ’W
Frames Out : 12
Frames Accepted 18
Frames Passed On Elﬁ

Adapter 1 ID String : ‘\DEVICE\{ASZ‘J1288-3747-48Bl-AEDZ-ZBZCFlEDCDDC}

Field

PC Network Interface Details Description

MAC Address

MAC Address is the reported MAC address of the Ethernet network interface card (NIC)
card in the server. Since a server may contain more than one NIC, identifying exactly
which NIC is being used by the device driver may help you to identify and resolve
problems.

Frames Out

Frames Out is the count of the number of frames output by the device driver through the
identified network interface. This includes all administrative, data, and control frames,
and should be incriminated whenever the DeviceMaster and the device driver are
operating, even if the DeviceMaster is idle.
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Field PC Network Interface Details Description (Continued)
Frames Frames Accepted is the count of the number of received frames accepted by the device
Accepted driver for further processing. These must be well-formed packets with the correct

protocol identifiers for the device driver.

Frames Passed On is when a NIC receives a packet, it passes the packet around to

Frames Passed each driver or application that is bound to the NIC until one of them recognizes and

On accepts the packet.
Adapter 1 ID String is the NIC binding string. Every network entity that needs to be
Adapter 11D uniquely identified has a Globally Unique Identifier (GUID), which is used to form unique
String binding strings. The presence of this string indicates that the device driver has been
bound to a specific NIC.
Reset This button resets the statistics in the PC Network Interface window.

6. Click Close to return to the Advanced tab.
7. Click the Device Network Interface Details button to review the following information.

i Device Network Interface 2 X
Statistics
MAC Address 00 0D 81 09 09 FE

Packets to :

Packets from

Retransmitted / % of All Sent
Reported State :
Devices Detected / Available :

Out Of Sequence / % of All Received
Maximum - Average Buffer Usage :

Buffer Allocation Failures

Starving Port(s)

Close

Fields Device Network Interface Details Descriptions
MAC Address is the network (MAC) address of the DeviceMaster that is currently
MAC Address selected. It should match both the MAC address on the General tab and the MAC
address on the physical DeviceMaster.
Packets To Packets To is the count of information frames sent to a layer in the device driver and

indicates actual data traffic sent.

Packets From is the count of information frames received by a layer in the device

Packets From driver, and indicates actual data traffic received.

Retransmitted/% All Sent is the percentage of information frames requiring
retransmission due to network errors. If this value is not zero, you may have network
problems.

Retransmitted/% All
Sent

Reported State contains a message showing the status of the device driver to the

Reported State selected DeviceMaster.

Devices Detected/Available is the number of DeviceMasters found on the network and
how many of the DeviceMasters are available.

Devices Detected/
Available
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Fields

Device Network Interface Details Descriptions (Continued)

Out of Sequence/ %
of All Received

Out of Sequence/ % of All Received is the percentage of information frames received
out of order, possibly due to network errors. If this value is not zero, you may have
network problems.

Maximum Average
Buffer Usage

Maximum and Average Buffer Usage is the percentage of the network buffer used
since the driver was loaded.

Buffer Allocation
Failures

Buffer Allocation Failures displays how many times the driver failed to allocate network
buffers to the process because there were not enough buffers.

If any Buffer Allocation Failure happens, the Starving Port(s) list will include the name

Starving Port(s)

of the COM port that could not be serviced (immediately) because of it.

Reset

Reset clears the data values from the fields. and updates the data displayed in the
event that you want review data before the automatic refresh cycle occurs.

8. Click Close to return to the Advanced tab.
The following table provides a list of Device Status messages.

Device Status Message

Descriptions

A MAC address has not yet been specified
for this device. Return to the General tab,
configure the device, and apply the
changes.

The driver may have only been configured with an IP address.
The appropriate MAC address must be input in the MAC field
in the General tab so that the Advanced tab can report
DeviceMaster status.

Can't detect any Pepperl+Fuchs devices.
Check Ethernet connectors and ensure the
device is powered on.

Network traffic is being received, but not from a DeviceMaster.
Check the network connections and verify that the
DeviceMaster is powered up.

Can't detect the device with specified the
MAC address on any network. Verify the
MAC address of the unit, check the Ethernet
connectors and ensure the device is
powered on.

Network traffic is being received from a DeviceMaster, but not
the one specified on the General tab. Check the DeviceMaster
to make sure that you are using the correct MAC address.

Code upload failed due to a timeout and the
driver is attempting to re-synchronize with
the device.

The device driver has not successfully uploaded the firmware
to the assigned DeviceMaster.

Code upload has completed.

The driver has completed uploading the firmware to the
DeviceMaster.

Code upload was restarted after a timeout.

The firmware upload process failed due to a time-out. The
upload process has been restarted.

Device detected, initializing.

The server has acquired the DeviceMaster and is downloading
the control program. The device will be available shortly.

Device detected, microcode upload in
progress.

The device driver is attempting to upload the microcode to the
DeviceMaster. This should complete momentarily.

Device is active and OK, no data traffic was
exchanged since last inquiry.

The DeviceMaster and ports are operational. There is currently
no active serial traffic.

Device is active and OK.

The DeviceMaster is okay and ready to use.

Device is detected and configured in the
driver, but is not yet assigned to this server/
PC.

Either the DeviceMaster is currently being controlled by
another server or the DeviceMaster power has been cycled
and the DeviceMaster is waiting for a server to acquire it.
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Device Status Message (Continued)

Descriptions (Continued)

Excess out-of-sequence packets received.
Check for indications of high network traffic.

Click the PC Network Interface Details button to review the
statistics, which may indicate that DeviceMaster is functioning
properly.

This message typically goes away on it's own but you can
reboot the PC so that the network traffic is re-synchronized.

Excess packet retransmissions detected.
Check for indications of high network traffic.

Click the PC Network Interface Details button to review the
statistics, which may indicate that DeviceMaster is functioning
properly. This message typically goes away on it's own but you
can reboot the PC so that the network traffic is re-synchronized
or reset the counters, which may cause the Advisor to change
from Excess Packets to Ok.

If this does not cause the DeviceMaster to go Active and OK,
thenitis likely that there is a network issue involved that should
be corrected.

Initialization complete. Waiting on response
from the device before making the
connection active.

Waiting for a response from the DeviceMaster.

Statistical data was reset.

This indicates the number of times that the statistics in the PC
Network Interface and Device Network Interface have
been reset.

The driver is not running. If you just installed
the driver you will need to exit the program
before the driver starts.

Close and then re-open the Windows Driver Management
Console.

The communications between the driver
and the device has been disrupted. Check
connectors, cabling, and look for indications
of high network traffic.

The DeviceMaster is off-line in this state. The MAC or IP
address for the DeviceMaster is known (assigned) but
communications have been interrupted.

The device has failed to respond for an
extended period of time. The device may
have lost power or is in an unresponsive
state.

The device driver is no longer able to communicate with the
DeviceMaster. Check the LED status (Page 72).

The driver is not running. Make sure the
driver is installed correctly and restart the
PC to correct the problem.

Make sure the driver is installed correctly and restart the PC to
correct the problem. The driver is most likely disabled. Enable
the driver and reboot the PC.

Timeout occurred while the driver was
waiting for an ADMIN command reply from
the device.

There may be network traffic problems, an unresponsive
DeviceMaster, or a problem with the server sending out
network data.

The device driver is trying to locate the DeviceMaster on the
network by sending out the ID request and not receiving a
response from the DeviceMaster, which may indicate that the
DeviceMaster is either not on the network, on a different
segment (if using MAC mode of addressing), or the bandwidth
of the network (or server) is so saturated that the
DeviceMaster response is not received in time.

Timeout occurred while the driver was
waiting for an Assign Reply response from
the device prior to making the connection
active.

There may be network traffic problems, an unresponsive
DeviceMaster, or a problem with the server sending out
network data. A handshake that occurs after an ID response is
received and the device driver is trying to establish a
communication channel with the DeviceMaster.

Unable to find a Network Interface
Controller (NIC) card.

Install a NIC in that PC or check that the NIC is operational.
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Device Status Message (Continued) Descriptions (Continued)

Uninitialized.

The firmware has not uploaded to the DeviceMaster. If this
message is displayed in the History file, it often means that the
DeviceMaster is in the process of being rebooted.

7.3.6. NS-Link Driver Troubleshooting

This table includes some tips related to NS-Link drivers for Windows.

NS-Link Condition

Explanation/Action

Need to program IP
address into the device.

Before programming an IP address it is critical that the DeviceMaster be
operational and passes the power on tests when configured for the MAC
address.

Note: If the DeviceMaster is NOT operational, do NOT attempt to program or
use an IP address with the DeviceMaster.

See Program the IPv4 Address (Network Information) on Page 12 for more
information.

Cannot open port

1. Verify that MAC address in the NS-Link driver matches the address on the
DeviceMaster.

2. Verify that you are using the correct NS-Link driver. If necessary, remove
and reinstall a new driver.

3. lIsolate the DeviceMaster from the network (see Page 71).
4. Check to see if another program or computer is active on this port.

The Pepperl+Fuchs device
has a lower limitation of
network bandwidth
requirement of 64 Kbps.

At this speed the entire available bandwidth is required for the purpose of
uploading the firmware from the driver to the DeviceMaster. At lower speeds,
timing issues will prevent the firmware from being successfully installed to the
DeviceMaster, thus preventing the DeviceMaster from normal operation.

When using the DeviceMaster over a WAN link that is less than the
recommended 64 Kbps, a timing modification may be made that will allow
uploading of the firmware.

Load the driver locally to the DeviceMaster for the purpose of getting the
firmware installed. The PC on the other side of the slow link can then “share” the
port. The sharing may be exclusive as the firmware loader PC may not need to
access the ports.
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7.4. RocketPort Installing Test Terminal and PortMon

Use this procedure to install Test Terminal and PortMon for RocketPort diagnostic tools.
1. Download from https://www.pepperl-fuchs.com by accessing your product page.
2. Extract the .zip file and execute the .msi file.

3. Click Next.
ﬂ Utility Package Setup X
Welcome to the Utility
p« Package Setup Wizard
o bme
‘ 1 ..’I; The Setup Wizard will install Utility Package on your computer.
P -, Click "Next" to continue or "Cancel" to exit the Setup Wizard.
EIPEPPERL+FUCHS
< Back Next > Cancel
4. Click Next.
i Utility Package Setup — X
Select Installation Folder EPEPPERL+FUCHS

This is the folder where Utility Package will be installed.

To install in this folder, click "Mext". To install to a different folder, enter it below or click

"Browse".
FEolder:
C:\Program Files (x86)\Comtrol\Utilities), Browse...
4 Advanced Installer

<Back [ Net> | | concel
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5. Click Install.

1 Utility Package Setup x
Ready to Install [HPEPPERL+FUCHS

The Setup Wizard is ready to beqgin the Utility Package installation

Click "Install" to begin the installation. If you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.

Installer

[ <bk [ @memi | [ cancel |

6. Click Yes to the Do you want to allow this app to make changes to your device?
7. Click Finish.

i Utility Package Setup %
Completing the Utility
V Package Setup Wizard
i
] - Click the "Finish" button to exit the Setup Wizard.
o
"‘%gé-

EIPEPPERL+FUCHS

<Back |[ Fmsh | [ Concel
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7.5. Using Test Terminal

Test Terminal (WComz2) allows you to open a port, send characters and commands to the port, and toggle the
control signals. This application can be used to troubleshoot communications on a port-by-port basis.

Send and Receive Test Data: This sends data out the transmit line to the loopback plug, which has the
transmit and receive pins connected thus sending the data back through the Rx line to Test Terminal, which
then displays the received data in the terminal window for that port. This test is only testing the Tx and Rx
signal lines and nothing else. This test works in either RS-232 or RS-422 modes as both modes have
transmit and receive capability. A failure in this test will essentially prevent the port from working in any
manner.

Loopback Test: This tests all of the modem control signals such as RTS, DTR, CTS, DSR, CD, and RI
along with the Tx and Rx signals. When a signal is made HI in one line the corresponding signal line
indicates this. The Loopback Test changes the state of the lines and looks for the corresponding state
change. If it successfully recognizes all of these changes, the port passes.

A failure on this test is not necessarily critical as it will depend on what is connected and how many signal
lines are in use. For example, if you are using RS-232 in 3-wire mode (Transmit, Receive and Ground) a
failure will cause no discernible issue since the other signals are not being used. If the port is configured for
use as either RS-422 or RS-485 this test will fail and is expected to fail since RS-422 and RS-485 do not
have the modem control signals that are present in RS-232 for which this test is designed.

Test Terminal (WComz2) allows you to open a port, send characters and commands to the port, and toggle the
control signals. This application can be used to troubleshoot communications on a port-by-port basis.

The following procedures require a loopback plug to be placed on the port or ports that you want to test. A
loopback plug was shipped with your product. If you need to build a replacement or additional loopback plugs
refer to the appropriate manual at https://www.pepperl-fuchs.com.

7.5.1. Starting Test Terminal

Use the following information to start Test Terminal.
RocketPort: Test Terminal is included in the Utility package. After installation, start Test Terminal from the
Start button.

Pepperl +Fuchs
E Driver Installation Wizard

E Port Monitor (PMon2)

r% Test Terminal (WCom2)

E ‘Windows Driver Management Console

DeviceMaster: Test Terminal is included with PortVision DX. After PortVision DX is installed, click Tools >
Applications > Test Terminal (WCom?2).

IPV PortVision DX
File Manage View Tools Help
i i Refresh All

=
Scan Refresh A SEMULEEIL

Log File >
Applications > Customize ...

Options ... Test Terminal (WCom2)
I PV Port Monitor (PMon2)
PuTTY
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7.5.2. Opening Ports

The following procedure shows how to use Test Terminal to send and receive test data to the serial ports.

1. Stop all applications that may be accessing the ports such as RRAS or any faxing, or production software.
See the appropriate help systems or manuals for instructions on stopping these services or applications.

If another application is controlling the port, then Test Terminal will be unable to open the port and an error
message will be shown.

2. Start Test Terminal (WCom2) using Starting Test Terminal on Page 81 .

r

-
X

User Account Control

Do you want to allow this app to make
changes to your device?

% WCom2 - Test Terminal

Verified publisher: Pepperl+Fuchs SE
File origin: Hard drive on this computer

Show more details

.~

h d

3. Use the appropriate subsection to open and start testing RocketPort - Opening Ports on Page 82 or
DeviceMaster - Opening Ports on Page 83.

7.5.2.1. RocketPort - Opening Ports

1. Select File > Open Port, the appropriate port (or ports) from the Open Ports drop-down list and OKk.

2024-02

I3 PEPPERL+FUCHS

Open Ports ... n Open Ports .. n
@® SelectPans ¢ SelectPans
Cancel Cancel
Settings Setiings
(" SelectRange i® SelectRange
[13-26]
Forexample: 3-15,21,45,51-56,74 Forexample: 3-15,21, 45 51-56,74
(" TCR/IP Sockets " TCPR/P Sockets
IFAddress | IPAddress |
From Fort ‘ To Fort ‘ From Port ‘ To Port ‘
C | Cenficates | O | cercates |
2. Go to the next procedure to send and receive test data.
Sending and Receiving Test Data (RS-232/422 and RS-485: 4-Wire) on Page 88
Sending and Receiving Data (RS-485: 2-Wire) on Page 89
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7.5.2.2. DeviceMaster - Opening Ports

1.

Select File > Open Port, the appropriate port (or ports) from the Open Ports drop-down list, enter the IP

address and click Ok.

a. Ifnecessary to support SSL, open Edge > Settings and select Privacy, search, and services.

b. Click Manage certificates.

Settings

Profiles

B @

Privacy. search, and services

£

Appearance

=]

Sidebar

(3

Start, home, and new tabs

i

Share, copy and paste
Cookies and site permissions
Default browser

Downloads

Family safety

(I Languages

I3 PEPPERL+FUCHS

Open Ports ...

(" Select Ports oK,

Cancel

1lin

(" Select Range

Forexample: 3-15,21,45.51-56.74

@ TCF/IP Sockets

IP Address  [10.8.11.73

From Port | To Port ‘

[~ Secure Data (S5L)

Settings

: & Profiles

(&) Privacy, :=arch, and senvices

@ Appear;!‘z Privacy, search, and services

by your organization

ducts by sending optional diagnostic data about how you use the

Personalization & advertising

Allow Microsoft to save your browsing activity including history. usage, favorites, web content. and
other browsing data to personalize Microsoft Edge and Microsoft services like ads, search, shopping
and news.

Security

Manage security settings for Microsoft Edge

Manag
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c. Click Import.

. .
Certificates X

Intended purpose: <All= ~

Fersonal Other People Intermediate Certification Authorities Trusted Root Certification 4 | * |

Issued To Issued By Expirati...  Friendly Name

Import... Export... Remove Advanced

Certificate intended purposes

View

d. Click Next.

&« g Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, click Mext.

Next Cancel

2024-02
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e. Browse to the appropriate certificate.

€ open X
& > v N " » Downloads > Certs-Keys-SSL > Certs-Keys-SSL v &} Search Certs-Keys-55L »
Organize ~ New folder =- A o
> @ OneDrive Name Date modified Type Size

~ Today
2 client_A.pfx 1/29/2024 2:02 PM Personal Informati... 4 I(B|

@M Desktop » "A AL el

L Downloads #

2 Documents #

P8 pictures »

6 Music »

3 videos »

T v4i6

File name: | client_A.pfx V| Personal Information Exchange
Open Cancel
f.  Click Next.
X

&« g Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\Users\DRADA\Downloads\Certs-Keys-SSL\Certs-Keys-SSLcliel Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (.S5T)

Next Cancel
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g. Enterthe password and click Next.

¢« &4 Centificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

() Display Password

Import options:

(") Enable strang private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

(") Mark this key as exportable. This will allov you to back up or transport your
keys at a later time.

() Protect private key using virtualized-based security(Non-exportable)

B Include all extended properties.

Next Cancel

h. Click Next.

< ,g*] Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

OAgom!imiw select the certificate store based on the type of certificate

o Place all certificates in the following store;

Certificate store:

Personal Browse...

Next Cancel

2024-02
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i. Click Finish.

& k4 centificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

Content PFX
File Name C:\Users\DRADA\Downloads\Certs-Keys-SSL\Certs-

Cancel

j-  Click the Secure Data (SSL) option.

Open Ports ... d
(" SelectParts

I Cancel
Settings

" SelectRange

For example: 3-15.21.45.51-56.74

® TCP/{IP Sockets

IPAddress [10.811.73

From Part I To Port I

v Secure Data (S5L) Cerificates

2. Go to the next procedure to send and receive test data. Use the appropriate procedure:
Sending and Receiving Test Data (RS-232/422 and RS-485: 4-Wire) on Page 88
Sending and Receiving Data (RS-485: 2-Wire) on Page 89

2024-02
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7.5.3. Sending and Receiving Test Data (RS-232/422 and RS-485: 4-Wire)

You can use this procedure to send and receive test data through the RS-232/422/485 (4-wire, full-duplex) port
or ports that you want to test.

1. If you have not done so, open the port(s) to test.
2. Install the loopback plug onto the port (or ports) that to test.

See the ICDM-RX/TCP Installation and Configuration Manual or ICRPC and ICRPB (RocketPort
EXPRESS) Hardware Installation Manual, if you need to build loopback plugs.

3. Select Port > Send and Receive Test Data.

You should see the alphabet scrolling acrossthe
port. If so, then the port installed properly and is |8 wtom2 - Test Terminal =] |
operational. File Port  Settings  Wiew ‘Window Hel

Note: If you left Port Monitor running, it should B | & 38 | & | @ o= 3| ¥

show data sent and received and show olx|
the average data throughput on the port. e EFGHUKLMNOPORSTUVW - o
4. Select Port > _Send and Receive Test Data to BCDEFGHIJKLMNOPQRSTUVWX
stop the scrolling data. BCDEFGHIJKLMNOPQRSTUVWXY
5. You can go to the next procedure to run the BCDEFGHIKLMNOPAQRSTUVWXYZ
Loopback Test on Page 88 if this is an RS-232 B
port. e
If this test successfully completed, then the port is BCD
operational as expected. BCDE
Note: Do NOT forget to restart the communications EEEEEG

application. BCDEFGH

A aTalal el aral N}

Ready I_ W l— 2

7.5.4. Loopback Test (RS-232)

The Loopback Test tests the modem control (hardware handshaking) signals. It only has meaning in RS-232
mode on serial connector interfaces with full RS-232 signals. If performed under the following conditions, the
test will always fail because full modem control signals are not present:

RS-422
RS-485
RJ11 connectors
Use the following steps to run the Loopback Test.
1. If necessary, start Test Terminal.
2. Click Port > Loopback Test.
This is a pass fail test and will take a second or two to complete. Repeat for each port that needs testing.

If the Loopback Test and the Send and Receive Test Data tests successfully complete, then the port is
operational as expected.
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7.5.5. Sending and Receiving Data (RS-485: 2-Wire)

This procedure shows how to use Test Terminal (WCom2) to test two RS-485 (2-wire, half-duplex) ports.
1. Start Test Terminal.
2. Open two ports RS-485 ports. This example uses COM40 and COM41.

Open Ports .. [-]]

€ Selsct Ports 0K I
oM
) o Cancel
M3
£OM4 7
COMS _seting:_|
COME
COM7
M8
COM3 .
romMn

@ Select Riange

12,14
For example: 3-15,21,4551-56,74

© TCR/P Sockels
Paddess [
FomPot [ ToPot [
I™ Secure Datal55L) Certfiates

Test Terminal will open two windows, note that both ports show Receiving on the status bar.

- o x
=) = o Bl
Jopen s fos e s [ore s [ [[neceiang..] | Voviers o o o o 11 () P
= [T

3. Right-click both COM windows and remove the check mark for Receive.

=] Wom2 - Test Terminal - o x
Fle Pon_Setings View Window_tdp
EIEEIEE IR IR _
e = o ele=]

Toobar

9 sutusar

e

Opens Cose

s

om

E— § §
Joven c7s os o frs pre G [ Pt || Yopenlcrs ost feo ers [oTR G [ Receiving.. 4
R w4
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Both COM ports show Ready on the status bar.

5 Weoma - Test Trminal

Blaw s o
T comnz (= rE =] [ com oo e |
Jopenifcrs ost co ars o7 i | [ [[[veasy | | Jopenifcrs fose fco s orR funs [ [T (Resay | 4
Ready [Nwm[ 4
4. Right-click in ONE window and select the Receive option from the pop up.
5. Right-click the OPPOSITE window and click Send.
& WCom2 - Test Termi o X

o
— —_—
IABCDEFGHIJKLMN N
IABCDEFGHIJKLMNO

IABCDEFGHIJKLMNOP

IABCDEFGHIJKLMNOPQ

IABCDEFGHIJKLMNOPQR

IABCDEFGHIJKLMNOPQRS

IABCDEFGHIJKLMNOPQRST

IABCDEFGHIJKLMNOPQRSTU

IABCDEFGHIJKLMNOPQRSTUY

IABCDEFGHIJKLMNOPQRSTUVW

IABCDEFGHIJKLMNOPQRSTUVWX

IABCDEFGHIJKLMNOPQRSTUYWXY

IABCDEFGHIJKLMNOPQRSTUYWXYZ

A

inB

lnBC

IABCD

IABCDE

IABCDEF

IABCDEFG

IABCDEFGH

IABCDEFGHI

IABCDEFGHIJ
IABCDEFGHIJK
IABCDEFGHIJKL
IABCDEFGHIJKLM
IABCDEFGHIJKLMN
IABCDEFGHIJKLMNO
[ABCDEFGHIJKLMNOP
IABCDEFGHIJKLMNOPQ
IABCDEFGHIJKLMNOPQR
IABCDEFGHIJKLMNOPQRS
[ABCDEFGHIJKLMNOPQRST
IABCDEFGHIJKLMNOPQRSTU
IABCDEFGHIJKLMNOPQRSTUY

Jopen| [ [ (TS DTR| [ [ | [ Receving.. | Jopen] [ [ [Rs [DTR [ [[ [[| Sending... 4
Ready [ om0,

The Status line shows Sending or Receiving.

In this case, COM40 is sending data and COM41 is receiving the data which is visually confirmed by the

data scrolling across the COM41 window.

Note: If you do not see the data being received it MAY be necessary to also disable the RTS and DTR

options from the right-click pop-up menu in each COM port.
6. Right-click and remove the check mark on the Sending COM port.

I3 PEPPERL+FUCHS
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7. Right-click and remove the check mark on the Receiving COM port.

2024-02

[ WCor - Test Terminl

File Port Settings View

BIEEEY- 1

w3 comn === = com: ]
[ABCDEFGHIJKLMNOPQRS ~ | ABCDEFGHIJKLMNOPQRSTUVW ~
IABCDEFGHIJKLMNOPQRST IABCDEFGHIJKLMNOPQRSTUYWX
IABCDEFGHIJKLMNOPQRSTU IABCDEFGHIJKLMNOPQRSTUYWXY
ABCDEFGHIJKLMNOPQRSTUY ABCDEFGHIJKLMNOPQRSTUYWXYZ
IABCDEFGHIJKLMNOPQRSTUYW A
IABCDEFGHIJKLMNOPQRSTUVWX AB
IABCDEFGHIJKLMNOPQRSTUVWXY IABC
IABCDEFGHIJKLMNOPQRSTUYWXYZ ABCD
A IABCDE
AB IABCDEF
IABC IABCDEFG
ABCD IABCDEFGH
IABCDE IABCDEFGHI
IABCDEF IABCDEFGHIJ
ABCDEFG IABCDEFGHIJK
IABCDEFGH IABCDEFGHIJKL
IABCDEFGHI IABCDEFGHIJKLM
IABCDEFGHIJ IABCDEFGHIJKLMN
IABCDEFGHIJK IABCDEFGHIJKLMNO
IABCDEFGHIJKL IABCDEFGHIJKLMNOP
IABCDEFGHIJKLM IABCDEFGHIJKLMNOPQ
IABCDEFGHIJKLMN IABCDEFGHIJKLMNOPQR
IABCDEFGHIJKLMNO IABCDEFGHIJKLMNOPQRS
IABCDEFGHIJKLMNOP IABCDEFGHIJKLMNOPQRST
IABCDEFGHIJKLMNOPQ IABCDEFGHIJKLMNOPQRSTU
ABCDEFGHIJKLMNOPQR IABCDEFGHIJKLMNOPQRSTUY
IABCDEFGHIJKLMNOPQRS IABCDEFGHIJKLMNOPQRSTUVW
IABCDEFGHIJKLMNOPQRST IABCDEFGHIJKLMNOPQRSTUVWX
IABCDEFGHIJKLMNOPQRSTU IABCDEFGHIJKLMNOPQRSTUVWXY
IABCDEFGHIJKLMNOPQRSTUY IABCDEFGHIJKLMNOPQRSTUYWXYZ
IABCDEFGHIJKLMNOPQRSTUYW A
ABCDEFGHIJKLMNOPQRSTUYWX AB
IABCDEFGHIJKLMNOPQRSTUYWXY IABC
IABCDEFGHIJKLMNOPQRSTUVWXYZ ABCD
v tB v
open [ [ [ [o7R [ [ [ sencing.. | JopeniT [ [7s BRI [T Receiving... 2

Ready.

o

Neither COM port is sending or receiving data but shows Ready on the Status bar.
8. Reverse the sending/receiving windows one at a time. Set the Receive option first, then in the opposite

window, select the Send option.

The Status line shows Sending or Receiving in the reverse windows.

Data is now scrolling in the COM40 window. COM41 s static as it is not receiving data but transmitting data.

I3 PEPPERL+FUCHS
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ICDM-RX/TCP (DeviceMaster) and ICRPC (RocketPort EXPRESS)

Windows Driver Installation

7.6. Using Port Monitor to Test Ports

This procedure will check whether the DeviceMaster or RocketPort can:
* Communicate through the device driver

*  Determine if a port is open with an application

1. Open Port Monitor.

* DeviceMaster: Open PortVision DX and start Port Monitor by clicking Tools > Applications > Port
Monitor (PMon2).

File Manage View [Tools| Help
] /2 Refresh All s a a — -
-
i W Scan Network o )
© Scan  Refresh All pload  Rebaot Webpage  Notes Help  About Exit
2 Check for Updates ..
Log Eij 3 ES9528 [9./9]
Applications B Custemize ..
IPORTVI
Options ... Test Terminal (WCom2)
Fort Monitor (PMon2) =
HyperTermimal L
o
['Name : First Floor 7 e =

*  RocketPort: Open Port Monitor under Start.

-j Pepperl+Fuchs
E Driver Installation Wizard
E Port Monitor (PMon2)
Test Terminal (WCom2)
E Windows Driver Management Console

2. Click Add Ports using the icon or Tools > Add Ports,

B

Tools VieyTielp

File

EEEAAEED 1K

Port Name |&3"E!E‘M_w‘r_?5'#| cD | RTS | DTR | Actual Throughput TiTotal RxTotal Total Errors | O FramingEs |
coms CLNGED OFF Opf OFF OFF OFF 0 0 0 0 0 0
coms cLos! FFOFF OFF OFF 41970280 41966658 0 0 0 0
COM6 CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
comg CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
comLo CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
Comil CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
comi2 CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
comia CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
coM25 CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
comze CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
COMIO0  CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
COMIO!  CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
COMLOZ  CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
COML03  CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
COMLO4  CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
COMLOS  CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
COMI06  CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
COMLO7  CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
COMLO  CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
COMI0S  CLOSED OFF OFF OFF OFF OFF 0 0 0 0 0 0
L [ [
Add one or more port to the list Pollingtimeris ON | [NUM |
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3. Click Driver, select the appropriate product and click Ok.

Note: RocketPort/RocketModem are legacy products.
4. If the DeviceMaster is communicating with the device driver for Windows, Port Monitor should display

Add Ports ...

" Ports

" Range

l

For example: 3-15,21,45 51-56,74

(' Driver

[” DEVICEMASTER /ICDM-RX

Cancel

[~ ROCKETPORT /ROCKETMODEM
[~ ROCKETPORT INFINITY / EXPRESS

o
——
oo |

CLOSED status. If a port is open for an application, it displays as OPEN, and displays Actual
Throughput, TxTotal and RxTotal statistics.

B Untitled - PMon2 . - 10l
Fil= Tools View Help
- EIEE IR
Port Marme | Status | TS | DSR | [as] | RTS I DTR. | Actual Throughput | TxTatkal | RxTotal | Total Errors | CwverrunErrors
ComMil CFEN On On On On Lol 114600 | 205591 205635 0 0
ComMiz CLOSED |OFF (OFF |OFF  |OFF  OFF 0 u] ] 1] 1]
COMIG CLOSED |OFF (OFF |OFF |OFF  OFF 0 [u] [u] 1] 1]
COMi4 CLOSED |OFF  |OFF  OFF  (OFF  (OFF 0 a 1] a 1]
COMIS CLOSED |OFF |OFF  OFF  (OFF  (OFF 0 a 1] a a
COMiG CLOSED |OFF (OFF |OFF  |OFF  OFF 0 u] il 1] 1]
COMI7 CLOSED |OFF (OFF |OFF |OFF  OFF 0 u] ] 1] 1]
CoMig CLOSED |OFF (OFF |OFF  |OFF  OFF 0 u] ] 1] 1]
il | i
Ready Polling timer is OMN UM v

Normally, there should be no data errors recorded or they should be very small. To find out what the actual

errors are, scroll to the right. You will see three columns: Overrun Errors, Framing Errors, and Parity

Errors.

If the errors are:

Overrun Errors represent receive buffer overflow errors. If this is the case, you will have to configure

either software or hardware handshaking to control the flow of data. The most common errors are

Overrun errors.

Framing Errors indicate that there is an synchronization error between the beginning of a data frame
and the end of the data frame. A frame usually consists of a start bit, 8 data bits, and a stop bit or two.
The framing error occurs if the stop bit is not detected or it occurs in the wrong time frame. Most causes

for framing errors are electrical noise on the data lines, or differences in the data clocks of the

DeviceMaster and the connected device.

Parity Errors occur when parity is used and the parity bit is not what is expected. This can also be

caused by noise on the data lines.
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5. You can view additional statistics to Port Monitor by adding columns. Click Tools and Add Columns.

Il
File | Tools Wiew Help
[  AddPorts BE|? |
= RSB RS | Actual Throughput | TxTotal | RuxTokal | Total Errors | OverrunErrors | FramingErrors | ParitvErrors |
F CEEEPI il 64923300 64923300 0 0 0 0
C T Remove BEumns 0 0 0 o 0 0 o
Fo— 0 1] 1] u] 1] 1] u]
f . Reset Yalues 0 ] ] ] i} a 0
F C  Defauk Calumns 0 0 0 0 0 0 0
FIC 0 1] a [u] a 1] [u]
F Settings 0 o o a o 1] a
§ I — ] 0 0 ] o 0
6. Highlight or shift-click to add multiple statistics and click Ok.
Add / Remove Columns ... k|

Flease select the columng ...

FarityErrorz ;I

Statuz Flags

TaPackets

RxPackets

TxTotalFaw J

FxT atall aw

OvermunEmorsh aw

FramingE rrarzF aw

FarityE rrorzF au

T4CPSInst

R=CPSinst

T#CPSMinute

FisCF5 Minute ‘Qj
QK. I Cancel |

Note: See the Port Monitor help system if you need an explanation of a column.
7. Scroll to the right to view the new columns.

-inx]

File Tools WYiew Help

DSW& v % B B2
I RTS I DTR | Actual Throughput | TxTotal | Total Errors | CrverrunErrors | FramingErrors | ParityErrars | CrverrunErrorsRaw | ParitvErrarsR.aw |

OFF _|OFF i £4923300
OFF _|OFF %
OFF _|OFF
OFF _|OFF
OFF _|OFF
OFF |OFF
OFF _|OFF
OFF _|OFF

] [+
Ready Foling timer is OM | [MUM Vs

]
]
]
]
i}
]
]
]

(=]} 1] =) = | =] =1 =]
ooooooo

oooooooo
oooooooo
oooooooo
oooocoooo
oooooooo

8. If you want to capture this session, you can save a current session as a report. To do this, select one of the
following save options:

File > Save As
File > Save - if the report already exists in an older format

Save Active Session E button

Reports can be opened, viewed and re-used when needed. To open and view a report:
a. Select File > Open or the Open Existing Session g button. The Open Session dialog appears.
b. Locate the session (table), you want to open and click the Open button.
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Optionally, if you want to continue monitoring for an existing session, you need to activate the Polling
Interval.

* Select Tools > Settings to access the PMon2 Settings dialog
*  Change the Polling Interval field to a value other than zero (0)
9. Leave Port Monitor open so that you can review events when using Test Terminal to test a port or ports.

7.7. How Disable/Enable the Device Driver

Use this procedure to disable or enable the driver for a specific DeviceMaster or RocketPort.

1. Right-click the device that you want to disable (or re-enable) in the Windows Driver Management Console.
2. Click Disable (or Enable).

E Windows Drivers Management Console

HI 'I e %;5

=] DeviceMaster/ICDM-RX | |—

L Port 01 (COM3) Disable
Uninstall

Properties

7.8. Technical Support

If you need technical support, contact Pepperl+Fuchs.
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