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1. History of the Manual

1 1. History of the Manual

The following editions of the manual have been released:

Version Comments

Previous VisuNet Control Center version 4.7

11/2021 VisuNet Control Center version 4.8
e Added Theme Wizard

¢ Added minor new features

I PEPPERL+FUCHS >
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Introduction

2 Introduction

2.1 Note
This manual revision was released with VisuNet® Control Center version 4.7 but also covers all
previous versions of VisuNet Control Center 4.

2.2 Content of this Document

2.3

24

This document contains information that you need in order to use your product throughout the
applicable stages of the product life cycle. These can include the following:

Product identification

Delivery, transport, and storage
Mounting and installation
Commissioning and operation
Maintenance and repair
Troubleshooting

Dismounting

Disposal

Note
This document does not substitute the instruction manual.

Note

For full information on the product, refer to the instruction manual and further documentation on
the Internet at www.pepperl-fuchs.com.

The documentation consists of the following parts:

* Present document
* |nstruction manual
* Datasheet

Additionally, the following parts may belong to the documentation, if applicable:

* EU-type examination certificate
* EU declaration of conformity

* Attestation of conformity

* Certificates

e Control drawings

* Additional documents

Target Group, Personnel

Responsibility for planning, assembly, commissioning, operation, maintenance, and dismount-
ing lies with the plant operator.

Only appropriately trained and qualified personnel may carry out mounting, installation, com-
missioning, operation, maintenance, and dismounting of the product. The personnel must have
read and understood the instruction manual and the further documentation.

Prior to using the product make yourself familiar with it. Read the document carefully.

Symbols Used

This document contains symbols for the identification of warning messages and of informative
messages.

I3 PEPPERL+FUCHS
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Warning Messages

You will find warning messages, whenever dangers may arise from your actions. It is mandatory
that you observe these warning messages for your personal safety and in order to avoid prop-
erty damage.

Depending on the risk level, the warning messages are displayed in descending order as fol-
lows:

Danger!
This symbol indicates an imminent danger.

Non-observance will result in personal injury or death.

Warning!
This symbol indicates a possible fault or danger.
Non-observance may cause personal injury or serious property damage.

Caution!
This symbol indicates a possible fault.

Non-observance could interrupt the device and any connected systems and plants, or result in
their complete failure.

Informative Symbols

Note
This symbol brings important information to your attention.

Action

This symbol indicates a paragraph with instructions. You are prompted to perform an action or
a sequence of actions.
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3.1

Product Description

Overview

The VisuNet Control Center (VisuNet CC) is a software tool for the centralized management of
Pepperl+Fuchs VisuNet Remote Monitors (RMs) and Box Thin Clients (BTCs). The software
can be installed on any Windows®-based PC, such as a service Notebook or a virtualized
Engineering Workstation. It allows remote setup, management, and maintenance of all RMs
and BTCs that are connected to the same network infrastructure. VisuNet CC offers the follow-
ing valuable functions:

* Remotely set up device configuration (e.g., hostname) of an RM / BTC
* Create and edit remote profiles (e.g., a RDP connection profile) on an RM/BTC
* Clone device settings and profiles from one RM / BTC to another RM / BTC

Copy one or multiple remote profiles from one RM / BTC to another RM / BTC via copy
and paste function keys of the keyboard or via the copy and paste icons in the ribbon

* Monitor operators’ screens and support them remotely via session shadowing
e Update system firmware
e Restart and reboot an RM/BTC

Note

VisuNet CC is compatible with all Pepperl+Fuchs devices with pre-installed RM Shell 4.1
firmware or newer.

Tip
VisuNet CC provides further information for several functions via tool tips. Please hover with the
mouse cursor over a user interface item (e.g. button) to get tool tip information.

Caution!
Time settings

The Time zone, Time and Date Settings of the RM Shell and the VisuNet CC must be identical,
otherwise the time is invalid and a synchronization is not possible.

The maximum feasible Date and time difference is 12 h.
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Program features

The VisuNet Control Center allows the user to manage all HMI systems with RM Shell 5 as well
as RM Shell 4.1 or newer from a central location. Therefore, the administrators no longer need
to enter hazardous areas or other restricted areas like clean rooms to setup or maintain a
Remote Monitor or box thin client. Instead, access to the Remote Monitors is granted from a
central location, which saves time and costs.

Via the VisuNet Control Center, connection profiles can be created for a Remote Monitor and
then transferred to other devices. Firmware updates are realized with a single click. In addition,
the user can connect to any Remote Monitor with RM Shell 5 or 4, monitor the device status
and the screen content or even take over control remotely. This simplifies support and signifi-
cantly increases the availability of the devices.

Remote, Multi
Device Management

A A

Figure 3.1
» Efficient, centralized remote configuration (e.g. device settings, remote profiles)
e Easy and simplified Maintenance (e.g. security patches and updates)
* Monitoring and remote support (e.g. secured session shadowing via own own public key
certificate)
* Optimally aligned to P+F Firmware Shell 5 and 4
* Mass configuration and profile copying to multiple devices
* Wizards that guide users simply through the different processes
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3.3

3.4

10

Licensing

VisuNet Control Center can be downloaded from the Pepperl+Fuchs website. Visit www.pep-
perl-fuchs.com and use the search term “VISUNET-CONTROL-CENTER.”

To unlock the VisuNet CC management interface on an RM / BTC, an additional license must

be entered.

Item number Type code

Description

#548284 VISUNET-RM-SHELL5-CC| One license per RM Shell 5 device required to
unlock the VisuNet CC interface.

#548285 VISUNET-RM-SHELL5-CC] 5 licenses keys to enable VisuNet Control
5 Center

#548286 VISUNET-RM-SHELL5-CC| 10 licenses keys to enable VisuNet Control
10 Center

#548287 VISUNET-RM-SHELLS5-CC| 30 licenses keys to enable VisuNet Control
30 Center

#548288 VISUNET-RM-SHELLS5-CC]| 50 licenses keys to enable VisuNet Control
50 Center

#548024 VISUNET-RM-SHELL5-CC| One license per RM Shell 4 device required to

unlock the VisuNet CC interface.

#548030 VISUNET-RM-SHELL4-CC] 5 licenses keys to enable VisuNet Control
S Center

#548031 VISUNET-RM-SHELL4-CC| 10 licenses keys to enable VisuNet Control
10 Center

#548032 VISUNET-RM-SHELL4-CC| 30 licenses keys to enable VisuNet Control
30 Center

Table 3.1
Installation

VisuNet CC can be installed via a standard installer. Follow the installation wizard to perform
the installation. The software is tested for Microsoft® Windows® 7, but can be installed on any
newer Windows® operating system version that supports the Microsoft® .NET Framework

(version 4.7.2).

Tip

The firewall on either a service PC or Pepperl+Fuchs RM / BTC will be configured
automatically. During the installation the firewall rules will be activated.

For individual firewall settings at your service PC use the following ports:

VisuNet CC Download/Upload TCP 8023

VisuNet CC Discovery UDP 3702 and 137

VisuNet CC Session Shadowing TCP 5900
VisuNet CC Default Secure Tunnel Port TCP 22314
Factory Reset communication Port 23314 TCP

I3 PEPPERL+FUCHS
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q VisuNet CC Setup

VisuNet CC uses a project-based approach. This means that the configuration of RMs /BTCs
can be stored in a file, e.g., on the local hardware drive, or shared among different computers
running VisuNet CC.

All configuration changes made in VisuNet CC are stored locally. To synchronize the local con-
figuration that is stored in a project with the configuration on the RMs / BTCs use the "down-
load" function of VisuNet CC. This function loads the configuration from an RM / BTC into the
local representation in the project file.

To apply changes to an RM / BTC, the changes must be uploaded to the RM / BTC. Use the
“upload” function to upload the configuration to an RM / BTC. This allows the modification of
configurations even when an RM / BTC is offline.

VisuNet CC Wizard:

Whenever actions need to be perfomed for multiple devices it is necessary to perform these
with the VisuNet CC Wizard.The Wizard guides you with a sequence of dialog boxes through
defiend steps and turns complex tasks into easy executable steps.

I PEPPERL+FUCHS 1
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4.1 Main Structure (User Interface)

To find all your devices in the network, use the “Scan for Remote Monitors” icon.

Home

i v = [un 1 2 o o i
@ + + + =m;m +r 0B i3 y(} =l [=yal & -G @ Q
Scan for Lamote Add Create Add Dynamic Ust | Tile | Download Upload Shutdown Restart  Firmware Cleanup  Applylmage  Capture  Switch Change Edit | Checkfor
Monitors  Device Grovp  Group View |View| Wizard Wizard Wizard Wizard Update Wizard DiskWizard  Wizard  Image Wizard  User Password Users | Updates
Manage Group Management View Group Actions Device Backup User Management | About
Devices

Q Remote Monitor Overview

Remote Monitors

Dynamic Groups
A There are no Remote Monitors scanned right now. Please scan for Remote Monitors first.

Figure 4.1
All online devices, Remote Monitors and Box Thin Clients are listed.

Note

If your device is not listed, you can use the “Add Device” function and add a device manually by
stating the IP address.
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Figure 4.2 User Interface Main - Home Structure

VisuNet CC’s user interface is divided into three main sections:

1 Tabbed toolbars: In the toolbar the following tabs can be selected:

File: Click the "File" tab in the top-left corner of the VisuNet CC screen to enter the
file view.

Home

& <+

Scan for Remote Add (

Figure 4.3
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VisuNet CC Settings

Select "Options" from the navigation bar to adjust VisuNet CC settings. The following settings

can be adjusted:

VisuNet CC Settings

Project Settings

Load last opened project at startup %)

e Communication Parameters
Open/Close Timeout i 10s
Options Connection Timeout " 10s
Program Update Refresh Cycle Timeout 1 s
About VisuNet CC Maintenance Access Timeout ' 30s
Max simultaneous Actions I 2

Reset to Default

Figure 4.4

Function

Open/Close Timeout

Description

Specifies the time VisuNet CC waits for an answer from the RM /
BTC during establishing/closing of a connection before a timeout
occurs. Increase the timeout, when there are problems establish-
ing a connection to device.

Connection Timeout

Specifies the time VisuNet CC waits for an answer from the RM /
BTC when a connection has been established before a timeout
occurs.

Refresh Cycle Timeout

Specifies the time intervals in which VisuNet CC automatically
polls the connected RM / BTC for new device information.
Increase the timeout, if connections are interrupted at short
notice from time to time.

Maintenance Access Tim-
eout

Specifies the time the local operator is given to respond to the
dialog prompt before the maintenance mode is automatically
entered.

Max simultaneous Actions:

Specifies the number of actions performed simultaneously.
Note: Multiple simultaneous action can cause high network traf-
fic, resulting in high latencies for other devices on the network.

Home: Click the "Home" tab in the top-left corner of the VisuNet CC screen to enter

the home view.

There are two different “Home” ribbon toolbars, depending on if a device is selected or the

group view is active

VisuNet CC - HACCProjektvec™
Home
A d = | un I 7=N 13
& + + 4 = L = » =0 D L KW 0
Scan for Remote Add Create Add Dynamic List | Tile | Download Upload Shutdown Restart  Firmware Cleanup  Applylmage Capture  Switch Change Edit Check for
Monitors  Device Group  Group View [VMiew| Wizard Wizard Wizard Wizard Update Wizard DiskWizard ~ Wizard Image Wizard = User Password Users Updates
Manag: Group Management View Group Actions Device Backup User Management About
Figure 4.5 Ribbon toolbar, when the group view is activated

I3 PEPPERL+FUCHS
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Home Device
: Y —= X ® ® 13
: 2 + + im . P ;’;? Q
Scan for Remote Add | Create Add Dynamic Delete Edit Switch Change Edit | Check for
Monitors Device | Group Group 3 Grou User Password Users = Updates
Manage Group Management Connection Handling User Management About
Figure 4.6 Ribbon toolbar (reduced), when one device is selected

Device: the device ribbon toolbar will only appear when a device is selected

Click the "Device" tab in the top-left corner of the VisuNet CC screen to enter the
device view

S e | oeie
L 8 e O BDE MR mR pE

Download Upload | Delete Import SSL Clone  Shutdown Res ¢ Disable Disab!
- - D

VisuNet CC - HACCProjektvec”

— ot SemionBroodcnt Diele Ditle Dsle Gieanup  Theme | Applyimage _ Capure
ke Upane Wird Adds Cofcme Wamd | Devee- Deve- Shadowing Wevsge. Touch Mo Keyoowrd Dk Wiard Wewra |+ W oot Werd
Deveeseings Devie Mansgement Devie Commonds DeiceBackup | el Ciphows pefie
P - L
4 Remote Monitors o Vi NE X

] visuneTexp

Dynamic Groups Device Status o' Device Settings b @ Session Shadowing |

Figure 4.7
For detailed information on the icons and their functions, see chapter 4.2.

2 Ribbon toolbar

On the toolbar, all available functions that can be performed in the mode currently in

use, are grouped together.
For detailed information on the icons and their functions, see chapter 4.2.
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Navigation menu

* The navigation menu lists all RMs/BTCs, that have been found during a network scan or
have been added manually.

* The navigation menu list shows offline RMs/BTCs, that have been added to the project.

* The navigation menu allows RMs/BTCs to be added to group folders. With this feature,
RMs/BTCs can be grouped according to their location.

* The devices can be right-clicked to open a top down menu with quick access.
] vm-4-1-0-1303
[]vm-4-1-1-1565

Create Group

Add Device

Delete Device
Rename Device
Restart Device
Shutdown Device
Download Settings
Upload Settings

Firmware Update

CHCRCECECRLECELELELE
(R B l-o@ =P+ @

Device Settings

Main screen: In the center of the user interface, the main information is displayed.
Based on the mode currently in use, the information for a RM/BTC, a group of
RMs/BTCs or a general device overview either as list or tile view is presented.

Click "Remote Monitors" in the navigation menu to view an overview of all devices. "Tile view"

is the defa

ult mode. This mode displays a live screenshot of each device.

ontors Device

Devices

+ Remote Monitors
0 oeskrop-7Tmoos
] oeskrop-AuuT
2 Fwe-B1c12
I rweoxp
2 vm-4-1-0-1303
I vM-4-1-1-1565
I vmst-1-1592
E a1
E vs-201817
2 vM-4-3-0-1866
[ vMe-3-1-1883
E 00361
I vm-5-0-1-441
B wis02575
[E 03597
B vms-0ev

Dynamic Groups

Scan for Remote Add Creste Add Dynsmic
M o Grovp  Group

+ 4

s + a 5 3
N Lt o B8 W = =n % %S 0
ie| Dowriosd Uplosd Shutdoun Restart  Fimare Gleanup Applylmage  Capture  Switch Change Edt | Checkfor
Niew Vizerd Weard Wazard Wizerd Updote Wiserd DiskWierd | Weard  Image Wasrd | User Posaword Users | Updstes

_FE

Group Management

Group Actions Device Backup UserMansgement | About

2 s 01303 O wstases

Figure 4.8

I3 PEPPERL+FUCHS

15




VisuNet Control Center Version 4
VisuNet CC Setup

Click either | View. on the ribbon tool baror ~ in the upper right corner to switch to list

view. This mode displays a table of the devices with information about their online status, IP
addresses, VisuNet RM Shell version and serial number.

3 & 4 10O % =0
Greste g Opnamic Douricsd Uploss Shutdown Gesnsp Aoplyimsce
s Wi Viaard Vieod O W i
Group Management Device Backup
Devices | . X — mm
= Remote Monitor Overview = mm
] oeskrop-voms
[ oeskror-AuuT o comn s e 0 gaup st o
S rwestciz O Devkeome ~ becrpton Gowp sous fop secondi? She Version el
Erweoe |DESKIOP-TTMODS Oniine. 1722626196 502575 nommmmnm,
O DeskioP-AuUTY nline

W O P o 2228219 so14 “anosssins

. L EWE-BTCI2 Cnline 1722426216 510773 56786543254
[ vms-1-1-1565 O mece Onine 1m226211 510775 sresaauseren
[ [OVRERRE Vit 101303 4101303 Onine 122426198 “1om0s sseress
Elwarms O wesliies VMa-1-1-1565 Onine 1722426159 4111565 1234567895

115 V111592 Gnine 2225201 s 1226709

Evwsz0617 O et Wt Onine 122026208 aaaamm 12367097
[ vm-23-0-1866 VM-4:2:0-1817 VM-4-20-1817 Online. 1722426205 4201817 1234567898
B h00S, e O s WM4-30-1866 Oniine 122426202 4301866 1234567899

- S TTYERRT 31188 Onine 12226203 e 12579910
Elvms0.0361 O wsoo W5 00361 Onine 228210 500381 revsere
w1481 O s 0140 Onine 12242626 soan sseresn2
W esozss 50255 Incomect ezt

weses 503557 Onine 12228195 50359 oo

Ewmsosso O wesoy s 0EY Onie 2226212 51059 12345679999
[l wms0ev

Figure 4.9

The single tiles or devices in the table are selectable by clicking. One or more RMs/BTCs can
be selected to perform either single or group actions (ctrl + click to select multiple devices in
the tile view).

After double-clicking, the selected device is displayed.
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4.2

Device Structure

To get further information of the single devices, use the double-click either in the navigation

menu or at the list or tile view in the main screen.

This mode allows you to manage individual devices. The settings, information, and functions

available in this view are divided into 4 general sections.

= Visulet CC - New Document®
Home | Devie
1t G Re O3 F W % m % @ oo
Download Uplond  Deee Comn Mpart S Clr | Bt Sesier Bodeast Disale Dbdé Disae Clowou_| Aeply g Copne Cret
T v e Vo | Do e St Mouse Kepboard Dk Weard | Weaed " I Wiaed
o S Mol D oo DeviceBackup  Profle Clpboard s
Devices
, VAl & peskrop-ALUTY
+ Remote Monitors
[ oeskrop-7vor0s — — - -
[ oeskrop-AuuTs Device Status of' | Device Settings Session Shadowing
mnvaamz
Brvece mmaumsum Computer Name. ERAT
M-4-1-0-1273 ommunicat ress
e e .
Eva101303 g;_"g“"’ .&_""'"'
va.4.|.|.|sss Assigned IPvds Desktop Sharing
QVM-LJ-I-!S% 1722426219 False
gvmv.s.m-nn ::::T“m
B va-s-2-0-1817 Serial Number
B vmes3-1.1883 Showinfo.,
B v-s-0-0-361
DvM.srorLux
-vm.s.o 2.575 5
-} e Profiles List Q.
va-s-no.m ko Profie Name Host Verson Username Soans Da. Edt |Act. Del
vas-ow X roe-1 3389 20 idie 8 B 0 B
N . @ w2 1722426194550 2 e 8 8 o 8
@ W3 1722026.1945902 20 idie R B 0o R
n
T e v
STwe v{acion Device Name Wi s
Figure 4.10
1 Ribbon toolbar
For further information regarding the control and manage elements see chapter 6.
2 Navigation menu
3 Device function tiles including the list of profiles.

For further information regarding the control and manage elements refer to the

Device Function Tiles Chapter.

4 Action History list that contains all executed actions and all actions currently being

executed.
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5.1

18

Manage (Home)

In this chapter group actions and features are explained. The following actions can be executed
when the remote monitor overview and the home tab are activated.

S = [nn I =N N [ ~ 11
@ + + + =M + * O = \'Q = =jal & & (12
Scan for Remote Add Create Add Dynamic List | Tile | Download Upload Shutdown Restart  Firmware Cleanup  Applylmage  Capture  Switch Change Edit  Check for
Monitors  Device Group  Group View [View| Wizard Wizard Wizard Wizard Update Wizard DiskWizard ~ Wizard  Image Wizard | User Password Users  Updates
Manage Group Management View Group Actions Device Backup User Management | About

Group Management

§ Ny
Create Add Dynamic
Group Group

Group Management

Figure 5.2

The Group Management helps you to organize your remote monitors. The different groups are
the basis for the group actions.

Static Groups

An RM /BTC may be assigned to either one or zero groups. These groups are represented by
a folder in the navigation menu. To assign a device to a group, click “Remote Monitors” in the
navigation menu from list view mode. Click the group cell for the RM / BTC that you would like
to assign, and assign it to the group you would like it to be in. Alternatively, click, hold, and drag
an RM / BTC into a group folder on the navigation menu. To keep the assignment of an RM /
BTC to a group, you must save the project.

& Net CC - New Docum -
v,
+
Creste Add Dynamic
Group
Group Management
Devices = =m
” = mm
+ Remote Monitors
Group A
Group 8 Drag ot hesderhee to greup by that comn
Herci2ma [ | DeviceNome ~ Description Group St Fistp Second P Shell Version Serl
[ oeskrop-AuuTy O e 1722426206 5000 12345687966
= T peskop-auumy 1722426210 501441 2000003533145
Mo st pesrciz 122026216 510773 sorsasiszss
[ oxpar-oemo s O oeomMo e 172242619 510776 T
Dynamic Groups
Group A N
Growp e
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I3 PEPPERL+FUCHS

Dynamic Groups
Dynamic groups allow you to filter your list of RMs / BTCs based on their current online status.

To add a dynamic group, click “Add Dynamic Group” on the ribbon tool bar. You must assign it a
name, and you can select which online statuses you would like to see when viewing the
dynamic group. To keep a dynamic group, you must save the project.

Create Dynamic Group -

Create Dynamic Group

Pleasa enter name for the new dynamic group:

Online RMS
Show RMs with status:

[w] Online
[] offfine
[_] Other

oK Cancel

I

Figure 5.4 Create dynamic group window

View

= [ HR
—— [ 1|
List (IS
View FWicw
Wiew
Figure 5.5

Depending on your required actions either chose List View or Tile view. In both views multiple
devices can be selected. Double click a device in either view or in the navigation menu to
switch from device group view to device detail view.

Group Actions

Group actions allow you to perform actions on multiple devices with only one time set-up. This
allows remote, multi device management which decreases set up times and therefore costs.

All group actions are performed via a Pepperl+Fuchs wizard, which guides you through the sin-
gle steps of your action. The wizards support you when down- or uploading multiple device set-
tings, shutting down or restarting multiple devices, update multiple devices with a newer
firmware or cleanup the disk of multiple devices.

o0 B & % M
Download Upload Shutdown Restart  Firmware  EBroadcast Cleanup Theme
Wizard Wizard Wizard Wizard Update Wizard Message Disk Wizard Wizard

Group Actions

Figure 5.6
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Performing a Group Action via Wizard

Select your required devices by using one of the following methods:

1.  Switch to "List View" mode.

2.  Select one or more RMs / BTCs from your list of devices.

I;i Remote Monitor Overview

Drag a column header

Drevice Mame Desaription Group Status

WISLINET GXP Demao Lab 1 Group A Online

BICDI-02 Dema Lab 2 Group A Oinlime
Figure 5.7 Selecting RMs for group actions

3.  Switch to “Tile View” mode.

Q Remote Monitor Overview

I3 peskrop-7rmoiDs 3 peskrop-ALuTY
= IS Siminss
—
L] ® I
2 ym-4-1-0-1303 2 yM-4-1-1-1565 2 yM-4-1-1-1592  yM-4-1-1-1731

B ym-4-3-1-1883 & ym-5-0-0-361 & ym-5-0-1-441

i

il

B2 ym-4-2-0-1817 2 vm-4-3-0-1866

2 ym-s-0-3-597 & ym-5-1-0773

Figure 5.8

4. Select one or more RMs / BTCs by holding down the Ctrl key and click any device you would

like to add.

5.  Perform the same selection procedure within the static or dynamic groups.
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Performing Action

1.  Click the required action icon.

Restart Wizard “

Target Devices

Figure 5.9 Restart Wizard: Target Devices
L A window of the wizard appears that guides you through all the actions.

2. Double check if the right devices are selected. Further devices can be added or removed from
the selection.

VisuNet CC - New Document™

Home

& +L % % 2=

H}LLOD 0 ome e w o

Scan for Remote Add Delete | Create Add Dynamic Delete Edit List (STileN Download Upload Shutdown Restart Firmware Broadcast  Switch Change Edit = Check for
Monitors ~ Device Devices | Group  Group  Group Group | View [MieW| Wizard Wizard Wizard Wif}d Update Wizard Message | User Password Users | Updates
Manage Group Management View Group Actions User Management About
Devices D i =
: = Remote Monitor Overview
4 Remote Monitors
b | Zone 1
=] vM-4-1-0-1273
[ vM-4-1-1-1731 & ym-a-1-0-1273 = ym-a-1-11731

)

[ oeskTop-7TMoIDS
[ oeskTop-ALUTY
[ rwe-src12

[ rwe-cxe

[ vm-2-1-0-1285
[ vM-2-1-0-1303

VM-4-1-1-1565 =
I;l Restart Wizard | x|
=] vM-4-1-1-1592
Iil UM4.2-0-1817 Target Devices
-4-2-0- 1 1
= L] {1 {1 {1
=] vM-4-3-0-1866
[ vm-2-3-1-1883 E Select the Target Devices
=] vm-5-0-0-361
Q VM-5-0-1-441 Select the devices that are supposed to perform the action.
! NM;550-23515 [ Device Name 4 Description First IP Second IP Version
g VM-5-0-3-597 O DESKTOP-7TMOL... 172.24.26.196 5.0.2.575 G
= vm-5-1-0-773 O DESKTOP-ALIUTI 172.24.26219 50.1.441
ﬁVM < DEV O FWE-BTC12 172.24.26.216 5.1.0.773
= 25 O FWE-GXP 1722426211 5.1.0.775
Dynamic Groups Vi VM-4-1-0-1273  VM-4-1-0-1273 1722426209 4101273
O VM-4-1-0-1285 VM-4-1-0-1285 172.24.26.218 4.1.0.1285
O | VM-4-1-0-1303 | VM-4-1-0-1303 | 1722426198 4101303
O VM-4-1-1-1565 VM-4-1-1-1565 172.24.26.199 4.1.1.1565
O VM-4-1-1-1592 VM-4-1-1-1592 172.24.26.201 4.1.1.1592 v
[Nee |

Figure 5.10
3. Click "Next".
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Restart Wizard “

Target Devices Select Restart Option Summary Restart
L L

@ Restart Options

Please select the Write Filter Status (Shell 5 devices only):

L]
]

E Keep the current protection status and don't change the Write Filter status
n Protect the drive and enable the Write Filter

nn Unprotect the drive and disable the Write Filter

[ Back I I Next } l Cancel ]
Figure 5.11 Restart Wizard: Select "Restart Options"
Select one of the options and click "Next".
Restart Wizard
Target Devices Select Restart Option Summary Restart Devices
L i l [ ]
=
|~/| Summary
Following devices will be restarted:
Device Name 4| Shell Version Status
VM-4-1-0-1273 4101273 P> Ready g
VM-4-1-1-1731 4.1.1.1731 » Ready
I Back J ‘ Execute l [ Cancel I

Figure 5.12 Restart Wizard: Summary

L In the ongoing steps you always have the option to move backwards and adjust your selec-
tion.

In the Summary recheck your selections and click "Execute" to proceed further.
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Restart Wizard &
Target Devices Select Restart Option Summary Restart Devices
L L L L]
£ Perform Action
Device Name 4 | Progress Status
Ws1.0-127 .
VM-4-1-1-1731 _ % Waiting for Maintenance Access
Finish
Figure 5.13 Restart Wizard: Restart Devices

L When every device status is set to "Success", the performed action is completed and the

wizard can be finished.

Firmware Update Wizard

The Firmware Update Wizard supports you in updating your latest version of the firmware e.qg.
VisuNet RM Shell 5.0.2 to VisuNet RM Shell 5.0.3.

Note

further information.

The Firmware Update Wizard is not the right tool to upgrade VisuNet RM Shell 4 to VisuNet RM
Shell 5. Use the Quick Start Guide which is provided when purchasing the Upgrade Kit to get

I3 PEPPERL+FUCHS
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D

Updating Firmware

Select Update
L]

m Check Firmware Update File

Check the information of the Firmware Update File.

Name: VisuNet RM Shell 5.5.0.1135
Description: Update for RM Shell 5 Devices. Contains Version 5.5.0.1135. See Readme for more information.
Required Disk Space: = 0,49 GB

Release: 18-33556M
Version: 5.5.0.1135

#2883: Update DRDC to newest version 3.3.1.1125 (DeltaV 3.3.3)
#2886: Add global setting to hide the UWedge from the Operator

#2887: Add global setting to hide the System Tools from the Operator
#2888: Hide IP Address from About tile

#1462: Configurable "wedge", "system tools" home screen for operator
#2669: Emerson: Quick fix for setting 4x monitors

#2905: Add Touch Setting to First Start Wizard

#2908: Add setting which allows using TabTip.exe instead of the OSK.exe
#2908: Cleanup: Add Cleanup Service

#2901: Performance: Add Performance Service

#2902: Cleanup: Add CC Interface

#2903: Performance: Add CC Interface

Improved: v

Back || Next | | Cancel

Figure 5.14 Firmware Update Wizard: Select Update

1.  Select "Firmware Update File" and click "Open". You can find the latest available update on
www.pepperl-fuchs.com and download the Zip file.

2. Instep "Target devices", select required devices as described above. Double check if the right
dewces are selected. Further devices can be added or removed from the selection. By clicking

Ll | get detailed information about the selected device regarding communication status,
enabled or disabled Write Filter or if your installed versions are compatible and supported. If
your status has a red exclamation mark, follow the information provided.
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Firmware Update Wizard “
Select Update Target Devices
| | |
IE Select the Target Devices.
Select the devices that will perform the firmware update.
m) Info  Status  Device Name 4 Description Disk Space Version
O i +/  DESKTOP-GFTITPR EEEGEE - of 30,77 GB 55.0.1155
O i +/ | DESKTOP-MEIMS7C . 07 03 G 55.0.1141
O i Update RM Shell 43.1.1883
— | +/ | Communication Status Online Update RM Shell 500361
U | « | Write Filter Disabled Write filter. Update RM Shell 54.0.986
O i + | RM Shell Version Compatible RM Shell Version. lof3077G8 | 550.1152
O i v/ | OS Version Supported OS Version. s of 222,34 GB 5.5.0.1155
i i «/ | Disk Space Enough storage available. L of 2850 GB 55.0.1155
Back Next Cancel
Figure 5.15 Select your target device

Communication Status

Offline

Make sure your device is
online.

Write Filter

Write Filter is enabled. Please
deactivate the write filter.

Please refer to chapter
"Device Commands" to dis-
able the Write Filter by restart-
ing the device.

RM Shell Version

Incompatible RM Shell Ver-
sion.

Refer to the RM Shell and
Image version in the Device
Status to check on your RM
Shell version. Use the correct
update, available online.

OS Version

Unsupported OS Version.
Please download the relevant
update for your OS.

Refer to the Software informa-
tion in the About tile in your
RM Shell to check on which
Operating System your device
is based on.

Disk Space

Not sufficient storage avail-
able. Please use the Cleanup
Disk Wizard.

Please use the Cleanup Wiz-
ard. If the storage after clean-
ing up the disk is still not
sufficient we recommend to
update your device with the
latest factory reset version
>6.0. This will adapt your par-
tition and increase the avail-
able storage.

3.  Click "Next".

4. Inthe summary recheck your selections and click "Execute" to proceed further.
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Firmware Update Wizard EX|
Select Update Target Devices Summary
L L Ll L]
—
I‘/I Summary
A firmware update will be performed on following devices:
Device Name 4 Shell Version Status
DESKTOP-GFT1TPR 5.5.0.1155 > Ready
DESKTOP-MEIM57C 5.5.0.1141 > Ready
FLX-PCU 5.5.0.1155 > Ready
FLX-TCU 5.5.0.1155 > Ready
VM-5-0-0-361 5.0.0.361 » Ready
VM-5-4-0-986 54.0.986 » Ready
VM-BTC12 5.5.0.1152 » Ready
| Back ,‘,E‘K“‘e 7\ | Cancel J

L When every device Status is set to "Success", the performed action is completed and the
wizard can be finished

Broadcast Message

With one or more RMs selected, click the "Broadcast Message" icon.

Broadcast Message R
Broadcast Message
Broadcast Message:
Hello.
OK Cancel
Figure 5.16 Broadcast Message Window

Type a message into the space provided. Click "OK".

Back to Home Logged in as Administrator
G o - ———
System Seﬂings j Computer Name (Changes will take effect the next timp Helo.
ULTTL
# General
T ‘ Computer Description
@ Ciix Receiver
2 i Demo Llab 3
P& Desktop Sharing i
| Date and Time Settings N
Wl Disnlav |
Figure 5.17 Fly-in message on RM Screen

L The text that you entered appears in a fly-in message to the users of the selected RMs.
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5.4 Device Backup

-

Apply Image
Wizard

)

Capture

Image Wizard
Device Backup

The Device Backup allows you to either capture or apply images to multiple devices. Wizards
guide you through these actions. Please refer to Chapter 5.5 to get further information.

5.5 User Management
o
‘.t._l ::3 ‘./’)

User Management

Switch Change Edit
User Password Users

Figure 5.18

User Management

VisuNet CC allows a project to be protected from access by unauthorized personnel via a user
management system. For each project, an individual user structure can be created that allows
you to assign permissions to individual user accounts. Further, a user group mechanism allows
user to be added to groups and to assign group-based permissions to the users.

= Edit Users™ - o iEN
MenoJerrert -~
3 Ly @)
ASS A33
User Group
e Croupe
« Administrators Urer Karve
Administrator Lasined Group ]
« Users Uner Logn Yathod (g Loced User
User 1 () Actve Drectory User
Peoraord LTS
Aey
Figure 5.19 Add User Window - Local User
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=
Menogerrart
2 2 &
A3 1ol

Joor G
Users Cogs

« Administrators
Administrator
« Users
User 1

User Xame

Agggeed Growp

Uzer Logn Metod Lo User

Actve Diroctory

POzEwOns

Edit Users* - o lEN

® Actve Drechory User

User hwre  aev\idod

o Canced A0y

Figure 5.20 Add User Window - Active Directory User

User authentication can be configured by the "Administrator" account to be either a local user
or an active directory user.

* Local user: Local user accounts are only stored within a Control Center project file and
may have a password assigned to them, which they will need to enter to open the project.

e Active Directory user: Active directory users have an active directory user name associ-
ated with their account. When opening a project, if the logged-in Windows user's account
is associated with a Control Center project account, the user will be automatically logged
into the project under that name. The local user account may also have a password
assigned to it as an alternative means of accessing it.

Per default, every project has an "Administrator" user account, an "Administrator" user group
that has every privilege, and a "Users" user group that will act as the default group for newly

created users.

Note

If you create a new project, you will automatically be logged in as Adminsitrator.

Note

By default, the Administrator user has no password set. To protect the project from
unauthorized access, always set a strong password for the Administrator.

User accounts must be assigned to a single user group, which may have any number of Vis-
uNet CC permissions assigned to it. The following permissions can be set for a user / user

group:

Function Description

Allow upload settings

Allows a user to upload configuration to an RM, import an SSL cer-
tificate to an RM, and perform a firmware update on an RM.

Remote Control

Allow Session Shadowing

Allows a user to take control of an RM while in session shadowing.

Shadowing

Allow Viewing of Session

Allows a user to view an RM via session shadowing.

Allow Editing Profiles

Allows a user to create, delete, and edit connection profiles.
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Function

Allow Starting/Stopping
Profiles

Description
Allows a user to start and stop the connection of profiles.

Allow Editing User Privi-
leges

Allows a user to access the “Edit Users” screen and add, delete,

and modify users and user groups.

Allow Local Commands

Allows a user to enable or disable an RM’s keyboard, mouse, and

touchscreen. In addition the user is allowed to reboot, and shut
down the devices as well as using the Apply/Capture Wizard.

Allow Editing of Project
Structure

Allows a user to scan for RMs, manually add an RM, remove an
RM, or assign an RM to a group.

Allow Firmware Update

Allows user to Update single or multiple Devices with the latest
Firmware.

5.6

Table 5.1

About

Q

Check for
Updates

About

Figure 5.21

With this button you can check if any Updates for VisuNet Control Center are available. To use
this function the device needs to have Internet access. Updates can be directly installed to the

device.
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Manage (Device)

To change to the device view, double Click the required device in the navigation menu or main
screen.

Overview of the Device Structure, see chapter 4.2.

[=] =) { 5 i3 N PN
L 8 R Ree O B usm v E @ @
Download Upload | Delete Firmware Comm. ImportSSL Clone ' Shutdown Restart Session Broadcast Disable Disable Disable Cleanup Theme | Apply Image Capture Create
- > Device Update Wizard Address Certificate Wizard = Device~ Device~ Shadowing Message Touch Mouse Keyboard Disk Wizard Wizard ~ Wizard  Image Wizard
Device Settings Device Management Device Commands Device Backup Profile Clipboard Profiles

Figure 6.1

Device Function Tiles

B vm-5-1-0-773
. N : =
Device Status o' Device Settings x
Communication Status Computer Name
Online VM-5-1-0-773
Communication Address Last Synchronization Date
VM-5-1-0-773:8023 29.08.2019 09:43:55 from Shell 5.1.0.773 (2.1)
Current User Licenses
Operator Professional Demo License, DRDC Demo License, CC Demo License
Assigned IPvds Desktop Sharing
172.2426.194 True
RM Shell and Image Version
5.1.0.773 - 118-0242
Serial Number
12345678914
Detailed Version Information
Show Info...
Figure 6.2 Device Function Tiles - Overview

The function tiles provide an overview of the core RM / BTC system information. Three tiles are
used to summarize the following information and functions:

* Device Status: Read-only information about the RM / BTC. If the connection to the RM /
BTC is active, the displayed data is live information that is periodically updated.

* Device Settings: The "Device Settings" tile groups all settings of an RM / BTC. Clicking
once on the tile opens a separate window that groups all available functions for changing
the RM / BTC settings.

* Session Shadowing: The "Session Shadowing" tile provides a live preview of the current
RM / BTC screen. Clicking once on the tile opens a separate session shadowing window.

Device Settings

Above the tiles, there are also two shortcuts to synchronize the data of the Control Center with
the RM/BTC:

e Upload/Download: The left arrow in the upper right corner is a shortcut that allows set-
tings and data from the RM / BTC to be downloaded to VisuNet CC when the connection
to the RM /BTC is active. The right arrow allows current configuration of VisuNet CC to be
uploaded to the RM / BTC when the connection to the RM / BTC is active.
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6.1.1 Device Status
The device status tile displays important device information.
. @)
Device Status 3
Communication Status
Online
Communication Address
VM-5-1-0-773:8023
Current User
Operator
Assigned IPv4s
172.24.26.194
RM Shell and Image Version
5.1.0.773 - 118-0242
Serial Number
12345678914
Detailed Version Information
Figure 6.3
Function Description
Communication Status ¢ Shows the status of a connection to an RM / BTC.
e Shows correction steps, if the connection is disrupted.
Communication Address The communication address establishes the communi-
cation between VisuNet CC and the RM / BTC device
and can be the name of the device or the IP address.
The computer name is, when enabled, independent
from the communication address and will appear in the
main device screen as well as the navigation menu and
will only be stored in VisuNet CC.
Current User Shows the current user role that is logged in on the RM/
BTC.
e Operator
* Engineer

e Administrator

Assigned IPv4s List of the RM’s IPv4 address.
If the RM has multiple network interface cards and IP
addresses, additional IPs will be listed here.

RM Shell and Image Version Shows the version number of the RM Shell and Image
on the RM/BTC.

The image version is only listed in the latest RM Shell
5.1 version.

Serial Number Shows the product serial number of the RM / BTC.
The serial number is also on the type plate of the RM /
BTC.
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Function Description
Detailed Version Information Click "Show Info" to view a list with the update history of
the RM/BTC.
Left: Unified Write Filter disa-bled
Right: Unified Write Filter enabled
d‘ a See Chapter “Devices Commands”
/

Device Settings (Tile)

Figure 6.4

Function Description

Computer Name When changing the Computer Name, the device must be
restarted to adapt the settings to the Windows® settings.

Last Synchronization Date | Shows the date and time that the configurations between the Vis-
uNet CC project and the RM were last synchronized via an
upload or download.

Licenses Shows which licenses are currently entered in the VisuNet RM
Shell of the RM.

Desktop Sharing Shows if the "Desktop Sharing" mode of the RM is enabled or
disabled.

"Desktop Sharing" must be enabled on an RM to use the session
shadowing function in VisuNet CC.

When you click the tile, a window opens that groups the RM's / BTC settings. In this window, all
relevant settings that can be changed in the VisuNet RM Shell can also be modified.

Note
The RM's / BTC settings must be uploaded onto the RM / BTC in order to be updated.
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General

e Computer Description: Here the name of the device can be changed. When the device
is restarted, the new name is adapted.
Remember to upload the new device settings to your Shell device and restart it. If the
Communication Address or IP address of the RM / BTC Shell Device and the VisuNet
Control Center are not identical, the connection fails.
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VISUNETGXP:8023 - Edit Device Settings

Keyboard I Network [ Proxy T Security [ VisuNet CC

General I Previs | Desktop Sharing l Mouse

B >

Computer Description

Computer Name (Changes will take

effect the next time the computer is
started)) | VISUNETGXP

Computer Description l

License Information

oy e e, ey N
[ ey e g e cemy | —

o (mmas . !Hll!- -:I | ___BEEEa-

E eergt| | |

Power Button on Main View for Operator

Show 'Restart’ Button

Show 'Shutdown'’ Button

Show ‘Turn off display' Button O
On-Screen Keyboard settings

Start On-Screen Keyboard with RM
Shell

Use Touch Keyboard instead of On-
Screen Keyboard

Quick Menu Settings

Enable Floating Quick Menu

Wallpaper and Logo

Customized Shell Wallpaper [ 2_wallpaper.jpg ‘

Customized Shell Logo l 2_logo.png l

Main View Settings

Hide System Tools from Operator O

Hide IP Address inside the About Tile
from Operator

Hide the Wedge App from the
Operator on Main view O

Touch

Touchscreen Type lNone J

v

I OK H Cancel]

Figure 6.5
* Wallpaper and Logo: To use this function, an additional PRO license is required.
¢ Touch: Depending on the installed Image you can choose the implemented touch screen.
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Previs
RMSHELL:8023 - Edit Device Settings L& |
‘ General | Previs ‘ Desktop Sharing ‘ Mouse \ Keyboard \ Network ‘ Proxy ‘ Security ‘ VisuNet CC ‘
Previs Screensaver
Idle time before Previs is started (0 Oiviia
means disabled) 1
Effect Intensity . 40%
PIN (Numerical characters only!) [ ‘ L0 4 \‘
Start Previs at Shell startup O
OK \[ Cancel
Figure 6.6

Previs Screensaver: Previs is a screensaver which prevents permanent image retention or
image sticking on LC displays while presenting the process picture at the same time. Process
pictures stay visible, and you still have direct access to all important process information. The
Previs Screensaver is per default disabled. Set the idle time to activate Previs.

With the additional PRO license you are able to set a PIN so only authorized personal can
unlock the device.
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Desktop Sharing
VM-5-1-0-773:8023 - Edit Device Settings | x|
General | Desktop Sharing [ Mouse l Keyboard l Network l Proxy J Security l VisuNet CC l
Desktop Sharing
VisuNet Desktop Sharing Server
Enabled
Share display ’ Share all displays J I o l
loooocooo l L O
Desktop Sharing password
I Reset to Default Password
Secure Tunnel Settings
Secure Tunnel Service Enabled []
Secure Tunnel Port
Use the default certificate (not
recommended) v
(i ] Only Certificates inside the Local Machine Store with private keys are allowed.
Select you certificate here D‘ S,
l OK ] [ Cancel ]
Figure 6.7

The VisuNet Desktop Sharing Server is per default disabled.

When enabling this function, we highly recommend enabling the Secure Tunnel Service as well
to ensure high security connections. It is also recommended to use your own certificate. Be

aware that only private keys are allowed.

Further information on how to set up a connection with an own certificate, see in chapter 5.

Proxy

Proxy settings are identical with the proxy settings of Windows®.
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Security

RMSHELL:8023 - Edit Device Settings

Passwords

’ General | Previs | Desktop Sharing l Mouse l Keyboard ] Network l Proxy l Security | VisuNet CC

Engineer
Administrator

Factory Reset

User Auto Logout

© 0 0

|
|
J

\ @ The Factory Reset password have to be at least 6 characters long.

logged of

Idle Time before Engineer is
of

Firewall

Enable Auto Logout for Administrator

Idle Time before Administrator is

30 min

Enable Auto Logout for Engineer

logged

30 min

Enable Firewall

Enable USB Storage Devices

K

&

OK

] [ Cancel

Figure 6.8

Note
n For the User Auto Logout feature the PRO license is required.
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Open / Close, TCP Send / Receive, MEX Send / Receive Timeout

If the speed of your device or Network is low, you might must adjust the time-out settings of the
VisuNet CC by extending them to prevent errors and timeouts.

VM-5-1-0-773:8023 - Edit Device Settings i
: General Desktop Sharing Mouse Keyboard Network Proxy Security ‘ VisuNet CC”
VisuNet CC Configuration
Open/Close Timeout : 10s
TCP Send Timeout o
TCP Receive Timeout ' 600s
MEX Send/Receive Timeout 60§
2/:\2:.' ;l:;l::gifference between RM 1440n;
OK Cancel
Figure 6.9
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6.3
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Device Settings (Ribbon)

Upload

Downioad |T|

Local Project Local Data RM
Data VisuNet
cC

Figure 6.10

{ U

Download Upload

- -

Device Settings

Figure 6.11

Either use direct function for one device or chose the Firmware Wizard to get guided through
the process and use the function for multiple devices with the dropdown menu. Depending on
which device either the RM / BTC or the VisuNet Control Center you edited your settings you
can either download or upload them to synchronize your local data. Please note that the down-
loaded or uploaded data always overwrites the existing data.

Device Management

Figure 6.12

Update Firmware

Use the Firmware Update Wizard to get guided through the update process and update an indi-
vidual or multiple devices.

Please refer to Chapter 4.3 to get further information on the Wizard.

Communication Address

Decide if your Device Name should be the same as your communication address / IP address.
You can name your de-vice any name in VisuNet CC. The device name will not be uploaded to
the RM Shell but only be saved locally in your project.
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Change Device Communication Address m

Change Device Communication Address

Please enter the new communication address of the device.
This can be either the Computer Name of the device or the IP Address:

VM-5-0-3-597 | 8023 [C]

By default the current Device Name which will not be changed.
[ ] Use new communication address as device alias
Enter new Device name:

OK Cancel

ViarciAn Tlearnama

Figure 6.13
The Device Name will appear in the navigation menu as well as in the device main screen.

Devices D o
4 Remote Monitors - DEVICE NAM E
4 | Zone 1
Il visi-0127 Device Status o

[ vMm-4-1-1-1731
[ oeskToP-7TMOIDS
] peskTop-ALIUTY

Communication Status
Online

Communication Address

40

D FWE-BTC12 VM-5-0-3-587:8023
D FWE-GXP gurrent User
) perator
Q VM-4-1-0-1285 Assigned IPv4s
D VM-4-1-0-1303 172.24.26.195
) RM Shell Version
] vMm-4-1-1-1565 5.0.3.507
] vMm-4-1-1-1592 Serial Number
. 12345678914

[;] VM-4-2-0-1817
;] VM-4-3-0-1866
l;] VM-4-3-1-1883
Q VM-5-0-0-361
Q VM-5-0-1-441
;] VM-5-0-2-575
I: DEVICE NAME
£ vm-5-1-0-773

[ RSSO ESE

Detailed Version Information

Profiles List

Icon | Profile Name

@ Chrome

PL | DacltanCharina

Host
abcdef

ahrdaf

Figure 6.14
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Import SSL Certificate

Send an SSL Certificate (e.g. to access an encrypted website) to an RM. Create your own cer-
tificate with a private key and import it here. You can choose your Store as well as the location
the certificate is stored at.

e Current User: Cannot be seen or used by other users
* Local Machine: Any user can access and select it

Clone Wizard

Use the Clone Wizard to clone configurations from one device to multiple other devices. Please
note that the cloning and target devices need to be compatible in terms of the Firmware Ver-
sion. To clone e.g. Profiles from a device with Shell 4 to a target device with Shell 5 an Upgrade
needs to be performed in advance.

Make sure that all devices are updated to the latest Version and are online.

Clone Wizard “

Welcome

=] Clone Wizard

Welcome to the Clone Wizard.

In this wizard you can clone the configuration and profiles from one source
device to multiple target devices.

The configurations of the target devices on which the new settings are cloned to are
overwritten.

Next Cancel

Figure 6.15 Clone Wizard - Welcome
Click "Next".

I PEPPERL+FUCHS 4



VisuNet Control Center Version 4
Manage (Device)

Clone Wizard “

Welcome Source Device

@ Copied Source Device Settings

Overview over the copied Device Settings.

Copied Device Settings: Ignored Device Settings:

* Desktop Sharing Settings * Apps

* Dialog Filter Settings * Computer Description

* Display Settings * Computer Name

* Firewall Enabled/Disabled * License Keys

* Keyboard Filter Settings * Network Settings

* Keyboard Settings  Secure Tunnel Certificate Settings
* Mouse Settings  Serial Number

* Onscreen Keyboard Settings  Touchscreen Settings

* Power Button Options for the Operator
 Previs Settings

 Proxy Settings

* USB Drives Enabled/Disabled

¢ VisuNet Control Center Settings

* Volume Mixer Settings

Back Next Cancel

Figure 6.16 Clone Wizard - Source Device - Copied Source Device Settings
3.  Click "Next".

4. The Copied Source Device Settings are only an overview. The assignment cannot be adjusted.

Clone Wizard

Welcome Source Device

E Select Source Information

Source Device Information

Device Name VM-5-0-2-575

Description VM-5-0-2-575
First IP 172.24.26.213
Second IP

RM Shell Version 5.0.3.597
Serial Number 12345678913

Select the source information which should be copied.

Enable to copy the Device Settings to the Target Device.

D Device Settings ‘

Smw=_ Enable to copy the Profiles to the Target Device.

@ Profiles ‘

Back Next Cancel

Figure 6.17 Clone Wizard - Source Device - Select Source Information
5.  Choose the source of information you like to copy.

6. Both options Device Settings and Profiles are selected by default. Remove the check mark if
the source is not to be selected.
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Clone Wizard “
Welcome
[
El Select Source Profiles
Please select the Profiles you want to clone from the source device. They will be applied on all target devices.
V! lcon Profile Name 4 Host Username
v e Chrome abcdef
v P& DesktopSharing abcdef
v N/ DRDC abcdef abcdef
v e InternetExplorer abcdef
v ! Raritan KVM abcdef abcdef
% X ropP VM-5-0-1-441:8023 Test
v X RoOP abcdef:3389 abcdef
Back Next Cancel
Figure 6.18 Clone Wizard - Source Device - Select Source Profiles
7. Choose the profiles that should be cloned to the target devices.
Clone Wizard “
Welcome Target Devices
| |
@ Select Target Devices
Please select the target devices you want to apply the configuration, including previously selected Profiles. Only online devices with ble versions are displayed. O

[m] Device Name First IP Second IP Version

DESKTOP-ALIUTY 172.24.26.219 5.0.1441
v VM-5-0-0-361 172.24.26.210 5.0.3.597
v VM-5-0-1-441 172.24.26.226 5.0.3.597
O VM-5-0-3-597 172.24.26.195 5.0.3.597

Back Next Cancel
Figure 6.19 Clone Wizard - Target Devices

8. Choose target devices you want to apply the configuration.

9. For RM Shell DRDC and RM Shell PRO licenses are required. Make sure that you only copy
the profiles you also have additional licenses for the target devices as well.
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Clone Wizard EN
Welcome Source Device Target Devices Edit Settings
L L] L] o
$& Enter License K
ey nter License Key
Please add the Licenses for the target devices.
Status Licenses Key Required Key
4 Device Name: VM-5-0-0-361
J _ Professional License
4 Device Name: VM-5-0-1-441
J _ Professional License
v I DRDC License
v I VisuNet CC License
Back Next Cancel
Figure 6.20 Clone Wizard - Edit Settings - Enter License Key

L If you add the profiles via VisuNet CC for the first time, you will be asked for the license keys

in “Edit Settings”.

L If you already have licenses for the target devices the licenses Keys will be transferred and

filled in already.

L If there is an error within in typed in license number the status will be marked with a red
cross. Use the mouse to hover over the Red Cross and get further information what error

occurred.
Clone Wizard ~ EN
Welcome Source Device Target Devices Edit Settings
[ | L] L] L |
(c Set Passwords
Please set your new passwords. If you do not change them, the passwords of the source device are transfered. We recommend using different passwords for each device.
Device Name Admin Password Engineer Password Desktop Sharing Password Factory Reset Password
VM-BTC12 £ O ecccccce L O 4 ecccccce LO 4
Z2D2-TCU L0 4 L 04 ®
Back Next Cancel
Figure 6.21 Clone Wizard - Edit Settings - Set Passwords
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L If the source device is provided with passwords for the Administrator, Operator, Desktop

Sharing and Factory Reset, the list would be prefilled. If you do not set new passwords the
same passwords will be transferred.

Service PC

VisuNet Devices

¢ P

- — .7p

| Network

P

)
I

Change Passwords

Figure 6.22

L We recommend to reuse your former password of the target device and therefore adjust the
password settings.

10. Change the profiles of each target device individually.

Clone Wizard EN
Welcome Source Device Target Devices Edit Settings
[ L L] L

@ Edit Profile - Chrome

Change the Profile Settings for each target device individually.

Device Name 4 | Profile Name Host

VM-5-0-0-361 Chrome abcdef

VM-5-0-1-441

Chrome abcdef

Back Next Cancel

Figure 6.23

Clone Wizard - Edit Settings - Edit Profile - Chrome
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Clone Wizard
Welcome Source Device Target Devices Edit Settings
L L L L |
D Edit Profile - DesktopSharing
Change the Profile Settings for each target device individually.
Device Name 4 Profile Name Host Password
VM-5-0-0-361 DesktopSharing abcdef esccccce ®©
VM-5-0-1-441 DesktopSharing abcdef essccccse ®©
Back Next Cancel
Figure 6.24 Clone Wizard - Edit Settings - Edit Profile - Desktop Sharing
Clone Wizard | x|
Welcome Source Device Target Devices Edit Settings
L] L L |
N/ Edit Profile - DRDC
Change the Profile Settings for each target device individually.
Device Name 4 | Profile Name Host Username Password
VM-5-0-0-361 DRDC abcdef abcdef escccsce ®
VM-5-0-1-441 DRDC abcdef abcdef ©
Back Next Cancel

Figure 6.25

Clone Wizard - Edit Settings - Edit Profile - DRDC
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Clone Wizard EN
Welcome Source Device Target Devices Edit Settings
[ L L .|

e Edit Profile - InternetExplorer

Change the Profile Settings for each target device individually.

Device Name 4 | Profile Name Host

VM-5-0-0-361 InternetExplorer abcdef

VM-5-0-1-441 InternetExplorer abcdef

Back Next Cancel
Figure 6.26 Clone Wizard - Edit Settings - Edit Profile - Internet Explorer
Clone Wizard e X ]
Welcome Source Device Target Devices Edit Settings
[ L] L] |
% Edit Profile - Raritan KVM
Change the Profile Settings for each target device individually.
Device Name 4 Profile Name Host Username Password
VM-5-0-0-361 Raritan KVM abcdef abcdef ssccccee ©
VM-5-0-1-441 Raritan KVM abcdef abcdef ecccccce ®©
Back Next Cancel
Figure 6.27 Clone Wizard - Edit Settings - Edit Profile - Raritan KVM
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Clone Wizard [ X |
Welcome Source Device Target Devices Edit Settings
L L L |
X' Edit Profile - ROP
Change the Profile Settings for each target device individually.
Device Name 4 Profile Name Host Username Password
VM-5-0-0-361 RDP VM-5-0-1-441 Test ©
VM-5-0-1-441 RDP VM-5-0-1-441 Test ©
Back Next Cancel
Figure 6.28 Clone Wizard - Edit Settings - Edit Profile - RDP
Clone Wizard EN
Welcome Source Device Target Devices Edit Settings Apply to Device
| L] L] L] .|
o
IVI Summary
Following devices get the new configuration:
Device Name 4 | Shell Version Status
VM-5-0-0-361 5.0.3.597 > Ready
VM-5-0-1-441 5.0.3.597 > Ready
Back Execute Cancel

Figure 6.29 Clone Wizard - Apply to Device - Summary

Lo The wizard guides you through all the different profiles of the cloning device.
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Clone Wizard
Welcome Source Device Target Devices Edit Settings Apply to Device
| L L L |
2% Perform Action
Device Name 4 Progress Status
VM-5-0-0-361 _ £ Waiting for Maintenance Access

Figure 6.30 Clone Wizard - Apply to Device - Perform Action
11. When the Status changes to Succeed, click finish to complete the cloning process.

6.4 Device Commands

l
G B & Moy % B v X
Shutdown Restart Session Broadcast Disable Disable Disable Cleanup Theme

Devicev Devicev Shadowing Message Touch Mouse Keyboard Disk Wizard Wizard
Device Commands

Figure 6.31

Shutdown and Restart Device

1. Choose in the drop-down menu to shutdown/restart one device directly or choose the Firmware
Wizard to get guided through the process and Shutdown/restart multiple devices.

A Caution!

It is not possible to boot devices via VisuNet CC.

2.  Shell 5 devices have two different restart modes. You can restart with write filter enabled and
restart with write filter disabled.

Note

n Before the RM/BTC is shut down, the local operator is prompted and asked if the shutdown
process should be stopped. When restarting the device, you can choose whether the Write
Filter should be protected or not.

I PEPPERL+FUCHS 49



VisuNet Control Center Version 4
Manage (Device)

50

[] protect Disk and enable Write Filter

The device is currently unprotected.

VM-5-0-2-575:8023 - Restart Device

@ Are you sure you want to restart VM-5-0-2-575?

Yes || No

Figure 6.32

Device Status o

Device Status

Write Filter disabled

a Write Filter enabled

Figure 6.33

In the Device Status you can check whether your device is protected or unprotected.

Besides the control elements of the ribbon bar you can also restart the device using the short-
cut on the upper right corner of the main screen in the device structure.

= 5

Restart Device and change Write Filter

Shadowing

Figure 6.34
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Session Shadowing

1.  Connect to an RM/BTC by clicking the icon or the minimized live view of the shown RM/BTC
screen and share its current screen. The function also allows remote control of an RM/BTC.

Session Shadowing

Start Session Shadow

Figure 6.35 Shadowing the Session of an RM user

L The session shadowing tile shows a minimized live view of the RMs/BTCs current screen.
This allows the VisuNet CC user to get an overview of the RMs/BTCs current status.

2. Foradetailed view of the RMs/BTCs screen, click the tile. This opens a new window that allows
the user to shadow the RM/BTC or remotely control the system.

L The RM/BTC screen is displayed in the session shadowing window. The screen of the
RM/BTC is scaled to the current size of the session shadowing window. Using the “Enable
Fullscreen” function, the window can be maximized to show the native resolution of the
RM/BTC screen in the VisuNet CC window.

3.  While shadowing a session, you can click the Task Switcher in the upper-left corner of
the screen to open the RM Shell task Switcher. This tool allows you to change open protocol
connections on the monitored device.

n Note

The desktop sharing function must be enabled in the RM Shell to use this
feature.

I PEPPERL+FUCHS o1



VisuNet Control Center Version 4
Manage (Device)

52

Tip
If you need to take control of the mouse, click the “control” item in the Session Shadowing
Mode.

VM-5-0-0-361
Start
X 0 & @ & = &

Disconnect  Enable Control Disable Disable Disable  Task
Fullscreen Touch Mouse Keyboard Switcher

Connection Settings Device Commands

Control the device. Enable this to use the mouse and keyboard of the device.
Desktop Sharing

Remote observation started.

Figure 6.36

Disable Touch

Disable the touchscreen of an RM, e.g., during a washdown.

Note
This device command has an immediate effect on the RM.

Disable Mouse
Disable the mouse of an RM/BTC.

Note
This device command has an immediate effect on the RM/BTC.

If the mouse is disabled on an RM/BTC, the mouse also cannot be used via session
shadowing.

Disable Keyboard
Disable the keyboard of an RM.

Note
This device command has an immediate effect on the RM.

If the keyboard is disabled on an RM, the keyboard also cannot be used via session
shadowing.
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Maintenance Mode

Whenever data is sent from VisuNet CC to an RM/BTC, the RM/BTC asks the local operator if
the RM/BTC is allowed to enter maintenance mode. Maintenance mode is a semaphore that
establishes an exclusive communication link between VisuNet CC and the RM/BTC. When
maintenance mode is active, no local changes can be performed on the RM/BTC — either by a
local operator or by another Control Center.

This mode is used to avoid accidental reconfiguration of an RM/BTC, for instance, when a local
operator performs a critical task such as entering a recipe. If an RM/BTC is triggered by Vis-
uNet CC to enter maintenance mode, the local operator is prompted and asked for permission.
If the operator accepts, VisuNet CC gains exclusive access to the RM/BTC and can upload the
data. After the data is uploaded, VisuNet CC automatically leaves maintenance mode and
releases the lock.

Note
n If no local operator is working on the RM, a time-out triggers the change into maintenance
mode automatically.

VisuNet CC allows the administrator to force entering maintenance mode, even when a local
operator declines the remote access.

Secure Tunnel Warnings and how to fix them

The certificate chain is broken. Import a Import the root certificate to complete the trust

trusted root certificate. chain. (Find further information in Chapter 5
“How-To")

The certificate contains another common Check if the common name of the certificate

name as the server name. Check your server | matches with the host name of the VisuNet

settings. RM Shell device.

The certificate is not available. Check your Check in the device settings if the selected

server settings. certificate has been uploaded to the VisuNet

RM Shell device.

You are using the default certificate. Use your | Refer to “Build up a connection with your own
own to increase the security. certificate via Session Shadowing to increase
the security level” in the How-To-Chapter.

Enable the Secure Tunnel on the device to The secure tunnel is available, but not acti-
establish an encrypted connection. vated. We recommend to activate the secure
tunnel for an encrypted connection.

Cleanup Disk Wizard

Use the Cleanup Disk Wizard to clean up the disk of one or multiple devices. Cleaning out your
device frees up your drive space and helps it run better by deleting temporary files and reduce
the size of the WinSxS folder.

Note

n The Cleanup process might run for several hours. During this time the device can be operated
but might get slower. It is recommended to perform the Cleanup Disk Wizard only when the
disk space is running low.

It is recommended to increase the max. simultaneous actions so that the Cleanup process of
multiple devices can run simultaneously. (For further information refer to Chapter 3.1).
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Cleanup Disk Wizard

VisuNet CC Settings

Project Settings

Load last opened project at startup v

C ication Pa s
Open/Close Timeout \ ki
Options Connection Timeout " 10s
Program Update Refresh Cycle Timeout ' =
About VisuNet CC Maintenance Access Timeout ' 505
2

Max simultaneous Actions

Reset to Default

Figure 6.37

1. Make sure that all devices are updated to the latest Version and are online. Choose the devices
whose disk should be cleaned up.

nop VO - X ]
Tacget Devices
. - ! -
@ Select the Target Devices
Select the devices that will perform the action.
Wr.. Device Name 4 Dexcription Disk Space Version

o' DESKTOP-08K440V Not Supported - Update RM Shell 540986

o' DESKTOP-NGLPAAT Not Supported - Update RM Shell 54.1.1032

o' DESKTOP-TUSUSFV Not Supported - Update RM Shell $4.1.1032

o' GXP-AL-LTSC Not Supported - Update RM Shell 54.2.1090

o' GXP-BT-LTSC Not Supported - Update RM Shell 54.2.1090

d' VM-4-3-1-1883 VM-4-3-1-1883 Not Supported - Update RM Shell 43.1.1883

o' VM-5-0-0-361 VM-5-0-0-361 2 G e of 2TABGEI]. 5250

& VM-5-4.0-986 VM-5-4-0-986 B3 1T —) 5421091

o VMATSC N < of 30.77 GB 542.1091

8 WINDOWS-8G Not Supported - Update RM Shell 54.1.1032

Cancel

Figure 6.38
From VisuNet RM Shell version 5.5.0 on the available disk space is visualized.

2. Check again the selected devices then click "execute" to perform the Cleanup Process.
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4+ Remote Monitors
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] visuneTexe Cleanup Disk Wizard

Dynamic Groups Torget Deices

£%¥ perform Action

Devce Nome ~ Progress Status
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®
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Figure 6.39

3. The Cleanup process might take several hours. During that time the device can be operated but
might response slowly.

4. Click "Finish". The Cleanup process runs in the background. You can follow the progress in the
Action History list. When every device Status is set to "Success", the performed action is
completed. The settings of the simultaneous actions can be reset again.

n Note

If your storage after cleaning up the disk is still not sufficient for updates or
installing 3rd party software, we recommend updating your device with the
latest factory reset version >6.0 available at www.pepperl-fuchs.com. Due to
the adapted partition design of the latest update the available storage has
increased considerably.

Theme Wizard

The Theme Wizard supports you in customizing one or multiple wallpapers and logos of your
devices.

Note
n This feature requires a PRO license!
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Procedure

1.

Select your target device(s).

Theme Wizard =
Target Devices .
L] {1 L1 ]

I:l Select the Target Devices
Select the devices that will perform the action.

Device Name 4 | Description RM Shell Version Licenses

192.168.56.101 \/ 5.6.0.1370 J PRO Demo License, DRDC Demo License, CC Demo License

(ot ]

Figure 6.40

Use the arrows to preview the aspect ratio and solution for your devices.

Target Devices Select Images

L Ll

15
[]

@ Select Wallpaper and Logo

Preview
Aspect Ratio
43

Example Resolution
1024x768 XGA
Example Device

15" IND

O00®

Select your wallpaper Select your logo

MAC0009219_rgb,jpg - | [MAC0010626 rgb (1)png fi=]

[] Use default wallpaper [ use default logo

‘ Back H Next Cancel

Theme Wizard EN

Figure 6.41

By clicking "execute", your device(s) is synchronized with the new wallpaper and/or logo.
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| ETPRL-LTRIY

Device Status

Communication Status
Online

Communication Address
192.168.56.101:8023

Current User

Operator

Assigned IPv4s

L

RM Shell and Image Version
5.6.0.1370 - 18-34076

Serial Number

400000012345

Detailed Version Information
Show Info...

Profiles List

Icon | Profile Name ¥ Host | Version Username Status Dis... Edit  Aut..

Figure 6.42
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Device Backup

)

Apply Image
Wizard

)

Capture

Image Wizard

Device Backup

Figure 6.43

Apply Image Wizard

Use the Apply Image wizard to apply multiple images to multiple devices. Please note that this
wizard is only available for VisuNet CC 4.6 and newer.

Images that can be applied to the RM/BTC:

1) Pepperl+Fuchs
Factory Reset Image

Available for each specific device. The Pep-
perl+Fuchs default settings will be applied
back to your device. With Factory Reset 6.0
and newer the image won'’t be stored on the
device any more.

Caution! After applying the Pepperl+Fuchs
image the setup of the device needs to be per-
formed locally! The RM Shell first start wizard
will guide you through the most important ini-
tial configuration steps. Please refer to the
First Start Wizard Chapter in the RM Shell
Manual for further information.

Get in contact with
your local sales sup-
port

2) Backup Image

Own captured Backup Image, which can only
be applied on the same device with the identi-
cal serial number. The backup image can be
used to restore a specific state of a device.
Note: VisuNet CC might not be able to find the
device when changes of the computer name
or the Network settings have been done after
capturing the image.

Has to be captured by
the customer in the
RM Shell Factory
Reset or via VisuNet
CC - Device Backupin
advance.

3) Clone Image

Own captured Clone Image, which can be
applied on devices with the same hard-
ware/same device type e.g. BTC12. Within the
clone image all applications as well as 3rd
party applications and the whole operating
system is cloned. By applying the cloned
image a generic Windows image is created,
which resets the name and generates a
unique ID.

Caution! The devices on which a clone image
is applied to, need to be configured locally.
The set up processes can not be performed

via VisuNet CC.

Has to be captured by
the customer via Vis-
uNet CC - Device
Backup in advance.

Follow the steps of the wizard that guides you through the process:
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Apply Image Wizard

n Note

When applying a Pepperl+Fuchs image or a clone image you need to setup

your device locally!

If you want to track the status of the device, VisuNet CC must not be closed

during the Apply Image Wizard application.

When closing and restarting VisuNet CC the devices on which the Image is

applied to is "offline" and can no longer be detected.

1. Click "Next".

Apply Image

Welcome

ml 1 1
1!1 L i L

L) Apply Image Wizard

Welcome to the Apply Image Wizard

This wizard allows you to apply an Image file onto your devices.

Inside the network of your devices, a Network Share needs to be available
to store the Images on.

You can choose to apply either an official Image from Pepperl+Fuchs which
is available for each specific Remote Monitor or box thin client or your own
captured Image can be applied. There are two kinds of Images captured
with the Capture Image Wizard.

Backup Images are only applicable to the same devices with the same serial
number. Clone Images can be applied on devices with the same hardware/
device type.

A The apply process will take about 15 minutes, depending on the network speed.

Neixti

Cancel

Figure 6.44
2.  Click "Next".
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Apply Image | x|
Welcome Target Devices
=8

E] Select the Target Devices
Select the devices that will perform the action.

v Device Name 4 Description First IP Second IP RM Shell Version Factory Reset Version

v RMSHELL 192.168.56.101 J 53.0.921 J 6.0.0.207

Backﬁ: Next | Cancel |

Figure 6.45

Select the Network Share which will be used to transfer the image. The Network Share needs
to be available in the same network of your devices.

n Note

Make sure to select an UNC -path, other paths are not recognized/accepted.

Check the connection. If the connection failed, check the server path again. No further
procedure is possible. If the connection is successful you can continue the wizard further and

click "Next".
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Apply Image
Welcome Target Devices Network Share
Ly L | (] L
[5% Select Network Share

Select the Network Share, which will be used to transfer the Images.
Username
Password

esccscee
Server Path

B 2 =
E.g. \\server\share
Check the connection to continue the Wizard further.
I Check Connection
J Connection ga?ccess
éagk Next Cancel ]
Figure 6.46
Apply Image | x|
Welcome Target Devices Network Share
Ly L | (] L
I% Select Image to apply
Choose the images you want to apply.
Autocomplete ‘

Autocomplete will select one compatible Image of the Network Share. If you have several

stored images, select the appropriate one from the drop-down list.

Find detailed device and image information by pressing the button in the info column.

Info Status Device Name 4 | Serial Number Selected Image

i &/  RMSHELL 400000012345 a7 —— [ — VH ]
éagk Ne;t 7Canc7el |

Figure 6.47

5.  Use the "Autocomplete" Button to look for all compatible Images within the selected network
Share. Use the combo box to select the requested Image if multiple images are stored.
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Autocompl¢ ‘
stored imag :
Find detaile I Device Info | Image Info ‘
Image Type | Unknown ‘ PFOfficial [ 1
Info St | Description ’ ‘ RM Image 5 for VisuNet BTC12-*-T¢ | |
i | version | 18-33582H | 18-33582H | |
Compatible Versions ’ 18-33582H ‘ 18-33582, 18-33582H [
Serial | 400000012345 \ 1

Touch ’ None ‘ None
\

Figure 6.48

6. By clicking Ll get detailed information about the selected Image and device.

7.  After selecting the required image click "Next".

8. Check again the selected settings then click "execute" to perform the apply process.

Note

Applying this firmware will delete the complete Windows partition and you will

lose all settings. This cannot be undone.

Welcome Target Devices Summary
B w |

o
I v I Summary

Check the selected settings, before starting the capture/apply process.

Device Name 4 | Shell Version Image Path Status

RMSHELL 53.0921 P> Ready

Back ] Execute Cancel |
Figure 6.49

9. The apply process will take around 15 minutes. The system will reboot after the image(s) is/are

applied.
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N r—
Home Device

4 2L 8 % & : % =R | oA OB " S %
Download Upload | Delete _Update  Comm. mort 5L Dissble Disable | Applylmage  Copture e Copy |Connect Disconnect Edit Create Delete
T T2 Device Firmware~ Address C- Wiard . Image Waard Profile
Device Settings Deice Mansgement DeviceBsckup  Profle Clipbosrd Profes
Devices A Apply Image 58 % - Step: (2/2) Apply Image
4 Remote Monitors
WS B rmsHELL

Dynamic Groups
Device Status ©

Communication Status
Factory Reset

Communication Address
RMSHELL8023

Current User

Assigned IPvds

RM Shell and Image Version

Serial Number

Detailed Version Information
Show Info.,

Profiles List

lcon _ Profile Name v Host Version Usemame Status

Dis.. |Edit  Aut.. Del.

Figure 6.50

Depending on the applied image different further actions are required:

1. Pepperl+Fuchs Factory Reset Image

After the reboot of the device you need to change the following settings locally.
* Close the Window "First Start Menu"
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First Start Menu

Service Settings

Shell Version

5.3.0.928

Serial Number

Touch Device

TSharc Touch v

Service Functions

Open KM Switch Settings Open Windows Control Center
Open Open

Shutdown  Restart

Figure 6.51

* Either follow the RM Shell First Start Wizard steps locally on the device or remotely via
VisuNet CC. For further information on the First Start Wizard please refer to the RM Shell
manual.

* Enter the System Settings App of the RM Shell (Chapter 7 RM Shell Manual) and set the
computer name of your device.

* If your Network requires static IPs, also adjust the IP Settings. If the DHCP is enabled this
step is obsolete.

* Reboot your System so that the changes take effect.
2. Backup Image

After the automatic rebooting of the System the device will be found automatically in VisuNet
CC. All settings can be adjusted as usual if necessary.

Note! Make sure not to change the Computer Name and the IP address in between the captur-
ing and applying process. VisuNet CC might to be able to find the device and a local setup
might be required.

3. Clone Image
After the reboot of the device you need to change the following settings locally.
* Close the Window "First Start Menu"
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First Start Menu

Service Settings

Shell Version

5.3.0.928

Serial Number

Touch Device

TSharc Touch v

Service Functions

Open KM Switch Settings Open Windows Control Center
Open Open

Shutdown  Restart

Figure 6.52
* Enter the System Settings App of the RM Shell (Chapter 7 RM Shell Manual) and set the
computer name of your device.

* If your Network requires static IPs, also adjust the IP Settings. If the DHCP is enabled this
step is obsolete.

* Reboot your System so that the changes take effect.

e Continue the setup process via VisuNet CC. If you already configured your RM Shell
device settings in the past und would like to restore these settings follow a). If you would
like to configure multiple devices with the same configurations follow b)

a) Set your old computer name and upload the settings (we recommend this option, when your
devices haven’t been configured).

“ Home Device

AL 2 Fe Iy

Download |Upload| Delete Update Comm. Import
v ¥ | Device Firmware~ Address Certific

Device S¢ 1 Upload | Device Management

. ‘ l_ Upload Wizardi

—~

Figure 6.53

If you set your old Computer Name and the same Network settings as earlier you can upload
the device settings via VisuNet CC to the RM Shell and return to the previous setting status of
the RM Shell. The settings of Third party software remains identical to the cloned settings.
With the Upload wizard the upload can be performed for multiple devices simultaneously.

b) Follow the clone wizard to configure multiple devices with your settings.
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S

Clone
Wizard

Figure 6.54

Use one device, either set it up or use one device within your network, as a predefined standard
and clone the settings to multiple other devices. Please refer to chapter 5.3 Device Manage-
ment for further information on the clone wizard.

Note
All devices need individual passwords which are required when executing the Clone Wizard.
The settings of Third party software remains identical to the cloned settings.

Capture Image Wizard

Use the Capture Image wizard to capture multiple images from multiple devices. The complete
Windows partition of the selected devices are captured as Image files. Please note that this
wizard is only available for VisuNet CC 4.6 and newer

For each Image about 7 GB storage are required in the Network share.

Click "Next".

Capture Image Wizard “

Welcome

L]
\
\
[]
[

) Capture Image

Welcome to the Capture Image Wizard

This wizard allows you to capture an image of a device. This includes all
installed programs and configurations.

The Images will be stored on a network share.

The device that is captured must have access to the network share.

For each Image about 7 GB storage are required. This depends on the used disk
space of the devices. Make sure the Network Share has enough storage.

The capture process will take about 30-90 minutes,

depending on the network speed.

[ New | [ concel |

Figure 6.55
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2.  Click "Next".

Capture Image Wizard EN
Welcome Target Devices
— =1 — = — L
_. L_J. - - L | .
Iil Select the Target Devices
Select the devices that will perform the action.
VI Device Name 4 Description First IP Second IP RM Shell Version Factory Reset Version
RMSHELL 192.168.56.101 + 530921 « 600207
éa:k | Next Can;el \

Figure 6.56

3.  Select if you would like to either capture a Backup Image or a Clone Image. For further
information on the different Images please refer to the table at the beginning of this chapter.

Capture Image Wizard BN
Welcome Target Devices Capture Options
i — i = = ko
L il Ll L | L L |

@ Select Image Type

Select the Type of Image you would like to capture.

&) Backup Image
N Creates an image of a device. This image can only be applied to the D
same device from which the image has been created (serial number
%0 must match).

A Capture 2 Backup will take about 30 minutes for each device.

O] Clone Image
N Creates an image of a device family. This image can be applied to I b
E multiple devices of the same device family.
0 A Capture a clone image will take about 90 minutes for each device. Y | i E i | I I | 1 I
== [

The process generates a backup image besides the clone image.

Back || Net | | Cancel

Figure 6.57
4. Select the Network Share which will be used to store the image at.
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5.

6.

7.

Check the connection. If the connection failed, check the server path again. No further
procedure is possible. If the connection is successful you can continue the wizard further and

H " "
click "Next".
Capture Image Wizard EN
Welcome Target Devices Capture Options Network Share
[} il L ] }

[5% Select Network Share

Select the Network Share, which will be used to transfer the Images.

Username

Server Path

E.g. \\server\share

Check the connection to continue the Wizard further.

| CheckConnection
-
J Connection Success

Back ] Next Cancel ]

Figure 6.58

Choose a name for your Image. Modify the pattern for the name. You can use Variables to unify

each image name with properties of the device.

Capture Image Wizard EN
Welcome Target Devices Capture Options Network Share
L il L a }
@ Image Name Editor
Image Name Pattern Available Variables
(DATE_YEARKDATE_MONTHHDATE_DAY}_Clone_{DEVICE_NAME} Variable Name 4 | Sample Value

You can use the variables from the right table for the Image Name. DATE_DAY 29 )
Eg: DATE_MONTH 04
{DATE_YEAR}_Mylmage -> 2020_Mylmage
001_{DATE_YEAR}{DATE_MONTH){DATE_DAY)_Backup -> 001_20200429_Backup DATE_YEAR 2020

DEVICE_NAME RMSHELL

SERIAL_NUMBER 400000012345

SHELL_VERSION 5.3.0921 v
Preview
Device Name 4 Serial Number Image Path
RMSHELL 400000012345 = 1 s =

Back | Next Cancel |
Figure 6.59

Check again the selected settings then click "Execute" to perform the capture/apply process.
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Capture Image Wizard
Welcome Target Devices Capture Options Network Share Summary Apply Images

-
I v I Summary

Check the selected settings, before starting the capture/apply process.

Device Name 4 Shell Version Image Path Status

RMSHELL 53.0921 =T T . mw s en Een — > Ready &

Back J I Execute | [ Cancel

Figure 6.60

8.  Capturing a Backup Image will take about 30 Minutes.

Note

During that time the device can not be operated.

= VisuNet CC - New Document™
Home Device
I 2L 8 % R o B3 Mo

Download Upload  Delete Update  Comm. | Clone  Shutdown Restart
- = Device Firmware~ Address = Wizard | Device~ Device~

(=2

©  Applylmage Capture
: To Wisrd Imsge Wazsrd
Device Settings Device Commands Device Backup

Device Management Profile Clipboard

Devices A Apply Image 58 % - Step: (2/2) Apply Image

ESl RMSHELL

4 Remote Monitors
[ RmisHeLL

®

Dynamic Groups

Device Status ©

Communication Status
Factory Reset

Communication Address
RMSHELL8023

Current User

Assigned IPvds

RM Shell and Image Version

Serial Number

Detailed Version Information
Show Info.,

Profiles List

Session Shadowing

lcon _ Profile Name v Host Version

Usemame Status Dis.. |Edit  Aut.. Del.

Figure 6.61
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a,

RM Shell Factory Reset

Figure 6.62

Profile Clipboard

r‘

Profile Clipboard

Figure 6.63

One or multiple profiles can be copied between different devices. Select the profile in the pro-
file list out of the device function tiles you would like to copy. Use either the icons or the right
click to copy and paste the profiles. Remember to use the “upload” function to synchronize your
new profile settings to your RM /BTC devices.
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6.7 Profiles

The profiles group on the ribbon tool bar shows all relevant functions for setting up and using a

remote profile.

5 =

=

Connect Edit Create Delete
Profile
Profiles
Figure 6.64

Function Description

Connect Start the profile selected from the VisuNet CC profile list stored on
anRM/BTC.'

Disconnect Close the selected active profile connection of an RM / BTC.

Edit Profile Allows editing core settings of local profiles that are stored in the
VisuNet CC project.2

Create Allows creating a new profile in the Control Center with its core
values.3

Delete Allows a profile on an RM / BTC to be deleted.*

1.VisuNet CC must be synchronized with the RM / BTC in order for the remote profiles shown on the profiles list to be

present on the RM / BTC.

2.To change the profile on an RM / BTC after editing, use the "upload" function.

3.To use the profile on an RM / BTC, use the "upload" function.

4.To delete the profile on an RM / BTC, use the "upload" function.
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"How Tos"

Preparing an RM / BTC for Centralized Management

Goal

Prepare an RM / BTC for centralized management.

Pre-conditions

Ensure, that the following criteria are fulfilled by the RM / BTC:

Local time zone, date and time of RM / BTC are correct.
RM /BTC has firmware version RM Shell 4.1 or newer.
RM /BTC is connected to the same network as the PC with VisuNet CC.

RM /BTC IP address and VisuNet CC IP address are in the same IP address range.
DHCP is enabled as factory default setting in everey RM / BTC.

* VisuNet CC interface is enabled in the RM Shell (= default setting).
* VisuNet CC license key is entered in RM Shell. The license key can also be entered via
VisuNet CC.
When all pre-conditions are fulfilled, the RMs / BTCs can be managed over the network by Vis-
uNet CC.
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Connecting to an RM / BTC

Goal
Add an RM / BTC to a VisuNet CC project.

Adding an RM / BTC
Add RM /BTC to the list of available devices
Open search window by clicking "Scan for Remote Monitors".

Close window by clicking "OK". All RMs / BTCs that have been found will be added to the list of
devices.

Scan for Remote Monitors =5

Scan for Remote Monitors
The devices will be searched on the local network by using a broadcast message.

Performing Scan...

Cancel Scan

Found Remote Monitor(s):

} OK Cancel ]

Figure 7.1 Scanning for RMs / BTCs
Click on the RM / BTC you want to connect to in device list.

To initiate the connection to an RM / BTC, enter the administrator password stored on the RM /
BTC. The default administrator password is blank.

A Caution!
Password security

Use strong passwords for the user roles "engineer" and "administrator" on the
RMs / BTCs to ensure a high level of security!

n Note

To avoid recurring authentications, the connection password can be stored
encrypted in the Control Center project.
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L After the initial connection, the device settings are automatically downloaded to the VisuNet
CC.

GXP1100-D12:8023 - Download Device Settings Es]

¢ Downloading Device Settings from Remote Monitor...

Figure 7.2

Uploading a Configuration to an RM / BTC
Goal

Updating device information with VisuNet CC

Note

All changes done in VisuNet CC are stored in the local project file. If you want to transfer the
changes onto an RM / BTC, you need to upload them to an RM / BTC. Proceed as follows:

Pre-Condition
Connectto an RM/BTC

Update device information

When you have changed the device settings, upload them by clicking on the “Upload” button
on the ribbon tool bar.

Choose in the drop down menu if you would like to upload the data directly from a single device
or get guided through the upload Wizard and upload the settings and profiles of multiple
devices.

IR T S A

= =
It 8 9% B e
Download Upload Delete Update Comm. ImportSSL Clone
v wins ] Device Firmware~ Address Certificate Wizard

Device S¢ 1 Upload N Device Management

Al

A\

_I.. Uplo| Upload the Device Settings on a single device.

Devices
Figure 7.3 Upload the data of a single device
Lo The upload window showing the upload steps is opened.

Lo Before the settings are uploaded to the device, the local operator of the RM / BTC is
prompted to give permission for the RM / BTC to enter maintenance mode.

Wait until the operator accepts the request, or use the “Force Access” function in the window to
switch the RM / BTC into maintenance mode.
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L As soon as maintenance mode is entered, the data and settings are uploaded onto the
device.

L If the upload was successful, the RM / BTC will automatically leave maintenance mode, and
the operator will be able to use the RM / BTC again.

VM-5-0-1-441:8023 - Upload Device Settings [ & ]

T Uploading Device Settings...
[ ]

1. Enter Maintenance Mode Force Access

2. Upload Device Settings

3. Leave Maintenance Mode

o

Figure 7.4
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Upload data for multiple devices
The wizard showing the upload steps is opened and guides you through the process.

Upload Wizard EN

Target Devices Check Settings Summar Upload Setting
L il (] (]

/ Convert Summary

Your Device Settings inside VisuNet Control Center have a different data format like the online device. Convert your VisuNet
Control Center data or download the new data format from the device.

The following changes will be made:

Changelog Entry From protocol version to protocol version

Back l Next Cancel ]

Figure 7.5 Uploading Device Data

Shadowing a Session

Goal

Connect to an RM / BTC for remote support

Pre-Condition
Connect to an RM / BTC. Enable Session Shadowing via device Settings (see chapter 6.4).

Remote support

Open the session shadowing window by clicking on the session shadowing tile or using the
function on the tool bar.

In the session shadowing window, you are now able to shadow the session of the RM / BTC
that you are connected to.

If you want to control the RM / BTC, click “Control” on the ribbon tool bar of the session
shadowing window.

Lo Before VisuNet CC gains control of the RM / BTC, the local operator is prompted and asked
to grant permission. If the local operator does not deny access within the defined amount of
time, that can be specified in VisuNet CC under “Start”, VisuNet CC gains access to the RM
/ BTC.
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Note

n When controlling the RM / BTC, the local operator can still do local inputs on the Remote
Monitor.

Note
n Use “force” mode to immediately take over control of the RM / BTC without asking the local RM
/ BTC operator for permission.

7.5 Creating a New Local User

Pre-Condition

Ensure that you are logged into a project as administrator or another account that allowse edit-
ing user privileges.

Creating new user

1. Click the “Edit Users” icon on the ribbon tool bar.

assword s o) ;‘gﬂ
. =" a - r 4

Switch Change | Edit
User Password Users

iction Handling User Management

Figure 7.6
2. Click the “Add User” icon on the ribbon tool bar of the “Edit Users” window.

3.  Use the displayed form to give the new user a name, assign them to a group, give them a
single-sign-on name, and set his password.

4. Click “OK.”
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= Edit Users™ - oIEl
° 0; ‘&.‘
e 2
Vsars Croge
» Administrators U Mywa User 1
« Users Aawgred Grown Uwers >~
User1 User Login Method g Locel Lner
o Caeced el
Figure 7.7
5.  Save the project file to keep the changes.
7.6 Build up a connection with your own certificate via Session Sha-

78

N -

dowing to increase the security level

Pre-condition

An own root CA (public key certificate) as well as and end-user certificate with the import certi-
fication passwords need to be provided.

Note

The end-user certificate needs to be based on a private key! The common name of the end-
user certificate has to have the same name as the host computer name of the target device.

Connection with increased security

Click import SSL Certificate in the Device Tab to upload your end-user certificate

Home Device
ol =- I
1L 8 B O FE RR
Ipload | Delete Update Comm. ImportSSL Clone | Shutdown Restart Session Broadcast Disabl
g Device Firmware~ Address Cert|~cate Wizard | Devicev Device~ Shadowing Message Touct
ings Device Management Device Commands
Import a certificate into the windows certificate store of the device.

ae —_—
Figure 7.8

Use the browse function to open the path of our end-user-certificate with private key. Choose
the required store location and certification store from the list and enter the import certification
password.
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DEVICEB:8023 - Import SSL Certificate

Certificate File

eB.pfx | [ Browse... I

Store Location

[ Local Machine ‘

Certificate Store

[ Trusted Publishers M

Password

[easaan |

i Import H Cancel ]

Figure 7.9
3.  Click import and after the upload is completed click OK.

o

Open the device Settings and navigate to the Desktop sharing tab.

5.  Check if the VisuNet Desktop Sharing Server is enabled. Enable Secure Tunnel Service and

uncheck “Use the default certificate”.

DEVICEB:8023 - Edit Device Settings

General | Desktop Sharing | Mouse I Keyboard I Network I Proxy I Security I VisuNet CC |

Desktop Sharing

VisuNet Desktop Sharing Server
Enabled =

Share display l Share all displays o

l ecccoccoe I £ O 2
Desktop Sharing password

| Reset to Default Password

Secure Tunnel Settings
Secure Tunnel Service Enabled
Secure Tunnel Port 22314
Use the default certificate (not
recommended)
(i ] Only Certificates inside the Local Machine Store with private keys are allowed.
Select you certificate here l deviceB o
I ‘ I Cancel ]
Figure 7.10
79
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6.

If you can't find the certificate in the selection, click the update button. The Certificate will
appear in the selection. Select the required certificate and Click OK.

Secure Tunnel Settings

Secure Tunnel Service Enabled
22314 [T

Secure Tunnel Port

Use the default certificate (not
recommended)

(i ] Only Certificates inside the Local Machine Store with private keys are allowed.

Select you certificate here | deviceB

M| %0 |

\ Refresh the list with the current online settings of the device. \

| i —

Figure 7.11
Upload the new device settings to your target device.

Install the public key certificate (root CA) on your local machine

Open the certificate via right click and open the Certificate Import Wizard when clicking “Install

Certificate...”

wh Certificate

General petails Certification Path

X

]
bg | Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Issued to: device

Issued by: device

Valid from 22.11.2018 to 21.11.2023

Install Cerh'ﬁcate...] ‘ Issuer Statement

Figure 7.12
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2.  Follow the guided steps of the import wizard. Choose your store location and certification store
and click "Next" to continue.

& &~ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O current User

To continue, dick Next.

X

I &) Next ]I Cancel

Figure 7.13

3. Before you complete the import of your certificate you can double-check the specifications of
your settings. Click Finish to complete your import.
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€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

(O g il (o g ma=e AV AISd Trusted Root Certification Authorities

Content Certificate

[ Einish | | Cancel

Figure 7.14

L If you completed all the implementations of the certificates successfully, no error message
will appear when your remote observation starts.
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Troubleshooting

Problem

RM / BTC cannot be found in
VisuNet CC, even though |
can ping the device.

Potential root cause

The communication protocol
is not properly routed through
the network. One root cause
can be that a second network
adapter (e.g., WiFi card) is
active that is connected to a
different network.

Possible solution

Try to turn off or disable all
other network adapters (e.g.,
WiFi card), that might be avail-
able in your system so that
only the adapter is active that
is connected to the RM /BTC
network. Use the IP address
as communication address.If
the RM / BTC is found, check
with your local administrator
for the network routing set-
tings.

RM /BTC has a status of
"Security Error."

The communication protocol
uses a certificate-based
encryption that requires both
communication partners to
use the same system time.

Check if the RM/BTC is set
up with the correct time zone,

date, and system time.”

The RM /BTC status is shown
as “Incorrect Password.”

One potential root cause for a
communication failure can be
that an invalid password has
been entered for the RM/BTC
(oris stored in the VisuNet CC
project file). If this error
occurred, it is also highlighted
in the device status tile under
“communication status.”

Try to re-enter the password
that is used for the administra-
tor role on the RM / BTC you
want to connect to.

| am prompted in VisuNet CC
to enter the VisuNet CC
license key on the RM / BTC,
even though | have already
entered it on the RM / BTC.

The VisuNet CC key might not
have been synchronized yet
with the Control Center and is
therefore unknown.

Download the RM / BTC set-
tings via the download func-
tion to synchronize VisuNet
CC with the RM/BTC. This
will also download the VisuNet
CCkey froman RM/BTC, and
remote access should be
granted.

1.Reboot the RM / BTC if you change the time zone, date, or system time.
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