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Introduction
1 Introduction
1.1 Content of this Document

1.2

I3 PEPPERL+FUCHS

This document contains information that you need in order to use your product throughout the
applicable stages of the product life cycle. These can include the following:

* Product identification

e Delivery, transport, and storage
* Mounting and installation

* Commissioning and operation
* Maintenance and repair

e Troubleshooting

e Dismounting

e Disposal

Note

For full information on the product, refer to the further documentation on the Internet at
www.pepperl-fuchs.com.

Note

For specific device information such as the year of construction, scan the QR code
on the device. As an alternative, enter the serial number in the serial number search
at www.pepperl-fuchs.com/device-information.

The documentation consists of the following parts:

¢ Present document
e Datasheet

Additionally, the following parts may belong to the documentation, if applicable:

* EU-type examination certificate
* EU declaration of conformity

* Attestation of conformity

» Certificates

* Control drawings

e Instruction manual

* Functional safety manual

* Cybersecurity documentation

* Other documents

Target Group, Personnel

Responsibility for planning, assembly, commissioning, operation, maintenance, and dismount-
ing lies with the plant operator.

Only appropriately trained and qualified personnel may carry out mounting, installation, com-
missioning, operation, maintenance, and dismounting of the product. The personnel must have
read and understood the instruction manual and the further documentation.

Prior to using the product make yourself familiar with it. Read the document carefully.
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1.3

Symbols Used

This document contains symbols for the identification of warning messages and of informative
messages.

Warning Messages

You will find warning messages, whenever dangers may arise from your actions. It is mandatory
that you observe these warning messages for your personal safety and in order to avoid prop-
erty damage.

Depending on the risk level, the warning messages are displayed in descending order as fol-
lows:

Danger!
This symbol indicates an imminent danger.
Non-observance will result in personal injury or death.

Warning!
This symbol indicates a possible fault or danger.
Non-observance may cause personal injury or serious property damage.

Caution!
This symbol indicates a possible fault.

Non-observance could interrupt the device and any connected systems and plants, or result in
their complete failure.

Informative Symbols

Note
This symbol brings important information to your attention.

Tip
This symbol brings an useful tip to your attention.

MrEa > > =2

Example
This symbol provides an example of the issue described.

Action

This symbol indicates a paragraph with instructions. You are prompted to perform an action or
a sequence of actions.

I3 PEPPERL+FUCHS
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1.4
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Intended Use

The WILSEN.node wireless sensor node is used for remote monitoring of digital statuses in a
system or an object. The statuses are detected using digital sensors and/or voltage-free con-
tacts. The WILSEN.node is part of the Pepperl+Fuchs WILSEN (wireless sensor) IoT sensor
product family, which transmits data wirelessly via a radio interface.

Up to two sensors can be connected to the WILSEN.node. Using the separately available
adapter cable, voltage-free contacts can also be connected to the WILSEN.node as an alterna-
tive to sensors and therefore monitored. It is also possible to combine 1 sensor and 1 voltage-
free contact. The two input channels on the WILSEN.node are independent. This means that
independent applications or objects can be monitored with just one device.

The WILSEN.node detects the status of the connected sensors or contacts at regular intervals
and transmits this information via its radio interface. In addition to regular detection and trans-
mission, it is possible to activate a "monitoring interval" in the WILSEN.node. In this case, the
connected sensors or contacts are queried at significantly shorter and adjustable time inter-
vals. A message is sent acyclically only if the statuses change, and the change is reported as
quickly as possible. All query and transmission intervals and other parameters can be parame-
terized via the Bluetooth interface available in the WILSEN device and with the help of the
WILSEN app for mobile end devices. It is also possible to access the WILSEN device remotely
via the radio interface. This can be used to query and change parameter values.

The wireless sensor also features a GPS geolocation function. Temperature and battery control
functions are used to monitor the status of the sensor.

Note
The device must not be used in hazardous areas.

Only use recommended original accessories.
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General Safety Notes

Responsibility for planning, assembly, commissioning, operation, maintenance,
and dismounting lies with the plant operator.

Installation and commissioning of all devices may be performed only by trained and qualified
personnel.

It is dangerous for the user to make changes and/or repairs. Additionally, doing so voids the
warranty and excludes the manufacturer from any liability. In the event of any serious errors,
stop using the device. Secure the device against unintended operation. To have the device
repaired, return it to your local Pepperl+Fuchs representative or your sales center.

Warning!
Risk of fire due to improper use!

Damaged or faulty lithium-ion batteries are a major fire hazard. Ensure that the battery is pro-
tected from mechanical damage, short circuits, and excessive heat load during servicing and
while the wireless ultrasonic sensor is in operation. The permissible ambient temperatures from
-25 °C to +70 °C and the permissible storage temperatures from -40 °C to +85 °C must always
be observed. The device enclosure and ultrasonic sensor enclosure comply with flammability
class V-0(AO) according to IEC 60695-11-10 and therefore must not be operated in areas with
an automatic extinguishing system. Devices with damaged batteries must be removed immedi-
ately, taken out of operation, and stored safely in accordance with local fire prevention regula-
tions.

Warning!
Risk of injury if the battery is faulty!

This device uses a high-energy cell for its voltage supply. This battery contains lithium and thi-
onyl chloride. If these substances escape, the appropriate protective measures must be
observed. Refer to the safety datasheet.

In the event of leakage, contact with the skin or eyes may cause severe irritation and burns.
Inhalation of electrolyte vapors may affect the upper respiratory tract and lungs.

Note

You can find the safety datasheet for lithium thionyl chloride batteries online at www.pepperl-
fuchs.com, on the product detail page for the respective WILSEN device.

Caution!
Risk of unauthorized sensor access due to unprotected access data.

To use and operate the WILSEN.node wireless sensor node safely, access data such as pass-
words, application key, etc. must be protected. The plant operator is responsible for protecting
this data; the operator must document the access data, protect it from unauthorized access
and keep it safe.

Note
Disposal

Electronic waste is dangerous. When disposing of the equipment, observe the current statutory
requirements in the relevant country of use and local regulations.

I3 PEPPERL+FUCHS
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1.6 Declaration of Conformity

This product was developed and manufactured in line with the applicable European standards
and directives.

Note
n A declaration of conformity can be requested from the manufacturer.

The product manufacturer, Pepperl+Fuchs Group, 68307 Mannheim, Germany, has a certified
quality assurance system that conforms to ISO 9001.

1ISO9001

I PEPPERL+FUCHS 9
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System Description

The WILSEN.node wireless sensor node is used for remote monitoring of digital statuses in a
system or an object. The statuses are detected using digital sensors and/or voltage-free con-
tacts. The WILSEN.node is part of the Pepperl+Fuchs WILSEN (wireless sensor) 0T sensor
product family, which transmits data wirelessly via a radio interface.

Up to two sensors can be connected to the WILSEN.node. Using the separately available
adapter cable, voltage-free contacts can also be connected to the WILSEN.node as an alterna-
tive to sensors and therefore monitored. It is also possible to combine 1 sensor and 1 voltage-
free contact. The two input channels on the WILSEN.node are independent. This means that
independent applications or objects can be monitored with just one device.

The WILSEN.node detects the status of the connected sensors or contacts at regular intervals
and transmits this information via its radio interface. In addition to regular detection and trans-
mission, it is possible to activate a "monitoring interval" in the WILSEN.node. In this case, the
connected sensors or contacts are queried at significantly shorter and adjustable time inter-
vals. A message is sent acyclically only if the statuses change, and the change is reported as
quickly as possible. All query and transmission intervals and other parameters can be parame-
terized via the Bluetooth interface available in the WILSEN device and with the help of the
WILSEN app for mobile end devices. It is also possible to access the WILSEN device remotely
via the radio interface. This can be used to query and change parameter values.

The wireless sensor also features a GPS geolocation function. Temperature and battery control
functions are used to monitor the status of the sensor.

To transfer the measurement data, you must integrate the 1oT sensors with LoRaWAN interface
into a LoRaWAN network. This requires additional system components such as a LoRa gate-
way and LoRa network server (LNS).

The following figure illustrates the topology of integrating a WILSEN wireless sensor into a
LoRaWAN network.

loT Devices Radio Connection Network Access Data Processing

LoRa Gateway LoRa Network Server (LNS)  Application Server
WILSEN-Devices

IP Connection IP Connection

Bluetooth Wireless

Device Parametrization

Figure 2.1

Note
You can find more information on the LoRaWAN standard at:
https://lora-alliance.org

I3 PEPPERL+FUCHS
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WILSEN.node Device Versions

Sensors or voltage-free contacts are connected to the WILSEN.node to detect system statuses
or objects.

Detection via Sensors

If system statuses or objects must be detected using sensors, you can choose between the fol-
lowing two technologies:

NAMUR Sensors

NAMUR sensors are comparatively energy efficient and therefore ideal for operation on a bat-
tery-powered wireless sensor node such as the WILSEN.node. On the WILSEN.node,
NAMUR sensors of any type of sensor technology (inductive, capacitive, magnetic, optical,
etc.) and of any design and make can be connected.

The following figure shows examples of available sensor types compatible with the
WILSEN.node-NAMUR.

NS

Cylindrical Cubic type Slot type Ring type Float switch Vibration
limit switch

| 4

Figure 2.2
Low-Power DC 2-Wire Sensors

The low-power DC 2-wire sensors, or, as they are also known, "two-wire sensors with minimum
off-state current" from Pepperl+Fuchs are optimized for the lowest possible energy consump-
tion. This results in an even longer battery life than with the NAMUR sensors at the same query
and transmission intervals. Low-power DC sensors are available exclusively in the form of
inductive sensors, i.e. for querying metallic objects or targets.

11
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Detection of Voltage-Free Contacts

For detecting the system statuses or objects via voltage-free contacts (relays, switches, reed
contacts, etc.), WILSEN.node-NAMUR device version must be used for this purpose. In addi-
tion, the adapter cable V1-GX-R-BK1M-PUR-V1-G-YWSN for the connection of voltage-free
contacts, which is also listed in the accessories, is required once for each voltage-free contact.

The following figure shows examples of the connection of voltage-free contacts on the
WILSEN.node-NAMUR.

Volt-free Contact Flange Plug (optional) Adapter Cable WILSEN.node

o o o = =
L 'y - —
— »
s [a—
e.g.relay

e.g. toggle switch

it

’ : e
— - Fe ) ,‘,ﬁ . o
. (eoe @@@ o o)
RN \ LN\ o/

Figure 2.3
Overview and Application Notes for WILSEN.node Device Versions

The following table shows a summary of which WILSEN.node device versions are to be
selected in which application:

Device Version Name Connection Options Application Note

WSN-2N-*

Up to two voltage-free contacts | To monitor voltage-free contacts, you must use the

or adapter cable specified in the accessories.
Up to 2 "NAMUR" sensors You can also connect 1 voltage-free contact and 1
NAMUR sensor
WSN-2ZL-* Up to 2 "low-power DC" sensors| Only low-power DC sensors can be connected to
this device version.
Table 2.1

12

Note

If you enter the strings listed in the table under "Device Version Name" in the search field on our
homepage www.pepperl-fuchs.com, you will find the WILSEN.node wireless sensor nodes that
are available in each case.

I3 PEPPERL+FUCHS
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3 Integration into a LoRa Network

A WILSEN device sends the measurement data to be transmitted in the standardized
LoRaWAN protocol via a radio interface. To do this, the WILSEN device must have joined a cor-
responding LoRaWAN network. The device can join a network once it has been registered with
the LoRa network server.

The following figure illustrates the topology of integrating a WILSEN device into a LoRaWAN
network.

loT Devices Radio Connection Network Access Data Processing

LoRa Gateway LoRa Network Server (LNS)  Application Server

[ —o |
IP Connection 8 IP Connection D]

WILSEN-Devices

Bluetooth Wireless

Device Parametrization

Figure 3.1
LoRa Wireless Connection

The measurement data collected by the WILSEN device is transmitted to the LoRaWAN net-
work in the form of an encrypted hexadecimal value chain (payload). This payload is received
by one or more gateways and translated into the internet protocol (IP format). The gateway
transmits the translated payload to the LoRa network server via an Ethernet cable or a wireless
connection.

LoRa Network Server and Application Server

The LoRa network server (LNS) filters the incoming data packets, assigns them to the corre-
sponding loT devices, and forwards them to an application server. The application server
decrypts the data packets and stores the device data (measurement data, states) that they con-
tain. The data user's processing software application can retrieve and display the data from the
application server memory at a later time.

Registering the Sensor with a LoRa Network Server

To register the WILSEN device with a LoRa network server, a customer account with the corre-
sponding software service is required. Services usually make their registration procedure avail-
able in dialog form. Familiarize yourself with the details of your network server.

Note

In a separate document, Pepperl+Fuchs describes the procedure for registering a WILSEN
device using registering with "The Things Network (TTN)" community network as an example.

You can download the document online from the product detail page for the respective
WILSEN device at www.pepperl-fuchs.com.

The objective of the registration procedure is to exchange software keys, which contain the
unique device authentication and an encryption of the sensor data to be transmitted (measure-
ment data).

I PEPPERL+FUCHS 13
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Device Authentication

When using LoRaWAN, the device is uniquely authenticated via the Device EUI. This is pro-
vided by the device manufacturer and transferred to the LoRa network server (LNS).

With WILSEN devices, you will find this 16-digit number in hexadecimal format by connecting
to the device using the WILSEN app. The device-specific Device EUI is displayed in the
"LoRaWAN Configuration" menu of the app. You can also find the Device EUI on the nameplate
and the packaging label of the device, or in the individual serial number credential list in csv for-
mat provided by Pepperl+Fuchs on request.

To structure the system, some LNS services use a 16-digit Application EUl/Join EUI as an
additional identifier to structure the system.

For more information, familiarize yourself with the details in the description supplied by your
LNS provider. If the LNS supplies an Application EUI/Join EUI or you create one yourself, you
must enter it in the Application EUI/Join EUI field in the WILSEN app.

If you want to use the Application EUI/Join EUI provided by the WILSEN device, you will find it
in the WILSEN app in the "LoRaWAN Configuration" menu. It is also in the individual serial
number credential list in csv format provided by Pepperl+Fuchs on request.

Encryption of Telemetry Data

With LoRaWAN, device data (measurement data, states) is always transmitted from the sensor
to the application server in an encrypted format. The AES128 standard is used for this end-to-
end encryption.

WILSEN devices use the 32-digit application key to encrypt the measurement data to be
transmitted. Select the over-the-air activation (OTAA) registration procedure for your LoRa net-
work server. Some network servers will then provide you with an application key. Alternatively,
the application key provided by the WILSEN device can be transferred to the intended LoRa
environment.

You can find the application key provided by the WILSEN device via the WILSEN app in the
"LoRaWAN Configuration” menu. It is also in the individual serial number credential list in csv
format provided by Pepperl+Fuchs on request.

An application key provided by a network server must be transferred to the WILSEN device
using the WILSEN app.

Once the credentials have been exchanged between the WILSEN device and the LoRaWAN
network server or application server, the data transmission can start.

If the WILSEN device is within range of a LoRa gateway, it immediately starts contacting the
LoRa network server.

I3 PEPPERL+FUCHS
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Payload

The regularly determined measurement data is transmitted to the LoRa network server on the
internet at adjustable transmission intervals. The structure of this usable data is referred to as a
payload.

The payload of a transmission packet is a string of up to 51 bytes of hexadecimal num-
bers—the contents of which must be interpreted on the receiving side using a payload
decoder. The structure of the payload for the respective WILSEN device is described in an
additional document for the payload.

LoRa network server providers offer various tools for decoding the payload on the receiving
side. Some providers make it very easy to create such a decoder using a form template, e.g., in
JavaScript. Other providers offer an input field for a finished piece of program code in JavaS-
cript. Please familiarize yourself with the specific details of the payload decoder of your respec-
tive provider.

Pepperl+Fuchs provides a downloadable payload decoder in JavaScript format on its homep-
age. You can open this script using a text editor and copy and paste it into the input field for the
payload decoder of the LNS provider.

Note

n You can download the payload description and the payload decoder for your WILSEN device
online from the product details page for the relevant WILSEN device at www.pepperl-
fuchs.com. See the Documents and Software areas.

I PEPPERL+FUCHS 15
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Cybersecurity Information

This product has been developed according to best practices for cybersecurity.

The user is responsible for ensuring that suitable cybersecurity measures are implemented in
the operating environment of the product.

Pepperl+Fuchs provides information in a suitable manner and updates this information
depending on the threat situation.

Refer to cybersecurity information for further information.

Note

Further information is available on the product detail page of the device on the Internet
at www.pepperl-fuchs.com. Enter the order designation in the search field

— Select the appropriate device — Open the product detail page

— Open the Product Documentation tab.

I3 PEPPERL+FUCHS
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5 Installation
5.1 Connecting Sensors to the WILSEN.node

Figure 5.1

Note
When connecting sensors to the WILSEN.node, be sure to observe the following points.

To connect a sensor to an M12 socket on the WILSEN.node, select suitable extension cables
and, if necessary, field-attachable M12 connectors.

Observe both the pin assignment of both the respective sensor and the WILSEN.node. Details
can be found in the respective datasheets.

M =
s

To ensure safe device operation when connecting, take appropriate measures to ensure
compliance with the degree of protection (IP) and specified torques for M12 connectors and
any cable glands used.

Warning!
A Malfunctions may occur if the connection cable is too long!

The cable connection for connecting the sensors to the WILSEN.node must not exceed the
maximum cable length of 10 m. An unshielded cable must be used.

I PEPPERL+FUCHS 17
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Connection of Voltage-Free Contacts to WSN-2N* WILSEN.node
Devices

Note

The monitoring of voltage-free contacts with a WILSEN.node is only possible with the NAMUR
versions WSN-2N*, using the adapter cable V1-GX-R-BK1M-PUR-V1-G-YWSN. A separate
adapter cable is required for each voltage-free contact.

In principle, you can connect any type of voltage-free contacts such as relays, switches, reed
contacts etc. to the WILSEN.node NAMUR and monitor them.

The following figure shows an example of the pin assignments to be observed during
connection and how and with which parts the connection of a voltage-free contact to the
WILSEN.node can be made.

For further details and technical specifications, please refer to the respective datasheets.

Volt-free Contact Flange Plug (optional) Adapter Cable WILSEN.node

[ ] am
e.q. relay m
4

e.9. toggle switch

E—— | ,;5:_:-* o
Figure 5.2

To connect the voltage-free contact on the WILSEN.node, the adapter cable V1-GX-R-BK1M-
PUR-V1-G-YWSN must be switched between the voltage-free contact and the WILSEN.node.
A special resistor network is built into the handles of this cable, which sets the voltage levels
and current levels to values appropriate for the WILSEN.node. In addition, this resistor network
enables wire break detection from the M12 socket of the WILSEN.node to the end of the
adapter cable (thicker grip), based on the NAMUR technology.

For connecting two voltage-free contacts to the WILSEN.node NAMUR, one adapter cable is
required per contact.

If the length of the adapter cable is not sufficient, the cable connection can be extended. Exten-
sion cables must be installed between the adapter cable and the M12 socket on the
WILSEN.node. This ensures that the wire break detection from WILSEN.node to the end of the
adapter cable is still guaranteed, even despite the extension.

Caution!
Malfunctions may occur if the connection cable is too long!

The cable connection for connecting the voltage-free contacts to the WILSEN.node must not
exceed the maximum cable length of 11 m (incl. adapter cable).

Use an unshielded cable for an extension.
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In some applications, and often also when retrofitting a WILSEN.node solution to existing
equipment, additional accessories may be required to connect the WILSEN.node to the appli-
cation.

The M12 installation adapter V15S-M16H-500 shown in the previous figure is also worth men-
tioning as an example here. This makes it very easy to install IP-compliant cabling in control
boxes or switch cabinets, even at a later date. With the help of the stranded wires already con-
nected to it, the connection to the voltage-free contact within the control box can at best be
established directly.

In addition to the connection of up to two voltage-free contacts on the WILSEN.node WSN-2N*
(NAMUR), it is also possible to connect one voltage-free contacts and one sensor.

I PEPPERL+FUCHS 19
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Establishing a Connection to the Device

Prerequisites

A mobile device that meets the following prerequisites is required to connect and subsequently
parameterize the WILSEN device via the Bluetooth interface and WILSEN app:

* Operating system compatibility for WILSEN app to WILSEN device as specified in the
appropriate App Store

Bluetooth version 4.0 or higher (Bluetooth Low Energy must be supported)
Bluetooth is enabled on the mobile device

Geolocalization is enabled on the mobile device

Mobile device has an internet connection

Mobile device has an account set up on Google Play or the Apple App Store

Go to the app store on your mobile device and search for the Pepperl+Fuchs "WILSEN" app or
scan the following QR code.

Figure 6.2 WILSEN in the Apple App Store
Follow the instructions to download and install the app.

n Note

On the mobile device, make sure that Bluetooth and geolocalization (GPS) are
switched on and that the associated app permissions have not been restricted
by the user.

Open the app by tapping the app symbol.

WILSEN

£
P

Figure 6.3

L The WILSEN app Device Discovery will appear. Available devices within detection range
will be displayed after a short time.
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Device Discovery .

Q, Filter devices by name =

WILSENO000630365
0 LoRa
UCC4000

60dBm

WILSENO0000630366
LoRa
UCC4000

©

-64dBm

WILSENO0001628737
LoRa
UCC2500

©

66dBm

WILSENO0000629937
LoRa
VALVE

©

&67dBm

WILSENO0000630364
LoRa
UCC4000

©

69dBm

Scanning for devices

Figure 6.4

= ™
Enter the desired device name or part of it to reduce the number of devices in
the list in accordance with the search.

The "Sort" symbol to the right of the input field allows you to sort the displayed
devices according to various criteria. You can also use this to completely
disable a specific sort order. In this case, newly found devices are simply
added to the end of the list.

4. Tap on the desired device to connect it to the app.

Tip
The system may issue a pairing request during the connection setup process.
This must be confirmed by the user.
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Enter the default password 00000000 when setting up a new device or the valid password for
an already known device within 30 seconds and confirm with OK.

WILSEN0001628737

3 tries left

Type your password

SHOW

CANCEL

OK

Figure 6.5
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L The app will switch to the Sensor Status & Configuration menu, which displays current

sensor values and provides access to sensor settings.

<  WILSEN0000642664 .

Sensor Status & Configuration

Frontend sensor status
({.3) Sensor 1: Target detected
Sensor 2: No target detected

GPS - Geoposition
Device Tracking: disabled
Last position:

4 Longitude: n/a
Latitude: n/a
Satellites: n/a

No acquisition performed yet

Temperature
& °C-value: 23.3 °C
°F-value: 73.9 °F

Battery Status
(=) Voltage: 3.5V
= LoRaWAN configuration

Device configuration

® N

Device information

Reading device values regularly

Figure 6.6

Caution!
A High Power Consumption During Bluetooth Connection

To ensure the longest possible battery life, keep the connection time between the mobile
device and the WILSEN device via Bluetooth and the app as short as possible.

The Bluetooth connection between the sensor and the app is automatically severed if there is

no further user activity for five minutes.

I3 PEPPERL+FUCHS
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Note
Temporary Block After Three Incorrect Password Entries

If the password is incorrectly entered three times in a row, the device is blocked from
reconnecting via Bluetooth for a specific period of time.

This is indicated by the "Blocked" sign in the device list. There is also a note indicating when
the device will be accessible via Bluetooth again. If an incorrect password continues to be
entered multiple times once access is restored, the blocking period becomes increasingly
longer after every three attempts.
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7 Mounting

71 Installation Conditions
To ensure proper functioning, you must observe the following installation conditions when
mounting the WILSEN device:

* Installing the WILSEN device in shielded environments made of metal or other conductive
components usually has a significant effect on the wireless connection and wireless
range. These effects must be taken into account accordingly in such installation situa-
tions.

* Where specified, observe the maximum tightening torques for screws and the screw con-
nections on the M12 plug connections.

7.2 Mounting Instructions

You can mount the WILSEN.node wireless sensor node on walls, beams, or other system parts
using the pre-assembled mounting plate. The mounting plate has various mounting points,
which you can see in the following drawings.

The following drawing shows the dimensions and the mounting points of the device.

© 6_, . 7 x45° 405 29 (2x)
- I
T 5
[ I N © [
# >
: x| & 5 g
| & =
o I
g ~ - N F{ENIEN
2 S @ 852
— @._ 3V Ny
\_ . J -
_ x|
—I: \ p— / N
<
n
o 67 (81) =
Figure 7.1

You can attach the mounting plate to a mounting location via the following points:

* Viathe front sides using two 9 mm thru-holes with M8 screws and flat washers.

* Viathe underside of the mounting plate using the eight M6 tapped holes with a maximum
screw-in depth of 7 mm and a tightening torque of <1 Nm.
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Measurement-Data Acquisition and Data Transmission
of the WILSEN.node

The figure below illustrates the process for measurement-data acquisition and for data trans-
mission for the WILSEN.node in conjunction with the triggers that initiate them.

Trigger: Scanning of front-end sensors Trigger:
LoRa Transmission Scanning of all connected front-end sensors GPS Acquisition
Interval Interval

.

GPS Geopositioning

- ‘
Transmission Transmission
LoRaWAN “Payload 1 LoRaWAN “Payload 2“

Temfeé]ature Front-end sensor Tem;[)ecr?ture Front-end sensor Tem;[)ecr]ature Front-end sensor
° status ° status ° status
Battery Status Battery Status [(Ii':ﬁ Geo]position Battery Status
at./long.

** Payload contains status of the front-end sensor
belonging to the trigger interval.

Figure 8.1 Ablaufdiagramm Messdatenerfassung und Datenlbertragung

Triggers for Measurement-Data Acquisition and Transmission

Measurement-data acquisition with the WILSEN.node is initiated by one of three different trig-
gers.

* LoRa Transmission Interval
First, there is regular measurement-data acquisition, which is initiated via the "LoRa
Transmission Interval” trigger. This interval is used to receive notification of the front-end
sensor statuses and measurement data at regular intervals to ensure an overview of the
plant and the availability of the WILSEN.node including the connected front-end sensors.

* Monitoring Interval
In addition, optional event-driven reporting of front-end sensor statuses and measure-
ment data is possible via the "Monitoring Interval" trigger. In this case, measurement-data
acquisition is usually triggered at much shorter time intervals. However, the measurement
data is only transmitted if the front-end sensor status changes. The "monitoring interval”,
respective valid change conditions, and data transmission settings can be configured
individually for each connected front-end sensor.

* GPS Acquisition Interval
The geoposition of the WILSEN.node unit can also be determined as an option together
with measurement-data acquisition. This is done via the "GPS Acquisition Interval" trigger,
which is the third trigger option for measurement-data acquisition.

Measurement-Data Acquisition Process

For measurement-data acquisition, the connected front-end sensors are briefly supplied with
power by the WILSEN.node and their statuses are recorded.

When measurement-data acquisition is initiated via the "LoRa Transmission Interval" or "GPS
Acquisition Interval" trigger, the statuses of all front-end sensors are recorded.

When the measurement-data acquisition is triggered via "Monitoring Interval", only the front-
end sensor belonging to the respective monitoring interval is queried.

With the "GPS Acquisition Interval" trigger, the geoposition of the WILSEN.node unit is addi-
tionally determined after measurement-data acquisition.
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Data Transmission

Following measurement-data acquisition initiated by the "LoRa Transmission Interval" trigger,
this and other data are transmitted directly in the form of "Payload 1". In addition to the statuses
of the front-end sensors, the "Payload 1" also contains the battery status and temperature of
the WILSEN.node.

If measurement-data acquisition was initiated by the "GPS Acquisition Interval" trigger, data
transmission takes place immediately after geolocation is completed in the form of "Payload 2".
"Payload 2" contains the same measured variables as "Payload 1" and the recorded geoposi-
tion.

If measurement-data acquisition was initiated by the "Monitoring Interval" trigger, data trans-
mission takes place only if the status of the corresponding front-end sensor has changed com-
pared with the previous acquisition and the set status change conditions are met. In this case,
the data is transmitted once in the form of "Payload 1". In addition to the battery status and tem-
perature, this contains only the status of the front-end sensors assigned to the triggering moni-
toring interval.
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Parameterization

You can query and set the WILSEN.node parameters in the following two ways:

*  WILSEN app
* LoRaWAN downlink channel

With the exception of the app-specific parameters, all WILSEN.node device parameters
described below can also be queried and set via the LoRaWAN downlink channel.

For logical reasons, the details of the device parameters are described in this chapter based on
the structure and clustering in the WILSEN app.

Note

The hexadecimal codes and specific information required for access via the LoRaWAN
downlink channel are in a separate document entitled "Downlink Description”.

You can find this at www.pepperl-fuchs.com on the product details page for the WILSEN
device.
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9.1

Menu Structures in the WILSEN App

The Sensor Status & Configuration menu is the central overview page for further navigation
once the user has been successfully authenticated and Bluetooth has been connected.

The menu displays current device information and contains further submenus that allow
parameterization of the device.

The app has the following structure and functions:

Menu Sensor Status & Configuration

=

()

(C=]

. )))

® N

WILSEN0000642664

Sensor Status & Configuration

Frontend sensor status
Sensor 1: Target detected
Sensor 2: No target detected

GPS - Geoposition
Device Tracking: disabled
Last position:

Longitude: n/a

Latitude: n/a

Satellites: n/a

No acquisition performed yet

Temperature
°C-value: 23.3 °C
OF-value: 73.9 °F

Battery Status
Voltage: 3.5V

LoRaWAN configuration

Device configuration

Device information

Reading device values regularly

Menu App Settings

~ Submenu Frontend Sensors

== Submenu GPS configuration

== Submenu LoRaWAN configuration

== Submenu Device configuration

== Submenu Device information

Figure 9.1
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Menu/submenu Task/content

Sensor Status &
Configuration

Main menu with submenus and displays for the device

App Settings

Changing the language and information about the app version used

Front-End Sen-
sor(s)

Setting the parameters for front-end sensor configuration and event-driven
measurement-data acquisition and measurement-data transmission
("Monitoring interval")

GPS Configura- | Setting the parameters for GPS position determination and its transmission
tion interval

LoRaWAN Con- | Setting the LoRaWAN-specific parameters and the transmission interval
figuration

Device Configu-
ration

Setting the displayed device name, changing the device password, various
reset options, and deactivating the Bluetooth interface

Device Info

Information about the device (device data and counter readings) and the
option to update the firmware

Table 9.1
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App Settings Menu

In the App Settings menu, you can select the language and color scheme used in the app. In
addition, this menu shows legal notices along with the version number of the app installed on

your device.

Language

English

German

Theme

Light

Dark

Legal

Licenses

Version

App Settings

Privacy Palicy

Terms of Use

®

222

Figure 9.2
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9.3 Front-End Sensor Configuration

In the Front-End Sensors submenu, you can configure the parameters of the connected front-

end sensors as well as event-driven monitoring.

Sensor 1

Output logic

Event-driven transmission

Sensor 2

Output logic

Event-driven transmission

<  Frontend Sensor(s)

Normally-open

Normally-open

Figure 9.3

When event-driven transmission is enabled for a front-end sensor, other parameters associ-
ated with this function for that front-end sensor are displayed and accessible.

Sensor 1

Output logic

<  Frontend Sensor(s)

Normally-open

Event-driven transmission

Monitoring interval

Trigger event

Message type

Number of transmis...

1h
State change

Unconfirmed

Sensor 2

Output logic

Event-driven transmission

Normally-open

Figure 9.4
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9.3.1

9.3.2

9.3.3

I3 PEPPERL+FUCHS

Note

All the following parameters are available once for each front-end sensor that is monitored with
the WILSEN.node.

Output Logic

You can use this parameter to adapt the output logic stored in WILSEN.node for the respective
front-end sensor to the real sensor behavior. This is necessary to ensure that the statuses
transferred in the payloads ("Object detected"/"No object detected") correspond to reality and
that you receive correctly evaluated system statuses directly.

Event-Driven Transmission

Activating this parameter switches on event-driven monitoring for the relevant front-end sensor
("Monitoring interval").

Event-driven monitoring means that the status of the front-end sensor is detected and checked
for changes at the monitoring interval set here, in addition to the regular interval (>> "LoRa
transmission interval"). If changes to the sensor status are detected during this monitoring that
correspond to the notification conditions configured here (>>trigger event), a message is sent
once in accordance with the transmission settings set here.

When this function is activated, the following additional parameters are displayed:

e Monitoring interval

e Trigger event

* Message Type

*  Number of transmissions

Note

Event-driven transmission is disabled by default because this function is not relevant for all
applications. This also promotes the longest possible battery life.

Only enable this function if your application actually requires this type of monitoring.

Monitoring Interval

If event-driven transmission is enabled, this parameter is used to specify the time intervals at
which the status of the front-end sensors is queried and checked.

Note

Select this monitoring interval carefully and set it only as short as is actually required for your
application. The shorter the selected interval and therefore the more frequently the front-end
sensors are queried, the shorter the battery life will be.

It is very easy to estimate the effects of activated event-driven monitoring with corresponding
monitoring intervals on battery life with the help of our Battery Lifetime Calculator for your
application.

You can find this at https://wilsen-services.pepperl-fuchs.com.
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Trigger Event

This parameter is used to define which change in the front-end sensor statuses leads to a noti-
fication being sent as part of event-driven monitoring.

The following options are available:

» Status change
e Object detected
* No object detected

If "status change" is the set trigger event, a message is sent for each status change of the front-
end sensor that is detected within the set monitoring interval. A distinction is made between the
states "object detected" and "no object detected".

* Inthe case of "object detected", the notification only occurs if the sensor status changes
to "object detected".

* Inthe case of "no object detected", the notification only occurs if the sensor status
changes to "no object detected".

Note

Fulfillment of the trigger condition is evaluated exclusively on the basis of front-end sensor
queries from event-driven monitoring (>> "Monitoring Interval").

Only changes detected within the set monitoring interval can trigger the sending of an event-
driven message.

For example:

The monitoring interval of the event-driven monitoring is set to 5 minutes. The sensor status in
the context of an event-driven query is determined as "no object detected".

One minute later, an object is brought in front of the sensor (>> "object detected").
Another minute later, the object is removed again (>> "no object detected").

At the next query triggered by the monitoring interval after a further three minutes, the sensor
status is identified as "no object detected".

The status of the front-end sensor therefore remains unchanged for the WILSEN.node and it
does not respond with a message regarding the "object detected" status that existed briefly in
the meantime.
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9.3.5 Message Type
LoRaWAN offers two possible message types for the transmission of a device payload:

* "Unconfirmed" transmission:
When you select the message type "Unconfirmed"”, the WILSEN device sends its mes-
sage to the gateway according to the set "Number of transmissions" (see following param-
eter). However, it does not expect a receipt confirmation from the gateway.

e "Confirmed" transmission:
When you select the message type "Confirmed", the WILSEN device sends its message
to the gateway and expects a receipt confirmation. If this is not received within a specified
time frame, the sensor sends its message to the gateway a maximum of two more times.
The WILSEN device performs a total of three transmission attempts. After the 3rd attempt,
if no confirmation is received from the LoRa network server, the WILSEN device discards
the current message.

Usually, with LoRaWAN, measurement data from devices is sent to the gateway "unconfirmed"”.
This minimizes the load on the LoRaWAN network and allows receipt of multiple messages
simultaneously on different gateway channels. Receipt of messages is therefore possible in
most events. Of course, especially with this type of transmission, messages from one or more
devices may not be received by the gateway.

If itis necessary to ensure that a message is received at the gateway, the message type should
be "Confirmed". This is especially useful for alarm messages and often for event-driven mes-
sages.

Note

n The message type selected here applies exclusively to event-triggered messages of the
respective associated front-end sensor. It does not affect regularly transmitted messages
triggered by the "LoRa Transmission Interval" or "GPS Acquisition Interval".

Only select a "Confirmed" transmission if it is absolutely necessary for your application. In
addition, make sure that the front-end sensor status does not change constantly, especially
when the query intervals are set very short, to prevent overloading the LoRa network due to the
large number of confirmed transmissions generated as a result.
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Number of Transmissions

Note
This parameter is only available if the message type is set to "Unconfirmed".

You can choose between the values "1" and "3" as the number of message transmissions (pay-
load).

*  With "1", the WILSEN device sends each message (payload) toward the gateway only
once.

* With "3", each message is sent a total of three times at short intervals.

Multiple transmissions of the same message increase the probability that each message will
actually arrive at the gateway and therefore in the loT system if the message transmission is
"Unconfirmed".

At the same time, however, this also increases the utilization of the LoRa wireless network. In a
LoRaWAN network operating near the network capacity limit or with high utilization, there may
be an increased likelihood of telegram collisions between different transmitting devices. Mes-
sages sent simultaneously from different devices overlap on the wireless transmission path. On
the receiving side, this can cause these messages to become inconsistent and therefore be
discarded. Multiple transmissions of the same message in LoRaWAN networks with high utili-
zation can therefore counteract the original intention of increasing the probability of receiving
the message on the gateway side.

Note

The number of transmissions selected here applies exclusively to event-triggered messages of
the respective associated front-end sensor. It does not affect regularly transmitted messages
triggered by the "LoRa Transmission Interval" or "GPS Acquisition Interval".

"Apply" Button

The changes made to parameters are only transferred to the device and permanently stored
there when the "Apply" button is tapped.
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9.4 GPS Configuration

In this submenu, you can switch on the GPS function of the WILSEN device and set the GPS
accuracy, the position determination frequency, and the transmission settings for the associ-
ated messages ("Payload 2").

¢  GPS Configuration

Device Tracking

GPS Tracking [
GPS Accuracy Eco mode
Acquisition interval 24h
Message type Unconfirmed
Number of transmis... 1
Next acquisition 5min

Figure 9.5

Note

n An initial or newly initiated acquisition of the GPS position will only take place after the time set
in the "Next acquisition" parameter has elapsed. Unless another setting has been made for this
parameter, the default setting is five minutes. When you tap the "Apply" button, a
corresponding countdown timer is displayed at the bottom of the GPS configuration menu.
After the 1st successful acquisition of the sensor, this countdown timer in the app will
disappear.

9.4.1 GPS Tracking

This switch activates the GPS function of the WILSEN device. The following additional parame-
ters will then be displayed in the app.

GPS Accuracy
Acquisition interval
Message type

Number of transmissions
Next acquisition
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GPS Accuracy

WILSEN devices with firmware version 2.5 or later offer the option of defining the positioning
accuracy for GPS localization.

Each position acquisition generally requires a relatively large amount of energy and therefore
always has a negative impact on the battery life. However, the accuracy of position acquisition
is also crucial for the amount of energy required. The more precise the position needs to be,
the longer the GPS module has to be in operation to locate it and the higher the energy require-
ment.

The two selection options for the "GPS Accuracy" parameter are:

* "Eco mode"
"Eco mode" is suitable for all applications where locating the WILSEN device with an
accuracy of about 75—-100 meters from the actual position is sufficient. A medium level of
energy consumption is sufficient for this accuracy.

* "Precision mode"
"Precision mode" achieves positioning accuracies of around five to ten meters from the
actual position. The energy requirement in "Precision mode" is disproportionately higher
and has a greater impact on the battery life than "Eco mode".

Note

Select the GPS accuracy that is appropriate for your application and locate the device only as
often as necessary to achieve the longest possible battery life.

If the position of the WILSEN device does not have to be tracked permanently, it is possible to
switch its GPS localization on and off as required via the LoRaWAN downlink channel using the
"GPS Tracking (ON/OFF)" parameter and, if necessary, the additional "Acquisition interval" and
"Next acquisition" parameters. Despite the need for temporary device localization, this
significantly extends the battery life.

You can easily estimate the impact of GPS localizations of the WILSEN device on the settings
required for your application using our battery runtime calculator. You can find this at
https://wilsen-services.pepperl-fuchs.com.
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9.44

Acquisition Interval

The "Acquisition Interval" parameter determines the frequency of the GPS position determina-
tion. On each occasion, the front-end sensors are also queried in parallel with the position
detection. All data collected is transmitted together in "Payload 2".

Note

More information on the structure and content of "Payload 2" can be found in the additional
document entitled "Payload Description (Uplink)" on the product details page at www.pepperl-
fuchs.com.

The payload decoders suitable for the WILSEN device (uplink and downlink) can be found at
the same location in the "Software" section.

Note

The collection of GPS data requires relatively high power consumption. To ensure the longest
possible battery service life, select the appropriate GPS acquisition interval for your application.
However, avoid "unnecessarily frequent" acquisition.

If the position of the WILSEN device does not have to be tracked permanently, it is possible to
switch its GPS localization on and off as required via the LoRaWAN downlink channel using the
"GPS Tracking (ON/OFF)" parameter and, if necessary, the additional "Acquisition Interval" and
"Next Acquisition" parameters. Despite the need for temporary device localization, this
significantly extends the battery life.

You can easily estimate the impact of GPS localizations of the WILSEN device on the settings
required for your application using our battery runtime calculator. You can find this at
https://wilsen-services.pepperl-fuchs.com.

Note

The "GPS Acquisition Interval" works independently of a "LoRa Transmission Interval" that may
be activated in parallel in the sensor (see chapter 9.5)

and of an activated event-driven monitoring and transmission of the front-end sensor status
(see chapter 9.3).

Message Type

This parameter can be used to select one of the two typical LoRaWAN message types for
transmitting the "Payload 2" sent in connection with GPS localization:

* "Unconfirmed" transmission:
When you select the message type "Unconfirmed"”, the WILSEN device sends its mes-
sage to the gateway according to the set "Number of transmissions" (see following param-
eter). However, it does not expect a receipt confirmation from the gateway.

e "Confirmed" transmission:

When you select the message type "Confirmed", the WILSEN device sends its message
to the gateway and expects a receipt confirmation. If this is not received within a specified
time frame, the device sends its message to the gateway a maximum of two more times.

The WILSEN device performs a total of three transmission attempts. After the 3rd attempt,
if no confirmation is received from the LoRa network server, the WILSEN device discards
the current message.

Note

The message type selected here applies exclusively to "Payload 2" transmissions triggered by
the "GPS Acquisition Interval". The message type does not affect regularly transmitted
messages triggered by the "LoRa Transmission Interval". The transmission of messages due to
event-driven monitoring also remains unaffected by this.
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Number of Transmissions

Note
This parameter is only available if the message type is set to "Unconfirmed".

You can choose between the values "1" and "3" as the number of message transmissions (pay-
load).

*  With "1", the WILSEN device sends each message (payload) toward the gateway only
once.

* With "3", each message is sent a total of three times at short intervals.

Multiple transmissions of the same message increase the probability that each message will
actually arrive at the gateway and therefore the 10T system if the message transmission is
"Unconfirmed". This also increases the utilization of the LoRa wireless network.

In a LoRaWAN network operating near the network capacity limit or with high utilization, there
may be an increased likelihood of telegram collisions between different transmitting devices.
Messages sent simultaneously from different devices overlap on the wireless transmission
path. On the receiving side, this can cause these messages to become inconsistent and there-
fore be discarded. Multiple transmissions of the same message in LoRaWAN networks with
high utilization can therefore counteract the original intention of increasing the probability of
receiving the message on the gateway side.

Note

The message type selected here applies exclusively to "Payload 2" transmissions triggered by
the "GPS Acquisition Interval". The message type does not affect regularly transmitted
messages triggered by the "LoRa Transmission Interval". The transmission of messages due to
event-driven monitoring also remains unaffected by this.

Next Acquisition

This parameter is used to define when the next GPS acquisition and therefore also when the
next transmission of the relevant payload is to take place. In this way, acquisitions and trans-
missions can also be defined by multiple WILSEN devices at specific times of the day, depend-
ing on the application.

This parameter can also be very helpful if the localization function is only activated as required
via the LoRaWAN downlink channel, since this can be used to initiate the very timely start of a
new localization after the downlink communication.

"Apply" Button

The changes made to parameters are only transferred to the device and permanently stored
there when the "Apply" button is tapped.

Note

An initial or newly initiated acquisition of the GPS position will only take place after the time set
in the "Next acquisition" parameter has elapsed. Unless another setting has been made for this
parameter, the default setting is five minutes. When you tap the "Apply" button, a
corresponding countdown timer is displayed at the bottom of the GPS configuration menu.
After the 1st successful acquisition of the sensor, this countdown timer in the app will
disappear.
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9.5 LoRaWAN Configuration

The LoRaWAN Configuration submenu is used to set the wireless connection parameters
specific to LoRaWAN and to set the transmission interval.

&  LoRaWAN Config.
Network & Messages
Device EUI 9C:65:F9:FF:FE:29:DE: 1B
g 00:00:00:00:00:00:00:
Application EUI
01
41:20:76:84:71:86:33:
Application Key B2:0E:81:B2:64:59:FB
:F1:83
Spreading factor Automatic (ADR)
Downlink channel &
Downlink acknowledgement &
Payload 1
Data Transmission ®
Transmission Interval 24h
Message type Unconfirmed
Number of transmis... 1
Next Transmission Smin
Figure 9.6
9.5.1 Device EUI

The "Device EUI" is a device-specific identifier that identifies the device in the LoRa network. It
is similar to the MAC address of a node in a computer network.

The device EUI is assigned to every device as a globally unique number according to IEEE
rules. For this reason, it is not possible to change the device EUI of your sensor.
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Application EUl/Join EUI

Application EUI/Join EUI is an identifier optionally assigned by the LoRa network server (LNS)
or by you for the relevant application.

The application EUIl is preset with a uniform value and is identical for each sensor in the deliv-
ery state. This value can be used to establish a connection to a LoRa network. However, it is
recommended that this value be adjusted to suit the particular LoRa environment when the
sensor is commissioned.

Application Key

The application key is used to encrypt the sensor measurement data before it is transmitted.

A random number is assigned at the factory as the application key and this is unique for each
sensor unit. This default value only needs to be changed if the LoRa network provider or an
existing LoRa environment defines a specific value for the application key. If it is not defined in
this way, the application key provided by the sensor unit can be transferred to the intended
LoRa environment.

Spreading Factor

The spreading factor is a LoRaWAN parameter that is used to set the transmission strength
and data rate of the device. These values depend on the individual influences and conditions
on the wireless link between the device and the gateway.

The following two relationships apply:

* Device: The higher the spreading factor, the higher the transmitting power and longer the
transmission duration and therefore the higher the energy consumption in the transmitting
device.

* LoRaWAN network: The higher the spreading factor, the longer the data transmission and
therefore the higher the load/occupancy of the LoRaWAN network.

Further details can be found at https://lora-alliance.org/about-lorawan/.

In most applications, "Automatic (ADR)" (adaptive data rate) is the appropriate setting. In this
case, the LoRa network server regulates the sensor spreading factor to a degree that is appro-
priate to the actual conditions of the wireless link. First, the wireless transmission begins after
the sensor rejoins/joins (Join / Rejoin) the LoRa network with a high spreading factor. This
ensures that the first transmissions are successful even under poor conditions. The spreading
factor is gradually reduced depending on the signal strength received and the signal-to-noise
ratio. The LoRaWAN network server performs this task.

The "Automatic (ADR)" setting usually represents the optimal compromise between energy
consumption for wireless transmission, low load on the LoRaWAN wireless network due to
short transmission time, and good reliability of data reception on the server side.

In some applications, there are no stable conditions on the wireless link. Changes in the envi-
ronmental influences or EMC influences occur. Both can lead to unreliable transmission of the
data.

There are also applications in which there is essentially only poor LoRaWAN wireless cover-
age. For example, this could be in an urban environment with only a few gateways that may be
positioned very far away and/or with sensor operating locations that are heavily shielded in
terms of wireless technology.

In such circumstances, the "Automatic (ADR)" setting may not work reliably. Either no data can
arrive at the gateway or only sporadically, i.e., with dropouts. For these applications, a fixed set-
ting of the spreading factor is usually advantageous—usually a high setting such as SF11 or
SF12.

Conversely, there are also applications in which consistently very good LoRa network coverage
is ensured. In such a case it can also be advantageous to set the spreading factor to a fixed
value. We recommend low settings such as SF7 and SF8. Therefore, even when the sensor
joins/rejoins, the spreading factor is directly adapted to the very good conditions, which means
a lower energy consumption than with "ADR."

I3 PEPPERL+FUCHS

2026-07



2026-07

Manual WILSEN.node WSN-*-F406-B41-01-02
Parameterization

9.5.5

9.5.6

9.5.7

Note
The selected spreading factor applies to the transmission of all payloads of the device.

To ensure the longest possible battery life, select a spreading factor appropriate for your
application. Avoid unnecessarily high settings.

Downlink Channel

Note
The downlink channel in the device is switched on at the factory in the delivery state.

A detailed description of how the downlink channel works and how to use it can be found in the
separate document "Downlink Description." You can download this online from the product
detail page relating to your WS*F406-B41 WILSEN device at www.pepperl-fuchs.com.

This parameter is used to activate the downlink channel in the WILSEN device. When the
downlink channel is switched on, the WILSEN device is able to receive and process messages
via the LoRa network. This allows you to query or change parameter settings in the WILSEN
device via the LoRa network.

Downlink Acknowledgement

Note
This parameter is only available if the downlink channel is activated.

If this parameter is activated, the WILSEN device sends a confirmation to the LoRa network
server in response to incoming downlink messages after they have been processed. In this
way, it is possible to check the correctness of a command and its proper processing in the
WILSEN device.

If the downlink acknowledgment is not activated, the device will process incoming downlink
messages with changed parameter values, but no acknowledgment will be sent to the LoRa
network server.

It is always possible to query the currently set parameter values in the WILSEN device via the
downlink channel, regardless of the downlink acknowledgment, even if the acknowledgment is
deactivated.

Data Transmission

As long as the "Data Transmission" parameter is enabled in the "LoRaWAN Configuration”
menu, the sensor sends the data contained in "Payload 1;" see separate document entitled
"Payload Description." The frequency of this transmission and the time schedule are defined
using the additional parameters "Transmission Interval" and "Next Transmission".
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Transmission Interval

This parameter determines the time intervals at which data transmission takes place. If "6h" is
selected, the sensor sends its data every six hours. The start time of the interval can be con-
trolled using the "Next Transmission" parameter.

Note

The transmission interval selected here applies exclusively to regular "Payload 1"
transmissions.

It has no effect on Payload 2 transmissions triggered by the set GPS interval.
The transmission of messages due to event-driven monitoring also remains unaffected by this.

Caution!
Observe the maximum permissible transmission time per device!

Legal regulations in Europe allow a maximum permissible transmission time (air time/duty
cycle) of 1 % per hour for the use of the 868 MHz band per device. If the "Transmission Interval"
parameter is set to a value of at least 30 minutes, this requirement is fulfilled regardless of the
other influencing factors. A transmission interval of ten minutes may only be set permanently if
the GPS function of the sensor is deactivated. A LoRa transmission interval of less than ten
minutes may only be set for a short time. If such a setting is configured in the app, a corre-
sponding message is displayed and the parameter is reset to the last non-critical value as soon
as the app connection to the sensor is terminated.

The user is responsible for complying with the 1 % requirement. Failure to comply with this
requirement may result in criminal penalties.

Please note that in other countries, based on legal requirements or requirements issued by
LoRa network operators and other institutions, additional, possibly stricter restrictions may
apply, and must be observed.

Note

To ensure the longest possible battery life, select a transmission interval appropriate for your
application. However, avoid setting an "unnecessarily short" interval and therefore "too
frequent" measurement and transmission.
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9.5.9 Message Type
LoRaWAN offers two possible message types for the transmission of a device payload:

* "Unconfirmed" transmission:
When you select the message type "Unconfirmed", the sensor sends its message to the
gateway according to the set "Number of transmissions" (see following parameter). How-
ever, it does not expect a receipt confirmation from the gateway.

e "Confirmed" transmission:
When you select the message type "Confirmed", the sensor sends its message to the
gateway and expects a receipt confirmation. If this is not received within a specified time
frame, the sensor sends its message to the gateway a maximum of two more times. The
sensor performs a total of three transmission attempts.
If no confirmation is received from the LoRa network server after the 3rd attempt, the sen-
sor discards the current message. After the set LoRa transmission interval has expired,
the sensor rejoins the LoRa network. It then records new data, which are then transmitted
again with a request for a receipt confirmation.

Usually, LoRaWAN sends the measurement data from devices to the gateway "Unconfirmed".
This minimizes the load on the LoRaWAN network and allows receipt of multiple messages
simultaneously on different gateway channels. Receipt of messages is therefore possible in
most events. Of course, especially with this type of transmission, messages from one or more
devices may not be received by the gateway.

Ifitis necessary to ensure that a message is received at the gateway, the message type should
be "Confirmed". Examples include the alarm message from a smoke detector or when using
the WILSEN products as overfill protection or similar. However, it should be noted in this case
that for each message from each device set up in this way, a receipt confirmation is
requested/required by the gateway. While the gateway is sending this receipt confirmation, the
high signal strength means that it is not possible to receive other messages on the gateway at
the same time. This quickly overloads the LoRa network, especially in the case of a high num-
ber of communications with requested confirmation. It may also be the case that no other mes-
sages can be received.

For this reason, there is a general time limit for the downlink transmission capacity for
LoRaWAN gateways. This relates to the transmission of data from the gateway toward the
devices. LoRaWAN gateways may only use a maximum of 10 % of their total operating time to
send downlink messages. In other words: 90 % of the time, the gateway must be available to
receive messages.

Note

The message type selected here applies exclusively to "Payload 1" transmissions triggered by
the "LoRa Transmission Interval”. It does not affect regularly transmitted messages triggered by
the "GPS Acquisition Interval". The transmission of messages due to event-driven monitoring
also remains unaffected by this.

Only select a "Confirmed" transmission of the data if it is absolutely necessary for your
application. In this case, the setting for the measurement / transmission interval must also be
as long as possible.
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Number of Transmissions

Note
This parameter is only available if the message type is set to "Unconfirmed".

You can choose between the values "1" and "3" as the number of message transmissions (pay-
load).

* With "1", the sensor sends each message (payload) toward the gateway only once.
* With "3", each message is sent a total of three times at short intervals.

Multiple transmissions of the same message increase the probability that each message will
actually arrive at the gateway and therefore the 10T system if the message transmission is
"Unconfirmed". This also increases the utilization of the LoRa wireless network. In a LoRaWAN
network operating near the network capacity limit or with high utilization, there may be an
increased likelihood of telegram collisions between different transmitting devices. Messages
sent simultaneously from different devices overlap on the wireless transmission path. On the
receiving side, this can cause these messages to become inconsistent and therefore be dis-
carded. Multiple transmissions of the same message in LoRaWAN networks with high utiliza-
tion can therefore counteract the original intention of increasing the probability of receiving the
message on the gateway side.

Note

The number of transmissions selected here applies exclusively to "Payload 1" transmissions
triggered by the "LoRa Transmission Interval". It does not affect regularly transmitted messages
triggered by the "GPS Acquisition Interval". The transmission of messages due to event-driven
monitoring remains unaffected by this.

Decide on the transmission interval for a message with care and choose an interval that is
appropriate for your application.

Next Transmission

This parameter determines the start time of the transmission interval. Depending on whether
you set the parameter via the WILSEN app or via the LoRaWAN downlink channel, the 1st data
transmission takes place at different times.

* Via the WILSEN app:
For example, if the "Next Transmission" parameter is set to "5min", the 1st data transmis-
sion of the set interval takes place five minutes after the changed settings have been
transmitted to the sensor by tapping the "Apply" button.

* Via the LoRaWAN downlink channel:
With this parameterization, the 1st data transmission of the set interval takes place five
(rjninytes after the corresponding LoRaWAN downlink message is received by the WILSEN

evice.

By configuring this parameter, it is also possible to define a transmission time within a specific
time frame for a number of sensors, e.g., "always in the first quarter of an hour".

"Apply" Button

The changes made to parameters are only transferred to the device and permanently stored
there when the "Apply" button is tapped.

A payload transmission according to adjusted LoRaWAN settings first takes place after the
time set in the "Next Transmission" parameter has expired. Therefore, when you tap the "Apply"
button, a corresponding countdown timer is displayed at the bottom of the LoRaWAN configu-
ration menu. After the first transmission and therefore also during normal operation of the sen-
sor, this countdown counter in the app is hidden again.
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Device Configuration

The Device configuration submenu displays the device name and allows you to disable the
Bluetooth interface of the sensor, change the device password, reset the device to factory set-
tings, and reset the counters.

<  Device Config.

Device Name WILSEN0001628737
Change Password

Reset Counters

Reset To Factory Defaults

Disable Bluetooth

Figure 9.7

Device Name

The device name that is currently assigned to the device is displayed here. You can change this
by tapping the name and customizing it using the keyboard that appears.

Change Password

Here you can change the password for accessing the sensor via the Bluetooth interface. The
default value for the password is "00000000".

As a password, you can enter an unlimited number of alphanumeric characters and special
characters from the UTF-8 character range.

To ensure a sufficient level of security, we strongly recommend that the sensor password is
changed when the device is commissioned so that it differs from the default password. The
new password must consist of at least eight characters and must also be changed at regular
intervals in the future.

Caution!
Note the new password to access the device in the future.

Make a note of the new password in a secure location. Neither the user nor the manufacturer
can reset or retrieve a forgotten or lost password.

Reset Counters

Use this button to reset the counters that are running in the sensor to monitor the frequency of
front-end sensor queries, GPS position acquisition, and LoRa transmissions. This may be use-
ful after a battery change.

Note

The current counter readings can be found in the "Sensor Information" menu and are cyclically
transmitted in a trimmed-down form with the sensor heartbeat ("Payload 3") via LoRaWAN.

Only the counter readings since last reset can be reset. The total counter readings are
continuously incremented from the production of the sensor and cannot be reset.
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Reset to factory settings

This button takes you to another submenu where three reset options are available.

¢  Reset To Factory Defaults

Include password
Include LoRa credentials

Everything

Figure 9.8
Include password

If you select this option, all device parameters, including the password, are reset to the factory
settings. The LoRa credentials will remain unchanged.

Include LoRa credentials

If you select this option, all device parameters, including the LoRa credentials, are reset to the
factory settings. The password will not be reset.

Everything

If you select this option, all device parameters, including the password and LoRa credentials,
are reset to the factory settings. The sensor will completely revert to its delivery state.

Disable Bluetooth

This button can be used to deactivate the Bluetooth interface of the sensor. This may be useful
after commissioning and parameterizing the sensor to make unauthorized access to the sensor
even more difficult.

You can reactivate the Bluetooth interface by disconnecting the battery for approximately ten
seconds and reconnecting it. Alternatively, you can use the LoRaWAN downlink channel to
switch Bluetooth on again on the respective device using the corresponding command. This
requires an activated downlink channel in the device; see chapter 9.5.5.

The Bluetooth interface is then available again as usual.

Note

Please note that deactivating the Bluetooth interface will immediately stop contact with the
sensor through the app. The sensor can then no longer be found in the device search list of the

app.
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9.7 Device Information

The Device Information submenu contains a variety of information about the device, such as

device data and counter readings. It also includes the function for over-the-air firmware

updates.

< Device Info

Part Number

Type Code

Device Type

Manufacturer

Serial Number

Hardware Revision

Firmware Revision

70162457

WSN-2N-F406-B41-01-
02

WILSEN.node LoRa

Pepperl+Fuchs

48000000642664

1.3.05

2.5.10

> Update Firmware

Counters

Sensor Measureme...
Total
Since last reset

LoRa Transmissions
Total
Since last reset

GPS Acquisitions
Total

Since last reset

Counter Resets

727
727

395
395

Figure 9.9
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Firmware Update

Note

You can only update the device firmware using the WILSEN app and via the device's Bluetooth
interface, not via LoRaWAN.

Pressing this button initiates an over-the-air update of the device firmware after a confirmation
prompt. A newer version of the firmware is downloaded and installed on the device via the inter-
net connection of the mobile device you are using.

Note

If a more up-to-date version is available, executing this function will overwrite the existing
firmware on the device without any further prompt. Some device parameters may be reset to
their factory settings.

After updating to a newer firmware version, it is no longer possible to revert to an earlier
firmware version.

Counters

The device logs the execution frequency of some functions. The collected data is displayed
under the heading "Counters". In each case, the frequency since the device was manufactured
(= "Total counter readings") and the frequency since the last reset of the counter readings are
displayed.

"Counter Resets" also shows how many times the user has reset the counter readings on the
current device. This data also provides information about the life status and the history of the
device.

Note
The full range of counter readings only appears in the WILSEN app.

However, all counter readings since the last reset are also transmitted once a day via
LoRaWAN as part of the status payload (payload 3), therefore providing information about the
device life status.
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10 Servicing

The device itself is maintenance-free. For this reason, it is not necessary to carry out regular
adjustments or maintenance work on the device itself.

However, check that the device is securely fitted at the installation location within the scope of
routine maintenance intervals.

I PEPPERL+FUCHS >



Manual WILSEN.node WSN-*-F406-B41-01-02
Exchanging the Battery

11

52

P =

Exchanging the Battery

The device battery is exchangeable. Spare batteries are available from Pepperl+Fuchs.

The device battery is designed for a long service life. The energy consumption of the device
depends on the device parameterization and the conditions at the operating location, such as
the distance between the device and the LoRa gateway, and climatic conditions.

Safety Notes for Exchanging the Battery

Warning!
Risk of injury if the battery is faulty!
This device uses a high-energy cell for its voltage supply. This battery contains lithium and thi-

onyl chloride. If these substances escape, the appropriate protective measures must be
observed. Refer to the safety datasheet.

In the event of leakage, contact with the skin or eyes may cause severe irritation and burns.
Inhalation of electrolyte vapors may affect the upper respiratory tract and lungs.

Note

You can find the safety datasheet for lithium thionyl chloride batteries online at www.pepperl-
fuchs.com, on the product detail page for the respective WILSEN device.

Warning!
Non-genuine batteries jeopardize operational safety!

Use only genuine spare batteries from Pepperl+Fuchs; otherwise the function and safety of the
device cannot be guaranteed. At worst, unapproved batteries can result in personal injury or
property damage due to fire. Unapproved batteries may become discharged earlier than genu-
ine batteries.

Note
Observe the following rules when exchanging the battery

* Before opening the device, make sure that moisture cannot penetrate the device and, if
necessary, rub the device dry.

* Before and while opening the device, check that the battery to be exchanged is intact and
that no chemicals have leaked out. If they have, stop exchanging the battery immediately
and close the enclosure. Observe the information in the safety datasheet for the battery.

e Ensure that the new battery is well-secured in the device by the hook-and-loop tape and
ensure that no part of the hook-and-loop tape will be trapped by the closing edge of the
enclosure.

* Make sure that the battery connection cable is only routed inside the device and cannot
be trapped when the enclosure cover is closed.

Exchanging the Battery

n Note

The following steps use a WILSEN.sonic.level device as an example. The
procedure is the same for all WILSEN device versions.
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Figure 11.1
1. Open the locking mechanism of the enclosure using a screwdriver.

2. Open the enclosure cover.

Figure 11.2
3.  Caretfully pull the plug of the battery connection cable out of the connector.

P

Detach the hook-and-loop tape securing the battery and remove the old battery.

5. Dispose of the battery in accordance with regulations.

I3 PEPPERL+FUCHS
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10.

11.

Figure 11.3

Before inserting the new battery, make sure that the clasp (1) for the hook-and-loop tape is
close to the base plate. If this is not the case, correct the position of the hook-and-loop tape
and insert the battery in the intended installation position.

Place the hook-and-loop tape around the battery and guide it through the clasp (2).

Tighten and secure the hook-and-loop tape so that it fits tightly around the battery and ends
near the closing edge of the enclosure (3). No part of the hook-and-loop tape may be outside
the enclosure or on the closing edge of the enclosure cover.

Plug the battery connection cable on the motherboard into one of the white connectors. Since
the cables are connected internally, the plug-in position does not matter.

Check that the LED briefly lights up. This indicates that the device is ready for operation.

A Caution!
Do not trap the battery cable and hook-and-loop tape.
When closing the enclosure cover, take care to ensure that the battery connec-
tion cable and hook-and-loop tape are completely in the enclosure and are not

trapped by the closing edge. Otherwise, the device may malfunction and the
degree of protection can no longer be guaranteed.

Close the enclosure cover and snap the device locking mechanism into place.

Note

After exchanging the battery, it may be useful to reset the sensor operating counters. If you want
to do this, launch the WILSEN app on your mobile device and switch to the "Device
configuration" menu. Select the "Reset counters" function.

It is also possible to reset the operation counters by sending the corresponding command via
the LoRaWAN downlink channel.
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12 Cleaning

It is not necessary to clean the device regularly.

If cleaning is required, please observe the following general rules:

Only with water without chemicals

Without pressure / high pressure

Only by using a soft cloth

No abrasive cleaning, scratching, or scrubbing

I3 PEPPERL+FUCHS
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13 Repair
The device must not be repaired, changed, or manipulated. In case of failure, always replace
the device with an original device.
56
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14 Disposal

The device, built-in components, packaging, and any batteries contained within
must be disposed in compliance with the applicable laws and guidelines
of the respective country.
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